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ENISA Threat Landscape Report
#1 Malware

Analysis and trends of the malware threat
between January 2019 and April 2020.
Malware ranked 1 stin the threat
landscape, maintaining the same position
from 2018.

ENISA Threat Landscape Report
#2 Web-based attacks

Trend analysis of web -based attacks
between January 2019 and April 2020.
Web based attacks ranked 2 ™ in the
threat landscape, maintaining the same
position from 2018.

ENISA Threat Landscape Report
#3 Phishing

Trend analysis of the phishing threat
between January 2019 and April 2020.
Phishing attacks ranked 3 ™ in the threat
landscape, raising from the 4 ™ position in
2018.
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https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends/etl-review-folder/etl-2020-malware
https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends/etl-review-folder/etl-2020-web-based-attacks
https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends/etl-review-folder/etl2020-phishing

From January 2019 to April 2020

Web ENISA Threat Landscape Report

Applicati L
Af&cf(ast L #4 Web application attacks

ENISA Threat Landscape

Analysis and trends of web application
attacks between January 2019 and April
2020. Web applications attacks ranked 4 t
in the threat landscape descending from
the 3™ position in 2018.

ENISA Threat Landscape Report
SPAM #5 Spam

ENISA Threat Landscape

Trend analysis of spam attacks between
January 2019 and April 2020. Spam
ranked 5 ™ in the threat landscape rising
from the 6 ™ position in 2018.

Distributed = ENISAThreat Landscape Report

denial of — ' #6 DDoS
service - DDoS

ENISA Threat Landscape

Trend analysis of DDoS attacks between
January 2019 and April 2020. DDoS attacks

READ THE REPORT ranked 6 ™ in the threat landscape,
descending from the 5 ™ position in 2018.

* x

5
+ enisa


https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends/etl-review-folder/etl-2020-denial-of-service
https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends/etl-review-folder/etl-2020-web-applications
https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends/etl-review-folder/etl-2020-spam
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Data breach

ENISA Threat Landscape
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ENISA Threat Landscape Report
#1 \dentify theft

Analysis and trends of the identity theft
threat between January 2019 and April
2020. Identity theft ranked 7 ™ in the threat
landscape, rising from the 13 ™ paosition in
2018.

ENISA Threat Landscape Report
#8 Data breach

Trend analysis of data breach attacks
between January 2019 and April 2020.
Data breach ranked 8 ™ in the threat
landscape, maintaining the same position
from 2018.

ENISA Threat Landscape Report
#9 Insider threat

Trend analysis of the insider threat
between January 2019 and April 2020.
Insider threat ranked 9 ™ in the threat
landscape, maintaining the same position
from 2018.
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https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends/etl-review-folder/etl-2020-identity-theft
https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends/etl-review-folder/etl2020-data-breach
https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends/etl-review-folder/etl-2020-insider-threat

] ENISA Threat Landscape Report
Botnet #10 Botnets

ENISA Threat Landscape

Analysis and trends of the identity theft

threat between January 2019 and April
READ THE REPORT 2020. BotNets attacks ran!<ed 10th in the
threat landscape, descending from the 7

position in 2018.

From January 2019 to April 2020

Physical
manipulation/ . | ENISA Threat Landscape Report
damage/theft/

loss | #11 Physical manipulation,
damage, theft and loss

Physical manipulation, damage, theft and
READ THEREPORT loss attacks ranked 11 t in the threat
landscape, descending from the 10 t

position in 2018.

ENISA Threat Landscape Report

:::.;:::ﬂon #12 Information leakage

ENISA Threat Landscape

Trend analysis of information leakage
threat between January 2019 and April

2020. Information leakage attacks ranked
READ ThHIE HEFORT 12t in the threat landscape, descending
from the 11 ™ position in 2018.
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https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends/etl-review-folder/etl-2020-information-leakage
https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends/etl-review-folder/etl-2020-botnet
https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends/etl-review-folder/etl-2020-physical

Top threats

From January 2019 to April 2020

Ransomware

ENISA Threat Landscape

Cyber
espionage

ENISA Threat Landscape

From January 2019 to Aprll 2020

Cryptojacking

ENISA Threat Landscape

READ THE REPORT

ENISA Threat Landscape Report
#13 Ransomware

Analysis and trends of the identity theft
threat between January 2019 and April
2020. Ransomware ranked 13 " in the
threat landscape, rising from the 14 t
position in 2018.

ENISA Threat Landscape Report
#14 Cyberespionage

Trend analysis of cyberespionage between
January 2019 and April 2020.
Cyberespionage ranked 14th in the threat
landscape, rising from the 15 t position in
2018.

ENISA Threat Landscape Report
#15 Crytojacking

Trend analysis of cryptojacking between
January 2019 and April 2020. Cryptojacking
attacks ranked 15 " in the threat landscape,
descending from the 13 ™ position in 2018.
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https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends/etl-review-folder/etl-2020-ransomware
https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends/etl-review-folder/etl-2020-cyberespionage
https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends/etl-review-folder/etl-2020-cryptojacking
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