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Executive Summary

The European Cyber Security Month (ECSM) is an EU advocacy campaign that promotes cyber security
among citizens and advocates seeking to change the perception of cyber-threats by promoting education,
sharing of good practices and competitions in data and information security. The European Union Agency
for Network and Information Security (ENISA), the European Commission DG Connect and Partners have
been deploying the ECSM each October for the last 4 years.

Highlights for 2015 edition:

32 countries were involved in the initiative in 2015, displaying an increase from 2014 with 30
countries involved.

In total there were 242 activities encoded in the official calendar from public and private
stakeholders in 32 countries. The NIS Education Map registered an increase of courses registered,
currently with 417 courses in 22 countries.

The outreach on social media on the 1st of October alone, was 718,967 accounts reached.
Number of visitors for www.cybersecuritymonth.eu peaked in October with 52,574 page views,
with 71% corresponding to new visitors from all around Europe.

Numerous trainings for multipliers and online calls for coordinators were supported by ENISA.
The kick-off event had a global partnership organized in the presence of ITU Secretary General,
general deployment with partners from the United States (such as NCSAM and DHS), and
coordinators from Member States, all supported by ENISA and European Commission DG Connect.

Conclusions for the 2016 edition:

1.

Member States and EU partner countries are interested in working in partnership for cyber
security education. The number of countries involved reached a stable dimension with a tendency
for steady growth. With this edition the maturity level was successfully attained, furthermore
there is work to be followed to increase the content distribution and content co-ownership
between MSs Organisations with the support of ENISA.

The European Commission, other EU bodies such as EESC, Agencies continued to get involved and
maintain their participation at high level. The campaign created a good environment for European
but also international cooperation for cyber security PPPs.

The community building process around the campaign is an important win. The EC, MS’ and ENISA
may choose to further develop this dimension and extend its use to content distribution on cyber
security education and more.

October is Cyber Security Month! Follow #CyberSecMonth
HENISA
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1. Introduction

The European Cyber Security Month (ECSM) is an EU advocacy campaign that promotes cyber security
among citizens and advocates for change in the perception of cyber-threats by promoting, education,
sharing of good practices and competitions in data and information security. The European Union Agency
for Network and Information Security (ENISA), the European Commission DG Connect and Partners! have
been deploying the ECSM each October for the last 4 years.

The objective of this report

ECSM 2015 focused on Member States of the EU and EU partners. The project life cycle included
coordinators calls, face-to-face meetings, periodic news updates, European Kick-off event, trainings and
education seminars, website resources and weekly publication of materials. This report will:

1. Present the preparatory work, materials published and results achieved;
2. Carry out an objective evaluation;
3. Draw conclusions that can be used in future editions of the ECSM.

Target audience

ECSM is an annual advocacy campaign that includes both the general public, acting as ‘EU digital citizens’
and specific groups focused on Member States stakeholders from public and private organisations e.g. IT
experts, NIS authorities, Education organisations, etc. The engagement model that ENISA uses is depicted
in the graphic below. It represents the stakeholders that are involved in the ECSM and the way the Agency
implements the brokerage role. The main contact in member states is through the National Liaison
Officers- NLO network?, partners from public and private organisations, and networks of multipliers.

NLO-
ENISA

) ECSM@. ..
OF
IO MULTIPUERS

PRIVATE
ACTORS

Structure of the report

This document will present to the reader the organisational aspects of the ECSM 2015 putting things into
perspective. It will refer to the motivation and concept behind the advocacy campaign, participation, and
evaluation including analytics. The evaluation report of 20143 and associated recommendations were
taken into account.

https://www.enisa.europa.eu/about-enisa/structure-organization/national-
liaison-office
https://www.enisa.europa.eu/activities/stakeholder-relations/nis-brokerage-1/european-
cyber-security-month-advocacy-campaign/2014
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2. Implementation

2.1 Planning
The European Cyber Security Month 2015 benefited from planning that took into consideration
recommendations from the roadmap released in the previous year. In 2015 the work programme
mentions the ECSM will be further developed following its basic principles, namely:

. Support the multi-stakeholder governance approach.
o Encourage common public-private activities.
o Assess the impact of activities, optimising and adapting to new challenges.

Furthermore, in practice the planning phase consisted of an extensive consultation with stakeholders like
the Commission, NLO network, and international partners in order to come up with a consolidated version
that anyone could easily follow. The campaign partners followed the planning depicted in the graph below
which it was updated periodically and communicated to the community. Regarding the management of
the communication process, all feedback, issues and ideas were tackled in a tailored manner to fit the
needs and purposes of organisations involved.
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° *
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‘ i e 5 THE single point of info
L x * W www.cybersecuritymonth.eu
EUROPEAN Kick-off event in Brussels
CYBER
SECURITY 3/19 —_ 9/10
st Partners Call 2nd Partners Call 3rd Partners Call 4th Partners Call
EDU training EC i
8 . ke
- Advanced Planning 2016, AT
B New website
Survey on NIS topics 7/1 .
EDU talk UK
2/16 ® -
CALL for partners published . = s SR
EDU seminar RO EDU seminar DE EDU training T L]
T L L ]
& °, °, Pe ®, @,
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Ap A A 010ct (15 0
—7\; [} ES _— C - - 2 AR Calendar
e e e = = = — S 10/26
. — — — = 10/12 NIS quiz & Mobile Tips
= i == e = =N = Calendarof activiies Case studies& infographics from MSs
B . DN B PR SEs am g
sms< BRI Tmw NIERUman NIS curricula report
rack record .
e 30countries in the 2014 edition
e 2toolslaunched EDU map & NIS quiz e, e
* Nore than 151 actuiies overal Cyber security is a
e Good interactivity: Twitter community ShOI’ed responsibilityl

STOP. THINK. CONNECT.
The European Cyber Security Month (ECSM) is an EU advocacy campaign that promotes cyber
security am ong ciizens and advocates for change in the perception of cyber-threats, by
promoting data and information security, education, sharing of good practices and competitions.
.Snpp orted by ENISA and DG CONNECT
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2.2 Participation
The European Cyber Security Month fully fledged version was implemented for the 3rd consecutive year
after a pilot and feasibility study®. With the occasion of the launch, the following statements were made.

Vice-President Ansip, in charge of the Digital Single Market, has been quoted to say:
"Security against cyber-attacks has become central to consumer confidence and the online
economy. But we cannot get the best out of the opportunities offered by digital tools and
online networks if we do not trust them. Raising awareness of the risks and threats, and
the fact that cybersecurity is a shared responsibility, is vital so that when they are online,
people can make better informed choices and guard against risks".

Commissioner Oettinger, in charge of the Digital Economy and Society, suggested: "To
make the digital world a secure place for everyone, we all have to contribute: policy
makers, research, industry, citizens. But for Europeans to fully enjoy the benefits of a safe
Internet, they also need to be aware of the risks they face online and to know how they
can to play an active role for their own security in their daily lives. The European
Cybersecurity Month is a great opportunity to spread good practices and increase the
overall level of awareness and thus of cybersecurity in the EU".

ENISA’s Executive Director, Prof. Udo Helmbrecht, has noted: “As our societies are
continuously being digitised and we are moving in the era of loT and smart cities, e-skills
and online security are essential resources that need to be developed and continuously
enhanced. The Agency is developing an entire Network and Information Security (NIS)
community around the Cyber Security Month initiative."

Action! Happening during October

ECSM run for the entire month of October, with each week focusing on a different topic. Each week, ENISA
published new material. Partners organized activities with focus on training, strategy summits, general
presentations to users, online quizzes, etc.

1st week — October 1-4: Cyber security training for employees

2nd week — October 5-11: Creating a Culture of Cybersecurity at Work
3rd week — October 12-18: Code Week for all

4th week — October 19-25: Understanding Cloud solutions for all

5th week — October 26-31: Digital Single Market for all
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ECSM 2015 ran in Austria, Belgium, Bulgaria, Cyprus, Croatia ,Czech Republic, Denmark, Estonia, Finland,
France, Germany, Greece, Hungary, Ireland, Italy, Latvia, Lithuania, Luxembourg, the Netherlands, Poland,
Portugal, Slovenia, Slovakia, Sweden, Spain, Romania, the United Kingdom; and Iceland, Moldova, Norway,
Serbia, also for the first time in Turkey.

242 Activities across 32 Countries

Y Rt g —
l I — __- £F I F

o—— -+_ v __“_-E:E-_IL— C+

il ==

Building together a joint EU advocacy campaign on Cyber Security topics!

=

2.3 Advocacy elements

e The website: www.cybersecuritymonth.eu was used as a one-stop-shop for citizens to look for
information and the place for ECSM coordinators to update details about activities taking place at
the local and national level. The web management was done by ENISA, but MS’ Coordinators
retained full control and responsibility for their content.

e The message was shared among partners: “Cyber Security is a shared responsibility!”

e The weekly topics were communicated in all media / broadcasters.

e Visual material and content were disseminated in 23 EU languages.

e Cyber security Ambassadors shared their motivation to work in this field.

e The common planning as presented in section 2.1.

Cyber security is a
shared responsibility!
STOP. THINK. CONNECT.

> For details on main activities please consult Annex B
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In regards to the enhanced content of the 2015 edition, the Agency coordinated the release of the
deliverables focused on the EU citizens’ eSkills update according to the weekly topics. The full details in the

table below.
DATE CONTENT DIRECT LINK
28/09 29.09 Press release and 29.09 kick-off | http://www.enisa.europa.eu/media/press-

Week topic: Cyber security
Training for employees

event in Brussels

- Announcing the activities
and partners in each
country;

- “Tips and
recommendations” about
cyber security for all users
in all EU languages;

releases#b_start=0

5/10

Weekly topic: Creating a Culture
of Cybersecurity at Work

News item

- International release with
partners in US and
worldwide;

- Twitter chat 8.10
#CyberSecMonth and
#CyberAware;

http://www.enisa.europa.eu/media/press-
releases#b_start=0

12/10
Weekly topic: Code Week for all

News item

- Publishing case studies
“Public Private Partnerships
in Network and
Information Security
Education”

- Publishing Country
Infographics;

http://www.enisa.europa.eu/media/press-
releases#tb_start=0

19/10

Weekly topic: Understanding
Cloud solutions for all

News item

- Courses map: NIS long life
learning , launch of a new
version of the interactive
map;

- Publish a report “ Status of
privacy and NIS course
curricula in MSs”;

https://cybersecuritymonth.eu/references/universities

http://www.enisa.europa.eu/media/press-
releases#b_start=0

26/10

Weekly topic: Digital Single
Market for all

News item

- NIS quiz launched;

https://cybersecuritymonth.eu/references/quiz-
demonstration

Every day in October tweets

Social media

Account @CyberSecMonth / @ENISA_EU
Hastags: #CyberSecMonth #OctoberNIS #ENISA
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2.4 International cooperation
The coordination team had a constructive dialogue with US partners, NCSAM and DHS, and managed to
continue the development of common activities such as:

» The message ‘Creating a Culture of Cyber Security at Work’, second week of the European Cyber Security
Month running through October, was shared at international level, with the US National Cyber Security
Month-NCSM.

» US National Cyber Security Month-NCSM representative in the Kick-off event of ECSM in Brussels.

» International Twitter chat on tips to follow for NIS security, follow the chat text by hashtags
#CyberSecMonth and #ChatSTC.

» The publication of “Mobile Tips” for users, important to mention that this common actions is already at
the third consecutive edition.

> An ‘Awareness Calendar’ was launched for use in organizations and users all over the world. A common
effort, from all participating partners: US National Cyber Security Month, ITU and the European Cyber
Security Month by ENISA with many partners from the Member States. Calendar below.

r Note that =)

1. Data is going to be updated and you are invited to

2314 participate in this mapping exercise

2 2. These activities are implemented by different stakeholders
copyrlght Day and we encourage ycupm search :nline to find detailed
/ information.
3. ITU organizes annually two other regional events for
interest ICT education: Turkey Event (April, 2016),
Romania- Event and Poland- Event (September, 2016).

L |

11/2 31/3
Safer Internet Day World Back up Da

irls in ICT Day

// /
2811

715
Password Da
Data Protection Day L / ¥ Oct - Oct

\ Get onling week| Cyber Security Month

ft i) i !
= N T LA r >
April July October

Jan Dec

* -
s ** National Cyber S i '
e * ational Cyber Security - ° Cyber security is
enisa Awareness Month - shared responsibility!
x ~ STOP. THINK. CONNECT.
* * Y
P CYBEQ&E\&ER'W
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3. Evaluation

The direct beneficiaries of the results of this work are the EU citizens, targeted by different categories, as
well as end user organisations from public and private sectors (in particular in the area of EU NIS
education). These stakeholders were expected to reap the following benefits:

. Develop knowledge and corresponding ICT skills by being part of a best practice sharing
community.

o Improve and enhance contacts with stakeholders of similar interests and profiles.

. Increase citizens’ awareness and governance on privacy when using online tools.

The metrics analysed in comparison between 2014° vs 2015 shown a consolidation of the campaign in
terms of outreach and content. Comparison in numbers 2014 vs 2015 as following:

> Countries involved 2014: 30; 2015: 32

> Twitter followers 2014: 2223; 2015: 3605

» Materials published 2014: 5 general and 2 tools; 2015: updated 27 tools& published 5 general;
>

Activities taken place: 2014: more than 184; 2015: 242

3.1 The survey

The survey was an important tool to measure the impact in the 2014 edition and it was used again in the
2015 edition. The survey was sent only to the ECSM community consisting of contact points- coordinators
and focused on the similar questions as in 2014. The charts below present their replies. We would like to
add that the 2015 survey?® had 24 replies.

How would you rate the overall implementation of the campaign?

Answers Ratio

Neutral il 3 12.5 %
Negative 0 0%
No Answer 0 0%
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Did ECSM support the outreach and promotion of your work?

Answers Ratio

T P

No L] 2 8.33 %
Do not know I 1 417 %
No Answer 0 0%

In the context of ECSM, did you increase the number of partners you work with?

Answers Ratio

Yes e 10 41.67 %
No L 11 45.83 %
Do not know [ | 3 125 %
No Answer 0 0%

Did the coordination team come up with solutions answering your needs?

Answers Ratio

[— 5 as%
No I 9 37.5%
No Answer 0 0%

Did you follow the twitter account @CyberSecMonth for news?

Answers Ratio

] 7 708
No 1 7 2917 %
No Answer 0 0%
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Did you consult the materials published by ENISA for ECSM: NIS quiz, reports, press release, AR
calendar?

Answers Ratio

No 8 33.33 %

No Answer 0 0%

Will you participate in a future edition?

Answers Ratio

No i 1 417 %
| do not know I 1 417 %
No Answer 0 0%

In regards to the messages left by the respondents most of them mention:

e Improvements: 1.The website improvement regarding the display map and events edit (Here the
specific issues encountered in 2015 to be solved for 2016 are web form automation and easy edit
by the data owner, standardized display of location not based on clustering and with possibility to
give minimum details); 2. Advance planning starting maybe the previous year ( By the time of the
publication of this report, the advance planning for 2016 already took place by means of face-to-
face meeting —5.11 seminar in Vienna and call on 1.12 concluding with an agreement on a
common calendar); 3. Provide printed materials if possible; 4. Introduce new activities e.g.
exhibitions;

e Messages were also pointing to the need of such a campaign:

“Overall the campaign is very well organized and the demand for it is deeply
needed.”

“Please continue this great initiative!”

“Keep up the good work!”

In conclusion, 87.5% in 2015 rated the campaign as being positive; 87.5% estimated that ECSM supports
their outreach and promotion work; 66.67% consulted ENISA material; 91.64% intend to participate in a
future edition. Also the twitter interactions increased to 70.83% in 2015. In terms of solutions offered for
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issues 62.5% answered positively, however here we note also a 37.5% negative rate caused by website
automation flows which are the main point to improve in 2016.

The replies reflect the consolidation of the campaign and at the same time they report similarities with the
results obtained in the 2014 survey published in the respective report. Some points to be taken into
account:

- The European Cyber Security Month brings added value to stakeholders involved and there is a
clear statement of continuation for their part;

- The coordination team responded to the needs of the coordinators;
- ENISA publications are used as content for the activities happening in countries;

- Communication registered an uptake in terms of social media channels.

About ECSM

ampaign Toolbox

3.2 The web analytics

Contact

We present below some other graphs regarding the use of the
website www.cybersecuritymonth.eu , twitter reach and map
with geographical spread of the activities. The outreach on social
media was of 718,967 accounts. Number of visitors for
www.cybersecuritymonth.eu picked in October with 52,574 - b
page views, with 71% corresponding to new visitors from all

around Eu rope. 242 Activities across 32 Countries

ppemT

o Country statistics: users from the countries below
visited the most the website: ot Trunhiad
Country Sessions % Sessions
1 Ciermany 2116 [l 1267%
2 Ity 1441 [ B63%
3 United Kingdon 121 | 7.73%
Il Spa 1,105 [ 661%
5 Belgiur 1,067 [ 630%
8 United States 117 1 6.0%
7 Greso: 21 | a3
8 Franca 662 | 306%
g Romania s03 | 301%
10 Metharland 403 | 2.05%
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o  Website sessions during the period 24.09- 3.11.2015; it is important to be mentioned that 71%
were new visits showing a better outreach and increase compared with last year (web sessions in
2014 12.000 vs 15.000 in 2015);

Audience Overview 24 Sep 2015 -3 Nov 2015

All Sessions
100.00%

Overview

® Sessions

15,000

7,500

29 Sep 6 Oct 13 Oct 20 Oct 27 Oct

e Twitter performance 709,193 accounts reached/ 821,982 impressions in 2014 vs 718,967 accounts
reached/ 906,060 impressions in 2015

#+ CyberSecMonth

ESTIMATED REACH EXPOSURE

906,060 eressions

718,967 [

ACCOUNTS REACHED 2

1

<100 <1k <10k < 100k 100k+
Bars show number of tweets sent by users with that many followers

ENISA and #CyberSecMonth
Twitter

200

CyberSecMonth: 161 /1317,

150

100 4

[SUAN

12 AM 12 AM 12aM  [SERIVHE A 12 AN 12 AN 12aM 1PN 11PM
Sep 15 Sep21 sep27 el GOl 03 Oct 09 Oct 15 oct 21 Oct 26 Nov 01

Posts

Total number of posts: 1317
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Media reach as following, approximate 40,000,000 online reach by media in 2014 vs close to
60,000,000 online reach in 2015:

Online reach

Reach

3202015 09/27 1201 € 100472015 10112015 10n8201¢

Publication Date

Frequency

Number of articles

Publication Date

There were a total of 146 pieces published from 15th September to 2" November about
European Cyber Security Month 2015. There was a peak in the number of articles on the
15t November with over 40 articles published. This fell and peaked again on 27t
September with 24 articles and again on 11* October with 36.
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Language
#ECSM
ECSM
(English)
21:63.6%
ECSM
(Spanish)
7:21.2%
ECSM (German)
4:121%
ECSM (ltalian) 1: 3.0%
#CyberSecMonth
CyberSecManth
(English)
1.234: 93.6%
(6 mora) 9: 0.7%
Oftiar i€ mare) & 6.7 CyberSecMorth (Dutch) 6: 0.5%
CyberSecMonth (Romanian) 8: 0.7% CyberSechMorth (German) 4: 0.3%
CyberSacMonth (Spanish) 46: 3.5% CyberSecMarth (Croatian) 3: 0.2%
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4. Conclusions

ENISA is committed to continue supporting the Wordcloud
European Cyber Security Month and will &knowledge
encourage the active involvement of Member &
States organisations in the coordination and information ; knowledge
deployment. g o #iot &
Henisa's i #+ N 9
From the deployment of the 2015 edition, the emerging set < ;3_ é
following should be emphasized regarding . test b -2 acenda €
devices role & “5 i
outcomes: . il ) lauts
invest 48CNCY 1ot H | .

1. Member States and EU partner try critical o
countries are interested in working in S e C url 5
partnership on cyber security : - "é
education. The number of countries SHOPE M ropcan smart 2z
involved reached a stable dimension Fcybersecmonth cyber  challenge
wi‘th a t‘ende.n‘cy for steady growth. check #Hcvbersecurity things
With this edition the.maturlty level Heskills Hsecutity Fapecany
was successfully attained, furthermore o * network
there is work to be followed to acayuEs infrastructure
increase the content distribution and adopted

content co-ownership between MS’
organisations with the support of ENISA.

2. The European Commission, other EU bodies such as EESC, Agencies continued to get involved
and maintain their participation at high level. The campaign created a good environment for
European but also international cooperation for cyber security PPPs.

3. The community building process around the campaign is an important win. The EC, MSs and
ENISA may choose to further develop this aspect and extend its use to content distribution on
cyber security education and more.

The European Cyber Security Month had developed a model of engagement that makes possible a multi-
stakeholder governance approach, main benefits being reaching to a large number of European citizens
through numerous activities organised by stakeholders. ECSM will be further developed following its basic
principles, namely:

. Support the multi-stakeholder governance approach.
o Encourage common public-private activities.
. Assess the impact of activities, optimising and adapting to new challenges.

Building together a joint EU advocacy campaign on Cyber Security topics!
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Annex B: Details from MS’ and partners regarding deployment

> From Belgium, Germany, Greece, Hungary, Ireland, Luxembourg, Norway, Poland, Portugal,

Romania, Slovenia and Spain.

(@) european cyBermonTH 2015 I el Rk il
=pl—"=( =

CYBER SECURITY ACTIVITIES BY EACH COUNTRY ; % l oo

B ELG I U M ACTIVITY SNAPSHOT:

. B + National awareness raising campaign
Capital city: Brussels « Conferences, Workshops & Training

Population: 11.2m

(ECSMyis an EU
advocacy campaign.

| The Centre for Cyber Security Belgium
. (CCBy s operational since August 2015.
INTERNET SEC. CONFERENCE

competitions.
Supported
- 3 ﬂ “The Belgian Intemet Security Conference
will b organised on 26 November 2015,
' Ath edition of a successful gathering for
professionals from public and private

EUROPEAN sectorand acadenics fom Bgumand

o

Two editions of the International Cyber

SECURITY ScatyStgy Conrs 520130

1CS52015) with workd dlass speakers and an

20‘] 5 = ’A peactical awarenss raising tool for
y taschers of 10t 14 year ol childrenin

‘primary school and schools for special
education. Over 4300 schools received the
documentation and dvd, the material was
BELGIAN CYBER SECURITY COALITION: A UNIQUE accessed online sround 3500 times.
CROSS-SECTOR PARTNERSHIP BETWEEN PLAYERS BE SUIDE
FROM THE ACADEMIC WORLD, THE PUBLIC 7 Distibusonin ngsh, renchand Dutch
AUTHORITIES AND THE PRIVATE SECTOR TO JOIN 13000 paper copies +free dommloadt
FORCES IN THE FIGHT AGAINST CYBERCRIME.

IN PARTNERSHIP WITH...

| Conferences, Workshops and ) CHILD FOCUS .
"/ Training on Cyber Security and
Privacy e Q=0

@ seskills e #eEducation o fenisa O JOIN#CyberSecMonth

b 'se(“'iw(oalilimm
afeonweb_De

Security
updated!

ENISA European Union Agency for Network and Information Security
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CYBER SECURITY ACTIVITIES BY EACH COUNTRY

GERMANY

Capital dity: Berlin
Population: 80.7m

ACTIVITIES
IMPLEMENTED

e
fFind out more )
Visit: www.bst«fuer
buerger.de
Follow:

com/bs'\-iuer-buerger

lam Cyber
Security

updated!

facebook. |
o

ACTIVITY SNAPSHOT:
« Online research
« Online IT-Security consultation

ONLINE
: RESEARCH:
We'll ask citizens in 10 questions

what they know about IT security,
how they protect themselves

and which experiences they have
regarding threats on the internet.
The results of this research will

be implemented in the ECSM
campaign for 2016

IT SECURITY
STAMMTISCH IN
¥/  SAXONY:

~ The IT Security Stammtisch is a
regular event of “Silicon Saxony
eV in cooperation with several
technology companies in Saxony.
In October 2015 it will take place
for the 6th time and will handle
the topic*IT security as challenge
for public administration”.

IN PARTNERSHIP WITH...

THE POLICE CRIME PREVENTION OF THE
FEDERAL STATES AND THE FEDERAL
GOVERNMENT (PROGRAMM POLIZEILICHE
KRIMINALPRAVENTION DER LANDER UND
DES BUNDES (PROPK)), FRAGFINN.DE, STATE
MINISTRY OF THE INTERIOR OF SAXONY

@ #eskills e #etducation 0 f#enisa G JOIN#CyberSecMonth

ENISA European Unlon Agency for Network and Information Security
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CYBER SECURITY ACTIVITIES BY EACH COUNTRY

GREECE

Capital city: Athens
Population: 10.9m

The European Cyber Security Month 2015
Status Published | Versionv2 | Public | December 2015

ACTIVITY SNAPSHOT:

« Promoting Safe Internet in
Education

«» Collaboration between Agencies

CYBERKID
; CAMPAIGN:
More than 1.066.437 web page

hits, more than 58.000 people
visited the website and more than
3.100 downloads of the Cyberkid
mobile application. From the total
number of users the 44% where
new users while 56% where
revisiting the page

RAISING SECURITY
AWARENESS:
4 National seminar covering “Safe

~ Internet Browsing*attended by
800 students. More than 2.150
~~ Nationwide web seminars for
T safe Browsing & Protection in

Supported by ENISA
and EC DG CONNECT.

=
e

with schools

e #ekducation

isit: GO0
Vi ) iy

lam Cyber
Security
updated!

ENISA European Union Agency for Network and Information Security

. 3 NATIONAL
= WORKSHOPS:
58 More than 40 National events -
workshops plus 7 educational
visits of Universities and Private
organizations to the Headquarters
of the Hellenic Cyber Crime Division

0 #enisa O JOIN#CyberSecMonth

the Digital World in collaboration 8
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CYBER SECURITY ACTIVITIES BY EACH COUNTRY

HUNGARY

Capital city: Budapest
Population: 9.8m

ACTIVITIES
IMPLEMENTED

The European Cyber Security Month 2015
Status Published | Versionv2 | Public | December 2015

ACTIVITY SNAPSHOT:
- Roundtable

= Awareness raising

« Cyber security quiz

ONLINE
y QUIZ:
more than 500 websites

(mostly schools) covered
information about cybersecurity
month and on-line quizes.
12205 users during October,
Majority of QUIZ users (57%)
gave from 20% to 80% of
correct answers

ANNUAL SECURE
CONFERENCI
¢ Good agenda, Speakers from

. many countries. Participants

~notonly from Poland but also
o™ ~ from neighbour countries.
W Long tradition, 17th year
[—

CONFERENCE:

e
Find out mo
Visit: www.yberse

eu

curitymonth:

1am Cyber
Security
updated!

ENISA European Union Agency for Network and Information Security

/ Regional event - conference
plus 12 workshops - activates
teachers from schools from
medium size city.
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CYBER SECURITY ACTIVITIES BY EACH COUNTRY

IRELAND

Capital city: Dublin
Population: 4.6m

Al )

T =
1 FTER kw.i
:»x)d . -l 'e ¥
- v s0 |~
ACTIVITIES -
IMPLEMENTED

The European Cyber Security Month 2015
Status Published | Versionv2 | Public | December 2015

ACTIVITY SNAPSHOT:

« ICT in education
« Online quizzes

@/

! / Hﬁ @leskils eleﬁdmﬁon Oknisa O JOIN#CyberSecMonth

| am Cyber
Security
updated!

ENISA European Union Agency for Network and Information Security

A

~—QO—C0
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CYBER SECURITY ACTIVITIES BY EACH COUNTRY

LUXEMBOURG

Capital city: Luxembourg City
Population: 549,680

ACTIVITY SNAPSHOT:

-« Cybersecurity as an Infrastructure
« ICT skills for kids

4 HACK.LU

ACTIVITIES
IMPLEMENTED Internationally renowned
~ convention to discuss computer
security, privacy, IT and its
implication on society. 11th
edition, 300+ participants, 40+
countries (hack.lu).

CYBERSECURITY
BREAKFAST:
New monthly event, 80+

national ICT experts and IT
| security specialists, focusing on
, information sharing and public/
private cooperation, fostering
~ community spirit.

CLEVER CLOUD:

L r—— / National public awareness
raising campaign for a safe Cloud
use, informing on economical,
technological, legal aspects and
focusing on data privacy. 30+
partners (bee-securelu/cloud).

S

—_—0—0

Don't walt to be hunted.
Protect your data.

LUXEMBOURG GOVERNMENT, CIRCL, CASES, BEE
SECURE, EXCELLIUM, DELOITTE, PWC, ITRUST,
CEC, TELINDUS, POST, EBRC, CLUSIL, ISACA, UNI.
LU, CERT.LU, ILNAS, ITONE

Visit: W .secur\tymadel
1510
Follow: @s€C

Find out more nlu |
WW.

in_u

ENISA European Union Agency for Network and Information Security
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CYBER SECURITY ACTIVITIES BY EACH COUNTRY

NORWAY

Capital city: Oslo
Population: 5.1m

oL.

Nasjonal
sikkerhetsmane

e

ACTIVITIES
IMPLENTED

2015

The European Cyber Security Month 2015
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ACTIVITY SNAPSHOT:
« ICT in education
« Online quizzes

E-LERNING
/) PARTICIPANTS:

7 275,000 participants completed
the E-learning, that's an increase
of 240%!

CONFERENCES
ﬁ AND LECTURES:
70 conferences and 66 lectures
held from volunteer presenters,

TRAINING
PACKAGE:
Every 10th employee received the
training package,

ink Clicd. | g

=N

Become aware of security

A

sl

ENISA European Undon Agency for Network and Information Security

IN PARTNERSHIP WITH...

77 Junglem/aﬁkhiqb_

—0—0 4
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CYBER SECURITY ACTIVITIES BY EACH COUNTRY

POLAND

Capital city: Warsaw
Population: 38.5m

ACTIVITIES
IMPLEMENTED

The European Cyber Security Month 2015
Status Published | Versionv2 | Public | December 2015

ACTIVITY SNAPSHOT:
« ICT in education
« Online quizzes

| ECSM 2015:
More than 400 participants and nearly

50 talks by ITexperts during two-day
SECURE 2015 conference,

Expecting more than 2500 Internet
users would participate in contests,
online quizzes and second HackMe!
challenge.

ﬁ ECSM 2014
SECURE 2014 took place on October

L 2223 at Copernicus Sclence Centre
in Warsaw with over 350 participants
who could select from 39 talks by

“n A7 authors. More than 500 websites
S mostly schools) covered information
~ = about cybersecurity month and
—
online quizzes,

RESULTS

RESEARCH AND ACADEMIC COMPUTER NETWORK

/4

Expecting more than 10000 users will
find out about cybersecurity month
during October,

AND SCIENCE AND KNOWLEDGE FOUNDATION

ENISA European Union Agency for Network and Information Security

o ® e ® ] ]

@ feskills e #ebducation 0 #enisa O JOIN#CyberSecMonth
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CYBER SECURITY ACTIVITIES BY EACH COUNTRY

PORTUGAL

Capital city: Lisbon
Population: 10.4m

‘ e}

B CDAYS
CBER2015 &
— ;__\\_’

ACTIVITIES
IMPLEMENTED

ACTIVITY SNAPSHOT:
« ICT in education
« Online quizzes

& Metrics

WORKSHOPS
7 4 workshops (Porto, Coimbra, Lisboa,

- Alentejo) directed to youth protection
techmicians called “Criangas @ Jovens:
Do Real ao Virtual® ("Youth and Children:
From Real to Virtual®), by Science and

NEW WEB PORTAL:
New Safer Internet Center web portal, by

SPECIAL ISSUE MAGAZINE
Special issue of the magazine Student Forum

dedicated to the European Cibersecurity
month, by Stience and Technology

AWARENESS SESSIONS
y 19 Awrimeness sessions “Nivegina® given by

J‘ Portuguese lnstitute for Youth and Sports
. allover the country. Awareness sessions on

P SECURITY CHALLENGH
M2 “Desafios Seguraliet” Challange, by Ministry

IN PARTNERSHIP WITH...

shadowSEC

RNO DE “v

)i

Visit: httpsi//€
topi.com

ENISA European Union Agency for Network and Information Security

FCT Pundagho para 4 Chinela ¢ a Teenobogha

PORTUGAL ‘o

) 'EACHER TRAINNING

L7 Teacher trainers trainning Course“Seguranca
do Digital: A utilizagho segura da Intemet o
dos dspositivos mévels” (Digital Security:
Safe uso of Internet and mobile devices) by

& Ministry of Education,

. CNCS *
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CYBER SECURITY ACTIVITIES BY EACH COUNTRY

ROMANIA

Capital city: Bucharest
Population: 19.9m

ACTIVITIES
IMPLEMENTED

The European Cyber Security Month 2015
Status Published | Versionv2 | Public | December 2015

ACTIVITY SNAPSHOT:

« ICT in education « Seminars

« Online quizzes + Hands-on trainigs
Confe « Online st

« Workshops « Social media campain
« Security guides for public administration

CYBER SECURITY
} QUIDE:
Cyber security guide for public
administration employees,

CONFERENCES:

8 conferences with international
participation,

TRAINIGS
L SESSIONS FOR ALL
. AGES:

J I1 Training Fest hands-on sessions
.~ marathon & Codeweek for all.
1

"'m"""“""““’“' ROMANIAN BANKING INSTITUTE CERTSIGN BY
7 N = UTI OXYGEN EVENTS SWISS WEB-ACADEMY

Annual SECURE conference |~

has grown in importance ——

every year, since [T security

becomes more and more — |
Important topic to everyone

J

Find out more \
vasu-.www-‘e"'m /CERTRO
Follow: facebook<®

0
-\'wu(e\". @CERT ‘R g

1am Cyber
Security
updated!

ENISA European Union Agency for Network and Information Security

INTELLIGENCE-SEC OWSAP BITTNET SYSTEMS

PROVISION

//k’& 4/ T{ J @ Heskills e f#efducation o #enisa O JOIN#CyberSecMonth
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CYBER SECURITY ACTIVITIES BY EACH COUNTRY

SLOVENIA e
Capital city: Ljubljana
Population: 2 m

ACTIVITIES
IMPLEMENTED

Recognize online fravd - in timel
i
Unbekevable, but online

nonsense, which in
Iife would never dot

e
Find out MO! 1
Visit: wwwxxxx.c::;
Follow: YRR

/

1am Cyber
Security
updated!

ENISA European Union Agency for Network and Information Security

ACTIVITY SNAPSHOT:
« ICT in education
« Online quizzes

IN PARTNERSHIP WITH...

NN
ONLINE
MEDIA CAMPAIGN
/" We prepared online media

campaign, based on targeting

average user at the point, where

the most web frauds happen at

online shopping and other online
payments, spending time on .
social media,

ONLINE QUIZ &
) SAFE NEWS:
Very sucessful online quiz “Scams

. hunter®and 420 new subscribers

o for our“Safe news"

o — GROWING
|

COMMUNITY

_/ Growing homogene web
community on Twitter, Facebook
and web portal. More logged web
frauds each year. No. 1 community
for average user web safety in |

Slovenia.
-

MINISTRY OF EDUCATION, SCIENCE AND SPORTS NN\

A\S

o O e O ;
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CYBER SECURITY ACTIVITIES BY EACH COUNTRY

SPAIN

Capital city: Madrid
Population: 46.4m

.
gl

2013 ¢

P

ACTIVITIES
IMPLEMENTED

13

The European Cyber Security Month 2015
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Raising the cybersecurity
culture: from professionals to
children

INTERNATIONAL
CONFERENCES:
More than 70 countries involved

in the international Meridian
Conference for government
policy makers involved in CIIP.

5 international conferences more
looking for a big impact and
different target audience.

AWARENESS
CAMPAIGN:
/ 8 specific courses and awareness

. campaign focused on public
d Ji sector to improve the knowledge
~and awareness on cybersecurity

S ssues,
m—

CYBER EXERCISES

IN PARTNERSHIP WITH...

National Security Department (DSN)
Joint Cyber-defense Command (MCCD)
National Centre for Critical Infrastructure

Protection (CNPIC)

National Cryptologic Centre (CON)
Spanish National Cybersecurity Institute

(INCIBE)

2 cyber exercise involving both,
public and private sector, with 11
multisectorial companies taking
part,

ISACA. Madrid Chaptes
SMS Forum Spain
52 Grupo

Industrial Cybersecurity Center (CCly

Professional college for IT education in

Galicia

Idea Agency .

And others,

e )
i Mdif o.. 0. 0.. O

e
ind out Mor
i;isi(: www,dsn.gob.es

lam Cyber
Security
updated!

ENISA European Union Agency for Network and Information Security
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Annex C: Partners in ECSM 2015 edition

ECSM Partners

We thank you!
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Annex D:

Overview ECSM from feasibility to 3" full deployment
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2010-12 I
The Start

+ 2010 Lisbon Summit EU an US partners
agreed to enhance the cooperation on
cyber security.

= 2011 ENISA published 3 feasibility study
regarding the delivery of 3 European Month
of Network and Information Security for all.

« 2012 A pilot was organized with 8
participating countries.

2013
Deployment V

« The 1st fully fledged ECSM took place in
27 countries.
= A stakeholder model of engagement was
deployed.
« The single point of information was
i www.cybersecuri ey

2014
Deployment ’@

« ECSM partners from 30 countries joined
the advocary campaign.

« NIS weekly topics were decided for
October.

+ More than 180 activities registered.

« Very good Online engagement and 2
new educational tools launched: NIS
quiz and NIS courses map.

European Cyber Security Month
by numbers...

More than

activities for citizens
all over Europe

Our objEdive:
28 EU
countries participating

EU & EU
Member Partners
States

2015 Qa
Current Deployment

+ Abetter EU reach achieved.

« Kick off event organized in Brussels and
"Cyber security education seminar:
ECSM advance planning” in Vienna.

- NIS quiz on 2 topics.

* ¥

* *
¥ enisa
% x

find out more at
www.cybersecuritymonth.eu

ENISA - European Union Agency for Network and Information Security

‘Online security requires your participation’

enisa.europa.eu

00500

#cyberseamonth #0ctobarIs
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ENISA

European Union Agency for Network

and Information Security

Science and Technology Park of Crete (ITE)
Vassilika Vouton, 700 13, Heraklion, Greece

Athens Office

1 Vass. Sofias & Meg. Alexandrou
Marousi 151 24, Athens, Greece

PO Box 1309, 710 01 Heraklion, Greece
Tel: +30 28 14 40 9710

info@enisa.europa.eu
WWW.enisa.europa.eu




