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Executive 8mmary

The ever increasing complexity ofberattacks requires more effective information sharing among
Computer Emergency Response Tea@ERT)s Localdetection, accompaniedy trusted forms of
information exchange, leads tglobal prevention of cyberattacks. In other words,it is very
beneficial forthe successful identi¢ation (and subsequenhandling)of an incident if it hasalready
been detectedby CERTSs shiag this information.Furthermore, effective information sharing saves
time and effort in incident response and pesbrtem analysis,jncreasessynergies and align
practices among CERTS.

Much progresshas beermade recentlyin establishing ntional/governmental(n/g) CERTSs in Europe.
All these teams, which arat different maturity levels, actively take on the job of coordinating
responseto cyberattacks. As the nature ofyberattacks is often global, it is crucial that resposse
to these incidentsare coordinated not only within national boundaries, but alsba crossborder
level. In order for this to happersecure and effective information exchange aride sharing d
information on suchincidentsmust take place

Despite fritful cooperation between many CERTs (n/g and otRerbringing visible results in
improving cyber security ilEU member states (for example TI Certification or TRANSITS CERT
trainings) the teams still face obstacles that work against seamless secumtyrmiation exchange

and sharingThekey problems foreffective information sharing are legal and technical barriass

well aslack ofinterest from cybersecurity stakeholdeirs sharing information.

While trying to promote interoperability of solutions dn cooperation between CERTS,
improvements to information sharing must build on existing solutions and standardisation efforts in
data exchange formats. A number of recent initiatives aim to streamline and make data sharing
effective among CERTS hese irtiatives are being developed by/g and other sector)CERTS in
Europe,by NATQ or by private companies and are driven biyyber communitg interests. Some of
them have already attracted solid user communitiasd they tend to be usefriendly and flexible

as they are mostly opesource.

It is important to make all these approacheasteroperable, irrespective of incident feeds,
information exchange format®r the ticketing systems used.

ENISA has identifiea set of recommendations targeted to itself, the CERT community and other
security actors aiming at
1 Promoting thecontinuity of incident feeds, which are eft changed without prior notice
1 Makingexisting tools interoperabland promoting the use of stadards for data exchange
1 Enhancing théunctionality of existing tools as regards:
0 Interoperability
o Correlationengines for incident analysis
o Improvedthreat intelligence
0 Advancedanalytics and visughtion for massive numbers of incidents
0 Automaticprioritisation

The European Union, including ENISA, can help n/g CERTSs in this process, which will further facilitate
the exchangemong themof information on incidents

! These initiatives ardiscussed in more detail throughout the report.
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1 Introduction

1.1 Obijectives andscope

The focus of this report is on thtreat and incident informationexchange and sharing practices

used among CERTSs in Eurpmspecially, but not limited to, national/governmental CERTSs. It aims

at:

Takingstock of existing communication solutions and practices antumgpean CERTS

Identifying the functional and technical gaps that lintlireat intelligenceexchange between

n/g CERTs and their counterparts in Europe well as other CERT<hin their respective

countries

91 Definng basic requirementsfor improved communicatios interoperable with existing
solutions

T
1

This report aimsat building on existing solutions angromoting achievablegood practices, rather
than offer unrealisticérevolutionary¢ solutions It needs to be said thathis is an overview of a
quickly evolving domain, which necessitates frequent updates in linethdtlevolving environment
of cybersecurity andybercrime.

1.2 9 dzNP Lad®@ainentin Qupporting Secure and Hfective Information
Exchange andtharing

Many EU documents have stressed the importance of CERTS, especially their early warning and
incident response capabilities. Mocently,a proposal fora Directiveon network and information
security, which accompanies the EU Cyb®ecurity Strategy addressed the topic of secure
information systens. Article 9 of theproposal for the Directivstates that the exchange of sensitive

and confidential infamation shall take place through secure infrastructure.

The EropeanCommission is empowered to adopt supplementary actghendefinition of criteria
to be fulfilled byEUmember sates in order to be authased to participate in the secure information
system regardinghe following
a) Theavailability of secure and resilient communication and information infrastructura at
national level, compatible and interoperable with the secure infragtmec of the
cooperation network
b) The existence of adequatechnical, financialand human resourcess well agprocesses for
the relevant competent authority and CERTo allow effective, efficient and secure
participation in the secure informatiesharing system

1.3 9 b L { In@lgement in the Area of Secure Commmication and
Information SharingpmongCERTs
ENISA aimat supporing the process of establishing secusgstems foiinformation sharing like the

one mentioned irthe draft Directive Since 2005, ENI®As beerrunninga progranme dedicated to
the capability building ofnational/governmental CERTA.recentENISA projectesulted in agood

2 http://ec.europa.eu/digitatagenda/en/news/edcybersecurityplan-protect-openinternet-and-online-
freedomand-opportunity-cybersecurity
3.

Ibid.
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practice guide for CERTs on honeypotstfar proactive detection of IT security incideftENISA
alsomaintainstraining andexercise materialocussingon enhancinghe capabilities of CERTsEt
Member Sates (and beyondf.The emphasis was put on practiGaid applicable material about
current technicaland operationaltopics, and ENISA intends ¢ontinue maintainingand extendng
its (ERTraininglibrary in thecoming years. At the same time, ENISpayingncreased attention to
the legal aspects of information sharifig.

One of the more indepth studies commissioned by ENISA in recent years was
ProactiveDetection of Network Security Incidents’. Thiscommunity-driven effort investigated
proactive ways in which CERTs detect incidemrgeting and affectingtheir constituencies,
identified goodpracticesandcommon mistakesand recommendedptionsfor improvement.

ENISAalso dealt with thespecifictopic of secure communicatiobetween CERTs and produced a
report entitled Secure @nmunication with the CERTs afther Sakeholders. The focus of the
earlier work was rather on communication channels (PGP, S/IMIME, &t®N The 2013 project
aimsat a broader and more pragmatic approach by taking into consideration all collaborative tools
like sharing infrastructures, messaging systems, ticketing systems, incident handling and notification
systems and so forth These tools are hereafter referred to asmmunication solutiong used by

CERT teamia the exchange of informatiometweenthem.

1.4 TargetAudienceand Scope

The intended target audience for this repadsg primarily the national/governmental CERTs biat
principleit is applicable for any kind &ERT, in Europe and worldwidée report is tailored to be
useful for both welestablished CER&sadnew/upcoming teams.

4 http://www.enisa.europa.eu/activities/cert/support/proactiveletection/proactivedetection-of-security

incidentsll-honeypots

® http://www.enisa.europa.eu/activities/cert/support/exercise

® http://www.enisa.europa.eu/activities/cert/support/fightagainstcybercrimélegakinformation-sharing
" http://lwww.enisa.europa.eu/activities/cert/support/proactiveletection/proactivedetectionreport

8 hitp://lwww.enisa.europa.eu/activities/cert/otheswork/files/securecommunication
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2 Overview ofthe Methodology

For the purpose of this report several methodoloigal approaches ifi addition to basic desk
research) were applied: survey interviews, andx dedicated workshoghat enabled a free exchange
of ideasbetweenthe interested stakeholders national/governmental CERTSs.

Survey

A survey was developed dhe current communication practices of CERTsawss other CERTS in
their respectivecountries, their counterparts in other countrieand operators and ISPs. A total of

27 teams have responded to the survewith the majority (63%) of them being
national/governmental CERTSs in Europe. While the majority of the responding teams came from EU
countries, responsealso came fronthe U.S, Asiaand the Middle East

Figurel: Completedurvey by CERType

m Academic/Research/Education
m National/Governmental

® Private

m Telco

u CERT for European Institutions
Agencies, and Bodies

Interviews

Based on the suey output accompanying interviews were held with stakeholders in order to clarify
and go beyond the replies received. These interviews were held electronically email
correspondence, andctuallyin personin one caseln total, 12 interviews wereonducted.

Faceto-FaceWorkshop

Duringa TECSIRY meeting in Bucharest, a fag¢e-face workshop was held on 24 May 2013. At the
meeting, the interim results of the project were presented to the participants (14 in total). Also, the
participants presentednd discussed initiatives aimed at enhanding communicatiorpracticesof
CERTs.

®Responding teams came fromkustria Azerbaijan Belgium Bulgaria Czech Reublic, European Union
Finland France Greece Hong Kong/Chinalapan Latviag LuxembourgNetherlands Romania Slovenia South
Korea Spain Taiwan United Arab Emirate$JSA

%¢ 9 w9 bdsKkarce CSIRPpromotes collaboration and coordination betwedlERT team#n Europe See
http://www.terena.org/activities/tf-csirt/
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3 Findings of theSurvey

This section presentfie main findings of the survey on information exchange and sharing practices
among CERTSs. First it provides a summary of m@immunication solutions used by the teams,
followed by identification of barriers and requirements for such effective and information exchange.

3.1 Overview of n/g CERTE8mmunicationPractices andSolutions

It is noteworthy that the main communication practicesetweenn/g CERTs from differemiember
statesdo not differ from those between n/g CERTs and other CERTSs in the same counKig(see
2).

Figure2: Use of Communicationdutions among CERTs

30
26
o5 24
20
15
10
7 4 7 4 4
5
“ zzz 22 Mzulim
0
Secure Email Normal Email IR Jabber Skype Lync Telephone Other (custom
(PGP/SMIME) solutions,
personal
meetings, web
interfaces)

m Communication with other CERTSs in the same country
m Communication with CERTSs counterparts in Europe

Communication with operators/ISPs and Industry

Number of respondents: 27 CERTs

3.1.1 Secure and Regulantail

'Secure email is the preferred way of communicatinginly because is easy to useimple,
and flexible allows for fast communication, anthost importantly is the most common tool
everyone can suppoft.

¢ One of the surveyed CERTSs

Secure and/or regularmeail is by far the most popular communication solution ugde¢y / 9w¢ & Q
everyday operations.

Email ommunication has a few featurethat make it an optimal tool for sharing unstructured
information between orgaisations. It is tuly universal (everyone usesmail), interoperable i{

works on almost any operating system), asynchronous (users do not have to be logged in at the
same time),andcan carry attachment files of any typall§eit limited by size). Fdhe purposes of
secure communication,meail can beencrypted,ideallyby using asymmetric encryption methods.
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Most of the queried CERTSs have reportbdt they areusing PGP encryptidifor the purposes of
secure information exchangeithin the CERT community, while S/IMIME is used more rarely. Secure
emal with PGP is an informalddoptedstandard within the CERT communéwgd the widerinternet
security community in general.

While the ug of secure email is common in the CERT community, both the samdsgonversations
with CERT representatives reveglthat other stakeholders (ISPs, public administration, police, etc.)
lack the culture of secure communication general Communication between CERTs and other
partiestherefore happens most often vianencryptedemail.

Due to a certain degree dpracticality of secure email in everyday use, CER€a decide on a
caseby-case basis whether to sendfdormation via secure email, regular emait another solution,
such adast and easyo-use chat clients.

Worldwide, CERTs communicate primarilytiwtheir counterparts in other countriesbut they also
communicatewith ISPsand system administratorsfor examplewhen a particularincident is not
covered bya particulartCERTOna national levelCERTs communicate most often with ISPs.

The majorityof CERTs are satisfied with P&ferypted email as the basis for secure information
exchange in their everyday operations. The incidmtated sensitive informatiorthat is typically
shared isonly partly structured is text-based (therefore easilgompressiblg, and is often both
machine and humanreadable.Furthermore email as an information transportatiamechanismis
open and universaivhich CERT experts truly appreciate.

While many CERTs admit that secure and regular email not be quite optimal tools for
information sharing in general andithin the CERT community in particularcommonlyshared
opinion was thatany better tool would be virtually impossibleto implement due to diverse
requirements from different teamsHowever CERTs are facing an ever increasing amount of data
related to incidents andsecure & A f  O2 YYdzy A Ol leasdlyTeamg @poged that & OF £ S
managementof PGP or S/IMIMEkeysgets more and morecomplex as the number or recipients
grows that emails ae difficult to processautomaticallyand that they O | ye6pé with large data
volumes or high rate of incidentdue to this shortcomingsin order to reflect the changing
requirements for information exchange due to large volumes and lack of common s&ustume
CERTSs look into alternatives.should be noted, that sharing of more data is not necessarily an
improvement per se. Instead, it is important to pay attention to the quality rather than to the
guantity of information.

3.1.2 Instant Messaging

The lamiscape of instant messaging solutions in ustihe CERT community fragmented Solutions
include (in order of popularity): IRCJabbetXMPP?, Skyp&®, and Lynt. No solution was found to
be a clear leader in popularity; however, IRC and Jabieee generally mentioned more often than
Skype and Lync.

A few interviewed CERTSs stressed thathile chat clients are not absolutely crucial to their daily
operations, theyareindeed helpful anamust be included in this guide

M Seehttp://www.imc.org/smime-pgpmime.htmlon PGP and S/MIME
12 Seehttp://www.irc.org

13 Seehttp://xmpp.org

14 Seehttp://www.skype.com

15 Seehttp://lync.microsoft.com
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In contrastto email, IM typcally requires both (or more) communicating parties to be present at
their terminals at the same timeo asto communicate almost instantly. Chat clients facilitée
rapid exchange of ideas and technical detailsile giving the users instant feedbaekd a platform

for an active reattime discussion. As a communication tool, the IM family is considered to be of
lower latency and less formal than ema#lthough solutions exist to secure instant messaging
communicatior®, a minority of teams uses therfihe solutions in use today can be considemsate

as supporitve rather than asprimary communication channsl

3.1.3 Secure Message Boardsid dosedMailing Lists

Interviews have shown thaapart from obvious toolsuch assecure email and instant messaging,
another class of decadesdd and still very useful toolsclosed Mailing Lisi.€. Thaccredited CSIRTS,
or ENISA N/G CERNMK) and message boards or forums have alsoproved usefulin secure
information sharingamongthe CERT community. Thekea allow groups of authenticated users to
shae and discuss securityicidentrelated insights. They provide ways to communicate with a
whole spectrum of trusted experts, while providing stgosecurity mechanisms; for exrale, to
have access to,ibne needs to be invited by one established member of a gfeesim andto be
recommended by another.

3.1.4 IncidentHandlingand Ticketing Systems

Figure3: Use of Ticketing andincident TrackingSolutions

RTIR Abuse Helper RT (without the OTRS Other None
IR plugin)

Number of respondents5ZCERTs

Almost all CERTSs repdhat they areusing some kind of ticketing or incident tracking system. The
most popular ticketing system was found to be Request TrackRT). Request Tracker for Incident
Respons¥ (RTIR) was found to be the most popular tool for incident respaimaeking ¢
unsurprisingly so, as the tool is a purpdsélt product for the computer security community.
Another tod developed for CERTs and |Ss)seHelpef, was found to be the mogtopular forthe
purposes of automatic process incident notifications. Other solutithesinterviewed CERTsIse
include the BMC Remedy Action Request SyStdBMC ARS), the Open Source Ticket Request
System' (OTRSRNdMS Sharepoirit-based or MExcelbased inhouse ticketing systems

RT and RTIR

16 See OTRttp://otr.cypherpunks.ca/or http://safetyjabber.com/
7 Seehttp://www.bestpractical.com/rt/

18 Seehttp://bestpractical.com/rtir/

19 Seehttp://abusehelper.be

% Seehttp://www.bmc.com

2L Seehttp://www.otrs.com

2 geehttp://sharepoint.microsoft.com
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CERTSs recoige and appreciate that RTIR has fact, been designed with the CERT community in
mind, and together with that community RTbased platforms are recogged to be working
adequately for the specifipurposes of CERTs. They are believed to haventbst optimised
workflow out of the box, are integrated with email (includittge handling of the PGP security
protocol), and are flexible, easily custongble extendable, and interoperable with other system
Multiple users areable to handle the same incidentand reports are easily generated. User
interfaces include a web interface, email, a command line tool, and programnagigkcation
programming interfaces (API§ome teams reported having problemvben handling large amauis

of data related to a tickebr when using theautomatic incident notificationTheyare now looking
for alternatives.

3.1.5 CQustomer Relationship Managemerfl/stems

A significant majority of CERTs do not agstomer relationship margement (CRM3ystems. Those
that do, use CRM solutions delivered by Oracle, SAP, Microsoft or other parties, withanteader
among the mentioned systems.

3.2 Barriers toand Requirements forinformation Exchange andtaring

Figure4: Main (ostaclesto More Scure andeffective @mmunication

Legal Technical Procedural  Trustissues Insufficient No crucial
interest of the barriers
partners

m Other CERTSs in the same country
m CERTSs of the same type/constituency in another state

Operator/ISPs or Industry

Number of respondents2ZCERTSs

Technical issues were identifieals the most common barrieto more effective information
exchange between CERTSs. These technical issues mainly ctmeautomated exchange adata
aboutsecurity incidentsAnother issue mentioned was the quality of the déta

One solution for automated processing of incident repoiits the already mentioned tool
AbuseHelperEven though, ashownin Figure 3, it is usedylbonlyfive out of a sample of 25 CERTs
right now, many other CERa&re alsdookinginto using it AbuseHelpehasthe potential to become

% |n 2014, ENISA will carry out a project for good practice in this field.
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the most popular tool for this purpodé or at least build the basis for a tadorade irhouse
solution that, accading also to other studiésmany teams applyin Figure 3these are collated in
theWh (i Kafetuky.

We have identified a consensus in the CERT community with regahe severity of challenges in

the daily operations of CERTSs. Technical barriemigh being most commorgre generally thought

to be more easily overcome than legal issues. As for information exchange with CERTs of the same
type in other states, legal barriers and trust issues are more dfiea as hindering this exchange.
Additionally, CERTSs oftente a low level of interestamong operatoran sharirg informationthey

have orin actingupon the information CERTs shared with them

3.2.1 Legaland RoceduralObstaclesand Requirements

Issuesaroundthe legal and procedural aspects of information exchange between CERTs and other
stakeholders wereamongthe most frequentlycited, both in the survey and espediain the in
depth interviews.

Essentially CERTand other similar orgarisations have doubts about whether a particular set of
information can be shared at all, with whom, on what conditions, after what treatmamd, so on
CERTSs are often unsuabout what sort of information can be exchanged asnot to pose legal
guestions regarding data ptection and privacy protection. Privacy commissioners in varteus
member statehave a range of interpretations of how personal informatisméfined For example

an IP address can qualify as personal informatiaomim country but not in anotherCategorisatioms
another issue in terms afhich typesof personal datahouldreceive the highest level of protection

Due tosuchprivacy questions being complex at times, extensive information sharing between CERTSs
and dher actors is often inhibited

According to some opiniathe legal problems do noonly result from lack of harmonisation of
data protection law acrosthe EU, butalsoin the different interpretations of the law by different
bodies.

Interviewees oftenindicated that these problemsare even more severe than the technical
challenges mentioned before, lilkdack of a web portabr other means

Many intervieweeglaimedthat, in order to help with the issues described hesemmon standards
shouldemergein the interpretation of data ptection lawacross the EU, at least in matteedating
to cyber security incidentéwvhich is out of scope of this particular reporBor more information on
the legal aspects of information sharingee the ENISA studgntitied A Flair for Sharing ¢
Encouraging Information ExchangetweenCERT®

On the operational side with incidents that require looking up details on entititisat are
responsible forURIs and IP addressesunder investigation a Europeanforum existsthat has a
database of all Eupean IPs and their corresponding ownetise( Regional Internet Registfy or
RIPE however,the data in this registrysi quite difficult to retrieve and it cansometimesbe
impossible to findhe entity responsible foan IPaddress

**ENISA will further investigate how to support the community more actively in the field of autdmate
processing of actionable information in 2014

% http://www.enisa.europa.eu/activities/cert/support/proactiveletection/proactivedetectionreport

% hitp://lwww.enisa.europa.eu/activities/cert/support/fightagainsicybercrime/legainformation-sharing

" Seehttp://www.ripe.net
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3.2.2 Trust bsues; Barriers and Requirements

'The single most important requirement is trust. Trust can germinlteugh reallife
contact and growswith regular (virtual) meeting. A secure European platform for
communication can facilitate but never replace trust.'

¢ Oneof the surveyed CERTs

Trust issues are among the most crucial obstacles to enhanced and effective communication
between CERTs and other stakeholders. Some interviewees have pointed quh ttieg particular
community of cybersecurity expertsrust is the single most important featuref a successful
cooperativerelationship.

To illustrate the consequences aflack of trust between stakeholders, one of the interviewees
noted that theyhad even stopped sharing security incident information with peoplgamisations
that had committed actionshat had destroyed trust between the partieseaningthat no further
information was exchangetbetween the parties. Also, trust is undermined when only one party is
active in sharing information, ithout getting muchin return from the other party.

Situationsin which trustbetween members of the communitig diminishing or nowmxistenthave

the immediateeffect of undermining tte value of information sharedhe size of the community. As

a general observation it cdve stated that thelargera sharhg communityis, the less valuable and

less sensitivésthe information andhe less timely is thesharing In other words, trustdesy Q& & OF £ §
and needs to be paired with effective information sharing t&blBrotocols such as TLP allow for
information to be shared in a more structured way in fdcgace communication.

3.2.3 Insufficient hterest from Partners

Within the realms of CER®-CERT communication, insufficient interest from partners is a very rare
phenomenon. Only fiveof the teamsresponded like this

Converselythe indepth interviews have confirmed the rich culture of information sharing present
within the European CERT community. Typically, CERTs are nailbingyto share security incident
information as it happens but alsto write up summary reports and share them with the
community. These reports are typically very well received and appreciated within the CERT
community; however, due to verjeavy workloads, they are often delayed. When CER/Es a
handling an incident, experts focus on its mitigation amdcoordination with others, andhey
sometimes lack the time to share reports with other CER@sgescale incidents are a primary
example of a situatiothat sparks report writing and sharinghe cultureof information sharing and
demand for it is definitely notraissue but workloadsare often a major inhibitor.

3.2.4 Technical Brriersand Requirements

'Every communication channel with each partner or type of partner CSIRT is unique. This does
not scale well and to have more fruitful full-duplex, trusted engagements, standard
procedures and protocols need to be established and relied'upon.

¢ One of the surveyed CERTSs

Before moving into discussingthe more technical side of issues regarding secure information
exchangewithin the CERT communityt needs to bestated again that many interviewees
mentionedthat, compared withlegal, proceduraland trust issues, technicdgficiencies, such ake
lack ofa web portalor incident repositoryand the proliferation of communication channelare of

8|n 2014 ENISA will carry out a project in the area of trust building among or within communities
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less significace. It is easier to find a common ground on overcoming these technical barriers than
solving complicated international legal issues often pertainmnthe areas of national interests and
sovereignty.

Nevertheless, technical issues do exist:

1 Many CERTSs appreciate receiving automated feeds from some ,CER@ghem to inform
their constituencies about infectiongiowever, feeds are often found to heroblematic due
to:

o format changes without prior notice

0 timestamptime zoneissues

o information coming very late after the incident is noticed, which means CERTSs
typically work @ each case separately to tréaact to the incidents

0 data received regarding incidentontains not enough informatiomo launch an
investigation.

1 Formats ofregularly shared information, starting with aeasonabletaxonomy of the
information, needs improvement many standardsexist in the cybersecurity field, but
orgarisations keep on doing adoc CSMike exchages

1 CERTSs often lagood quality software to build up and maintain the basic database a CERT
needs for a number diunctions(a special kind of CRM for CERT work):

o0 IPto Autonomous System Numbers (ASKgpping (current, historical)
0 IPto country mappingdurrent, historica)

o Domainto registrarmapping

o Contactinformation for all these

0 Keepingtack d the quality of contacts

1 Dealing with abundant false positive detect®q teams use various tools that produce
varying numbersf false positives

1 Many CERTSs useliouse software solutios) which they also find hard to maintain due @o
general lack of software develognt resources In addition very few tools are widely
adopted in the CERT community

1 Some of the incident tracking systems cannot handle large numbers of tickets

1 It may be difficult to export data from a given tracking system and link it to another system
(systems compatibility issues)

1 Acentralied webbased servicés lackingor the exchange of structured information

Additional and more detailetechnical discussions of barriers and requirementstifierautomated
exchange of network security information can be found in two repofRmdactive Deection of
Network Security Inciderffsand Proactive Detection and Automated Exchange of Network Security
Incidents°.

Whenaskedabout priorities with regard to aotential secure European platform for communication
among CERTSs, surveyed teams put the dgghemphasis on security aspects (confidentiality,
integrity, and authenticity) when exchanging information with their peerseé Figure 5:
Requirements for apotential Secure EuropeanPlatform for @mmunication among CERT)s
Functionality ranks just behind. On the other hand, cost aspects araswticialastechnical ones,
indicating that in order to achieve the high level of securigquired the teams are inclied to
invest reasonable sumsto effective communication solutions.

2 hitp://www.enisa.europa.eu/activities/cert/support/proactiveletection/proactivedetectionreport
%0 http://www.cert.pl/PDF/MPISF111-18.pdf
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Figure5: Requirements for gotential Secure EuropearPlatform for @mmunicationamongCERTSs
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Note: The total score was calculated by multiplying the number of responses for the given criterion by the
ranking ona scale oflc5.

3.2.5 OtherBarriersand Requirements

The oftquoted problemin effective information exchange is the workload, which is somes so
heavy among CERTSs that they do not have the time to write reports and share them with the
community. When handling an incideriteamsare often focused on its mitigation antnmediate
coordination with others andherefore do not alwayshave the time to sharéessons learnedvith

other CERTafterwards (which, from time to time will happen aftermajor incidents).This lack of
post-processing of important incidents is considered most useful by all responding teams, alas
extensiveworkload in dayto-day operationis a majorobstacle, besides the fact thabols are not
optimized to supporthese wrapup reports.
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4 DataExchange Formatand Current Effortsfor Secureand Effective Data
Exchange

Figure6: Mapping ofStandardisation and &utions for Resporse, hcident, and loCinformation Sharing

Observables /
Indicator of compromises

Response Actions Incident File Network

OpenlOC

|IODEF

o= RID

Standardisation

STIX

- TAXI

i

AbuseHelper, Megatron

| Information handling H Sharing platforms ||

* Project in definition phase. Functional intention of the planned project

“ Transport standard

Several practices have emerged in Europe avatldwide that aim at addresing effective
information exchange and sharidgta aboutcyber incidentsgsidentified in thesurvey seeSection

3). These efforts can be considered as possible approaches to secure information exelange
envisaged by the EU Cyber Security Strategy aaddthft Directive orNetwork andInformation
Security™. The following sections of this chaptérclude illustrative examples of initiatives on
information exchange standards and current efforts in the area of secure and effective
communicatioraboutincidents.

% See the Article 9 (Secure informatisharing systemyf the proposed Directive.
http://ec.europa.eu/information_society/newsroom/cf/dae/document.cim?doc_id=1666
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| B Any piece of information that can be
NelRiE e SRR RARINE used to search for or identify potentially

WL vy O AdatS yblinkly @atains all the information f:odmprtomls?dsystem&; knolwg a%ra;ln
related to a security incident, including sensiti :nclca or ol (io(rjnprcl)lgn;% (Oﬂ)' 1ese
information, which cannot be easily shared. Secul oLS CELnRLmi'Iu i h reTs (;J(;nag
WS PGSy iaq Omehditve petadats Slatge  Name. VRL, 1€ hash, emall address,
G2 Iy AyABYRISYD oF N G KS mailer, HTTRiser agentand file mutex

: . . This information can be compilednto
for security analysis but are more easily share . ident t d iched with
Tools and standards tend to be specific for one ty incident - Teports and enriched wi

. o analysis and remediation reports.
of information (incident or event data). Several standards exist for formatting

information, however there is not a single leading one in place. However, the trenshame
structured information rather than unstructured in plan emails can dieserved. While, as
mentioned, there is currently nosingle standard for data formahat is generally acceptedit is
crucial for an automated processing of received information! We provide an overview of existing
standardsbelow (sectiord.1), followed by the summary and discussion of known challenges related
to automated loC exchanges.

Multiple initiatives existor are currently in developmenthat aim to address theaforementioned
barriers (see0) in a systematic way: CERTs still find it difficult to exchangemaf@n about
(targeted) malwareand atacks within a group of trusted partneos bybilateral agreement.

Despite of the trend to exchange of structured informationuch of the informationsharing
nowadays stilbccurs throughunstructured reportswhere it is necessaryn order to processata,
to manuallycopy & paste the information ito text files that have to be parsed to be exportéal
(N)IDS and systenas used inog searches.

Somesolutions to overcome these problems are beingveleped by CERTs, NATO, gmivate
organisations, often with the participation of multiple stakeholders. In seddicm few of them are
presentedthat enjoy a certain degreeof support in the CERT communityhich have reached a
good level of development, and might address the barriers presented in this report. Adtipdise
solutions more widelywould help CERTs fiorming and building larger sharing communitiés
exchange the benefitof previous detections and remediation efforts. This approach ultimately
would lead to more confident and efficient incident resporie.

4.1 Standardsation Efforts for $iaring Indicators of Compromise

This section is based to a largetemt on the following sources: Rosella Mattioli, Information
Exchange Framework for Cyber Security Incidents, Tallin University of Technalogyon Chris

| FNNAYy G2y Qa {KFNAY3I LYRAOFG2NE 2F [/ 2YLINRYA&ASY |
Incident Response Cerniter

4.1.1 OpenlOC

OpenlOC Http://www.openioc.org/) is an extensible XML schema that enables to describe the
technical characteristicef threatsz 'y F G dF O]l SND&a YSiGK2R2 fromBe > 2 NJ 2
Originally, itwas designed to enablsome commerciaproducts to codify intelligence in order to

rapidly search for potential security breaches. In response to requests from across the user

% See theRecommendationsection.
3 http://www.07011979.0rg/post/26825136212/informatioexchangeframeworkfor-cybersecurity
% http://www.rsaconference.com/events/us13/.. ./sharinmdicatorsof-compromisean-overviewof
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community,the company andian{ has standared and ogn-sourced the OpenlO€chema to

allow

communication of threat information at machine spe@deaning automatically)Future

versions of OpenlO@ill include more flexible initators and metadata extension® the loC
(comments, confidentiality, criticalityetc).

The followingorosand conshave been observenh relation toOpenlOC:

Pros

Cons

¢ Free (Apache 2 license)

XML schemg can be extended as needed

¢ Threefree softwareprogramsto create (IOC Editor), find (I0OC Findand manipulate
(I0C Writer python ibrary) OpenlOC indicators

¢ Full support foMandiant products

N

Limited adoption (outside of Mandiant products)

Limited support for networbasedloCs¢ more suitable for fildbased dCs
OpenlOCs not easily integrated on iPfewed as avendor solution

No support for describintactics, techniques, and predures

DN NN

Figure7: Sample of OpenlOC document for DUBU

<?xml version="1.0" encoding="us - ascii"?>
<ioc xmins:xsi= "http://www.w3.0rg/2001/XMLSchema - instance"
xmins:xsd= "http://www.w3.0rg/2001/XMLSchema" id="72669174 - dd77- 4ade- 82ed- 99a96784f36e"

last - modified= "2012-01- 05T02:49:14" xmlns="http://schemas.mandiant.com/2010/ioc" >
<short_description>  DUQU (METHODOLOG¥\ort_description>
<description> Indicator for the duqu trojan. The initial duqu driver will decode and

inject a dll (marked as .pnf) into a system process (usually services.exe). The injected
dll contains another dll encoded within it's resource section which it will inject into
other processes as identified within its encoded configuruation file (another .pnf file).
This second injected dll is responsible for all backdoor/C2 communication. </description>
<authored_by> MANDIANJauthored_by>
<authored_date> 2011- 10-21T16:13:31 </authored_date>
<links>
<link rel= "caveat" >Methodology </link>
</links>
<definition>
<Indicator  operator= "OR" id="9fd46693 - eelc- 4d31- b732- 35bf952651e3" >

<Indicator  operator= "AND" id= "e4debOaf - 7558- 498e- h953- 6e70ec694767" >
<Indicatorltem id="d5b29cfe - 8599- 498a- b805- 326273fe10c5" condition= "contains" >
<Context document="Fileltem"

search= "Fileltem/PEInfo/DigitalSignature/Certificate Subject" type="mir" />

<Content type="string" >C Media Electronics Incorporation </Content>
</Indicatorltem>
<Indicatorltem id= "1ca2947c - 0b26- 409c- 93d2- 28f6b364bcOb" condition= "contains" >
<Context document="Fileltem" search= "Fileltem/FileName" type="mir" />
<Content type= "string" >cmi4432.sys </Content>
</Indicatorltem>
</ Indicator>

s Sourcehttp://openioc.org/iocs/72669174dd77-4a4e82ed99a96784f36e.i0c
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<Indicator = operator= "AND" id= "025d5bfl - e062- 4300- a24a- e2d1c9877flc" >
<Indicatorltem id="8a9e777b - ebbb- 4494- ab05- acf39a3f6e48" condition= "is" >
<Context document="Driverltem" search= "Driverltem/Deviceltem/DeviceName"
type="mir" />
<Content type="string" >Gpdl/Content>
</Indicatorltem>
<Indicator  operator= "OR" id= "3cfe6f4c -3276-4e8h- 88d5- 9h53665da358">
<Indicatorltem id="0a704ede - 840d- 4075- a508- 3ee5744c332f" condition= "is" >
<Context document="Driverltem" search= "Driverltem/Deviceltem/DeviceName"
type="mir" />
<Content type="string" >{3093AAZ3- 1092- 2929- 9391} </Content>
</Indicatorltem>
<Indicatorltem id="09900e0b - 8219- 43dc- 930b- fabf5324dad4e" condition= "is" >
<Context document="Driverltem" search= "Driverltem/Deviceltem/DeviceName"
type="mir" />
<Content type="string" >{624409B3-4CEF 41C0 8B81- 7634279A41E5}</Content>
</Indicatorltem>
</Indicator>
</Indicator>
<Indicator  operator= "AND" id= "d0f65908 - 5ala- 4936- 98e0- cf98ba51037e" >
<Indicatorltem id="b38d3al4 - 3839- 4c62- ae38- 3ff48b720add" condition= "contains" >
<Context document="Registryltem" search= "Registryltem/Path" type="mir* />
<Content
type="string" >HKEY_LOCAL_MACHISBEFTWARHIcrosoft \ Windows CurrentVersion \ Internet
Settings \ Zones\ 4</Content>
</Indicatorltem>
<Indicator  operator= "OR" id= "e415d391 - 871f - 44b9- 8fd3 - 70967644d36f" >
<Indicatorltem id="bcf49307 - 8362- 4f05 - 998c- a8dd629dbb7d" condition= "is" >
<Context document="Registryltem" search= "Registryltem/ValueName" type="mir" />
<Content type="string" >CF1D/Content>
</Indicatorltem>
<Indic atorltem id="c13f696c - 53ef-4102- b462- 4fb9623f2ac5" condition= "is" >
<Context document="Registryltem" search= "Registryltem/ValueName" type="mir" />
<Content type="string" >CFID</Content>
</Indicatorltem>
</Indicator>
</Indicator>

4.1.2 |ETF StandardslODEF & RID

The Managed Incident Lightweight Exchange (MILE) IETF Working Group focuses on data formats
and transport protocols to enable the secure exchange of indicator and incident information. In this
effort, the MILE working group defined two main standards for describing (IODEF) and exchanging
(RID) incident information. Like all IETF standards, they benefit from the review of security,
application, and transport experts.
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Although the current implementations dODEF and RID are mostly limited to internal description
and local exchange of 10Cs, the standards are designed to allow large scale sharing of complex
incidents and more projects are implementing them or are planning to &b so

4.1.2.1 Incident Object Descriptiofexchange Format (IODEF)

The Incident Object Description Exchange Format (IODgfecification (RFC 5070,
http://www.ietf.org/rfc/rfc5070.txt) defines a data representation that provides a framework for
sharing information commonly exchanged by CERT teams about computer security incidents. It
provides an XML representation for conveying incident information across administrative domains
between parties that have an operational responsibifiy remediatin or watchandwarning over
defined constituenes The data model encodes information about hosts, networks, and the services
running on these systems; attack methodology and associated forensic evidbadmpact of the
activity; and limited approaches for documenting workflow.

The followingpros and consiave been observed for IODEF:

Pros
¢ |ETF Open Standadéfined by CERBsdfor CERTs
¢ Enables a collaborative effort
¢ Vendor neutral in origin
¢ Flexibleformat (XML) allowing for extensions and the grouping of events data
¢ Allowsfor the grouping of events data
Cons

¢ Limited adoption
¢ Incident data can contain sensitive information harder to share
¢ High granularity that can complicate implementation

Figure8: XML-coded IODEF document reporting an instance of the Code Red*vorm

<?xml version="1.0" encoding="UTF -8"?>

<IODEF Document version= "1.00" lang="en" xmlns="urn:ietf:params:xml:ns:iodef -1.0"
xmlns:xsi= "http://www.w3.0rg/2001/XMLSchema - instance"
xsi:schemalocation="urn:ietf:params:xml:schema:iodef -1.0" >

<Incident purpose="reporting" >
<IncidentID  name=csirt.example.com"  >189493</Incident|D>
<ReportTime>2001- 09- 13T23:19:24+00:00 </ReportTime>
<Description> Host sending out Code Red probes </Description>

<Assessment>
<Impact completion= "failed" type="admin" />

</Assessment>

<Contact role= "creator" type= "organization" >
<ContactName>Example.com CSIRT</ContactName>
<RegistryHandle registry= "arin" >example- com</RegistryHandle>
<Email> contact@csirt.example.com  </Email>

</Contact>

<EventData >
<Flow>

% The AntiPhishing Working Group is using IODEF to distribute its security information to its members. See
http://siis.realmv6.org/implementations/for a list of current implementations. See also MILE WG Wiki;
http://trac.tools.ietf.org/wag/mile/trac/wiki/WikiStart.

37 Source: RFC 5070
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<System category= "source" >
<Node>
<Address category= "ipv4 -addr' >192.0.2.200 </Address>
<Counter type="event" >57</Counter>
</Node>
</System>
<System category= "target" >
<Node>
<Address category= "ipv4 -net" >192.0.2.16/28 </Address>
</Node>
<Service ip_protocol= "6" >
<Port> 80</Port>
</Service>
</System>
</Flow>
<Expectation action= "block -host" />

<Record>
<RecordData>

<DateTime>2001- 09- 13T18:11:21+02:00 </DateTime>

<Description> Webserver logs </Description>

<Recordltem dtype= "string" >

192.0.2.1 - - [13/Sep/2001:18:11:21 +0200] "GET
IS T Al EY0.0.0.9.9.9.9.0.9.0.0.0.0.0.0.0.0.0.0.0.00.00.0.0.0.00.0.09090.090.9090999999999999999990900000000000000000000 0004
) 9.9.90.90.90.90.9.9.9.900.0.0.9.9.9.90099.9.9.900090.9909009.99909000909090099999000999000009.90000090.900000.990000.9.9904
)OO 00000000000 ¢ ¢ 000 00000000000000000000000090904

</Recordltem>

<Recordltem dtype="url" >
http://mylogs.example.com/logs/httpd_access </Recordltem>
</RecordData>
</Record>
</EventData>
<History>

<Historyltem action= "contact -source -site" >
<DateTime>2001- 09- 14T08:19:01+00:00 </DateTime>
<Description> Notification sent to

constituency - contact@192.0.2.200 </Description>
</Historyltem>
</History>
</Incident>
</IODEF- Document>

4.1.2.2 Realtime Inter-network Defense (RID)

The Reatime Inter-network Defense (RID, defined in REBa45®) was designed to transport IODEF
cyber security information (and any appropriate extensions). RID is flexible enough to exchange
other schemas/data models either embedded in IODEF or independent of IODEF, with a transport
binding using HTTP/TLS. RID is preferred for-mepeer models with higer levels of security and
privacy. This transport method enables increased automation over embedding the IODEF document
in, for examplea secured email.

The following upand downsides have been observed for RID:
Pros:

¢ Developed, reviewed, angublished by the IETF
¢ Benefits from the community review of security, application, and transport experts

38 hitp://tools.ietf.org/html/rfc6545
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¢ Existing open source implementations tested for interoperability
¢ TLS offers ntual authenticationand £ssion encryption
¢ Object level security (XML enyption anddigital signatures applied imstandard way)

¢ Limited adoption

¢ High granularity that can complicate implementation

¢ Seurity options can lead to high implementation cast ROLIE (Resour€riented
Lightweight Indicator Exchang®js more suitableif high trust model is not necessary

4.1.3 CyboX, SThand TAXII

The Department of Homeland Securitlye National Cyber Security Communications and Integration

Center, and UEERTN the United Statesire at the foreront of efforts to automateand structure

operational cyber security information sharing techniques on a global*écale
1 ¢! - LLux GKS ¢NHZAGSR !'dzi2YFGSR S-OKIFIy3aS 2F LYyR
T {¢L-uX GKS {dNHzZOGdZNBER ¢KNBFG LYF2NX¥IFGAZ2Y S LIN
1 /@0h-ux GKS /@0SNI hoadSNBIofS S LINBaairzy

TAXII, 81X and CybOX (all free for public use) are commudityen technical specifications

designed to enable automated information sharing for cyber security situational awareness, real

time networkdefence and sophisticated threat analysis.

Figure9: TAXlit, STIX, and CyboX ¢ registered rademarks of MITRE Corporation

% http://tools.ietf.org/html/draft -field-mile-rolie-00

“*The System Engineering and Development Institute (SEDI), operated by MITRE Corseatémnas the
moderator of the STIX, TAXIl and CybOX communities on behalf of the Department of Homeland Security.
TAXII, STIX, CybOX and their respective logos are trademarks of MITRE Corporation.
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The Cyber Observable Expressig@ybOx http://cybox.mitre.org/) is a standarded schema for
the specification,capture, charactasation, and communication of events properties that are
observable in the operational domain. A wide variety of Heglel cyber security use cases rely on
such information including event management/logging, malware charaission, ntrusion
detection, incident response/managemerdnd attack pattern charactesation. CybOX provides a

common mechanism (structure and content) for addressing cyber observables across and among

this full range of use casgamproving consistency, efficieg, interoperability and overall situational

awareness.

The followingprosand conshave been observed for CybOX:

Pros

¢ Aery comprehensive list of ob§ts to describe 10Cs in detalil

N

¢ Vendor neutal in origin

Cons

¢ Integration with CAPEC and MAEC under STIX for robust loCs

Integration withCAPEC andAEC under STIX for robust 1oCs

¢ High granularity that can complicate implementation

Figure10: List of CybOX objects

API Object Account Object Address Object ArtefactObject

CodeObject Custom Object DNS Cache Object DNS Query Object

DNS Record Object Device Object Disk Object Disk Partition Object

Email Message Object File Object GUI Dialogbox Object GUI Object

GUI Window Object HTTP Session Object Library Object Link Object

Linux Package Object Memory Object Mutex Object Network Connection Object
Network Flow Object Network Packet Object Network Route Entry Object Network Route Object
Network Socket Object Network Subnet Object PDF File Object Pipe Object

Port Object Process Object Product Object Semaphore Object

Socket Address Object System Object URI Object Unix File Object

Unix Network Route Entry Object

Unix Pipe Object

Unix Process Object

Unix User Account Object

Unix Volume Object

User Account Object

User Sessio®bject

Volume Object

Whois Object

Win Computer Account Object

Win Critical Section Object

Win Driver Object

Win Event Log Object

Win Event Object

Win Executable File Object

Win File Object

Win Handle Object

Win Kernel Hook Object

Win Kernel Object

Win Mailslot Object

Win Memory Page Region Object

Win Mutex Object

Win Network Route Entry Object

Win Network Share Object

Win Pipe Object

Win Prefetch Object

Win Process Object

Win Registry Key Object

Win Semaphore Object

Win Service Object

Win SystenObject

Win System Restore Object

Win Task Object

Win Thread Object

Win User Account Object

Win Volume Object

Win Waitable Timer Object

X509 Certificate Object

“1 Sourcehttp://cybox.mitre.org/language/version2.0
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Figurell: CybOX URIObject describing a link embedded refarenced emait?

<!-- Link URL (http://www.state.gov/public/01affOdc/Joint_Statement.pdf) - >
<cybox:Observable id= "example:observable -524048ee- 9af0 - 4bb7- 824e-52elce71ehd3" >
<cybox:Object id="example:object -1ba9f939 - O0c5a- 421e- b59d- f8a6517f9018" >
<cybox:Properties xsi:type= "URIObj:URIObjectType"  type="URL">
<URIObj:Value> http://www.state.gov/public/01laff0dc/Joint_Statement.pdf </URIObj:Value>
</cybox:Properties>
<cybox:Related_Objects>
<cybox:Relat ed_Object idref= "example:object -45ed3ell-5hbel-4a7e- 8f02 -
25b8f74196d3" ><! - URI -- >
<cybox:Relationship xsi:type= "cyboxVocabs:ObjectRelationshipVocab -
1.0" >Contains </cybox:Relationship>
</cybox:Related_Object>
<cybox:Related_O bject idref= "example:object -8b319fb4 - 60a5- 49f8 - 8fbc -
68eb0Oeal2ef0" >
<!-- Email Message -- >
<cybox:Relationship xsi:type= "cyboxVocabs:ObjectRelationshipVocab -
1.0" >Contained_Within </cybox:Relationship>
</cybox:Related_Object>
</cybox:Related_Objects>
</cybox:Object>
</cybox:Observable>

42 Sourcehttp://cybox.mitre.org
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Structured Threat Information Expressidis TIXhttp:/stix.mitre.org/) is a relatively recent
collaborative communitdriven effort to defineand develop a standaiskd language to represent
structured cyber threat information. The STIX Languagetendedto convey the full range of
potential cyber threat information and strives to be fully expressive, flexible, extenaitue,
automatable anchshumanreadable as possiblény interested party caparticipate in evolving
STIX as part of itpenand collaborative community.

Figurel2: Structured Threat Information eXpresssion (STIX) v1.0 Architecture

Associatedrampaigns[*]

Relatedindicators[*]

Observables[*]

%
céo

Campaign Observable

Sub-Observables*]
HistoricalCan

ExploitTarget(*]

ThreatActor
| SuggestedCOAI*] |

ExploitTarget

5 J1 I\

Related ThreatActors(*]
idents[*]

—J

Sourcehttps://stix.mitre.org

Trusted Automated eXchange of Indicator Informati¢gimAXIl) is the main transport mechanism for
cyber threat information represented as STIX. Through the use of TAXII servicessatioyencan
sharecyber threat information in a secure and automated manner.

Microsoft Corporationannounced on July 29, 2018hat it plans to support STIX afdusted
Automated eXchangef Indicatorinformation (TAX)lin an article entittedNew MAPP Initiativesn
Microsoft'sBlueHat Blog®

3 hitp://blogs.technet.com/b/bluehat/archive/2013/07/29/newmappiinitiatives.aspx
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4.1.4 MACCSA (Multinational Alliance for Collaborative for Cyber Situational Awareness)
(Remark: At the time of compiling this report, MACCSA is still in the eaybssif development)

MACCSA is a continuation of MNE7 (Multinational Experimelit Which aimsto create the
conditions to enable the development, implementatjcand operation of the Information Sharing
Framework (ISFdr Collaborative Cyber Situationavareness (CCSA)

Organsations targeted by MACCSA include intermia&l and multinational bodies such #se EU
Military Staff, EuropgINATO,the U.S.countries from Europend AsidPacific and a number of
private companiesuch asecurity vendors, opators, industrial companies, armbnsultancies.

The ISF of MACCSA includes two main compondnfermation sharing mode&nd information
sharing managementThe information sharing model describes the meaaguired for sharing
information ¢ proactive (push) and reactive (pult)on alerts and warnings, best practiceasnd
security quality managemermtndfor handlingproactiveartefacts

Information sharing management focus®n ensuring the quality of the shared information.
MACCSA proposes a mesthabs and ndesto coordinate information sharing. The model is based
on existing federated secure collaboration capabilities in defence, intelligesaeé industry,
comprising idependent entities bound together binformation sharing agreementand further
united by collaborativeand community-centric governance authorities.

* http://www.federatedbusiness.org/mne7
**The final MNE Cyber Transition meeting took take place in Brussels on 28/29 May, hosted and supported by
the European External Action Service (EEAS).
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Challenges witiData ExchangeFormats

'X thereis no need to create new standards or specifications. The current need is to develop a
that enables the aggregation of all basic components that are common in various
independently from their source...

¢ Rosella Mattiolijnformation Exchangé&rameworkior Cyber Security Incidefits

One outstanding issue known within the community is the considerable gap between the exi
and advancement of available data feed formats and their low, scattesedinstable adoption.
Software packages developed to help CERTs deal with secuitgrits, such as RT/RTIR/AH e
often do not easilyenable the adoption of range of data exchange formats. Additionally, m;
CERTSs use different standard data forsnfatr automatic 1oC exchange.

Currently, many interested parties develop their own parsers and other software, iwhish help
themto deal with the incoming streams of security incident related feeds.

Another issue identified within the CERT communétythe fact that even when CERTs produ
automated incidentrelated feeds, usualljormats can change without prior noticeand problems
occur with timestamps/time zonesr other details.

4.2 Examples ofurrent Eforts in Information Sharing Solutions

4.2.1 Malware Information Sharing Platform

The Malware Information Sharing PlatformM{SB has recently been released as opesource

software and as a successortte previous projectCydefsiyf. The Belgian Defence CERT and the
NATO Computer Incident Response Capability (NCIRC) have actively developed the tool, while other

teams in Europare now participatingn its testing and developmenthe followingare amonghe
main features of MISP:

1 Central loC database storing technical and netechnical infornation about malware and
attacks

1 Qorrelation ¢ automatically creating relations between malware, evearsd attributes

1 Soring data ¢ in a structured formatallowing automated use of the databasa frarious
purposes

1 Export ¢ generating IDSOpenOC, plain textand XML output to integrate with other
systems (network IDS, host IDS, custom taails)

1 Data sharing ¢ automaticexchange and synchrgsation with other parties and truggroups

T Notification ¢ automatic notification using PGP

1 Selective sharing support for sharing specific attributes with specific communities

Six national/governmental CERTs have tested the MISP softhMaeeesul revealthe following:

“® http://institutional.07011979.org/Information_exchange framework for cyber security incidents.pdf
*" https://github.com/MISP/MISP
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1 The software works well as long the variousteams are contributing.

1 Automatic notification using PGP is efficient.

f Structured messages export (Snort rules or XML) works projperfyevents synchroisation

(merging) could be improved.

7 MISP bloomfilte¥®is an implementation toothat obtains XML data from MISP and builds
al ¥S¢

bloomfilter database® ¢ KS o6t 22YFAt GSNJ Oy oS

(e.g, Suricata NID&ndlog files lookup).

The MISP user community claims to have achieved faster detection of targeted gteesckeell as
improvements tothe detection ratio and confidence in detected suspicionkile reducing false

positives. It also avoidduplicating efforts,as it identifies quickly that other teams have already

worked on handling thepecificmalware.

Figurel3: The Red October/Sputnik Blwareas ®en in MISP’

Event

“8 A bloomfilter is aspaceefficient fast data structure, conceivdyy Burton Howard Bloom in 1970. The set of objects is

Related Events
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stored in hashed form, which takes up less space. Different inputs can result in a same hashttmrgfote a false
positive is possible when testing whether an element is present in the structure. A negative is always certain.

4 source: http://www.circl.lu/files/CIRCIMISP.pdf
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The example of Red October/Sputrfiknalwaredemonstratesthe relationship with previous events
that havesimilarartifacts

European CERTSs discussed the MISP initiatitree d&ceto-face project workshop (se€verview of

the Methodology). Although not always familiar witthe solution, the teams generally accepted
MISP'susefulness and called facommon approach as regards a common database of incidents
while highlighting, for example, the problem of different taxonomiestliis respect ENISA pointed

to its previous wrk in this area). However, some spticism was voiced regardirtige likelihood of

a guickagreement on common standards, let aloaa agreement orsolutions usedWorkshop
participantsalsocalled for a central database of existing ticketing systemsrcowaingthe legal and
political issues limitingolC sharing may prove challenging, though.

4.2.2 CommercialPrograms forCyber Security

Microsoft, as a leading softwarendor, has been active in the fight against cybercrime,am@01Q
launched the project MARS? (Microsoft Active Response for Security) to proactively combat
botnets. The information gathered from Microsafbotnet operationsis actively shared with ISPs
and CERTSs.

The $aring of information on known botnet malware infectioissnow shared imeal time with ISPs
and CERTThe new Cyber Threat Intelligence Prograt@TIP)allow these organisations to have
better situational awareness of cyber threats amatify people of potential security issues with their
computersmore quickly and efficiently

Amoryg the early adopters of the-TIP cloud service are tHTECE&ERTrom Spainas well as two
CERT&om LuxembourgCIRCL anthe Governmental CERT of Luxembou&J IP allows ISPs and
CERTSs to receive updated threat data related to infected computetiBein specific country or
network approximately every 30 seconds. Participation allows these @af#oms almostinstant
access to threat data generated frdmoth previousandforthcomingMARS operations.

The system receives hundredémillions of attempted checksdailyfrom computers infected with
malware such as ConficR&rwWaleda®®, Rustock, Keliho®, Zeud’, NitoP®, and Bamital. This data

*Red Octobeis a malware family, aldnown asSputnik, which was detected in October 2012 by Kaspersky.
It has beenactive since 20Q7installations have been spotted around the globeith diplomatic and
governmental agenciemrgeted. The malware was usuafignt by email to selected people in the respective
orgarisations. As a cover, different office file formatave been used to transport thealwareloader, using
different exploits to drop the malicious content. After several stages of unpacking, the malwase
persistently on the computerand oncet successfully probes internet connectivity, it decrypts a separate file

and starts to behave maliciously: it connects to a Command and Control server, awaiting new commands or

downloading and executing specific lware modulesSource: https://www.circl.lu

*L http://www.enisa.europa.eu/activities/cert/support/incidentmanagementorowsable/incidenthandling
process/incidentaxonomy

*2 Seehttp://www.microsoft.com/government/ww/safetydefense/initiatives/Pages/dceconomiecrime.aspx
%3 Seehttp://www.confickerworkinggroup.org/wiki/

% Seehttp://www.symantec.com/[...][/whitepapers/W32_Waledac.pdf

% Seehttp://www.microsoft.com/security/sir/story/default.aspx#!rustock

%% Seehttp://www.symantec.com/[...][/whitepapers/W32_Waledac.pdf

° Seehttp://www.antisource.com/article.php/zeusbotnet-summary

%8 Seehttp://www.Symantec.conisecurity response/writeup.jsp?docid=20122306550599

%9 Seehttp://www.symantec.com/security _response/writeup.jsp?docid=260001085941-99
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provides valuable information that can be used by ISPs and CERTSs to notify victinedpatinim
regain control of their computers. Currentl§4 organsations in 38 countries receive these threat
intelligence emaif®. In addition to thementioned CERTas number of others have either signed up
for the new cloud service @re inthe proces®f signing up.

The Microsoft Active Protections Program (MAPR)so needs to be mentionedIt was initially
directed at security software providersut, in the second half of 2013 it was extended to CERTS.
Members of MAPP receive security vulnerabilitiormation from the Microsoft Security Response
Center (MSRC) in advance Microsoft's monthly security updatesVhen MAPP partners receive
vulnerability information early, they can provide updated protections to customers via their security
software ordevices, such as antivirus, netwdsksed intrusion detection systemand/or host
based intrusion prevention systems.

It is also worth mentioning that many antirus companies provides specific and highly valuable
information to CERT teams on a morefaat basis.

4.2.3 NATO CDXI

Cyber Security Data Exchange and Collaboration Infrastruf@b)l is a systenthat is developed

by NATG®. CDXlaims at sening as a repository for participants worldwide (individuals,
orgarisations, noANATO entities, idustry, govenment, and academic institutions that will
automatically push and pull cyber defence data using a varietypflication programming
interfaces(APIs). Quality assurance of data and data confidentiality are integral to the CDXI design,
and, in order to ahieve the right balance of information protection (i.e., sharing with appropriate
parties) and openness of the network, confidentiality and access control are implemented based on
user, role, and NATO classification level.

CDXI data is structured for magh processing and automation bwill also have a humareadable
component. It will be integrated with cyber security appliances by means of standard APIs. To
ensure a large community of adopters, NATO is considemadgngCDXI freely available.

% Status: May 2013

8% http://www.microsoft.com/security/msrc/collaboration/mapp.aspx#

82 http://threatpost.com/microsoft-expandsmappprogramto-incidentresponseteams

®¥5A832 CSNYt YR SEdneeubldirdrSWork for Cyber Defense Information Sharing within Trust
Relationships 2012 4th International Conference on Cybenfict

Page26


http://www.microsoft.com/security/msrc/collaboration/mapp.aspx
http://threatpost.com/microsoft-expands-mapp-program-to-incident-response-teams

Mo b Detect, SHARE, Protect

% * Solutions for Improving Threat Data Exchange agnGERTS
« enisa
X & October 2013

X *

Figurel4: CDXtargeted architecture™
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CDXI ultimately aimest:
1 Transporing cyber defence data between organisations through a resilient global
infrastructure
Feedngdefence datairectly into automated applications
Providing assurance othe data'sorigin and quality
Providing access controls for confidentiality
Providingtools to collaborate on improving the data
Enabing commercial exploitation

=A =4 =4 =8 =4

AmongCDXI'snutually dependent benefithighlighted by its developers are:
1 Reduced costs; adopting new standards and data sets without the need to incur further
development costs, smooth deployment for all sizes and structures of isegamm thanks

% Source:Luc DandurandCyber Defence Data Exchange and Collaboration Infrastructure (@DXTUT
workshop addressing security challenges on a global scake: http://www.slideserve.com/nalani/cyber
defencedata-exchangeand-collaboratiorinfrastructure-cdxi
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to its modular structure, maintaining earlier investmenéd the possibility tointegrate
previous data repositories
1 Centralised data ¢ storing metadata and informatiofrom various semstructured and
structured data source, open to different terminologiesd no need for the records to
meet predefined structures or schems
Fasterresponse to incidents, thanks to naking use othe latest information
Support for innovation efforts ¢ ability to aligndata structures and contentwith the
latest developments

= =4

4.2.4 Collective Intelligence Framework

Collective Intelligence Framework (CIF)aisframework for warehousing security intelligence
information in a single repository created liye Research and Education Networking Information
Sharing and Analysis Cenf®ENSACY. The main goal of the project is to collect securéated
data fran multiple sources and provide mechanisms to effectively query, corredate share it. CIF
evolvedfrom the Security Event Systeqra project with similar goalslso developed by RESAC;
and is currently funded through a National Scienceridation NSFprant.

CIF is internally implementing IODEF, while interoperability of tools using IODEF is enforced through
a schenre that is part of theRequest for Comments (REC)Adoption of IODEF means that every
element of information that is a part of an idgnt report has wettefined semantics. The system
periodically generates feeds of recent reports for every type of threat based on the means that can
be used to identify a particular threasuch asan IP address, URL, or cryptographic hashk
periodically runs a set of data enrichment routinemdlyticy on newly collected events. CIF also
integrates with the Team Cymidash Registrgerviceto chedk malware hashe¥, looks up entries in

the SpamhaLP§ database and use the normal DNS infrastaiure to extractaddres®s and name

servers (A and N$ecordg for domains.

Over 200 usersire on the CIF mailing I includingnational and private CERTS, private researghers

and corporate security teams from around the worldiso in developingcountries the emerging

equivalents of CERTs are turning to @Fobtain information. Contrary to other information
SEOKIFYy3IS LAIGF2NVasr sKAOK NBfteé& 2y Ol NA2dzda &l KNBI
output format preferred by the user, wdther it is STIX, JSON pairs, @88nort rules.

% http://www.ren -isac.net/

% http://tools.ietf.org/html/rfc5070

" Team Cymru Hash Registngtp://www.team -cymru.org/Services/MHR/
%8 Seehttp://www.spamhaus.org/

% Status: Sept. 2013
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Figurel5: CIFArchitecture”
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" Sourcehttp://collective-intelligenceframework.googlecode.com/files/2013_MAAWG_wesyoung.pdf

Page29


https://code.google.com/p/collective-intelligence-framework/
http://collective-intelligence-framework.googlecode.com/files/2013_MAAWG_wesyoung.pdf

x

*
*

****

enisa

x

x *

Detect, SHARE, Protect
Solutions for Improving Threat Data Exchange agnGERTs

October 2013

Figure17: DataQuerying ThrougtCIFWeb Interface?
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5 Recommendations

'‘Look at what is already theraise existing platforms for CERT cooperatamd just
facilitate the needs of CERTs. Don't invent new stuff just for the sake of it, because it's
fancy:

¢ One of the surveyed CERTs

The above quote pretty much summarises the need for action in the areaobfinge and sharing of
information on incidentsbetter utilise current communication tools and practidds is important to
make tools and practicemore interoperable, irrespective ofwhich incident feeds, information
exchange formatsor ticketing systemsare used. After all, the core idea behirttie sharing of
information on incidents is that local detectipaccompanied with trusted forms of informat
exchange will ultimately lead to improved prevention of cyber incidents on a global sddle.
probability of identifying (and subsequently handling an incidgatinuch greateif it is detected by
several CERTlsat share this information.

5.1 Reconmendation 1 ENISA shouldacilitate the adoption of Essential
Toolsfor the CERTommunity

The $aring of information among CERTSs on an efficient (automated) basis assumes that the teams

first effectively handle the information on incidents internally. This requinesadoption of specific

tools by CERTSs that relate to ticket tracking and automatedient information processing (RTIR

and Abuse Helpeare amongthe most popular tools used by the teams). CERTs interested in
working together on RT/RTIR/AH upgrades and improvements should syisehtbeir efforts.

Whenever CERTSs require new functidtied, demandarisesfor expert developers, a resource CERTs

usually lack. CERTanseek funding fromthe 9 ! Q& NB &SI NOK FyR (SOKyz2f238
and upgrades.

These programes often includeas a condition for financinghe participation of nultiple parties or
consortia.Such a cooperative softwamdaptation and improvement approacbould be testedn
relation to the specific needs of the CERT commuynrity well as being further used to create new
toolsif the need should surfac&hese effds should be othe bottom-up type in terms of software
development strategies and facilitated with tafmwn coordination within the community of CERTSs.
CERTSs are encouraged to requibstt ENISA facilitatethe adoption, coherenceand interoperability

of these tools via training sessions at ENISA CERT workshops or via other arrangements.

5.2 Recommendatior2: Securityinformation providers should improve the
stability of existingincidentinformationfeeds

Many CERTSs appreciate re¢eg automated feeds from established services (Shadowserver, Zeus
Tracker, Malware Domain List, etc.) and from other CERTs to inform their constitueboigs a
infections. However, feedormats are often changed by their publishers without priatice. A
many parties emphasgs this particular problem is even more troublesome than the fact that many
feed publishers do notdhere to the standardest feed formats and create their own feed
templates.CERTs have indicated thiats less problematic to creata parser for a new format of
XMLor CSMeedthan to deal with the evechanging feed formats.
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One wayto overcome these issugsi KS S Y LJ 2 @ Y Sy (isuch aspubllishadfrépérts, i 2 2 f & >
workshops, webinars, seminarand conferencesn order toencouragemproved behaviouamong
the feed publishersespecially:

1 Wider adoption of some of the best staadisof data format forthe automated sharing of
indicators of compromise (IODEF, STIX, OpenlOC, etc.)

1 Wider adoption of ‘good community citizen behaviaur, like establishing a minimal
notification periodfor sharing feed format updates

It must be emphaised that any recommendations regarding setting and promoting better standards

for automated information exchange feeds must be thoroughly discusseldsapported by the
community, especially by feed publishers and users (CERTS). The right platform for discussing the
aspects othe continuity of feeds could be organisatioasd events that brinCERT®gether.

ENISA will further investigate these areand provide adequate and appropriate support for
CERTSs and their projects.

The previous two recommendations are natural and unavoidable, considering the state of issues with
tools that help the European CERT community participants to fulfil theis. rdlee next few
recommendations were not designed to be followed all in parallather, they represent scenarios

the CERT community may choose to follow. Hence, they are more of a set of alternatives, rather than
a to-do list

5.3 Recommendion 3: CERTs shoultbordinate to emhancefunctionalities
of existingtoolsfor more effective data sharingwithin the community

As previously stated (Recommendation, Ifechnical barriers may present a hindrance ttee
adoption of essential information management tool§te same applies to informatiesharing
solutions.

A more crucial need than formal feed format standaation is the enhancement of existing
software tools for information sharing, processing, analyaisli presentation. It is unlikely that any
commercial,non-governmental or other organsation will createa tool that fitsS @S NE ;mee® & Q a
and will resolveall outstanding issues and laecepted and adoptethy all CERTs and other cyber
security stakeholders. It is rather safe to assume that the softw@wks ecosystem will continue to
be fragmented yet vibrant. It will consist of many small solutions and tofs solving specific
problems. The following are mong the functionalities to enhance existing tools and support
interoperability in incident dat sharing:

- Frst and foremostinteroperability for crossiub and crosglatform sharing

- Qorrelation engines for incident analysis

- Advanced analytics and visisaltion for massive numbers of incidents

- Automatic prioritsation features

All of these classeénd more) of software tools will have be enhancedn order toenableCERTs
to cope with the eveiincreasng demands of the modern cybeecurity environmentHowever
most CERTs do not have developerskivay for them. Againit is possibleto acces$HJ funds for
information society projectsThe actual development of enhanced tools would come frih@
bottom up (e.g, developers embedded at CERVI® arecooperating internationally).

ENISA will support these efforts by offering targeted training upoeguest from the n/g CERT
community. Whenever appropriate and feasible, ENISA will actively support community driven
efforts in this area.
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5.4 Recommendation 4A central trusted body at the crogmrder level
should develop a common incident information repostory with the
integrationof current data exchangeefforts

While CERTSs alargelysatisfied with the tools in use today, some see the benefits lopfothetical

new central service offering an information repository for n/g CERTs in Europea$epbstory

would includeCERT<ontact information to facilitate incident detection and information corredati

(DNS, ASNand IP ranking) ané repository for past incident information, with optiofier sorting

and filtering the database of archived information. Access to the shared incident reposionyd

be convenient. The user could create and manage groups with other registered users and share
information with those particular group. This repository would hae functionalities to send
notifications based on severity or other criterisuch as IP addressefSN, and ranges
(constituency, countrygommunity of interestetc.).

In the perspectiveof one stakeholder

'What could be done i® builda common attak database or repository with major input from
CERTg one containingthe methods and characteristics attackers employ and the attack tactics and
techniques they useso that we can adapt to new avenuesattfack and identify common patterns.

However, it is widely believed thattrust issuescould makegenerating sharing practices and
managing access rights to such shared repositories more troublesome than building the tool itself. A
progressive apprach, initially targetinguseful but insensitive informtion (@ contact repository,)

would facilitatethe adoption ofthis infrastructure. In the mediunterm, this platform would offer
brokering facilities to exchange information among existing sharing communities of n/g CERTs. A
trusted organisation like FIRST) or ENISA could support this service so as to encoualigeg

CERTSs to joisuch aglobal sharing effort.

In 2014, ENISA will carry owt project aiming at providing better support to CERTSs in the area
exchanging and processing of actionable infaation, with the goal to, in accordance with the
CERT community and as much as possible, engage in this coordination role.

5.5 Recommendatio®: BridgeSharingCERT ommunitiesn Europe

The 'perfect scenario for enhancing sharing practices in the CERTs community would include
building a bridging platform that would extend existing communities and broker information across
these communities. Such a cressb exchange would require:
- Local adoption ofnteroperable standards of dafarmats €.9.IODEF, STIxtc))
- The cfinition of diffusion policy standards (@, CDXI Information diffusion policythus
enabing more complexschemeshan Traffic Light ProtocollLR
- Coordination ainternationallevel

At the EU level, this inteexchange effortouldbe entrusted tothe CERT community asdpported
by ENISA.

In 2014, ENISA will further improve its abilities to provide active support for their key stakeholders
in this area.
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Annex |: Abbreviations

AH

API
ARS
ASN
CAPEC
CDXI
CERT
CIF
CIRCL
CRM
CSIRT
Ccsv
CTIP
CybOX
DNS
EC
ENISA
EU
ICQ

ID

IDC
IDS
IETF
IM
INTECO
IOC (or 10C)
IODEF
IP

IRC
ISA
ISF
ISP
JSON

MACCSA
MAEC
MAPP
MARS
MILE
MISP

MITRE

MSN

Abuse Helper

Application Programming Interface

Action Request System

Autonomous System Numbers

Common Attack Pattern Enumeration and Classification
CyberDefenceData Exchange and Collaboration Infrastructure
ComputerEmergency Response Team

Collective Intelligence Framework

Computer Incident Response Center Luxenrly

Customer Relations Management

Computer Security Incident Response Team

Comma Separated Values

Cyber Threalntelligence Program

Cyber Observable Expression

Domain Name System

European Commission

European Union Agency for Network and Information Security
European Union

| Seek You (wordplay)

Identification

InternationalData Corporation

Intrusion Detection System

Internet Engineering Task Force

Instant Messaging

Instituto Nacional de Tecnologias de la Comunicacion
Indicators of Compromise

Incident Object Description Exchanigermat

Internet Protocol

Internet Relay Chat

Information Sharing Agreements

Information Sharing Framework

Internet Service Provider

JavasScript Object Notation

Multinational Alliance for Collaborative for Cyl&ituational
Awareness

Malware Attribute Enumeration and Characterization
Microsoft Active Protections Program (MAPP)

Microsoft Active Response for Security

Managed Incident Lightweigliixchange

Malware Information Sharing Platform

A nonprofit organisation managing federally funded research and
development centres in the U.S. focusing on homeland security,
defenceand intelligence, federal aviation system developmemid
federal sector modernisation

Windows Live Messenger (currently not supported by Microsoft)
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MSRC
NATO
MNE7
NCIRC
n/g CERT
NIDS
NS

NSF
OTRS
PGP
RENISAC

RFC 5070

RID
RIPE

ROLIE
RT

RTIR
SAP
SES
SMS
S/IMIME
STIX
TAXII
TFCSIRT
TLP
TLS
URL

US DHS
USA
VPN
XML

Detect, SHARE, Protect
Solutions for Improving Threat Data Exchange agnGERTs

October 2013

Microsoft Security Response Center

North Atlantic Treaty Organization

Multinational Experiment 7

NATO Computer Incident Respor@Sapability
National/Governmental CERT

Network Intrusion Detection System

Name Server

National Science Foundation

Open Source Ticket Request System

Pretty Good Protection

Research and Education Networkingormation Sharing and
Analysis Center

Request for Comment 5070 (Incident Object Description Exchang
Format)

Realtime Inter-network Defense

Réseaux IP Européens (regional internet registry)

ResourceOriented Lightweight Indicator Exchange
Request Tracker

Request Tracker for Incident Response

Systems Applications and Products in Data Processing
Security Event System

Short Message Service

Secure/Multipurposdnternet Mail Extensions
Structured Threat Information Expression

Trusted Automated Exchange of Indicator Information
Task Forc&€SIRT

Traffic Light Protocol

Transport yerSecurity

Uniform Resource Locator

United States Department of Homeland Security
United States of America

Virtual Private Network

Extensible Markup Language
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Annex Il: Questionnaire
Survey Overview:

1 Communication practices with:
o0 Other CERTSs in your country
o Other CERTSs of tteame type/constituency in other EU countries
0 Operator/ISPs or Industry

1 Ticketingsystemsand CRMs

1 Communication solutions

Organisation Details

Name of your organisation:

Yourname

Jobtitle/position :

Contact detailgphone number, email):

What type is your CERT? For detailed definiipsee the Glossary.

A National

Governmental
National/Governmental
Research/Education

Other (please pecify below)

> > > >

Note: The survey gives you the option of ticking several ansviderges are alsattached below the
guestions for any details you wish and are able to share. Please also feel free to attach links to
documents everywhere you considauitable.
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1. Please filin the table on your communication practices

Communication
Partner

Frequency oExchangeper
Typeof Information

Communication
Solution(check all
that apply)

YourView of the
Quiality of This
Communication
(check all that

apply)

Main Obstacles
to More Secure
and Effective

Communication

Other CERT(S)
in your country

Sensitivencidentrelated information

D D >

>

Vulnerability information exchange

D D D P

>

Daily

A fewdaysaweek
Once a week

Less than once a week
Very rarely, if at all

Daily

A few days a week
Once a week

Less than once a week
Very rarely, if at all

Artefactinformation exchange

D > D P

>:

Daily

A few days a week
Once a week

Less than once a week
Very rarely, if at all

Alertsandwarnings

A
A
A
X

A

Daily

At least once a week
Less than once aeek
Less than once a month
Very rarely, if at all

Informal exchange

A
X
N
A
A

Daily

At least once a week
Less than once a week
Less than once a month
Very rarely, if at all

A Secure Email

(SMIME/PGP)

Normal Email

IRC

Jabber

Skype

Lync

ICQ

Windows Live

Messenge(MSN

Messenger)

Yahoo! Messenger

A IBM Lotus
Sametime

A OtherComments:

(specify)

D D P P D P D

>:

A Very good and
fruitful, beneficial
for both sides

A Satisfactory

A Should be
extended

A Poor

A Trust barriers are
impeding

communication
A Mostly unilateral,
lack of feedback
A Nonexistent
useles

Legal

Technical

Procedural

Trust issues

Insufficient

interest of the

partners

A No crucial
barriers

A Comments:

(specify)

> > >
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Communication

Frequency oExchangeper

Communication
Solution(check all

YourView of the
Quiality of This
Communication
(check all that

Main Obstacles
to More Secure
and Effective

Partner Typeof Information that apply) apply) Communication
CERT of the Sensitiveincidentrelated A Secure Email A Very good and A Legal
same information (SMIME/PGP) fruitful, beneficial | A Technical
. ) A Normal Email for both sides A Procedural
type/cqnstlt A Daily A IRC A Satisfactory A Trust issues
uency in A Afew times a week A Jabber A Should be A Insufficient
another A Once aveek A Skype extended interest of the
(Member) A Less than OI’.ICE a week A Lync A Poor ) partners
State A Very rarely, ff at all A 1cQ A Twstbarriersare | A No crucial
Vulnerability information exchange | A windows Live impeding barriers

. ) Messenger (MSN communication A Comments:

6 Daily ) Messenger) A Mostly unilateral, (specify)

'6 A few times a week A Yahoo! Messenger| lack of feedback

'ﬁ Once a week A IBM Lotus A Norexistent,

A Less than once a week Sametime useless

A Very rarely, if at all A Other

Artefactinformation exchange A Comments:

A Dalily (specify)

A Afew times a week

A Once a week

A Less than once week

A Very rarely, if at all

Alertsandwarnings

Daily

At least once a week

Less than once a week

Less than once a month
A Very rarely, if at all

Informal exchange

A
A
X
A

A Dalily

A Atleast once a week

A Less than once a week
A Less than once a month
A Very rarely, if at all
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Communication
Partner

Frequency ofExchange per
Type of Information

Communication
Solution (check all
that apply)

Your View of the
Quality of This
Communication
(check all that

apply)

Main Obstacles
to More Secure
and Effective

Communication

Operator/ISPs
or Industry

Sensitivencidentrelated information

A Daily

A Afew times a week

A Once a week

A Less than once a week

A Very rarely, if at all
Vulnerability information exchange

A Daily

A Afew times a week

A Once aweek

A Less than once a week

A Very rarely, if at all
Artefactinformation exchange

A Dalily

A Afew times a week

A Once aweek

A Less than once a week

A Very rarely, if at all

Alertsandwarnings

Daily

At least once a week

Less than once a week

Less than once a month
A Very rarely, if at all

Informal exchange

A
A
A
X

A Daily

A Atleast once a week

A Less than once a week
A Less than once a month
A Very rarely, if at all

A Secure Email

(SMIME/PGP)

Normal Email

IRC

Jabber

Skype

Lync

ICQ

Windows Live

Messenger (MSN

Messenger)

Yahoo! Messenger

A IBM Lotus
Sametime

A Other

A Comments:

(specify)

D D P P P D D

>:

A Very good and
fruitful, beneficial
for both sides

A Satisfactory

A Should be
extended

A Poor

A Trust barriers are
impeding

communication
A Mostly unilateral,
lack of feedback
A Nonexistent,
useles

Legal

Technical

Procedural

Trust issues

Insufficient

interest of the

partners

A No crucial
barriers

A Comments:

(specify)

> > >
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2. What ticketing (incident tracking) system(s) are you using?

OTRS

RTIR

Abuse Helper

Other (please specify)

> D >

3. What are the main advantages of the ticketing systems you are using?

4. Are there any disadvantages of the ticketisgstem you are using?

A No
A Yes (please specify), but ware not consideing switching toanother ticketing system.

A Yes, andve are considering switching to another ticketing systgmiease specify).

5. What CRM solutions are you using?

Oraclesolutions

SAP

Salesforce.com
Microsoft Dynamics
RightNow

Other (please specify)

Pl B i i <

A None
6. Are you using different communication solutions for exchanging information with CERTs and
with other stakeholders/constituents?

A No

A Yes (specify below)
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Please specifyhich (secure) solutions you use for communication with other CERTs and with
other stakeholders/constituents such agjovernmental bodies, telecom operatorgtc.:

7. Pleaseate the following aspects o& secure (European) platform for communication among
CERTm terms of their importance for your CERT usiagcale of1l¢5 on which1 = ofvery low
importanceand 5= ofvery highimportance

A Security (confidentialityjntegrity, authenticity, etc.)
Importance rankingA 1 (very low)A 2 (low)A 3 (averagef 4 (high)A 5 (very high)

A Interoperability (compatibility with specificinformation exchange standards and formats
such adOEDF, existing solutionstc.)
Importance rankingA 1 (very low)A 2 (low)A 3 (averagef 4 (high)A 5 (very high)

A Performance
Importance rankingA 1 (very low)A 2 (low)A 3 (averagef\ 4 (high)A 5 (very high)

A Functional (ease of use, deployment, multiple manufactureasd support)
Importance rankingd 1 (very low)A 2 (low)A 3 (averagef 4 (high)A 5 (very high)

A Cost
Importance rankingd 1 (very low)A 2 (low)A 3 (averagef 4 (high)A 5 (very high)
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Comments on the needs and expectati@is secure European platform for communication among
CERTs:

Thank you very much for your time!
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