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Executive Summary

Cybersecurity incidents areonstantlyincreasing in frequency and magnitude, becoming more complex
andunconstrained byorders. These incidents can cause major damage to the economy, and hence, cyber
security is one oftte biggest issuegovernments and businesses in tBaropean UnionEU and globally
arecurrently facing. The borderless nature of cybeidents and attacksegardless of sector or areealls
for rapid, crosshorder and crossector responses. Efforts to prevehgtter cooperatein relation with
andto be more transparent about cyber incidents mattl improve. In the cybesecurity community,
there is currently a strong need for tlexchange of data to support the management of vulnerabilities,
threats and incidents, as well as other cyBecurity activities. This studymsto presentthe regulatory

and nonregulatory approaches &UMember Statesis well as EEA and EFTA countdeshare
information on cybeincidents, the different sector regulation challenges of managing cseurity

issues, and thekeypractices in addressing them.

This study identifiethree types of approaches to share information on cybecurity incignts: 1)
traditional regulation 2)alternative forms of regulatigrsuch as selfand ceregulation 3) other
approaches to enablmformation sharingsuch as information and education schemes.

The proposed NIS Directiy@uropearCommission, 2013a&nd theaccompanyingmpact Assessment of
the European CommissiqEuropean Commission, 2013bgntify six keysectors to preserve thgood
functioning of the internal market. These sectors are puldimimistrations, finance and banking, energy,
transport, health and Internet services. The information sharing initiafiveisis reportwere identified

and structured basedn these criteria.

Despite the increasing number ptionalinitiatives to createa legal framework to share informatiam
cyberincidents, the coeand selfregulation approaches seem to be the most usethinEU and EEEFTA
countries While traditional legislation appears to tackle information sharing only partiaity the

emphasis on breach notification requirememtsd incident reportinyand in reality noallwaysin a
consistent way all over Europthe major challenges for alternative forms of regulation are the hesitation
to share information with external parties andde lack of mechanisms to enforce the rules to share
information. Another element that seems to prevent stakeholders from reaping fully the benefits of
alternative forms of regulation is that the positive aspects of information sharing within such business
communities are not sufficientlglearto encourage their members to participate in the information
exchange procesg§inally other approaches exist to inform and educate the community on certain topics
with the aim to change the behaviour of the stakehaiglin the information sharing on cyber incidents
However, hese initiativeften take time to reach a wide communignd, hence, it isather difficult to
measuretheir effectivenessn raising awareness an changingnarketbehaviourtowards more
transparency.

Inthe context of the information sharing initiatives, it is wodlsomentioning the important role of
nationalandgovernmental CSIRT& a number of countrie€SIRTs are (@founders of initiatives on
information sharing or take an activele in bringing stakeholders together into a constructive dialogue
and actiondocused orcyberthreats and cybemcidents.

Throughoutthe initiatives discussed here, it is pointed out thist is a key element to enhance
information exchange. At present, members of thdiativesidentified do not always feehclinedto share
information, for a variety ofreasonsHesitation to share andvenmistrust mayexist, for instanceas a
consequenc®f a lack of interaction between members, or because passivefuonributing members
are not penabked. Another reasormay be that conditions to become member of certain initiatives are
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rather loose. The findings of our analysis also pinpoint cases Wwhénéiativesare short2 ¥ Y SY 6 S NA ¢
buy-in, meaning that they findt hard to convince their members that neparticipation in the initiative,

and thus nanformationsharing, will be detrimental to thene who refuses to join. Moreover, the results

of the stocktaking concur that most of the-a@nd selfregulatory schemes at present lack truly

enforceable means in order to: a) discourage the reluctance of some participants to share information and
b) penalise the members who do not respect the confideritidh 1 @ NXzf S& GKFd GKS Ay
agreed to abide by.

In addition, it must be emphasised that one of the biggest weaknesses of the initiatives discussed herein is
that, quite often, the conditions and modalities regarding how the informatidhlé communicated

within the members of the initiativeor towards other groups or the publiare not sufficiently defined

unclear or even not well understoodhere are cases whereby widelgknowledged practices in terms of
information sharing, suchsathe Traffic Light Protocol (TLP) are applied within certain initiatives, but other
initiatives rely on lessacknowledged practices or evad hocrules such agdhocconfidentiality

agreements or membership clauses.

Finally, most of the informatiosharing initiatives are crossector, which means that organisations from
different sectors are involved in the information exchange process. However, the finance and banking
sector and the public administration sector seem tothe mostdevelopedin terms of information sharing
asa good number ofectorspecific information sharing initiativeky gather togethestakeholderof

these sectors.

Corefindings ofthis study are:

9 The prevalence of traditional regulation, alternative forms of regulation (ssckelf and co
regulation) and other approaches to enable information shadngyberincidents varies from
country to country

1 There is ajeneralprevalence of alternative types of regulatory initiatives-@od selfregulation)in
the field of information sharing on cybercidents

9 Different regulatory and nomegulatory approaches bring different challenges with th@s discussed
in the following pages of this report)

9 Trustis a key elemeifior the success of the informatigharing on cybeincidents

1 Nationalandgovernmental CSIRTs play an important iolthe field

Corerecommendations are:

1. EU and national policy maketayw makers and regulatorgpvernmental institutions and
administrative bodiegas they have amfluence and control on the policy and legislative framework)
andi KS | Ol02NR 2F GKS AYyAGAFIGAGSa 6SdIAD AYAGAL GA
shouldleverage existing selfegulatoryand caregulatory initiatives

2. European overght and regulatory bodies competent by sector, European policy and law makers,
national regulatory and oversight bodies and standsetting bodies shoullarmonise regulation
rather than attempt to enact new mandatory rules

3. National governmentalinstitdt 2 ya YR AYF2NXI A2y aAaKENRTyA@ Ay Al
administrative bodiesupporting an initiative financially or in another way) shdwitther develop
intra- and crosssectorinformation exchange with thantervention of the governmentor other
stakeholders

4. National governmental institutionsnformation sharing facilitators with the support of CSIRifsl any
stakeholder willing to engage in a new information sharing initiasivaild take advantage of the
practicesdevelopedby nationaland governmental CSIRTs
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5. EU and national policy makers including administrative institutions and regulatory and oversight
bodies shoulduild upon existing workperformed by EU institutions and bodiesg including ENIS4
and by theEUMember Sateswhenever this is the casen the field of information sharing on cyber
security incidents In addition, he European Commission (e.g. DG Communications Networks, Content
and Technology (DG CONNECT), DG Research and Innovation (DG RTD)) ancuENi&Ave&ys to
boost the interactive dissemination of the knowledge and good practices

6. EUMember States, European Commission (e.g. DG Communications Networks, Content and
Technology (DG CONNECT), DG Research and Innovation (DG RTD), DG InterriadMstriget,
Entrepreneurship and SMEs (DG GROW), DG Migration and Home Affairs (DG HOME), DG Joint
Research Centre (DG JRC) and DG Energy (DG ENER)), ENISA and current and future initiators, foun
and facilitators of initiatives shoukehcourage crosdorder cooperation and hild joint initiatives at
EU levelwithout excluding an international reach whenever possible
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1 Introduction

1.1 Purpose

The purpose of this repoi$ totake stock of the regulatory and nergulatory approaches used to enable
cybersecurity information sharing in the EU, EEA and EFTA countries. A particular focus is given to cross
sector information sharing about cybircidents between different stakeholde(ENISA, 2015a)

This report presents firstithe regulatory and nosegulatory approaches to share information on cyber
incidents and secondiysightsinto the different sector regulation challenges of managing cygssurity
issuesas well aghe practices of theountriesin scopein addressing tem.

1.2 Backgroundof the Sudy

As of 2015, ENISAcore operational activities are aligned with the four Strategic Objectives from the
ENISA strategy document and the mualtinual planning for 2015 to 2017, which are summarised in
ENIS® Work Programme 201&ENISA, 2014The work packagd8VPKs)n 9 b L {SO4Lxinito enhance
cooperation both between the Member States (MS) of the EU and between related NIS comndunities

Work Package4.1 aims at supportingEU cooperation initiatges amongst Ni$elated communitiesin the
context of the Cybesecurity Strategy of the European Uni(luropean Commission, 201&ouncil of the
European Union, 2013EU CSS) through two deligbles.

9 HrstdeliverablgD1) of WPK 4.1 of the ENISA Work Programme ENEBA, 2014yvhose goals
to édevelop and provide guidance based on best practice for cooperation between key stakeholder
communities;

1 Second deliverabl€D?2)- this study-, the goalof whichis todidentify practices of Member States
in addressing differergector regulation challenges of managing cybecurity issues

LG A& Ay 9bL{! Qa I yR 2i{KSNJdeint@dfieldotnfokratorsshadingA y i S
Indeed,it is a fact thatcommunicating incident information to others will foster future cooperation and
coordination in incident prevention, prompt rapid reaction to incidents and will improve overall security
with the communitg. Moreover, the information shared between communitiishould be performed to

reduce the risks of similar incidents and develop a better understanding of the risks facing the community
and any related significant information infrastrucgdr(International Organization for Standardization

(1SO), 2012a)
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1.3 StudyObjectives andcope

Thisstudy aims to identify practices of Bllember Statess well aEEAand EFTAountriesin addressing
different sectorregulation challenges of managing cylsecurity issues.

It is important however to clarify thahe wordWA 3 F B ¥ QU KS 9bL{! Qa ERSH LIND
2014)is replacedn this reportd @ WA yshdelRKE § (i & &8XW W A rdadodefar®l Nis usually

used in national, EU or international level strategies to talk about-loyNY WLINR 6t SYa Q> 4 ¢
OFrasSa NBFTSNI G2 Wi OF (i 8T S2rvice MghSgerae@)0¥) BasBesidr hdO A RS y (i
purpose of this reporti K S (i S NJY sediis yh@e\ aRBoyriatds it refers to specific events such as
YSGg2N] FrFAfdzZNBaz aSNWAOS AyidSNNHzZIUE BNV Ehdey Ry &S O
below for the preise definition of incidents).

This report presents the regulatory and noegulatory approaches diUMember Statess well as EEA
and EFTA countrige shainginformation on cybesecurityincidents, the different regulation challenges
of managinghoseincidentswithin sectorsand crosssectors and theobserved currenpractices of the
Member States in addressing them.

1.4 PolicyContext

On 7 February 2013, the Commission released the @g@rdzNA 1& { 0N} G S3& 2F GKS
Open,Safé YR { SOdzNB / & o(BuNpebd COBniissian92PI&bupdfl df the European

Union, 2013) The strategy defines five short and letegm priorities and actions that involve EU
institutions,MemberSates and industry:

1. Achieving cyberesilience;

2. Drastically reducingybercrime;

3. Developng cyberdefene policies and capabilitigglated to the Common Security and Defence Policy
(CSDR)

4. Developinghe industrial and technological resources fiybersecurity;and

5. Establising a coherent international cybespace policy for the European Union and promote core EU
values

One aspect that can be found in almost evsimategicpriority is the sharing of cybesecurity information
within and betweerthe private sector, national entitiedjember Statesand EU institutionDeloitte,
2013)

SinceWPK4.1 of the ENISA Work Programme 20&EBIISA, 2014)ims at supporting EU cooperation
initiativesamongst NI&elated communities in the context of the EU (IS studytakes the EU CSS as
the basis for the identification of main relevant sectors where information sharing takes plaed the
main relevant area of cybersecurityin the chapters toame.

According to the EU C83uropean Commission, 201®ouncil of the European Union, 20,18)yber

incidents do not stop at geographical borders in the interconnected digital economy and society
Therefore, to address cybsecurity in a comprehensive way, activities should span across three key pillars
which also operate within different legal frameworks.

Within the EU CSS, these pillars Hetwork and Information SecurityLaw EnforcemenandDefence as
depictedin the following figurgFigure 1)
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Figurel - Roles and responsibilities to strengthen cybsecurity both nationally and at Edlevel
Source(European Commission, 2013). 17.

These pillars correspond to tietrategic priorities of the EU CSS. In addition, the European Union Agency
for Network and Information Security (ENISA), the Europol/European Cybercrime Centfea(iEGBg
European Defence Agency (EPak the threemain EU agencidsom the perspective of NIS, law
enforcement and defenceespectively.

These agencies have Management Boards wher&thiglember States are represented, atitky offer
platforms for coordination at EU level.

The table bedw (Table 1yepresents a summanjiewof the relevant elements of thesthree pillars, their
corresponding strategic prioritiess derivingrom the EU CSS, their corresponding lead agencies active at
EU level, and their corresponding legal frameworklat&vel.

CORRESPONDING

PILLAR OF THE EU CSS | STRATEGIC PRIORRDR | CORRESPONDING ELHIEY LEGAL FRAMEWORK AT

LEAD AGENCIES

THE EU CSS

NIS Achieving cyber resilience | ENISA Digital Agenda

Law Enforcement Dr_astlcally reducing cyber Europol/EC3 Law_Enforcement and Home
crime Affairs

Defence Deyeloplng cybe@e_:f_ence EDA For_elgn Affairs and Security
policy and capabilities Policy

Table 1 Overview of EU CSS pillars, priorities, lead agencies and related legal framework

29 dzNR LISy [/ @

/ & 0 S NI hitps:/Avww.etindpolledtropa.u/ecsdldastaackss date: 30 March 2015)
39 dZNB LISHY 58F8

v :(ittp:/Mwa eda Buropaced/Bastacceasiate: 30 March 2015)
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1.5 TargetAudience

The primary target audience of this report are pokeyd lawnakers at EU and Member State level, the
CSIRTommunity(in particulamational and governmental CSIRTke law enforcement community and
other operational communities.

1.6 KeyCQoncepts andDefinitions

In the context of this study, the following definitions applgee alphabeticalty

1

Coregulationrefers tota mechanism whereby the legislator entrusts the attainment of specific policy
objectives set out in legislation or other policy docunegtu parties which are recognised in the field

(such as economic operators, social partners,-gomernmental organisations, or associatians)

(European Commission, 2015)

Crosssector information sharingefers tocommunicaton of informationbetween communities

established in different sectof$nternational Organization for Standardization (1SO), 2012a)

Computer Security and Incident Response Te@@SIRTor Computer Emergency Response Team
(CERJITefer to éan organisation that studies computer and network security in order to provide

incident response services to victims of attacks, publish alerts concerning vulnerabilities and threats,
and to offer other information to help improve computer andtwork securitg. At present dboth

terms (CERT and CSIRT) are used in a synonymous manner, with CSIRT being the more ptecise term
(ENISA, 2015b)

Cybersafetyrefers to accondition of being protected against physical, social, spiritual, financial,

political, emotional, occupational, psychological, educational or other types or consequences of failure,
damage, error, accidents, harm or any other event in@berspacevhichcould be considered nen
desirablé& (International Organization for Standardization (ISO), 2012b)

Cybersecurityrefers tocthe safeguards and actions that can be used to protect the cyber domain,

both in the civilian andnilitary fields, from those threats that are associated with or that may harm its
interdependent networks and information infrastructrand itd & G NA @Sa (2 LINBaSND
and integrity of the networks and infrastructure and the confidentiaditghe information contained

i K S N@Bukogeain Commission, 2013, p.*®shighlightedin some previous ENISA wdBNISA,

2014b) in the academicconteXxt KS & Y2 a0 6 A R SracadBimgRo whiéh cybesesurity 2 G A
is identified with information security, which refers to protection of information and information

systems against being broken into, used, spread, or subjected to service interruptions, unauthorized
changes,ordestrust2 Y2 gAGK GKS IAY 2F 3IdzZ NI yiSSAy3a® 1KS
Ly | 068&aid LN} OGAOS O2yiSElGET OeoSNJ aSOdzNAiGeé NBT
F@FAf oA AGE 2F AYyPT2NXYIOGA2Y Ay (GKS / @0SNHELI OS¢
Cyberspae is accomplex environment resulting from the interaction of people, software and services
on the Internet by means of technology devices and networks connected to it, which does not exist in
any physical form(InternationalOrganization for Standardization (ISO), 2012b)
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Incident(ENISA, n.d., p. Z6% an event that has been assessed as having an actual or potentially
adverse effect on the security or performance of a syst8abcategdes of incidents are information
security (IT) incidentsand cybeiincidents® These terms are often used in an interchangeable manner
Information sharingy S+ ya WikKS SEOKIy3aS 2F | GFINASGE 2F y
informationsuchask a {1 8> @dzf yYSNIroAf AGASAaT GKNBlFGa yR AY
(Robinson & Disley, 2010)
Information sharing initiativemeansd ¢ttions taken, in the form of activities or projects which support
and solvechallenges facing information shari@Robinson & Disley, 2010)
Intra-sector information sharingefers to communication of information between communities within
the same sectofInternational Organizadin for Standardization (1SO), 2012a)
Nationaland governmental CSIREse cteams that serve the government of a country by helping to
protect the critical information infrastructure. [NationahdgovernmentalCSIRT &0 Xpéay a key role
in coordinating incident management with the relevant stakeholders at national level. They also bear
responsibility for cooperation with the national and governmental teams in other courdi(ESIISA,
n.d.(a))
Network and Informdion Securitymeanstthe ability of a network or an information system to resist,
at a given level of confidence, accidental events or unlawful or malicious actions that compromise the
availability, authenticity, integrity and confidentiality of storedtcansmitted data and the related
services offered by or accessible via these networks and syS{@&usopean Parliament and the
Council, 2013)
Regulationrefers toadrule or order prescribed for management or government; guiating
principle; a precept. [It is a] rule of order prescribed by superior or competent authority relating to
action on those under its contro(InterActive Terminology for Europe, 2014)
Sector regulation challenge$n our understandings a situationwhererequirements imposed by an
existing sectosspecific regulation impedes or precludes the sharing of cgbeurity threats
information by actors in the affected sector.
Selfregulation & yipically involves a gr@uof economic agents, such as firms in a particular industry or
a professional group, voluntarily developing rules or codes of conduct that regulate or guide the
behaviour, actions and standards of its memid@ECD, n.d.)
Traffic Light Protocol (TLP)he basic concept of TLP is widely understood as being a mechanism used
in information sharing communities to determine the allowed distribution of information. The TLP is
based on the concept of the originator labelling infotioa with colours to indicate what
dissemination is allowed by the recipient. Usually, four colours are used:

1 RED Personal for Named Recipients Only;

1 AMBER Limited Distribution;

1 GREENCommunity Wideand

1  WHITE Unlimited.
The concept was origifiaft & RS@Sf 2LJSR o0& GKS !'YQa / SyGaNB F2N
(CPNI). However, since then a number of slightly different variations have appeared audrandly
in use (Millar, 2015)
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2 Methodology

Thischapterdetails the methodology applied and the choices made to collect informétiothis study

As a first step in this study, the scope anegulatory framework were determineand refined in order to
increase the focus on the information sharing elemeahtt are most relevant from a regulatory and non
regulatory approach viewpointor this purpos¢he most relevansectors where information sharing
takes place were selected based time proposal for arNIS DirectivéEuropean Commsson, 20134,
which identifies key sectors. The names of the key sectors were then formalised batbedNACE
(Nomenclature des Activités Economiques dans la Communauté Europétnraure (Eurostat, 2008)
Afterwards, possible regulatory and noegulatory approaches to share information wetistinguished,
such as traditional regulation, alternative forms of regulation éoad selfregulation) and other
approaches (e.gnformation and education schemgs

As a second step in this studyfactfinding exercise took place with the objective to identify pertinent
information on the subject matter of this study (i.e., take stock of initiatives or regulation EU and Member
States have been implementing to skdnformation related to cybesecurity incidents and to address
relevant challenggs This task has been carried out throu@han extensive desk research that included,
amongst others, public information source;interviews with a selected group dfekeholders involved

in information sharing initiativesand 3) interviews with expertérom the selected sectorsaving handson
experience in information security and who have reflected on the subject matter of this.study

Concurrently, the collected iafmation and research findings were validated with the support of the
network of National Liaison Officét{NLOs) of ENISBuring the facfinding exercise, a number of
countries were identified whereby either the first findings of the desk reseanobther factors (see
Chapter2.4) justified, according to the project teamdditional collection of information and/amorein-
depth review.

http://www.europarl.europa.eu/oeil/popups/ficheprocedure.do?lang=en&reference=2013/0027(COD)#basiclnforma
tion

https://www.enisa.europa.eu/abouenisa/structure
organization/nationaliaisonoffice
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Scope definition Data collection Highlevel review In-depth review I
- Relevant sectors - Desk research - Desk research - Desk research
-Key areas - Interviews with
- NLOs feedback

- Possible approaches ~ Stakeholders

to information - Survey with experts

sharing

Figure2 - Methodological process used in this study

2.1 DeskResearch

Apart of theinformation used in this study has been collected via desktop research on publicly available
information sources. These sources were, for example, official websites of initiatives/organisations, reports
published by organisations other external partiespublic databases, research engisgarch resuk,

various publicationandrelevant presentationsnadeduring CSIR€onferencesor events The desk

research was used to colldtie initial part of the dataThen, based on the interviews and the feedbacks
received, a second desk research has been carried out to find more specific information.

For example, the result of the first desk reseattthit was carried out is a lisf relevant recent initiatives
that have a strong component related to cylscurity incident sharingsee the table belowTable 2)

LEVEL| COUNTRY | SECTOR STAKEHOLDER SUMMARY OF INITIAZIV

This EU pilot project fosteextensive sharing of
European Advanced Cyber | information across Member States to improve the ear

EU n/a Crosssector . ]
Defence Centre (ACDE) detection of botnets and creates an open community
unigue opportunity to share information.
JointCybercrime Action Taskforce: Opportunity for
Europol(Joint Cybercrime  international law enforcement agencies to collectively
EU n/a Crosssector

Action Taskforce tean} share their knowledge to defend against cybelated
attacks and cybeerime.

12 European Advanced Cyber Defence Centre (A®tps://www.acdcproject.eu/ (lastaccessiate: 13 April 2015)
13 Joint Cybercrime Action TaskforceJ/AT) https://www.europol.europa.eu/content/experinternationak
cybercrimetaskforcelaunchedtackle-online-crime (lastaccesgslate: 13 April 2015)
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LEVEL| COUNTRY | SECTOR STAKEHOLDER SUMMARY OF INITIAEIV

The CEF Cyb8ecurity DSI is defined in the CEF Annt
Work Programme (WP) 2014 and 2015. The preparai
actions foreseen in the CEF WP 2(Hdropean
Commission, 2014igre aimed at preparing the DSI as
mature DSI for the CEF WP 2QEGropean

Connecting Europe Facility Commission, 2014&) establish and launch a core

EU nia Crosssector CyberSecurityDigital cooperation platform and mechanisms that will
(CSIRTS) Service Infrastructure (CEF enhance the EU capability for preparedness,
CyberSecurity DSH cooperation and information exchange, coordination

and response to cybéhreats. Such mechanisms will b
used byEUMember States on a voluntary basis, to
strengthen capacity building and cooperation, in line
with establishedjovernance structure and
requirements(European Commission, 2014c)

Thematic Network on o . .
B An initiative of the European Commission, and is mac
Intra-sector Critical Energy
EU n/a up of European owners and operatorseofergy

(Energy) Infrastructure Protection . ) o ]
infrastructure in the electricity, gas and oil sectors.
(TNCEIPy
Country representatives from the financial sector,
Intra-sector European Financial natondg / {Lw¢Ua FyR [l 6 9V
Institutes ¢ Information meet to exchange informatiorelatedto cyberthreats,
EU n/a (Finance and

_ Sharing and Analysis Centr( incidentsandvulnerabilities. Members meet twice a
banking) (European FISACY year, share relevant information via the EUSAC list
server and via direct individual communication.

Includes European providers of public electronic
communications networks and services (mobile and
fixed telecom operators, VolP providers, ISPs, IXP
providers etc.). This group is composed by CISOs of
main operators and it addresses security topicossr
the electroniccommunications areaincluding security
measures, incident reporting, data protection, botnet
mitigation, interconnection security and other topics.

Intra-sector ENISA Electronic
EU n/a (Intemet Communications Reference

services) Group (ECRE)

 Connecting Europe Facijithttp://ec.europa.eu/digitatagenda/en/connectingeuropefacility#digitatservice
infrastructuresdsis(lastaccesglate: 25 June 2015)

¥ Thematic Network on Critical Energy Infrastructure Protection (TNCEIP):
http://ec.europa.eu/energy/en/topics/infrastructure/protectiorcriticakinfrastructure(last access date: 30 April
2015)

6 European FISAChttps://www.enisa.europa.eu/activities/cert/support/informatiossharing/europeari-isaca-
publicprivate-partnership(last access dat&9 May 2015)

" Electronic Communications Reference Group (EGfes)//resilience.enisa.europa.eu/ecrgast access date: 10
June 2015)
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LEVEL| COUNTRY | SECTOR STAKEHOLDER SUMMARY OF INITIAEIV
NCSC is thiacilitator of severall SACswhich are set up
) ) per sector (e.g. Water, Telecom, Nuclear etegch
Nationaal Cyber Security .
MS Netherlands | Crosssector ISAC is composed sectorrelated members and has a
Centrum(NCSG}§ . .
chair.NCSC encourages meetings between ISACs' cl
for crosssector information sharing?
Kooperation zwischen B ) . .
) . A joint initiative of the Federal Office of Civil Protectio
Betreibern Kritischer . . )
MS Germary Crosssector and Disaster Assistance (BBK) and the Federal Offict
Infrastrukturen (UP : .
Information Security (BSI).
KRITISY
FICORA is the ish communications regulatory
activity authority. One of its core function is to
. disseminate information about cybsecurity. This
MS Finland Crosssector FICORA

function has been determined by the Finnish
government and is enshrined in lodedjislation Sction
304 of Information Society Code).

CZ NSA is the national authority for cybecurity inthe
Czech Republighichconsists ofhe National Cyber
Crech Security Centre (NCSC). The main tddCSC i®
MS Republic Crosssector CZ NS® coordinatecooperation on both national and
international level to prevent cyber attackas well aso
propose and adopt measures for incident solving and
against ongoing attacks.

Initiative launched by Deloitte Belgium in 2013 for
public and private organisations from across Europe 1
discuss sharing @lyber threat information Members
come from 13 different sectors and meet several time

Cyber Threat Intelligence

MS Belgium Crosssector )
Research ProjedCTISRP)

a year.

¥ Nationaal Cyber Security CentrfMCSChttps://fwww.ncsc.nl/english(last access date: 4 September 2015)
¥ nformation Sharing and Analysis Centres (I1S/Aftps://www.ncsc.nl/organisatie/publiejrivate-
samenwerking/isacs.htnilast access date: 4 September 2015)

20 Kooperation zwischen Betreibern Kritischer Infrastruktc#? KRITIS):
http://iwww.kritis.bund.de/SubSites/Kritis/EN/publications/Fortschreibungsdokument_engl..fitmtaccesglate:
10 June 2015)

L FICOR Ahttps:/iwww.viestintavirasto.fi/en/cybersecurity/ficorasinformationsecurityservices/céftfc2350.html
(last access date: 10 June 2015)

22 CZ NShnttp://iwww.nbu.cz/en/ (lastaccesslate: 15 May 2015)

23 |bidem.

24 Cyber Threat Intelligence Research Project (CTISRP):
http://lwww.politiestudies.be/userfiles/20141202%20BISC%20Luc%20Beirens%20voor%20verspreiding. pdf
access date: 15 May 2015)
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LEVEL| COUNTRY | SECTOR STAKEHOLDER SUMMARY OF INITIAEIV

FIRST brings together a variety of worldwide security
and incident response teams from the government,
Crosssector commercial, and academic sectors. FIRST is an
Global | n/a FIRS® — ) .
(CSIRTS) organisation that brings together severlllaborative
and cooperative approaches of the disciplines involve

in computer and network security incident response.

Conference held once a year in different locations sin
2005. Officials of critical irdstructure meet and share

Global | n/a Crosssector Meridian Conferences information on cyber incidents during the conference
and via a platform by using the Traffic Light Protocol
rules.

a GISAC, or the Financial Services Information Sharii
and Analysis Center, is the global financial industry's

Intra-sector Financial Services ; ; 3
i ) i to resource for cyber and physical threat intelligence
Global | n/a (Finance and | Information Sharing and . . . . . .
) ] analysis and sharing.FSAC is unique in that it was
banking) Analysis Cente(FSISACY

created by and for members droperates as a
memberowned norLINE F A (FSSAQ]) dl) & ¢

Table2: Non-exhaustive list of relevant recent initiatives that have a strong component related to cydeturity incident
sharing

Table2 abovedoes not represent an exhaustive list of information sharing initiatives iM&tdber States
EEAand EFTA countrieser at global/international levelThistable has been extended and refined during
the factfinding exercise@ndhas been used as working tool for the review of the information by the
National Liaison Officers (NLOs) of ENISA.

2 FIRSThttps://iwww.first.org/ (last access date: 25 June 2015)

26 Meridian Conferencehttp://www.meridianprocess.orgllast access date: 15 May 2015)

27 Financial Services Information Sharing and Analysis CentEsAEShttps://www.fsisac.com/(last acess date: 29
May 2015)
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2.2 Interviewswith a SelectedGroup of Sakeholdersinvolved inInformation Sharing
Initiatives

Interviews were performed with key stakeholders involved in information sharing initigfiesainly
EUwide or Elfocusedprojectsaimedat further facilitatinginformation sharing activities between
stakeholdersglobalinitiatives or partnerships at Member State level)

The objective of these interviews was to collértt-handinformation on the regulatory and nen
regulatory approaches used in five EU Member StdiesEU projects anby three globalinternational
organisations; approachedo share information and to manage challenges related to cgeeurity
issues. Thevolvedstakeholders were jointly identified liie study teanvia desktop research anda
inquiry with ENISA anddustryexperts.Keycriteriain selecton ofthese stakeholdersere the level of
engagement in an information sharing initiatjtke level of maturity of the initiative in which tlyeare
activeandthe experience or the level of knowledge on the information sharing topic.

Regardinghe methodological approach followed for the intervietwsld with the involvedstakeholders, it
is relevant to mention that the approach chosen by the study team was to use a questigrataictured
as follows:

1 Part 1: General questions about the initiees and the sectors involved in the sharing of information.
1 Part 2: Questions on the approaches to share information, considering the following three types:
V Traditional regulation
V Other forms of regulation
V Other alternatives to share information.
1 Part3: Questioson the challenges to share information and the approaches to address them.

A sample questionnaireused for the interviews with a selected group of stakeholders involved in
information sharing initiativescan be found in Annex 2

2.3 HighLevelReview of Regulatory andNon-regulatory Approaches

Ahighlevel review of regulatory and neregulatory approaches used in the EU and EEA Members States
and at global level to share information on cyber incidents was perforoyatie study teanviaan
extensivedesk researchMore thaneighty (80)nitiatives and organisations andore thanfifty (50)
nationalandgovernmentalCSIRTisvolved in information exchange on cybecidentswere identified at

EU and EEA level.

The collected information was validatedth the support ofthe network of National Liaison Officers
(NLOs) of ENISA. More specifically, these Member State representatives gave feedback on the
completeness of the initiativesnd relevant organisations (ilugling national and governmental CSIRTS)
listedas well a®nthe correctnesand relevancef the information associated to their Member State.
More information orthis list ofidentified initiatives and relevant organisatioas well aon themanner to
access itan be requestethy contactingcert-relations@enisa.europa.eu

Furthermore various industnexperts werecontactedthrough a higHevel surveywith the objectiveof
receivng additional input on information sharing initiatives coming from industry and cydmsurity
experts.
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2.4 In-Depth Review of Regulatory andNon-regulatory ApproachesUsed inSome
SlectedCountries

Anin-depth review was performed via desktop research to identify regulatory aneregulatory
approaches used iselectedEUMembers States to share information on cyber incidents and practices to
address sector regulatory challenges of managing cybewrity issues.

This indepth review focused oa selection okight EUMember Stateg the selectionwas based otthe
following criteria

1 Thesizeof the Member Stateand the specifics of the national regulatory system concerning cyber

security;

Thegeographical locationof the country (fair geographical representation across Europe);

Thetype of legal systenin force: common or civil law;

Thelevel of government centratiation: federal or centratied,;

Therelative strength of thecyber legal frameworlof the Member State considerdthken the EU level

as the average one setting the minimum requirements);

1 Thelevel of maturity of the national cybesecurity policy of the countpynotably the appointment of
nationalandgovernmentalCSIRTs

1 Theactive roke of the sectorregulators or the business communityconcerned withinformation
sharing notably whether seHor co-regulatory efforts have been undertakeand

1 Actions and specific initiativea Member State has taken in relation itformation sharingat sector
or crosssector levels

=A =4 =4 =9

Based on these criteria, the following EU Member States were selémtdéite in-depth reviewg see
below in alphabetical order

1 Cyprus a Southern European Member State with a common law tradition;

1 Estonig a BaltidMember State with active government involvement in regulating c\#eeurity
(established nationandgovernmentalCSIR)land exposure to nationwide cybattacks (2007)

9 Finland for its active and centraéd government involvement in information shagiand

geographical locatiorNorthern EU Member Stale

Germany as itis a large, decentrsdd (federal) Member State with a strict cyber legal framework

TheNetherlands as it has many emegulatory information sharing initiatives, including at sectora

level

1 Poland as itis a large Eastern European Member Statte a strict cyber legal framework (e.g.
information security officer requirement)

I Spain asitis alarge Southern European Member State with many examples-adgdHtory
initiatives fa sharing cybethreat informatiory and

1 United Kingdom a common law Member State with many information sharing initiatives in place

= =

As a resultchapters three, fourandfive of this document preserthe sectors selected for the study
(Chapter 3)theareas of cybesecurity(Chapter 4jand the identified possible regulatory and rron
regulatory approaches to share information on cyber incidé@isapter 5)

Chapter6 summarises thenainfindings of the studyFinally, the lasthapter(Chapter 7preseris
preliminary conclusionand recommendations
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3 Sectors Where Information Sharing Initiatives on Cyber Security
IncidentsTakePlace

Thischapterpresensthe main relevant sectors where information sharing about cybeidents takes
place among the different stakeholders.

3.1 Selectionof Relevant SectorsBased on theRelevant Policy Context

One of the main actions of the EU is the proposed NIS Dird&ivepean Commission, 2013&his

proposd is accompanied by ampactassessmenthereafter the Impact Assessme@{European
Commission, 2013Mlhat covers policy options to improve the security of the Internet and other networks
and information systems underpinrgrservices which support the functioning of our society. It identifies
six (6) sectors (according to the NACE rev.2 classifiqgionstat, 200§)for which thecorrectfunctioning

of NIS is kein orderto preserve thecorrectfunctioning of the internal market. Thesgentified sectors
arethe following:public administrations finance and bankingenergy, transport, health and Internet
servicesenabling key economic and societal processes, suckcamenerce platforma&nd social

networks.

The infrastructure and service providers in these sectors are particularly vulnéoatyberattacks and to
other categories of cyber incidents particulardue to theiréhigh dependence on correctly functioning
network and information systems and ¢their essential role in providing key support services for our
economy and societyincluding health, safety, security and the economic and social wellbeing of geople

In summarythe Table3 belowidentifiesthe sectors identified ithe Impact Assessment whedehe well
functioning of NIS is key to preserve the walctioning of the internal markeét

SECTOR RATIONALE FOR INCONSN SCOPE OF T$lIEDY BASED ON TWEAICT ASSESSMENT

Generation, transmission amtistribution of energy are highly dependent on secure network and
Energy information systems. Major gasd electricitycompanies for example, suffer increased amounts of cyb
attacks motivated by commercial and criminal intent.

Key transport infastructure such as airports, ports, railways, traffic management systems and logistic

Transportation i . . o
suffer increased amounts of cybattacks motivated by commercial and criminal intent.
Health Hospitals and clinics are becoming more reliant on sophisticated |@msysathich need to be secuire
ea o . . . .
orderto ensure continuity of service and avoid fatal disruptions.
Ei d Banks are the backbone of our financial systéiney are common targets of fraudsters. The stock
inance an : . : . . . !
banki exchangeinsurance, retail and investmebankingfor example are increasinglyadopting networks and
anking

information systems and Internet based commerce systems.

Itis important to ensure the security of Internet companies which provide key inputs enabling import

Internet services . . . . . L
economic andocietal processes. This is essential to preserve trust in the digital ecosystem.

Public E-Government and @articipation are increasing with citizen demand for timely and -efi&ctive services
administration and so are the NIS risks for state dmchl administrations. The risk for public online services to be
hindered by NIS problems exist at all levels.
Table3: Rationale to select sectors in scope for this study
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However, it is important to note that the Impact Assessment dugiscoverEUMember State§activities
concerning national security and defence.

LY FTRRAGAZ2YZ | O0O2NRAY 3 ( 24hed oNj@ctivestaril the tasksFof tileGency b L {
shall be without prejudice to the competences of the Member States regarditvgonie and information
security and in any case to activities concerning public security, defence, national sg&uitypean
Parliament and the Council, 2013herefore, national security and defence matters were specifically
considered as nawithin the scope of this study.

Throughthe research worlperformed by the study teapmwe founda number ofrelevant information
sharing initiatives in other sectors suchthe water, pharmaceutical or nuclegectors thatare worth
andysing and worthmentioningdue to their specific elements that may be relevant for the cydmsurity
domain

For example, we observed that the UK CPNI organises the Water Security Information Exchangen@/NSIE)
the Pharmaceutical Industries Informati@xchange (PIIE) exchargformation on cyberttacks between
actorsin the these sectors ithe UK?8

Similarly, theNational Cyber Security CentétgtionaalCyber Security Centrum (NCHE}Yhe Netherlands
hasput in place the Water ISAEhdthe Nuclear ISAC which are alsoimportant building block of the
information sharing initiativés)in theseDutchsectors?® Therefore, wherger relevant, referencetave
beenmadein the study, concerning initiatives and practices in the vargagtors in addition to those
stemming from thdmpact Assessment

3.2 lIdentification of Information Sharing Initiatives per Sector

The purpose of thishapteris toprovide examples ahformation sharingnitiativeswithin and acrosshe
sectorsidentifiedin the chapterabove This is accomplishday listing a number of existing initiatives

currently involved in exchanging information about cyber incidents in those sectors at EU and MS level. Fo
this purpose, the following definition @h information sharing inigtive is useddiformation sharing

initiatives are actions taken, in the form of activities or projects which support and solve challenges facing
information sharing (Robinson & Disley, 2010)

In order to illustrate examples of information sharing initiatives, two lists have been created.

The first ongTable 4 lists intrasector information sharing initiativeshile the second onéTable j

shows examples of crosector information sharin@nitiatives at Member State or EU level. These
examples have beeidentifiedviathe performeddesk researchand they should be consideredas
representative put non-exhaustive, list ouchinitiatives.

Please note that the initiatives identified Tables4 and5 are primarily used here to highlight the sectors
concerned (energy, transport, etc.). Further explanations on a number of initiatives mapped to these
sectors are discussed in more detaildhapter6 of this report.

Table4 listsa number ofexamples ofntra-sectorinformation sharing initiatives occurring in the sectors in
scope and in several Members States.

http://www.cpni.gov.uk/about/Who
we-work-with/Information-exchangek
hitps://www.ncsc.nl/english/Cooperation/isacs.htril
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NATIONAL OH EXAMPLE OF INFBECTOR INFORMATIGBRRING
SECTORS EU LEVEL MEMBER STATE INITIATIVES
Distributed EnergySecurity Knowledge (DENSEXKEuropean
Energy EU n/a project for the creation of a Situation Awareness Network to
share information on cybeattacks.

Transport Sector Information Exchange (TSIBpformation

Transportation National United Kingdom -
P 9 Exchanges on cybattacks within the transport sector.

Zorg ISAE: Information sharing initiative in the
Health National Netherlands healthcare sector backed by the Dutch organisation
Nationaal Cyber Security Centrum (NCSC).

European Financidhstitutes ¢ Information Sharing and
Finance and banking EU n/a Analysis Centre (European-lBACGE: information exchange on
cyber incidents (among others).

Financial Services Information Exchange (F3lE)formation
National United Kingdom | Exchanges on cybattacks betweeractors of the financial
sector.

UK Network Security Information Exchange (BISIEY:
Information Exchanges on cybattacks and sensitive

Internet services National United Kingdom . . . .
9 information between actors of the information and
communicationgechnologies sector.
The Telecommunications Industry Security Advisory Council
National United Kingdom | (TISAC)awareness raising on cybattacks in the UK telecom

sector.

Belgian Network and Information SecufBELNIS): Establishe
in 2005, it acts as a coordinating workgroup that includes

Public administration = National Belgium representatives from government agencies engaged with cyt
security. It provides advice to the government on cyber secu
incidents and cyber security.

Table4: Non-exhatstive list of intrasector information sharing initiatives on cyber incidents

Furthermore, Tablé belowlists examples afrosssectorinformation sharing initiatives.

NATIONAL OF MEMBER
EU LEVEL STATE EXAMPLE ON CREEETOR INFORMATIBKFRINGNITIATIVES

* Network and Information Security Platforfg: platform wherestakeholdecommuniiesa

U n/a o ) . - L
oF members andrganisatios across multiple sectors can share information on ciyimdents.

European Advanced Cyber Defence Centre (A€D)is EU pilot project fosters extensive
EU n/a sharing of information across Member States to improve the early detection of botnets and
creates an open community, a unique opportunity to share information.

The Austrian Trust Circle (ABE)Younded in 2010 is an initiative of CERT.at and the Federal
Chancellery. The primary goal is to build confidence between the respopsiyideand
organisatios in different sectors of strategic infrastructutte facilitate the exchange of security
related experience and ensure that swift and joint action will be taken in concrete cases.

National Austria

~ c o~

Cyber Security Coalitigf: coalition for crossector knowledge exchangé cyber incidents,
National Belgium among others activities. Sectors such as the telecommunication, finance and banking, public
administration and education are part of this initiative.

23



Cyber Security Information Sharing: An Overview of Regulatorgl lonrregulatory Approaches

*
enisa FINAL| VERSION 1.0 | PUBLIC | DECEMBER 2015

Cyber Threat Intelligence Sharing Research Project (CTASRPPecerber 2012, Deloitte
Belgium took the initiative to invite a number of major public and private organisations from
National Belgium across Europe to discuss sharingyifer threat informatiorbetween these organisations. The
goalisto understand better the benefit of exchging information on cybesecurity incidents
across countries, sectors (e.g. finance, public, telecom and energy sectors), and industries.

Kooperation zwischen Betreibern Kritischer Infrastruktur@sP KRITIS) A joint initiative of the
National Germany @ Federal Office of Civil Protection and Disaster Assistance (BBK) and the Federal Office for
Information Security (BSI).

Conference on Information Security and Cyber Defence (ISCOnference held once a year in
Budapest, organised ltfie National Security Authority of Hungary and started in 2011. This

National Hunga ; ) : .
gay conference aims to exchange information related to security and cyber defence, cyber challe
cyberthreats, etc.
Foro ABUSES The objective of this initiative is toeate a trusted environment among
. . operations personnel for information sharing, experiences and coordination on/in security iss
National Spain

on Internet (spam, viruses, trojans, phishing, etc.). It is especially active in the telecommunicz
sector.

Table5: Non-exhaustive list of crossector information sharing initiatives on cyber incidents

ergy Security Knowledghttp://www.densek.eu/(last access date: 15 May 2015)

s Centre for the Protection of National Infrastructurénformation exchangesttp://www.cpni.gov.uk/about/Who
we-work-with/Information-exchanges/(last access date: 4 September 2015)

32 Information Sharing and Analysis Centres (1S/Aftps://www.ncsc.nl/english/Cooperation/isacs.htrfibst access
date: 4 September 2015)

33 European FISAChttps://www.enisa.europa.eu/activities/cert/support/informatiosharing/europeafi-isaca-
public-private-partnership(last access date: 29 May 2015)

34 Centre for the Protection of National Infrastructurénformation exchangettp://www.cpni.gov.uk/about/Who
we-work-with/Information-exchanges/(last access date: 4 September 2015)

35 |bidem.

S6NIS Publi®rivate Platformhttps://resilience.enisa.europa.eu/niplatform (last access date: 15 May 2015)

37 ACDChttp://acdc-project.eu(last access date: 15 May 2015)

38 The Austrian Trust Circle (AThtip://www.digitales.oesterreich.gv.at/DocView.axd?Cobld=56982t access
date: 7 July 2015)

39 Cyber Security Coalitiohttps://www.cert.be/docs/pressreleasecybersecuritycoalition(last access: 7 July 2015)
40 Cyber Threat Intelligence Research Project (CTISRP):
http://lwww.politiestudies.be/userfiles/20141202%20BISC%20Luc%20Beirens%20voor%20verspreiding. pdf
access date: 15 May 2015)

41 Kooperation zwischen Betreibern Kritischer Infrastrukticd? KRITIS):
http://lwww.kritis.bund.de/SubSites/KritissEN/Home/home_node.html;jsessionid=3D1238A4F91961A3082D7BBD8SE
60C61.1 cid320astaccess date: 10 June 2015)

42 Conference on Information Security and Cyber Defence (I&&@jivww.nbf.hu/whitepaper.html (last access
date: 7 July 2015)

4 Foro ABUSEBttp://www.abuses.es/(last access date: 7 July 2015)
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http://www.cpni.gov.uk/about/Who-we-work-with/Information-exchanges/
http://www.cpni.gov.uk/about/Who-we-work-with/Information-exchanges/
https://resilience.enisa.europa.eu/nis-platform
http://acdc-project.eu/
http://www.digitales.oesterreich.gv.at/DocView.axd?CobId=56982
https://www.cert.be/docs/press-release-cyber-security-coalition
http://www.politiestudies.be/userfiles/20141202%20BISC%20Luc%20Beirens%20voor%20verspreiding.pdf
http://www.kritis.bund.de/SubSites/Kritis/EN/Home/home_node.html;jsessionid=3D1238A4F91961A3082D7BBD88E60C61.1_cid320
http://www.kritis.bund.de/SubSites/Kritis/EN/Home/home_node.html;jsessionid=3D1238A4F91961A3082D7BBD88E60C61.1_cid320
http://www.nbf.hu/whitepaper.html
http://www.abuses.es/
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4 Areas ofCyber Scurity Relevant for thedentified Sectors

Thischapteraimsto presentthe main areas of cybesecuritythat are relevant fothe selected sectord-a

this purpose, and fothe clarity of thereaders the two key concept2 ¥ WYWDRIOGHD 13\5R d2NB &) @
have been usedThe definitions can be found @hapterv ® ¢ Cdheeptd andDS T A Y AAEcordingdoQ @

the EU CSS, major cylecidents are likely to have an impact on EU governments, business and

individuals. However, the response mechanisms will differ depending on the nature, magnitude and cross
border implications of the incident. A number of categories of major incidentdefiredin the EU CSS in

the context of EU support in case of a major cyber incident or attack. These are visible in the left column of
the table belowmTable 6) Somecybersecurity areacan relate to multiple categories of cyber incidents.

CATEGORIES- CYBER INCIDENTS AREAS OF CYBER SECUR

Incidents having a serious impact on business continuity of Y (Cties IS SN [FEEEe )

networks and services

V Critical Information Infrastructure ProtectiCIIP)

Incidents relating to arime that would require the V Cybercrime
preservation of evidence, identification of the perpetrators
and ultimately assurance that they are prosecuted.

V Cybersafety

V Privacy breaches

Incidents compromisingersonal data V Cybercrime (identity theft, fraudNJ ya 2 Y g I ©

v Cybersafety

Table6: Areas of cybeisecurity related to cyber incidents (European Commission, 2013) (Council of the European Union, 2013)

Furthermore, crossector information sharing communities are usually established based on some
common interest, such as the nature of the shared information. For this reason, we have identified
relevant areas of cybesecurity that apply per category of cyber incidentssible in the right column of

the table.Critical Infrastructure Protection onsidered as an area of cylsacurity because the

protection of infrastructure can also be achieved via the information sharing on cyber incidents. For
example, it seems that the members of the Thematic Network Critical Energy Infrastructure Protection
(TNCEIP) initiatitéshare informatioron relevantcyberissues that are related to the operational security
of their physical assets. Moreover, incidents relating to a crime and incidents involving personal data are
both related to cybesafety. Indeed daty and security are required in cybspace and these can be
achieved by sharing these two types of incidents. It is also important to note that sgberity builds
uponinformation security, application security, network security, amernet security, allof thesebeing
considered itdundamental building block@dnternational Organization for Standardization (1SO), 2012hb)
However, cybesecurity is nostrictly speakingynonymous withnternet security, networksecurity,
application securitpr information security. Therefore, for the purpose of this stuihese are not
considered areas of cybsecurity. Moreover, other criteria could have been chosen to identify areas of
cybersecurity. Nevertheless, the ap@oh derived from the EU CSS seemisetohe most suitable

http://ec.europa.eu/energy/en/topics/infrastructure/potection-criticakinfrastructure
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approach to followfor the purpose of this studigecausen the context of the EU CIFINISA is tasked to
supportSrategic priority 1- Achieving cyber resilience (see ChapterHodicy Context In addition,

anther reason to justify the use of the EU CSS in determing the crité¢hia fact thatthe EU CSiS aligned
with other EU policy intiativesind isalso areference for other national and European policy intitiatives
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5 Possible Regulatory and Non-regulatory Approaches toSharnng
Information onCyberincidents

Thischapteraddressepossibleregulatory and nofregulatory approaches that EU Member Stadesl EEA
and EFTA countriesay adopt to regulate information sharing about cylridents. Taking stock of
international studies and initiatives, including an OECD rg@ECD, n.d.jve distinguish between three
main clusters:

1) Traditional regulation
2) Alternative forms of regulatioysuch as selfegulaion and ceregulation and
3) Other approacheso enable information sharing, such as information and education schemes.

Each approach is illustratéd this studyby examples at EU, national or international level. However, these
examples constitute here r@presentative put non-exhaustive, list of initiatives or approaches that were
identified during the project analysis.

In particular,it is not always easy to make a clear distinction between theegolatory trend, seH
regulation and other approachds enable information exchange. The main reason for this is that, in
general, there are no widelstccepted and formal criteria to distinguish between them. In addition, the
concepts of caegulation and seifegulation are constantly evolving in practiceder the influence of
market practices and the regulatory culture of each region or couiitngrefore the difference between
coregulation and selfegulationseens quite smallastheseapproache®ften comprisea regulatory basis.

5.1 Traditional Regulation

Aresponse of governments to a policy issue is often to regudgsetting legally binding rules that all
citizens or companies, or indeed a subset thereof, need to comply AvigfeneraRSFA YA G A2y 2 F
isOA rule or order prescribefbr management or government; a regulating principle; a precept. [It is a]

rule of order prescribed by superior or competent authority relating to action on those under its control
(InterActive Terminology for Europe, 20149 ommandand-controlt¥ is one of the most weknown

examples of traditional regulation approach@aldwin, Cave, & Lodge, 201P)aditional regulation is
O2YY2yt e NBTFTSNNBR {Ruropesin CorfinBissién! 2016yiplying kheadtBtiorf of & Q
coercive rules by an authority, which has the competence and power to enforce compliance

Traditional regulation might not be the most effectiwecostefficient solution to policy issug&uropean
Commission, n.d(OECD, n.d.Jyhe OECEDECD, 2012bhe EU, and US regulators such as the Federal
Trade Commission (FTEgderal Trade Comassion, 1998)herefore advocatavherever possibléhe use

2F FEOSNYIFIGAGS FT2N¥xa 2F NB3IdzA I GA2yS 46KAOK Aa NB
LI O1F3S | & YasdfeanComidssagi2018)A 2 v

In the EU, the proportionalitiBradley, 2011and subsidiaritfEurLex, 2010principles® govern the
choice of instrument, leaving traditional regulation as the preferred option only in case this is
proportionate to the policy goal and this goal cannot be achieved at a lower level of government (e.g.
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Member State, regional, municipal level)tbrough alternative forms of regulation. In reality, this has led
to a proliferation of alternative soft forms of regulatiom Chapter6.1we list the main forms these
approaches can takeby no means an exhaustive list or strict typology.

5.2 Alternative Forms of Regulation

5.2.1

5.2.2

Coregulation

Coregulation isda mechanism whereby tHegislator entrusts the attainment of specific policy objectives
set out in legislation or other policy documents to parties which are recognised in th¢diedd as
economic ogrators, social partners, negovernmental organisations, or associatigsinderlining
added](European Commission, 2018 such, the degree of legislative backing and involvement of
government is the main element thdifferentiatesco-regulation from selregulation(OECD, n.d.)

A representative example of gegulationcan be found irstandardisatiorwithin the Information and
Communication Technologisgctor(ICT)which stemmed fronthe EU Regulation 1025/2016h European
StandardisatiorfEuropean Parliament and the Council, 2012t)is sets the legal framework in which the
different actors in the standardisation system can operate. These actori@feuropean Commission, the
European standardisation organisations (CEN/CENELEC, ETSI), industry, small andigeztlium
enterprises(SMEs) and societal stakeholders.

EU Regulation 1025/20HIms at setting up an effective and efficient standardisatigstesm within the EU
awhich provides a flexible and transparent platform for consensus building between all participants and
which is financially viab#gEuropean Parliament and the Council, 201Ziyen that standards can faa

broad impact on society, in particular on the safety and wellbeing of citizens, the efficiency of networks,
GKS SY@ANRBYYSY(zZ 62N]JSNAQ alFSde FyR g2N]JAy3a Oz
EU legislator deemed éhecessary t@nsure that the role and the input of societal stakeholders in the
development of standards are strengthened, through the reinforced support of organisations representing
consumers and environmental and social interé¢EBuropearParliament and the Council, 2012b)

Seltregulation

Selfregulationdtypically involves a group of economic agents, such as firms in a particular industry or a
professional groupyoluntarily developing rules or code$ conduct that regulate or guide the behaviour,
actions and standards of its membeéfanderlining added]OECD, n.d.)n selfregulation, this group is

also responsible for enforcement and compliance amongst its members.

There are different forms of seliegulation, but it usually takes the form of marketiven initiatives. A
non-governmentalorganisation a representative body or a professional association may take such an
initiative, without specific regulation havingrigsseen the creation of such a group. It may take the shape of
codes of conduct, or ethical codes or industry protocols. The main challenge foegadlkition is ensuring

that the desired policy outcome is achieved. The lack of a legal basis means thantwomal enforcement
mechanisms associated with regulation are not available to enforce compliance.

Thus, in all selfegulatory initiatives which lead to the adoption of certain rules, such as the ones described
in the next chapterthe adoption of suchules by the market stakeholders remains voluntary. When the
market stakeholders are members of the se&§ulatory group/forum/community having produced the

said rules, then, in principle, members are committed to abide by the rules. Hoyibgernforcanent

power (or the power to bafof the selfregulatory instruments upon their members is generally low (e.qg.
relevant sanctions in terms of nesomplianceor in case a member breaks the rubee either not

specified or generally weak)
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5.3 Other Approaches(Information and Education)

This cluster covergpproaches embedding educational and awaren@gsing elementgiming to enhance

the knowledge of a stakeholder community on a specific subject matter and, hence, to improve
coordination of actions and inforation sharing. Information and education instrumedégork to change
behaviour through the provision of greater information or by changing the distribution of information; that
is, making information that may be available to some businesses and consuwaéebke to others

(OECD, n.d.)t is worth mentioning that in the field of this study, stakeholders targeted by this kind of
approach are organisations, cytmgcurity experts, ISPs, CSIRTs, companiesisoany group otitizens

willing to share information on cyber incidents.

There are cases where information sharing under this stream remains infarmdasoluntaryafthough it is
organsed in a quié practical and interactive mannenteresting examples in this arese cooperative
g2N] yR aidl 1 SK 2dreRafingihipe Andek thehghidaic@ha traitifglsipport of
ENISA! Cybercrisis cooperatioff, relevant training exercises and incident simulations that stakeholders
undertakewith the objectiveto test and foster the resilience of communications netwoiksluding
againstiT/cyberthreats, fall therefore under this stream &ther approache§see alscChapter6.3 for
relevant examples).

Last but not least, we may integrate in this clustdataral discussions on cybsecurity and information
exchanges that take often place between two stakeholders or within the members of informal stakeholder
groups. These bilateral or multilateral exchasgéinformation happen on a completely informaldia

with no external communication (e.g. no formal website exist presenting the initiative) and the

information sharing is based on mutual trdsttween the participantand without any expectation of

taking up any formal action unless in cases where itietivhave been agreed upon based otlased user
groupzontractor under® Sy i £ S Y S y Q@AltHoudINIEsSINfiBulf t formally measure the
effectiveness of such informaglosed user groufapproaches in the study, we deem it worth to mention
them here, in the cluster dBther approacheQfor the sake of completion of this report.

https://www.enisa.europa.eu/activities/cert/training

https://www.enisa.europa.eu/activities/Resilieneand-ClIFcyber-crisiscooperation
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5.4 FromRegulatory toNon-regulatory Approaches: éSummarisingTable

Table7 belowillustratesthe main possible approaches to regulate or promote information sharing about

cyber incidentsand shows therange of possibilitiethat exists between regulatory and neegulatory

approachegsee arrow at the end of the tableAs stated beforejue tothe difficulty to draw a clealine
between coe and selfregulation certain initiatives may be consideredtie qualified as both seland ce
regulatory.Some examples of initiatives mentioned in ffable 7 are described in more detail in Chapter

6.

TRAITIONAL REGULATION ALTERNATIVE FORMSRBEIGULATION| OTHER APPROACHES

Commandand-control legislation,

Coregulation: the regulatory body iges

Information and education:enhance

legally binding rulescoercive rules are  nower and entrusts market stakeholder the knowledge of the community on a

implemented and organisations need t( o achieve a policy objective

comply with these legally binding rules q

1 e.g. Electronic identificatioand
trust services (elDAS) Regulation

1 e.g. Telecom laws Belgium, q
Lithuania, Spain

1 e.g. Electronic Communication Ac q
in Slovenia

1 e.g. Information Society Code in
Finland q

1 e.g. Security measures acts in
Estonia, Germany

e.g.Information Sharing and 1
Analysis Centres (ISACs) in the
Netherlands 1
e.g. Information Exchanges (IES) i
the UnitedKingdom

e.g. UP KRITIS in Germany q

e.g. Austrian Trust CircfTC in i
Austria

e.g. Threat indicators sharing
platform for private sector (MISP)

in Luxembourg

e.g. Forum for information sharing
(FIDI) in Sweden

Selfregulation: marketstakeholders
agree and create on a voluntary basis
rules to regulate their actions.

1

1

e.g.Industrial Cybersecurity Centre
(CCl) in Spain

e.g. n6 Network Security Incident
Exchang@nd ABUSE Foruim
Poland

Club des directeurs de sécurité de
entreprisesn France
Associazione italiana esperti in
infrastructure critich€AlIC) in Italy
e.g. Bulgarian Association of
Information Technologies (BAIT)
e.g. Information Technology and
Information Systems Security
Experts Group (DB@ Latvia

certain topic to change its behaviou

e.g. workgroupseld by Czech
CSIRT in Czech Republic

e.g. Belgian Network and
Information Security (BELNIS) in
Belgium

e.g. (ISC)? Ireland Chapter in Irela
e.g. Cyber Security Research Cen
from Romania (CCSIR) in Romani

REGULATORY

ES

NONREGULATOR

Table 7.Summarising regulatory and nomegulatory approaches to share information on cyber incidents
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6 Member StatesRegulatory andNon-regulatory Approaches for
Cyber Security andPractices of Member States

Based on the higlevel review that was carried out, a number of initiatives per approach were identified.
The initiatives identified were collected based on several criteria.

First of all, we targeted the 28 EU Members StatestardE EAEFTAcountries namelylceland,
Liechtenstein, Norway, and Switzerland. We also focusaglevant initiativeseing shaped beyond the
local territories, notablyat EU and global level.

Secondly, wéooked intoinitiatives that focus on information related to incidentlreats, vulnerabilities
and all other topics related to this specific part of cybecurity.

Thirdly, we selectedo include in this overview thimitiatives or organisationgresentinga certain level of
maturity (at least two years of existence).

Asexplained inChapters, certain initiatives might fit io more than one approach due tbe difficulty to
always clearlyglistinguishbetween the different approaches. The initiatives listed in thiapterhave been
classified based on themaincharaceristics. However, they might also find similarities vétither
approach

6.1 Traditional Regulationin Practice

Based on thdindings of our analysis it appears tratly a few EU Member States (appiroately one
guarter of them) haveset uptraditional regulation in the field of cybesecurity information sharing.

In particular, in light of the findings of our research, it appears that a substantial paaditional
regulation which triggesinformation sharingstems from notification requirements shrined in the
Europeart® and local regulation.

A first example in this regard is a European legislativetaeEUDirective on the protection of personal
data in the electronic communications sectoknown as thePrivacyDirectivewhichaimsat protectng

the privacy of personal data in the sector of electronic communicatiBnsopean Parliament and the
Council, 2012a)Based on a requirement of this directiwdectronic communications service providers are
required bylaw inall EUMember Statediavingtransposed the directiveo empowertheir respective Data
Protection Authorities (DPAand, under certain circumstancasso their citizen#n case okecurity
breaches affecting personal dataccordingly, alEUMember States have passed legislation to bring their
laws in line with the notification requirement of the ePrivacy Directilhestrations ofnational measures
taken in this respect are the following:

1 InSlovenia based on thélectronic Communication A¢tnformation Commissioner, 2015he
Communications Networks and Services Agency (AKOS) is dbligatify security incidents and
cyber violations to the nationand governmentaCSIRT (€IERT).

1 Legislative Act in the form athe Telecommunications Lawf 10 July 2012 dBelgiumstates that
providers of public electronic communications services are obliged to report any security breach or
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damage of integrity to th@ationalregulatorof electronic communicationgbelgiquelex.be
Banque Carrefour de la législation, 2012)

Secondlysectorspecific European regulation applicable to electronic communicatitias defined a
notification duty similar to the one described above. Accordingly, based on the Framework Directive
(Article 13a) (European Parliament and the Council, 2@8mber States shall ensure that undertakings
providing public communications nebrks or publicly available electronic communications services notify
the competent national regulatory authority of a breach of security or loss of integrity that has had a
significant impact on the operation of networks or services. Where appropriatadtienal regulatory
authority concerned shall inform the national regulatory authorities in other Member States and the
European Network and Information Security Agency (ENISA). Moreover, ENISA and the European
Commission should receive a report summagdsihe measures taken to resolve the issif€s

As a third example in the area of incident reporting, there isupeoming NIS DirectivéEuropean
Commission, 2013ayhichis expectedilsoto provide an obligation for market opators in scope of the
directive to notify incidents having a significant impact on the security (or continuity) of the core services
they supply. The proposed NIS Directive is nower negotiatiorbetween the EU legislative bodigé\s

with the ePrivacy dective, the NIS directive once adopted; will need to be transposed imationallaws,
through primarily a legislative act (being a law, a decree or other regulatory act) for the notification
obligation to become enforceable upon operators.

A fourth exanple related to notification obligationderives fromanother European legislative act that has
been enacted recently, the Electronic identification and trust services (eIDAS) Reguléfiompean
Parliament and the Council, 2014#rticle 19 of this regulation stipulatéisat trust service providers

should reportéany breach of security or loss of integrity that has a significant impact on the trust service
provided or on the personal datdo the relevant supervisory bodi€e.g. national security authority or

data protection authority)and in ®me cases, to ENISAs the regulation is directly applicable at Member
State level without need of transposition, the notification rule enshrined in this legislative act (the eIDAS
Reguation)isdirectly enforced at national level.

Apart from thesenon-exhaustiveexamples, many other relevant regulatory texts can be cited in the
context of mandatory incident reporting, such as the EU General Data Protection Regulation (GDPR)
(legislativeprocedure towardsts adoption currently ongoing? and the EU Directive 2013/40/EU on
attacks against information systertiSuropean Parliament, Council, 2033Besides the above examples
of legislatve acts with a cros$order impact beingmposed by the European legislative bodiesre and

https://www.enisa.europa.eu/activities/Resilienend-ClIP/Incidentseporting

http://www.europarl.europa.eu/oeil/popups/ficheprocedure.do?langa&reference=2013/0027(COD)#basiclnforma
tion

https://www.enisa.europa.eu/media/newstems/attacks
againstinformation-systemsgood-practicecollectionfor-certs
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more countries are putting in place commaadd-control legislation in the field of information sharing on
cyber incidentst national level We canmentionthe followingindicativeexamples

T

The Finnish Communications Regulatory Authority (FICORAYhich the National Cyber Security
Center (NCSEI) is part of. NCS& is the home of the national and governmental CSIRT in Finland,
the CERT Finland (CER)' Acording to the InformatiorSocietyCode 917/2014Ministry of

Transport and Communications, Finland, 20 4L ORA @sesponsible for the coordination of

incident response and information security measures for both governimstitutions and the

private secto¢ (BSA The Software Alliance, 201%¢ction 304 of the same act lays down the

special duties of the authority which are, among othersxdollect information on violations of

andd KNBI & G2 AYyTF2N¥IGA2Y &aSOdNARGE wX8 la ¢Sf
communications networks and serviéemnd tocdisseminate information security matters as well

as communications network and service mattgffglinistry of Transport and Communications,
Finland, 2014)

The Communications Regulatory Authority of the Republititifuaniawasdestablished under the

Law on Telecommunications and the provisions of the European Union Direci(R$ T, 2015)

andds an independent institution which, among other tasks, is responsible for the regulation of
cybersecurity activities.

Another caseof traditional nationalregulation is the case @stonid @ecurity measures for
information systems of vital services and related information asse(Estonian Ministry of

Interior, 2013)oased on the Emergency Act of 2Q@tonian Ministry of Interior, 2009 he

Estonian government requés providers of vital services to rep@eny security incidentsvith

significant impactto the Estonian Information System's Authoritly addition this regulation
stipulates that the Estonian Information System's Authority afitribute the informaton to the
institution in charge of thigital service and vice versa.

Germany has also recently put in pldoealregulation in the field of incident reportingn
February2015 theGermanparliament voted daw to improve IT systems safefGerman

Parliament, 2015)According to this law, all CIIP organisations are obliged to report serious
incidents to the Federal Office for Information SecurBuiidesamt fur Sicherheit in der
InformationstechnikBSI).

INCIBEhe Spanishnational CSIRThelped in modifyingthé?{ SO2y R CAY Il f t NB JA :
Telecommunications LawThis amendment obliges Spaniskernet Service Provideend
administrators from the telecommunications sector to report and liaise with the comp&@&iRT
in case of cybeincident.

In Francethe Law on Military ProgramingLoi de Programmation MilitairLegifrance, 2013)
requires the Operators of Vital Importance (OVIs) to inform the Natidgahcy forinformation
SystemsSecurity (ANSSI) on incidents that could endanger the functioningspiectivel T system.
The OVIs can be part of several sectors, such as the healtr, energy, telecommunication,
transportation and finance sectors. In this context, several working groups havesbeapper
sector, in ordeto define efficient and compatible rulées.

https://www.viestintavirasto.fi/fen/cybersecurity/ficorasinformationsecurityservices/céhtfc2350. html
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6.1.1 Challenge®f Traditional Regulationand Approaches toAddressThem

The examples abowhowthat severaEUMember Statess well as EEA and EFTA countréage put in
place their own legislation to regulate information simgy related to cyber incidents. Based on the
interviewsthat were carried outve understoodthat the differences between these national legislatson
may hinder information sharing betweamganisationcoming fromthe different countries in scopgf no
EUwide mechanisms are in place

Moreover, based on a number of interviews carried out duririg #tudy, as well as the practical
experience of the experts who contributed to this analysis, it appears that local regulations imposing data
localisation requirements, information storage restrictions, as well as information secrecy and non
disclosure ries are often perceived by the stakeholders affecsdonsiderable obstacles to an efficient
information exchange. In additigertain countries osectorsconsiderthat information sharing on cyber
incidentsmay at the end be interpreted, on the groumdf the local or European regulation, as an-anti
competitive behaviour and hendslikely to infringe competition rules. On the other hartle national
laws onpersonaldata protectionseem to be one of the biggest barréén the information sharing process.
For examplein several cases theationallawsthat consider IP addresses as personal ditanot allow
organisations to exchange this type of informati@ven if it could be helpful for other compani@NISA,
2011)

To tackle these challengemanyorganisations and initiatives engagediscussions with theaw makers
and regulatorso make them aware ahe issueencounteredand the improvements that could be made
Examples in thidirection could for instance be toraisell  { SK2f RSN&EQ SRdzOF GA2Y 7
interpretation of the regulations concerned amtihance market (inadingpublicsectol) awarenes®of
which information sharing practices are actually permitted and which Hoése organisationset up
working groupsand panel discussions; they draft publications, position paped other materials to
highlight the practical advantages of information shariAg illustrative example in this area is-IS3C.
Starting originally as @S initiative, FSSAC has become global and is now all the more active in EMEA
(Continental Europe, Middle East and Af}icghis forumworkscontinuouslyon the reviewof European
regulatory restrictions and legal requiremeitd enable information exchange in the financial sectoamat
international level.To meet their objectivel-SISAQreated a working groupalledthe Joint Working
Group Initiative(JWGI)which, amongst other activities, is currentigmpilingan analysis flegal obstacles
andregulatory requirements arounsharing otthreat intelligence in EuropéePart of this effort is also the
designofareporti 2 G KS | (G Sy (imagagem2rifto e®xaM Lk poditiGednipact of
information exchange for compargeMoreover, a second working growyas tasked to creata regional
and percountry Yandscape mafbf national, sectoispecific, and regional threat intelligence sharing
initiatives and related orgasations in Europe to give practitioners a better ovewiofwho is doing what
in this area

Another practice was identified ithe Czech Republic, where the NSA CZ engadwateral and casdy-

case discussions with the differeimternet Service Provider$SP¥when itis not allowed to share certain
types ofinformation. However it seems that this process is thgmsumingand notreally transparent to

other community members (ISPs) who could probably benefit from this information (e.g. by learning from
20 KSNAQ WithouSnedesSafil §etting hold of confidential or detailed information about an

event) Thus NSA CZ is trying to autoneadr improve this processt isexpectedthat with the adoption of

the NISDirective(European Commission, 28a) notification requirements will be aligned acrdbs EU

and also encourage harmonised implementation across the secttig stope of the directive.

Last but not least, the findings of this steking exercise confirmed that quite a lot afle-makingon
information sharing in the area of information securgtually stems not only (and not so much) from
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formal regulation but from contractual arrangements, bilateral or multilateral agreements and framework
contracts governing the provisi@f a serviceA variety ofcontracts or agreements can be found both in

the private and public sectdretween the parties involved in the provision of these services (e.g. software
agreements). In the majority of cases, all these contramisrporate highlevel or detailed provisions on
information reporting and information sharg obligations of the said service providd®n-disclosure
agreements are often included in this contractual framework imposing on their parties (service providers
or the organiations requesting their services) which type of information (e.g. on a security breach) could
be disclosed, to whom and under which circumstanes.
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6.2 AlternativesForms ofRegulation (Co-regulationand Slf-regulation) in Practice

Many differentalternativeregulatory initiatives to enable information sharing exist beyond the realm of
traditional regulation in the EU/EEA tod&ased orthis, one can concludéat organisations tend to
initiate information sharing by usinga®- or seltregulatoryapproach, meaning that organisations
establish common rules among each otlegher with or without the intervention of the regulatory
bodies.

6.2.1 Coregulationin Practice

Coregulation differs from selfegulation in that it implies active government invetaent and/or
legislative backing of the initiative.

A common example of a @egulatory setup in this area arénformation Sharing and Analysis Centres
(ISACsY’ In theNetherlands ISACs arestablishedd @ G KS I2FSNYYSyiQa be A2y
(NCSC) on a sectby-sector basis (Water, Energy, Finance, etc.). The NCSC facilitates ISACs by providing
them with a secretariat. ISACs meetings are lsetdr seventimes per year, but some ISACs meet more
regularly than others. There are alssgular teleconferences, bilateral meetings between ISAC members,
information shared via chats or closed channels/email lists.

All Information in ISACs is shared on a voluntary blgidSAC members asibjectto certain rules. In
order to become a menmdr of an ISA@rganisatiors usuallyneed to be accepted by the other members
and have to signraagreementMemorandum of Understanding (MoUT hisagreementMoU states, for
example, that the information shared within the ISAC cannot be shared onwardstivéhparties. While
the contract is not legally enforceable, a violation of it may result in a warning arganisatiorbeing
banned from the ISAC.

The instruments and regulatory mechanisms used withineglatory initiatives are similar to thosé o
selfregulatory initiatives. All ISACs in the Netherlands use the Traffic Light Prgta@da mechanism
widely used in information sharing communitie® indicate the permitted distribution of informatiarin
addition, some ISACs limit the numh#members of the group, in order to build trust, which is
consideredas crucial to foster information sharirig.

In the United Kingdom a very similar setip exists,orgasS R 0& GKS 3I2FSNYYSyiQa
Protection of National Infrastructure (CPRA)-orthirteen different sector§’, the CPNI orgases

Information Exchanges (IEs)long the same lines as the Dutch ISACs. Information exchanges are free to
join, but likein ISACs their membership is determined by the existing members. The CPNI tppxates

a cochair and a coordinatao facilitate the meetings of the IEs. Since trust amongst the members is
regarded as crucial here as well, identity and employment verification checks are performed on all

hitps://www.ncsc.nl/english/Cooperation/isacs. htril

http://www.cpni.gov.uk/about/Who
we-work-with/Information-exchanges/(
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applicants as well as checks against offi@aords. Member representatives are expected to attend all
meetings, and only a limited number of members from the same organisation are usually allowed.

In Germany UP KRITfSis a large ca@egulatory initiativein whichcritical infrastructureorganisations
participate poth private and publientities). It is organised by thBundesamt fiir Sicherheit in der
InformationstechniKBSIand theBundesamtes fiir Bevilkerungsschutz und Katastrophe (BEHK) UP
KRITIS facilitates working groups tethto a certain sector or subject. Members do not need to be part
a working group to receive information. The working groups can be-iotrerosssector related.
Information that is only related to certain sectors will however not be shared withretfeg. banking
related-information will not be shared with water sector organisations).

Within UP KRITIS, information is shared based on the Traffic Light Protocol (TLP) as the information cannc
always bemadepublic. Information is shared via emailstbstandard templateprovidedby the Federal
Office for Information Security (BSI).

Other relevant examplesere observed during the research at Member State and EU level. We mention
some of them in the list below:

9 The Dutch Telecommunications Act imposbfigations upon network operators when encountering a
state of emergency. However, the practical guidelines on how to comply with these obligations are
primarily conceived, prepared and decided on by the market stakeholders themselves. This happens in
the framework of a permanent group, th@®utch)National Continuity Telecommunications Forum
(NCQT), whereby operators meet under the auspices of the Ministry of Economic AN&iisterie
van Economische Zaken, 2008)

1 Inthe UK, theEnergy Emergencies Executive Committee Cyber (E38@) an information sharing
roundtable of senior information security professionals across UK electricity generation, transmission
and distribution operators. The government participates to this initiative through DECC, CPNI and
Ofgem. Via individual membehip of CiSP and other communications the group shares information on
security incidents in the energy sector.

1 TheAustrian Trust Circle (AT€founded in 2010 is an initiative of CERT.at and the Federal
Chancellery. The primary goal is to build confidence between the responsible persons and organisatior
in individual sectors of strategic infrastructures so as to facilitate the exchange of gecatited
experience and ensure that swift and joint action will be taldven appropriate

1 The NationaCSIR®f Luxembourg CIRCL, operates among others Tiingeat indicators sharing
platform for private sector (MISP)* They act as a platform for shag threat indicators within private
and public sectors. Their objective is to improve automated detectionresigonseo targeted cyber
attacks in Luxembourg armkbyond

http://mwww.kritis.bund.de/SubSites/Kritis/EN/publications/Fortschreibungsdokument_engl..litmst

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/386626/E3C_Annual_Report _2014.
pdf
hitps://www.cert.at/about/ atc/content.html
hitps://www.circl.lu/services/mispmalware
information-sharingplatform/
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1 InSweden several industry stakeholders and the government have launched a jmuiviate initiative
named theForum for information sharingFID)®° - in several sectors, su@sfinance and banking,
health, energy and others.

! TheThematic Network on Critical Energy Infrastructure Protection (TNCEI®an initiative of the
European Commission, andaissemblingeuropean owners and operators of energy infrastructure in
the electricity, gas and oil sectors. Members of the initiative meet four tiangsarand have access to
a shared platform to exchaegnformation on cyber incidents, attacks, vulnerabiligesl threats
relevant to information security

1 InNorway, the National Security Authority (NSks launched th&Varning system for digital
infrastructure (Varslingssystem for digital infrastruktug VDIf’ whichoperatesa 'sensor network' to
detect attemptsof hacking against critical infrastructure across sectors. VDI cooperation is largely
based on openness and trust between NSM and participating companies and agencies.

! TheMELAN(GovCERT.ct)and SwitchCERYare two SwissCSIRT$ovCERT.dh responsible for the
safeguard of critical infrastructure in the public administration and finance and banking sectors.
SwitchCERAandles security, fraud detection and eliminati@oth organisations arenandatedad
interim to provide their servicefor certain sectorglsoin Liechtenstein

1 Atthe European level, in the context of Article 13a of the Framework Dire(fiueopean Parliament
and the Council, 2009ENISAas launched several initiatives in theld of information sharing on
cyberincidents®b 2 1 Sg 2 NIiKe OF 4Sa | NRwhar&s Artitle N3a Expért&Srowpo |
meetsthree times a yeato discuss about recent incidents, lessons learned andsuees that might
be taken to prevent incident the Electronic Communications Reference Gro(CRG )eing
composedof Chief Information Security OfficeiSISOpof the mainelectronic communications
operatorsthat addresses security topics across tread subject area adlectroniccommunications
including security measures, incident reportimgd data protectiorf the European Publi®rivate
Partnership for Resilience (EP3R)which existed between 2009 and 2013to encourage the
private sector to share information, discuss good practices to be followed, policies, objectives,
measures and other initiatives that could be undertaken to strengthen the robustness of network
resilience

https://lwww.msh.se/Upload/Produkter_tjaster/Publikationer/KBM/Information%20Security%20in%20Sweden. pdf

http://ec.europa.eu/energy/en/topics/infrastructure/protectiorcriticakinfrastructure

http://nsm.stat.no/tjenester/varslingssystenfor-digitak
infrastruktur-vdi/
ftips://www.melani.admin.ch/melani/de/home.htm|
https://www.switch.ch/security/
https://www.enisa.europa.eu/activities/Resilienend
ClIP/Incidentseporting
hitps://www.enisa.europa.eu/activities/Resilieneand-ClIP/Incidentseporting

hitges)//resilience.enisa.europa.eu/ecr(

RtEps://www.enisa.europa.eu/activities/Resilienend
ClIP/publieprivate-partnership/europearpublic-private-partnershipfor-resilienceep3r

38


https://www.msb.se/Upload/Produkter_tjanster/Publikationer/KBM/Information%20Security%20in%20Sweden.pdf
http://ec.europa.eu/energy/en/topics/infrastructure/protection-critical-infrastructure
http://nsm.stat.no/tjenester/varslingssystem-for-digital-infrastruktur-vdi/
http://nsm.stat.no/tjenester/varslingssystem-for-digital-infrastruktur-vdi/
https://www.melani.admin.ch/melani/de/home.html
https://www.switch.ch/security/
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/Incidents-reporting
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/Incidents-reporting
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/Incidents-reporting
https://resilience.enisa.europa.eu/ecrg
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/public-private-partnership/european-public-private-partnership-for-resilience-ep3r
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/public-private-partnership/european-public-private-partnership-for-resilience-ep3r

* Cyber Security Information Sharing: An Overview of Regulatory and-Ngulatory Approaches
* enisa FINAL| VERSION 1.0 | PUBLIC | DECEMBER 2015

1 In March 2012, thé&JS Federal Comnmication Commission (FCE)working with communications
companies including Verizon, Cox, and Comcast, passed a voluntary code that spells out the steps
participating Internet Service Providers (ISPs) must take to combat botnets. ISPs agréaiog the
code musttake meaningfulctiore in each of the following areas: education, detection, naotification,
NEBYSRAFGA2YS YR O2tfF02NGA2yd ¢K2aS ¢K2 TF2ff
FCC.

6.2.1.1 Challenges ofo-regulation andApproaches toAddressThem

Although ceregulatory initiatives like the examples discussed above are increasingly expanding and grow
in popularity, they still have to address a number of challenges: lack of, or weak, enforcement and trust,
the voluntary nature of )mmbership and, quite often, the voluntary (or not really monitored) nature of
information sharing.

On the point of enforcement, it seems that the exclusion of a member can be considered as a strong
deterrent only if the ceregulatory platform has provedtbring a real added value to their stakeholders to
such an extent that stakeholders who are deprived from membership will consider this as a major loss (e.g
loss of or missing access to knowledge, missing networking opportunities, loss of reputatiprA®ftar as

trust is concerned, the view of the authors of this report is that there are means tinegrdatory (as well

as selfregulatory) schemes could use to inspire confidence to their members in order to exchange
information in a meaningful way tiout causing any prejudice to the wrongful party. Such means can be,
for instance: the mandatory application of the Traffic Light Protocol restrictions, the exchange of
information that stakeholders may consider as potential harmful only on anamned bais and through

GKS dz&S 2F | {NHzaGSR {-6rdindB), thd méafidatoryoeSeduHom of SticNorLJt I
Disclosure Agreements (NDA) which will, in itself, provide sanctions in terms of inappropriate disclosure of
information, the creatio of temporary, closed sub working groups relying on an infrastructure which
prevents the sharing of the information with anybody outside of the closed working group.

Regarding the voluntary nature of membership, a point of discussion that seem to oaiseries within

such initiatives is how to strike the right balance between limiting the number of participants (in order to
always keep information under control) and taking the risk of not including new stakeholders whose
contribution might be valid to thir organisation. According to statements and proposals of stakeholders
who contributed in the study, a collective design dflamorandum of Undestandingithin the group of
existing participants could for example identify ways and ideas on how the goalgh accept new
applications for membership whilst motivating new and existing members to effectively share information
(e.g. via meetings, group activities, interactive information sessions, organisation of open events with the
aim of attracting new memhs).

On the topic of the voluntary information sharing, the dayday operations of the coegulatory (as well
as selfregulatory) fora mentioned herein also demonstrate that stakeholders are in practice more
comfortable with sharing information if theynkw that the objective of the information exchange is to
enhance market intelligence and disseminate good practices rather than to spot actions-of non
compliance, which may lead to reputational damage, court action and so far.

In the light of the suggestns made during the survey, it may be worthwhile examining whether the
initiatives basedon bl I dzf I GA 2y O2dz R FR2LJA F WY2Rdza 2LISNI Yy
information exchange does not aim at the sanctioning of bad examples and do&sl®perceived as a
Y2U0AFAOIGA2Yy aGNROGE & & LIS | TheAngrabersd af QuchiinkiGiveddSas mzéd: (i 2

https://www.fcc.gov/
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to consider their participation in the group as a unigue opportunity to learn from the experiences of peers
and participate irthe shaping of good practice that reflects the same concerns and, ideally, a common
approach to risk.

In other words according to a number of experts haviongtributed in ths study it would be more
beneficial to try to better incentivise the marketjoining the existing coegulatory initiatives than to take
the effort to enact new regulation that would render mandatory the exchange of information.

Moreover, the representative cases outlined in this study seem to address the above huadle®f or

weak, enforcement and trust, the voluntary nature of membership and, quite often, the voluntary (or not
really monitored) nature of information sharingia different measures: agreement on ad hoc rules,

focusing on trusbuilding and using the TradfiLight Protocol (TLP) to regulate how information can be
disseminated. A number of initiatives have recourse to other mechanisms, such as fostering a continuous
working relationship and regular interactions between their participants, encouraging re¢unesstings

YR Ydzidzt £ KSf L LyGSNBaldAy3d G2 y20S:I K24SOSNE
reluctance to share information about vulnerabilities may be overcome through the entry into force of
traditional regulation. A new law that abjles critical infrastructure providers (CIPs) to report serious
incidents to the BSI was established in 20G&&rman Parliament, 2015)

6.2.2 Selfregulationin Practice

Through our research we fouradound thirtyexamples of selfegulatory efforts.These initiatives can be
limited to one sector or can operate across sectors agsbnational borders.

A firstillustration of a selfregulatory initiative i LJ- Ay Q& LY RdzZAGNR I £ ®/ag@ 6 SNB SO
industry-led centre that operates without subsidies, independently and as agmofit organisation Its

mission is to boost and improwhdustrial Cybersecurifyn Spain and Iberdmerica, definingt as "the

set of practices, processes and technologies, degildo manage cybespace's risk associated to the
management, process, storage and transmission of information used by industrial infrastructures, from the
points of view of people, processes and technologies".

We found further selregulatory practicesn Poland Then6 Network Security Incident Exchangés a

free platform for collection and transmission of information on threats and incidents. The platforms
includes malicious URLs, malware, scanning, IP addresses or the names of malicious softeadéglep

on the availability of specific information. The platform is aimed at the national and private sector. Next to
this, theABUSE Foruffiis an initiative of NASK and operates within the NASK CERT Polska team. The
forum meets quarterly and also maintaiclosed email list dedicated to sharioignformation about

threats and incidents. Participant®mefrom many sectors includinigternet services, bankingnd public
administratiors.

Othernoteworthy cases of setegulation are listed below:

1 TheFrenchClub des directeurs de sécurité des entrepri@BSEJ (Chief Security Officers Club) is an
organisation established more than 25 years ago to federate security experts' experiences working in
the major French companies.

htjps://www.cci-es.org/en/home
hdtp://n6.cert.pl/
http://www.abuse-forum.pl/
https://www.cdse.fr/
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1 TheSpanish Association fahe Advancement of Information Security (ISMS Forum Spiis)a non
profit organisationfounded in January 2007 to promote the development, knowledigaring and
culture of Information Security in Spain and to act for the benefit of the entire sectoadtcreated
with a plural and open vocation, that is set up as a speethliebate forum for companies, public and
private organisatiors, researchers and professionals as a place where to collaborate, share their
experiences and know the latest advaneesl developments with regard to Information Security. The
Association activity is carried out from a perspective of transparency, independence, objectivity and a
neutral stance.

1 Inltaly, the Associazione italiana esperti in infrastructure criticg&lIC§* (Italian association of
critical infrastructure experts) aims at exchanging experiences and knowledge related to critical
infrastructure to create an interdisciplinary and integctoral shared approach among experts of
different fields. Their goal is ®hare knowledge about cyber incidents related to CIIP.

1 In December 2012, Deloitte Belgiunitiated the Cyber Threat Intelligence Sharing Research Project
(CTISRP} an initiativebringing togethera number of major public and private organisations from
across Europe to discuss sharingylfer threat informatiorbetween these organisations. The goal
was to understand better the benefit of exchanging information on cyeeurity incidents across
countries, sectors, and industries.

1 TheBulgarian Association of Information Technologies (BAtTips the mission to protect the
general interests of its members by actively working for the establishing of information society in this
country, for the develoment of the Bulgarian ICT industry and of the ICT market in general.
Established in 199%he associatiomegisterscurrently 135 member companies aratganisatiors. The
Association includes companies in the trend of hardware, software, system integnaiovgrks,
telecommunications, Internet suppliers, etc.

1 Thelnformation Technology and Information Systems Security Experts Group (BE@)atviais the
former LV CSIRT and is composed by IT and systems experts from various organisations in the countt
One of the main goals of the group is to facilitate information exchange among members. DEG has
created statutes and a code of ethics to rule the information exchargesidition members meet
on amonthly basis

TheEuropean Financial Institutesinformation Sharing and Analysis Centre (ELI$ACY is a forum

consisting offountry representatives coming from the financial sector, nati@@IRT'&ovCerts) and

[F 6 9YTF2NOSYSy G ! 3Sy OA Sparticipétidg!initarad ENISHElrEpSINGe2 NB I Y A &
European Central Bank (ECB), the European Payments Council (EPC) and the European Gdmmission
(ENISA, n.d.(h)The members exchange information on vulnerabilities, threats and incidents and are
obliged tousethe Traffic Light Protocol (TLMhich ensures that sensitive information is shared according

to requirements defined by the source individual/organisatton ¢ [ t 3JIdzA RSa (G KS YSYo6 S
to shae information with the entire sector (provided that there is no use of publicly accessible channels).

https://ismsforumspain.wordpress.com/abouuts/
http://www.infrastrutturecritiche.it/aiic/index.php?option=com_content&view=article&id=14&Itemid=39

http://www.politiestudies.be/userfiles/20141202%20BISC%20Luc%20Beirens%20voor%20verspreiding. pdf
Attp://www.bait.bg/about-bait/about-bait
https://www.cert.lv/sedion/show/17

https://www.enisa.europa.eu/activities/cert/support/infanationsharing/europearfi-isaca-
public-private-partnership
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6.2.2.1 Challenge®f Slf-regulationand Approaches toAddressThem

The challenges faced by sedigulatory initiatives are very similar to those faced irreguation setups:

as noted above, one of the main challenges that is inherent to 8eeaf seHregulatory initiativess that
membership, as well eadherence otheir members toagreeupon rules ientirely voluntary. Especially in
the area of cybesecuity information sharing, this can pose a problem, as companies and governmental
actorsare hesitanto shareinformation about their vulnerabilitieggiven that such sharincan lead to
reputational losespecially when the information becomes pubAcmgor deterrent to the voluntary
sharing of information is a lack of trust between participants in any given sector, especially in-a cross
border context.To addresshis challenge, many of the selégulatory initiatives this study has identified
regularlyorganie faceto-face meetings to bild trust and encourage sharing amongst participaitris.
addition, most initiatives regulate the usand onwards distributiopof information shared using the
Traffic Light Protocol (TLP).

As stated during the intervies performed during this studshe use of TLP in itself can pose issues as well.
In crossborder sharing, countrgpecific legal requirements may still oblige the receiver of information to
pass it on, to a regulator or within a sector, effectiveerridingthe TLRevelattached to it. In addition,
members do not always fully understand that TLP aims to clarify how information can be used and
disseminated beyond the groupurthermore there seem to be various interpretations of AMBER in
variousinformation sharing communitiesSomeCSIRS for example, may share information labelled as
AMBER downwards with their own constituencies while others would not consider their own
constituencies as part of their own organisati®@ased on some interviews with eqs in the topic, it also
appears thasome sharing schemeagem totake a more opeilinterpretationthan othersof AMBER data

in some casesvhich permitdnformationto be shared with responsible, concerned, external orgaions

and stakeholders on aaseby-case basissome CSIRExperts are of the opinion thalLP should be
formalised towards becoming an international standard. Accordirtase expertsit would be helpful for
national and governmental SIRT® negotiate towards @ommonTLP standal. Towards this end, the
challenge is to find all TLP interpretations currently in use by all information sharing communities and to
find a representative translatio(Millar, 2015)

Another concern raisedbout TLP relates to the fact that more and m@&IRS are connecting with the
intelligence community which is used émploy government classification schen{each as SECRET and
TOP SECREMoweveraccording to som€SIRExperts,it would bechallengingo combinethe use of
TLP and classic classificatidihe first reason for this is thabt all of the intelligencecommunityis usedo
the TLRogic Asecondreason may be thafLP has nformallegal value thereby possibly disallowing the
intelligence ommunity to use if®

Another challenge of sefegulation compared to traditional regulation is the lack of mechanisms to
enforce agreed upon rules. We found that this can be overcome by warning and excluding members in
case of norcompliance to the set fes. In the EU ASAC initiative for instance, members sign up to
Membership Guidelines through which they commit, inter alia, to regularly attending physical meetings.
Even though there is no legal recourse to fammpliance with this rule, members magtgexcluded from

the initiative and lose the benefits that come with participation if they do not attend three successive
meetings
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6.3 Other Approaches(Information and Education)in Practice

Our desktop research identifieapproaches implying awarenesssing and education on cybsecurity
and incidents. These approaches do not seem tddfenedby either a regulatory bog orby a group of
organisatiors. They seem to be voluntary initiatives that have as main objective seucimate
information towaids others and to educate the community on the current threats, vulnerabibiies
other cybersecurity related challenges

A first example of this type of approach are therking group$’ held by the Czech CSIKB(RT.GZ
CSIRT.CZ organises regular nmgstwith the members of the security communitytioé Czech Republic.
Events are held twice or three times a year. During the meetings, members can discuss topics related to
current trends in the field of safety, security threats, and the developmenboperation between

security teams. Moreover, the meetings also represent the opportunity to mutually exchange experience
in the field of prevention and resolution of security incidents.

A second examplisthe Alliance for Cybersecurifif launched by the Genan BSI anthe Federal

Association for Information Technology, Telecommunications and New Media. Thiseoctssand

@2t dzyGF NB AYAGAFGABS FAYA G2 WAYT2Mdes Day, RO14yERe L2 NI
objective ofthis organisation is to share information related to cylseicurity and incidents to help the
community in being prepared to encounter them.

A third examplethe CybersecurityInformation Sharing PartnershipCiSF® in the United Kingdm is also
arepresentative example of the awareness raising appro@ais. crosssector initiative launched by CERT

'Y KFa GKS 20 2 Sthréataddvuliiesability informatiBn inbilér & Mirease overall
situational awareness of the cyp NS G | YR G KSNB F2 NS NBROERBK 0.&)S A Y
Information can be exchanged among members but they also receive reports from theJBERT

concerning the current situation of the network. Moreover, tingiative has been extended to the

Northern Ireland region (Northern Ireland CiSP) since January 2015. The goal of this regional community is
to share information with local members on cylsarcurity threats.

Another example is theBelgian Network and Irdrmation Security (BELNI®) established in 2005, which
acts as a coordinating workgroup that includes representatives from government agencies eimgaged
cybersecurity. It provides advice to the government on cybecurity incidents and cybsecurityin
general Other relevant examplethat came up during this study are listed below.

1 In Slovakiathe SlovakOffice for Personal Data Protectiostarted to publish information on the official
website @sreports, guides, magazinasd in other formatsto organse events (seminars, conferences)
or propose advisory services related to the issue. The Office collaborated in that regard with companies
from the IT sector and other public and private institutigfRALEX, 2009)

hitps://www.csirt.cz/page/886/spoluprace!
https://www.allianzfuer-cybersicherheit.de/ACS/DE/Home/stseite. html

https://www.cert.gov.uk/cisp/

http://www.senate.be/www/?Mlval=/VVragen/SchriftelijkeVraag&LEG=5&NR=8213&L ANGsfi
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The National Security Authority dflungaryorganises ayearfy/ 2 Yy F SNBYy OS 2y LYy F2 NJ
/ 86 SNJ 5 S ¥ SYyStafied 2911 15is) @nference aimsit exchangng information related
notablyto security and cyber defence, cyber challengedcyber threats.

The(ISC)? Ireland Chapt&ris an organisationthat aimsat raisingawarenessand educaing the Irish
community by organising seminarsTheir goal is to share information amksowledgeand market
collaboraton.

TheCyber Security Researc@enter from Romania (CCSIR} a non-governmentalorganisationwith

the objective to promote and support research related to cybecurity in Romaniand encourage
market partnerships in this area

'YRSNJI GKS /2YYAaarzyQa |, theaiedinteshét BoiffSvasestatlishkc? y 1
G2 FOG la Wk RA&AOdzaaA2Y F2NHzY Ay Of dzZRAYy 3 NI LN
policymakers and user organisations (e.g. parent and teastganisations, child protection groups,
consumeirprotection bodies and civil and digital rights organisations). It provides a platform for national
coregulatory or selregulatory bodies to exchange experience and an opportunity to discuss ways in
which industry can contribute to thfight against illegl content(European Parliament and the Council,
2015)

TheEuropean Cyber Security Protection Allian@g@YSP&)focuses on a sectdry-sector approach to
evaluate the impact of cyber risks and to create a community of staleh®linterested in sharing
knowledge to improve their level of cyber protection.

Based on existing industry standards, guidelines and practices, the US National Institute for Standard
and Technology (NIST) issued the first version of R8T Framework fio Improving Critical
Infrastructure Cybersecurififin 2014. The Framework only intends to promote the protection of critical
infrastructure and can be used as a handbook by operators across sectors and borders.

With the goalof educatingand sharinginformation with the community, ENISA issues many repamts
often organises workshops or exercises. Noteworthy cases argutuelines for CSIRTs collaboration
(ENISA, 20095tudies to encourage exchange between CSIBNKSA, 201Dr to present the advantages
of information sharindENISA, 2016Y

Challenge®f Information and Educationand Approaches toAddressThem

In the light of the interviews conducted appears that tharust elementis equallyimportant in this
stream as in the caand selfrequlatory setdzLJa ® ¢ KS YSI adzNB 2F a&adz00Saaé

AtEn)ivww.nbf.hu/iscd/2014-hu.html
http://isc2irelandchapter.org/
hitgpiticcsir.org
http://www.saferinternet.org/sif
Rtgpt//lwww.cyspa.eu/default.aspx?page=honik:

nktp://www.nist.gov/cyberframework/

lattps://www.enisa.europa.eu/activities/Resilieneand-ClIP/cyber

crisiscooperation
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approaches largely depends on how eager the members ashde informationand be transpagnt
regarding their needs, the practices they follow (e.g. in case of a aytident) and the experiences they
have As the primary objective of this type of information sharing initiativie issach and educate as many
members as possiblérust buildingmight be difficult to achieve amorigrgegroups of

peopléparticipants

In particular interviewees noted thamembers might hesitate to exchange information when tlaeg not
acquainted with mosparticipants.However, the example of th€yber-security Information Sharing
Partnership (CiSP) shows how this challenge may be addreggesising on the fact that the applications
to become a member aréassessed fairly and independetfC ERTUK, n.d.)In this casethe

organisation assures the members thhé used information sharinglatformis secure, frequently
monitored and tested.

Furthermore, based on the literatureviewedduring this studyother challenges anithe appropriate
measures to address ¢m may be highlightedh this type of approach. Firstly, it might beallengingf

the objective of the community is opposeta, or not in line with the goal of another regulatory

instrument. In this case, the initiative should be incorporated or alignitid tive other policy tools.

Secondly, it might be hard to measure and to verify whether the behaviour of the community has changed
or the degree at whiclthe awareness haseenraisedas a result of an initiative under this cluster

Moreover, it might takdime to meet the objectives of this approach (i.e. education and awareness raising)
as the goal is to reach a wide community. Therefore, this type of tool should be used in situations where
there is enough time to diffuse the message and to evaluate¢balts of the initiativ§ OECD, n.d.)
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7 Conclusionand Recommendations

7.1 Conclusions

7.1.1

7.1.2

This report aimat identifyingthe regulatory and nomegulatory approaches thdUMember Statess

well as EEA and EFTA counttisg in order to share information on cyber incidents and to address the
challenges of sharing information. Based on desk research and the conduct of inteasiewgth the

support of the of National Liaison Officers (NLOs) of EMiS#, than eighty (80) initiaties and

organisations and more than fifty (50) natiorgaid governmental CSIRTSs involved in information exchange
on cyberincidents were identified at EU and EEA leMare information on this list of identified initiatives
and relevant organisation@cluding nationahndgovernmental CSIRTa3 well as on the possible access

to it can be requested by contactingrt-relations@enisa.europa.eu

Some of thesénitiatives have been discussedtiis studybased on the distinction between three
different clusters of regulatory/nomegulatory approaches, beint) traditional regulation 2) alternative
forms to regulation such ago- and selfregulation and 3) other approachessuch asnformationand
education.

GeographicaDistribution of Initiatives

In light of our findingswe understandthat there are countries such ador examplethe Netherlands and
the United Kingdom where the ceregulation approach is used the most. This is mainly due to the
relatively high number of ISAQsformation Sharing and Analy€ientre$ and/or IEqInformation
Exchangedhat exist in these countriegxamples of selfegulation can be food in Poland and Spain.
Furthermore, at EU and global level, tb@ andselfregulatory approacksare preferred to share
information or launch new initiative®esideghe Netherlands and the United Kingdoantelatively high
number of initiatives exidh France. These initiatives are usually based on othefragulatory
approaches, sucimformation and education schemes

Furthermoretraditional regulationdoes not seem to be the most used approach amtiregcountries in
scope but the use of this appach is spreadeographicallyacrossEU EEAand EFTA

Finally, some&ountrieshave lessnformation sharing initiativesr do not run them by themselveSome
countriesjoin forces withlargercountries arecent illustrationof thisis the case of Liechtenstein which
mandatedthe SwisCSIRTs MELANI and SwitchCERID providead interimtheir services for certain
sectorsin Liechtensteirtoo.

Prevalence oflternative Types ofRegulatory Initiatives

Although national legislators BU Member States seem to increasingly issue traditional regulation in the
cybersecurity space, most information sharing initiatives identified in this study are still based oorself
co-regulation. In addition, traditional regulatiotriggered especily from European legislative texts which
aim at harmonising natification requirementsas so far not moved beyond impaosing incident reporting
obligations orelectronic communicationand critical service providerélthough other sector

communities wilbe concerned in the near future by notification obligations that are foreseen in European
legislation that is currently in preparation (see the upcoming NIS directive for example), this extension will
not change the fact that regulation is perceived by tharket ad- onkway streeflsince information

sharing is actuall\irectedithout necessarily implying the real involvementtloé wider cybeisecurity
community.
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Based on desk research atin# interviewsconducted we understood that mognitiatives do not only
share information on cyber incidents. Their missions and objectives seem to be broadgrghan
concentrating orthis type of events For example, besides incidents, vulnerabilities and threats,
organisations are willing to shaneformation such as strategies related to cylsecurity, operational
methodsandbest practicesn the information security area

It appears that aubstantialpart of the information is shared across sectors, this means that organisations
coming from diférent sectors are part of the same group and share with other members, regardless of
their sector. However, this trend seems to change with the level of maturity of the initiative and of the
sector.The finance and banking sector and the public adminisnesector seem also more developed in
terms of intrasector information exchange.

The initiatives appear to be relativatpento welconingnew members. Only few organisatiofodlow

strict entry criteria orrequesta membership fee. Finally, when thatiative does not stem from traditional
regulation, the information is in many cases shared on a voluntary basie tmajority of cases
information is exchanged informally (e.g. during facdace meetings, conferences, et@y well as
virtually (viaplatforms, email lists, teleconferencestc).

7.1.3 Challenges tcharing Information on Gyber Incidents
Different regulatory and nomegulatory approaches bring different challenges with them.

In the case of traditional regulation, we understood that l&gisn related to mandatory reporting varies
from Member State to Member State and is sometimes vague. It is hoveaypectedthat recently

enacted European regulation (e.g. the eIDAS Regulation) and other acts being currently shaped (e.g.,
proposed NIS Béctive (European Commission, 2013aj)ill streamline notification requirements cross

border and will promote harmonisation of the practices that have already been deployed at national level
around security breach reporting, cyhbiacident preparedness and reaction. Consequently, organisations
do not know exactly what they need to share. Conversely, in voluntary information sharing initiatives,
some members may hesitate to share personal or internal information with other menibettse case of
educational or awareness raising approaches, as the primary objective of this type of information sharing
initiative is to reach and educate as many members as possible, trust building might be difficult to achieve
among large groups of pete. As a result, members might hesitate to exchange information when they
are not acquainted with most participants.

7.1.4 Trust as &Key Hement for Information Sharing

As many other studies pointed out, trusta key success factor for information exchangéhie field of
cybersecurity and incidents. Members of a community want to know with whom they share data and
whether the data will be handled appropriately. Throughout the interviews that were carried out, we
understood that trust building has become one of the main objestiof the initiatives as it facilitates the
exchanges, especially when the initiatives are based on voluntary information sharing.

In this context, trust building seems to be a process where participants need to prove that they can be
trusted and that thg share the same obijectives, ethical principles, and views of their counterparts. It must
be noted that the dialogue and information sharing within the and selfregulatory schemes discussed
KSNBEAY R2S&a y20 LINRARYLIF NAE & ebsksYordapsin @& tybek s¢critydoit | |
rather to create a climate of confidence and trust to share between the stakeholders concerned good and
bad practices, exchange experiences around events, discuss preparedness measures and even reactions
from citizens or regulators in the information security broad subject area. Along these lines, it is
noteworthy to state that the climate of trust is built more easily when the purpose of the information
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*-k
exchange ightelligencgcommunicate knowledge and bestactices) rather thatgvidence€luse
information as proof in order to take action before a regulator or court). Ideally, the success ot e co
seltregulatory approach is not only to bring forward rules made by the market but also create a trusted
endANRBYYSY(l 6KAOK gAff SyO2dzNI IS gl NBSySaa NI Aaa
Interviews suggested several methods to build trust: informal meetings, small group meetings,
transparency, teleconferences, use of BPBf other standards establishing somées on how
information should be communicated

7.1.5 Important role of National and Governmental CSIRTs

In the context of the information sharing initiativesijs worthmentioningthe important role of national
andgovernmental CSIRTrsat was alreadyresentedfor instanceA y G KS a (i dzR& ¢W! Ff I A
encouraging information exchange betwe€ERXIENISA, 2011)

It seems that certain CSIR@ve launchedctivitiesto promote information exchange among their
constituents. Noteworthy cases ardCIBECERTSpain)which took actively part in the change of the

national regulatory framework on incident reporting and, based on this regulatory charigkoits a
collaborative approach towards sharing usefifbrmation withInternet Service Providers (ISPs) and the
private sector in generathe NASK Polska teawhich launchedhe ABUSE Forurbeing a crossector

initiative to share information on cybesecurity incidents and threats amongst ISPs, financial opera

and the public sectothe Luxembourg CSIRT running, amongst othersthheat indicators sharing

LI FGF2NY FAYAY3 i AYLINRGAY3A (KS atlaiksowitdinGhe toynRy LINA
and beyond; or the Cze@SIRT.CZ organisingriing group meetings for security teams. By developing
these activities, CSIRTs contribute and share their experience with other organisations willing to exchange
information. They can share best practices gratentiallyserve as examples for future iiatives.
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7.2 Recommendations

7.2.1

In the light of the practices discussed in this report anddbreclusions abovehe following
recommendations may be considered as foHoprsteps to this studywWherepossible, tentative action
owners are proposedAccording}, therelevant communities to take certain action in order to enhance the
landscape of information sharing are primarigw makers and regulatorgpvernmental institutions; the
owners, founders, initiators or eordinators of the different initiativegliscussed herein (collectively

named sometimes herasWhitiativeS<br Hpproache, the market stakeholders in general or a specific
community, as well as European bodies such as ENISA.

LeverageExisting Slf-Regulatory andCo-regulatory Initiatives

Anumber ofareas foimprovement can be suggested in order to fully benefit from theaoca self
regulatory schemedn particular trust, enforcemenas well as snsparency angromotion.

In a nutshell, following challenges and areas of improvement baea identified based on the findings of
this study:

9 Trust:To foster trust, information sharinigunders,coordinatorsand/or facilitatorscoulduse
followingalternatives

1) limit the number of participant$o better control the channels and boundaries of
information exchange

2) use the Traffic Light Protocol to regulate information sharargl ensure thamembers
are aware of how to use it in practicand

3) set rules(andadequatemechanism to enforcéhem)to prevent absenteeism anit
further encourage regular information sharing by each member.

1 Enforcement Voluntary approaches naturally suffer from the lack of legal basis and strict
enforceability of any agreed upon rulé& overcome this chalhge,the initiativesshouldbuild up
sets of rules and>elude members who do not adhere to the rule$the initiative.

1 Transparency angiromotion: Forco- and selfregulatory initiatives to grow efficiently, it is
essential taclearly inform theparticipants of therelevance andeal addedvalue of such initiatives
as well as to be transparent regarding the rules and practices folloWeeke initiatives (if
necessary, with the backing of the competent authorities overseeing them) skoyhthasie
more dynamically the assets and benefits that members of such initiatives will draw by their active
participation in such foraThe founders orafilitatorsof the co or selfregulatory groupsuch as
the ones identified in this studghould ideally dagn ao to marke€blan to better highlight to
their members and potential joiners the advantages, addatlie elements and the incentives of
participating in the group.

Forlaw makers and regulato® any other stakeholder willing to launch new prognsor initiatives for
strengthening information exchange, it is highly recommended to look first at the lessonsdeard the
experiences gained within the currently existing initiatia@sl thenleverageon the existing successful
initiatives It may bemore worthwhile and cost effective to first check to what extent the current
initiatives can be complemented rather than spending additional effort (operational, financial and
technical means) to launch new initiatives.
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Recommendatiorfor:

1 EU and nationlgpolicy makerslaw makers and regulatars

1 Governmentalnstitutionsand administrative bodies as they have an influence and control on the
policy and legislative framewoyrknd

T ¢KS FTO02NB 2F (GKS AYyAGALF (A @S ounding ordundiing o0 SAYy 3
bodies beingCSIRTSs or other

7.2.2 HarmoniseRegulationRaher than Enact New Mandatory Rules

Traditional regulation related to cyber incidents reporting does not seem to be harmonised at EU level and
remains avaguenotion in certain Member States. This might be confusing for organissiidglling to

share information and catin some casesinder information exchangdMember Statesaw makers and
regulatorsshould therefore be more precise terms of what is allowed or ust be reportecthey should
clearly define the situations in which mandatory reporting is neesle@hat constitutes personal data.
Moreover,they should establish laws and guidartcethe attention of stakeholders involved in
information sharing initiaties, in order to orientate them on how to miniseithe exchangeof personal
information or on how tasharethis kind of data in case of real necessityith the adoptionof the NIS
Directive, cybesecurity might be at the centre of discussionghia EU therefore,law makers and
regulatorsor other interestedstakeholders should take this recommendation into account when
implementing mandatory reporting rules at EU le\Rdgulatory bodies could also provide guidelines with
the purpose to harmonise thdifferent notification requiements established by thelDASRegulation, the
Personal Datadjulation and the pyposed NIS idective. Finally publicadministrations should take
actions and be involved in the field of information sharing as they have portemt influence on the
legislative framework dfaw makers and regulatoend their behaviours.

Recommendatiorfor:

1 European oversight and regulatory bodies, competansector,
9 European policy and law makers

1 National regulatory and oversight bodjesd

9 Standardsetting bodies

7.2.3 FurtherDevelopIntra- and GosssectorExchange withGovernmentintervention

As intrasector information exchange seesto be more developed under the @egulation approach (e.g.
L{!/& Ay GKS bSGKSNIlIYyRa 2N L9Qa Ay ! YOI ylIGAz2Yy
to develop themselvego become more mature and increase the number of exchangesenments and
information sharing initiativeacilitators can useitferent approaches andolutions to encourage
organisatiorsto share information (mutual contracts or agreements, terms and conditions to sign,
protocols,secretary support, etc.).

Recommendhtion for:

1 Nationalgovernmentalnstitutions, and

1 Information sharing initiativedacilitators (e.g. ABT<r administrative body supporting an
initiative financially or in another way)

7.2.4 TakeAdvantage of thePractice Developedby National and Governmental CSIRTs

As CSIRTs seem to be experienced in information shéragovernments information sharing facilitators
or any other stakeholder willing to engagea new initiative should base themses on the examples of

50



7.2.5

Cyber Security Information Sharing: An Overview of Regulatory and-Ngulatory Approaches

* enisa FINAL| VERSION 1.0 | PUBLIC | DECEMBER 2015

and on the lessons learnt fro@SIRTs. CSIRTs could also be involved by facilitators in more information
sharing initiatives so that they cattivelyshare information, best practices and knowledge with other
organisations.

Recommendatiorfor:

1 National ggvernmenalinstitutions,
1 Information sharing facilitatorsvith the support of CSIR{Tand
1 Any stakeholder willing to engage in a new information sharing initiative

Build uponExisting Work Performed by EUnstitutions andBodiesc including ENISA and by
the Member States in thddeld of Information Sharing onGyber Security Incidents

Anumber of examples outlineith this study have shown that initiatives active in the area of critical
infrastructure protection can alreadyemonstratea good record of information sharing. On top of that,
mandatory European regulation related to incident reporting that is already enforceable in the electronic
communications sector incite the relevant operators to adoffudture of sharin@{towardsthe regulators

but alsotowardstheir peers and the public at largéljhe national and European regulatory bodies in these
areas could helpuild upon thebestpractices followed by the market in incident reporting and, based on
the practical experience gathed, back the initiatives identified herein and, to a certain extent, help
disseminate to the market good examples, tools and, at the amdodus operanddn information sharing.

Along the same lines, beirlge European Union Agency for Network and Infation SecuritfENISA

gained dong and deep experience in the field of this study. Several initiatives of information sharing have
been launched by ENIS&lated to notification requirements and electronic communications network
resilience many ideas angropositions have been sketchathd good practices have already been

produced related to information sharir.

The European Commission and EN$8duldfind ways to boost thénteractivedissemination of the
knowledge that have already been produced tgritifying the appropriate channels to distribute this
know-how to the appropriate communities and reach the initiatives identified here and the stakeholders
2F GKSY® [ ad odzi y 2 GsWorBRrogramme, th&kgodl ¢ SuppNiing ¢SIRAshe 9 b
area of information security could take a concrete dimension if ENISA helps these organisations in the
information sharing initiatives they take or may plan to take in the future. Qusttpporting role could
specifically take the form of, indicatively) creation of CSIRTs working group that will tackle the matters of
incident reporting and information sharing) awareness raising, for example by the organisation of
educational and traiing events around information sharing within the CSIRTs comm@ity;

dissemination ofjoodpractice on information sharing) support the CSIRTs practically in the design of
tools necesary to enhance the communication of information and transparenastds the stakeholder
communities having to cooperate with the CSIRTs (model eyibeat/cyber-incident notification forms,
sample confidentiality/NotDisclosure AgreementsNDAs etc).

A first step towards this direction could notably be the elabanatbf a more irdepth study aiming at
assessing the way of functioning, current results and working progeemof national and crodsorder
information sharing initiatives starting with the ones identified here. In tandem, or as next step, ENISA
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could envsage the launch of a project or initiative (in partnership with CSIRTs but also with other expert
groups and market stakeholders) boild uponexisting working tools related to information exchange
(membership forms, contracts, NDAs, virtual tools, eictp initiate work in this direction (as per point
number3) above). The output of such workud consequently benefit not ontjie CSIRT community but
any initiatives, especially the less mature onesthe information exchange and information sharerga.

On the other hand, public administrations and regulatory bodies shouild uponthe work producedn
the field by EU institutions and bodiesncluding ENISAand by the Member Stateand leverage it while
taking into accounthe national specitities,& (i I 1 SK 2 f R S NBasvelSg thaSndeboy ané a
performance of initiative$n their respective countries.

Recommendationdor:

1 EU and national poliapakers (including administrat institutionsas they have an influence and
control on te policy and legislative framework of tkew makers and regulatofbehaviour)

1 Regulatory and oversight bodiesnd

1 European Commissige.g.DGCommunications Networks, Content and Technol@@ (
OCONNECT,)DG Research and Innovati@FRTD)and ENISA as far it concerns to find ways to
boost theinteractivedissemination of the knowledgend good practices.

7.2.6 EncourageXossborder Gooperation and Build Joint Initiatives at EU leveWithout excluding an
international reach whenever possible

Thedesk research and interviewsnducted throughout this studigave demonstratedhat similar
information sharing initiatives exist in several Member States. DutchsI8AdUK IEs, othe Spanistroro
ABUSES&Nd the Polish ABUSE Forum are noteworthy cases.

Member Statesnd their respective organisations which have supported theupedf the initiatives

discussed herein (as well as the ones that may be in their infancy now in some Member States or the ones
which will emerge in the futuresuch a<CSIRTshall expand the competence of those initiatives, as well

as procure them with the necessary financial and funding means, to liaise with their cqamtercross

border, extend their memberships beyond the national borders and attract multinationakjgnts (e.g.

global corporations)Furthermore it appears that would be more beneficidbr organisations having a

global footprintto engage in information sharing initiatives at international level instead of spreading

funds, time and effort on mangeographically dispersed and different local initiatives.

The exchange of knowledge, good practices and experience amongst the initiatives across borders could
enhance mformation sharing in the cybesecurity area and create the foundations of paniopean or
international information exchange schemes.

An interesting example for consideratiavill be the launch of the Connectingiepe Facilitf CEF) Core
Cooperation Platform / Core Service Platform for CSIRTSs that is envisaged by the Europeani@Qommiss
(DGOONNECT. Another illustration is represented by the cybetated Coordinated and Support Actidhs

http://ec.europa.eu/research/participard/portal/desktop/en/support/reference_terms.htmi

52


http://ec.europa.eu/research/participants/portal/desktop/en/support/reference_terms.html

* Cyber Security Informationf&ring: An Overview of Regulatory and N@agulatory Approaches
enisa FINAL| VERSION 1.0 | PUBLIC | DECEMBER 2015

foreseen under the Horizon 2020 waokogrammes'®® by the European Commission (DG Research &
Innovation).

Recommendatiorfor:

1 Member States

1 EuropeanCommissiorfe.g.DG Communications Networks, Content and Technolo@y (
CONNEQDGResearch and InnovatioDGRTD) DG Internal Market, Industry, Entrepreneurship
and SMESJGGROW), DG Migration and Home Affadl&HOME)DG Joint Research Centi2Q
JRCand DG Energ{pGENER))

ENISAand

1 Current and future initiators, founders and facilitators of initiatives

=

http://ec.europa.eu/programmes/horizon2020/en/whatvork-programme
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