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1. BEBE

B HE HE AR A SR 3 R G S 2H R T SN 4% 2 4 N 2N 4 (Computer Security and
Incident Response Team, CSIRT) (4t fe, ¥ A0SR, MRS EMEARZHK TG
FHICTT I o ASSCRY STl () P9 S S A A AE BRI 9 28 545 B %2425 (ENISA) (2006 4 TAEFE
) 55 5.1 ik,

o RIHMY: HHATHE LS F S mpz A (CERT) 2 LB F1I #6757 17
HIR 7. B354, (CERT-D1)

o 12 B MHMIICA: S ARTEEL FIH R, T SEEG T SE T FE A B 26
(CERT-D2)

2. R

WOFER, BRAED AU, A AR R AE 35 0 g 45 1 S R R . B AR K 4
ENISA %5 460/2004 (EC) ‘F 2Bl kg, AW, AHERZIN SR ENISA 8L
ENISA HLH T8 . ARHERRYIFEA —EREBHBHH AR KK, v RERER 5 HT .

ST BIFIS5 = 07 VU, ENISA REANIETR, /LR AR 51 A RO SN ISt 0 Py 38 A
HUET HIE.

AR NGBS HIMH . ENISA SRR IAT H T NS0 A4 th iR BT &
&R A AR BT

TREPTARH . RZ ENISA SFAEFHVFR . EEUIFVEAT . sl AU MU AL HE R 2%
AT VERT, AR AR UMERIER, WHE B T ER . REL . Sl S5 N B
FBEM] R ARG TSR LR . AR AR AUE IR, A ZRINE
A, AL BR A R IR i

© BRI 28 F1ME 82242 )5 (ENISA), 2006

3. i

ENISA FE b7 flr A A SCR S 85 0 LR AN S NS R B0 I ARG ZEXF BAR %07
Rl ui

e Henk Bronk, ll{E 55— R SCRY A $EAT ] o

e CERT/CC, ##il2& CSIRT JFRHIBA, AFATIRME T ERMITIRE, CLR A i
FE S5 TR

GovCERT.NL, HA#EA M T CERT-in-a-box.

TRANSITS HIBA, AFRATFRAE T B3 A R sL ] Bkt

FAR TN TR EBURME S, NI T 26 6.6 &,

B o BPEIR A SR AT
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4. fEigr
HEM RS B RG LA RNET SR KT LAT D EAER . tHEHEA R 1L
WS B RK. BN —FEERETHTI T, BONTEAAER 2~ .

HWAEM RS B ARG 2, JCHGR AT PR R e Oy i 2 BB T 1 i . 2
PO AE RN G H A5 8 AR ST HE BB R RS, X R B R T RGN R o A
B G 1R LA S AR RO (1 2 2 e 1, T R L % [ R 22 SR A SO AN TR — V9
BRI S o

FJ&, 2004 4E 3 A 10 H, BRMMZAE B %4 R (ENISA) MizimiEL. HH 2RIt
A P BRI IR 28 505 B R E R RCR . JKF, IR B RCAE R T RCE S EE R,
T A ATA LI TIN5 B8 AE Bz 50k, NN A R B 1E ot
(8

LAEK, FOME T 224 Bk, i CERT/ICSIRT. 280 H/NH (Abuse Team) Al WARP 2%
—HIBAEEUSRE G E N2 A BEMIAEE . ENISA FE AL (S 24 IR 55 R 2K AE R i
HHMER, HLHRR X SE AR TAERAE SR, #EM, ENISA H = E S 6
FEAnAT R AR 1T P R A 2 1 2 A AR 45 1 il 78 g RR B A R I R B AT A B A 2
We Wk, “CERT &1ES53HE” XML T 2005 4 F4RF s T4 41K 75 R A 0F 70 o JL il
FAEAE I, &AW R E CRABAEN T PR RS2 ek %
( “CERT K% )

ENISA #SEME ATy ENISA (ZH% CSIRT 4416 E (SN INER) ) #HiEH
WA CSIRT AL EE R S H .

YRR S IR B B 25 460/2004 (EC) 5 4% M01l: 6T AL RN L8 G B 45 ) (2004 4F 3 A
10 H) o ARSI “RRPNIE AR AL 7, FERREE “ILRMAQUR”  CE—ZRED AT R
EITEOR . B2 B BAESS
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4.1. HEZA

AR (2 2 H AR DUORST B A BRI 2 A 50 %07 Tl 1 1T Rkt H g, R
SEHE CSIRT HIBURF A HABYLR o

4.2. FKIREHIEH 77

ASCRFRALAE B S A4 & CSIRT. AT AR 55 L R aR 2 3 I BLD IR . A SCRS
i E SHAE CSIRT M7, CSIRT SN EA TR0 SEH LA .

43| TN

AR

255 3 “IHRIFIZ4LE CSIRT KRR

F— iR 452 CSIRT. [ARHRHEA RIE S CSIRT LTAEMAFEIAE AN AT DLt
HIARSS BI1E S

%6 = “HilEkSiRl”

A A R 2 R R A 55

7 & CHEIL SR

A [ 3 PR b 55 A5 R 4 ]

558 B “YRMEMFLATEF L7

AR FERIRNEIRIUE B Lo 2 2 N 1R . AR FEF A = /S b T A
TFE F I

39 & “CSIRT £511”

AREICR T — RZH AT K CSIRT 55l KU FE S 5] B REE i S Fh B 4HE

10 7 YR e e Ew”
AREAGSUTIBATIEEA (B0 CSIRT IRSHIZ S FlEZenE EEBD .
12 & “WH IR

AR FE R S AT — BRI T H R TG R) o AR B EE A S
AR FH O 7 2R 5 i L
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4.3. KRBT G
TG S AR, 4G B TP A B TR CSIRT 1R ol E SR 5
P XA BIZERE SR, W R

TACERIEE L

15— S DA TG OB RIS B IS5 o, ZEACSCRY T, “HER) CSIRT” J8IRE —5rh 4
WS /NI ST () CSIRT . I S 4E I 7 i .
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5. 3WRIFAR CSIRT AR

NARUERR I EAE CSIRT (i #E, &% TBIBARENE T (FE CSIRT MLINERN “HH
B RIS 2+ BR. Rk, EER LAl DUE 25 & PRS2 ik
%, WA B PR D) F R AT A

51. ff44&ZCSIRT?

CSIRT & 12 1HHE ML M 4% 2 4= N & /N4 (Computer Security Incident Response
Team). CSIRT —iil LEFERM, 2FT CERT #hifit{» (CERT/CC) £ HVE M 52
R4 K& CERT.

HAr, ULREINE ZFAF M4 S

CERT 8¢ CERT/CC (ITHMLE 225 RN 0
CSIRT (IHEENLIMN 4% 22 4 W SN

IRT RIS S0 37 /)N D

CIRT CUH-S AL B i Z 4 /N2

SERT (224 2 N/

GER T FEGH I T I B B R R R AEAE A28 )\ R AOR I . 12206 HU 35 1k i 44
HBERLE, e G IR E, RS T KRR 1T R4

XIRFM R —ANREEE S RE, AR IRBIEAHRURAIN RGEEHELS IT &
HESFEESHIE. b THEGECERE R, UL —FHZE, Sir s smr 7 ik
BT 2%k, Bk, “HEHEA” dEAR, EEER S TILE (Defence
Advanced Research Projects Agency, DARPA) #3715 —4 CSIRT: iHHHEETFH
S5 BN PR L (CERTICCY), 7T 5% 473 JE ML VL 2% L8 T (15 A e Mg I K22

XA AR AL FR I, 1992 4F, fif 2RSS T B 20E A 70 i B X i X 2% SURFnet
e T BRI —A CSIRT, 44~ SURFnet-CERT?. BfiJ51E 2 X BB M ELH ke, 3
76, HIFE ENISA “WiHl CERT i&EzhiE 5”7 ° b AW S 40 1 Z1BA 28R 1 o

ZAER, CERT MER—m N/INH R L RN 58 38 1 22 A IR S R Ak v, RERS SR AL TiRH 1
R4, . 4@l Bl s, ‘CERT —RIESEREEm 7. T
&, LI THERK, “CSIRT?, BITFEMLIN S 224 B 2N — R Baa T AE . BAE,
PN ARIE (CERT A1 CSIRT) 1B SCAMEH, AAE CSIRT B AR

5.1.1. Ki& “BREXTHR”
MHLERE, (FF CSIRT HkK) B BHisrARE “RESu2” Bt CSIRT KIH
B, — NN “HP” , —dHEPWKA “HPRE” .

2 47 KB B BUR HR M E 245 B, 1517 http://en.wikipedia.org/wiki/Morris_worm
® CERT-CC, http://www.cert.org

* SURFnet-CERT:http://cert.surfnet.nl/

® ENISA i B http://www.enisa.europa.eu/ENISA%20CERT/index.htm
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5.1.2. CSIRT I X

CSIRT &3 IT %4 ARIRBIN, T EMV 55 HUR R F i 22 A A B . gkt
BRI R i ZEAR 55, I SCRFIE A P BB A 1R

T B AR XIS K B 75 e 2 B B 2 B fIS, 240 CSIRT 3 A P B4R S F3 7 it A1 55
55 o ABATIR X8 A (0 B RE A rP ORI A AT S, K 0 Y JRs IR] 14 B ke A 2
R . ZFE, HP AT DRI b T IR 248 S W5 5.2 & “AI AR BLAIAR S5
TH” T AR RS R AL I R 55 -

5.1.3. #ifF CSIRT KjiFkt
PE — 3L T 224 B\ B 45 Bh 4 SRR XU FE T o A B K pE, TRl 4l =
TN L

AIERAT A A B A

RN TR (BEfi i, PoC) ZErh WM IT 24 n) .
B AL K N IT S

M - ] 45 0 Ml R R AT S HRE g B P R A 2 A A R R
FER AR VART, AL BRI o) AR 4R

I i R B 2 A A T R R

SRS Gk T AT A (e .

B CSIRT GBEE 0)

FfEH 2R CSIRT:

YERNSBIR CSIRT ¥ N—ZK 1 200 £ 72 T4 R RN RS . VA L E O IT 58
17, FFER—ANEFINAE B STHH . 1T AT NI EE LR BB A O, NEE
W BRI 28 A4 KA BT RS 2B AT 1T, VA B Mg, @it x AR
ISP Pt B U454 3 LA
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5.1.4. AFEIZRAEIK) CSIRT FiFHA

MO KRR 2
1. FRf#EA 42 CSIRT KHRENS R ML it

>> [N BB E A8, “CSIRT ¥ [ Wh Lo AT 2 it iR 45 2 7

MR CSIRT GRER AN ST —#E) BF, JLREIEAH P2 #E. CSIRT ess et xt
PR B AT MR L <5 (r) LS AR B 2. B H AT OVIE, BATAGYE BUR LS, 1% 5 BRI 4
Ik

SERAGE CSIRT

FE kAT CSIRT
CIP/CIIP 4l CSIRT
B4 CSIRT

W CSIRT

ZE A CSIRT

[E % CSIRT

H/Nl (SME) CSIRT
LR CSIRT

ZARSIH, CSIRT
2RSS, CSIRT NSRRGSR L bR J% HORe il T RE I ER B3t CSIRT
P

P

BRI CSIRT F LR P B R 24 3R 0 T R 224
k4 CSIRT

£E

////////

Pk CSIRT NI F P BHEAER L E CSIRT RS . 5t ISP i s, CSIRT :Z 2k
PR R s RS (PS5 AN, ADSL) HRH B 34t CSIRT AR% -

M EE
k. CSIRT @ % AT 9 P BESR AR 55 o
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CIP/CIIP 4ilg, CSIRT

ZATI ) CSIRT 2Bk X85 B {#$" (Critical Information Protection) fl (5{) J#(s
BAFERE B (Critical Information and Infrastructure protection). 7£Z &M T,
HRL T CSIRT 2 5BUF CIIP I TR &1F. 1% CSIRT Mz —MEFK &R 1T
HIEORYZIE AR IT %4

B
BURF. REEM T ke, AR

BURFSI, CSIRT

UM CSIRT NBURFHLI, (R0 H B2 A RS SS

Vilatid
BURFFIBUR A RHUR . R B Z0E A R CINFEREARIIS . S 28 ), =2, D [ A D
R EARAR ST -

WEB CSIRT
W CSIRT (U EATHFMAMLEEIS . o A 00T & SR TR R . 7
% 5 SLAVRIRAT H0A FL 1 L B0 CSIRT . A T30 36 J 2 AR

JH
TR AN ER S AT &7

ZE B CSIRT

2K CSIRT N ZEFLAGURPARSS, ST ERTAra 0 1T Jeh i .

Viilata

TEHNMI S TR IHIR, [ B R 5 .
EZxX CSIRT

£

////////

PLE K N E S CSIRT — B H AN — NE R ey . EEEELT, BUF
CSIRT [RIAT#EAE E K ) #efh A CAnde[E ) UNIRAS)

M EE

2K CSIRT Ml %A BB, E5 CSIRT —MRAAE B E 515 T [ SN E T .

/Nl (SME) CSIRT
£

--------

B4l CSIRT, JAydilk B #5573 SCa AU - 452 (AR 55 -
Vet

510 7L
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XL CSIRT K REATREZ /Nl 2 A T, BRI S A, dn— AN S H “ IR
MTHE="

HEN P CSIRT
BERI T CSIRT A JCVEN R THE R 0072 S i S Fr . L B bRIE & = T & AL ff v g
. TEBhW IR DL AR IR T e A TR T R

I

77 b T

S5 ESCEZ CSIRT i el — A BIBNATREAR 55 T 2 A48, X0 CRFITTT &)
IR 55 %5t G R L7 SR R 3 AT 2 7 AR R

Bt CSIRT GBEE 1)

=R =

R EL, # CSIRT iHRIME AN ES CSIRT, NITE AR . HAEYH) 1T 5118 7 T3
BEARZSS o (RIS IR AN [R] A S Ab 2 [AT ) 1T 224 AH S S () A B4 (S S B

5.2. CSIRT & LI#HRRS

PATE LRI P B

1. FMEH 4 CSIRT M HAems K 4k
2. Hr B R A S AR 55 2

>> R R A ORI RS AR R 55 .

CSIRT W2 Z R4, HEBHEAILIERA — XA R CSIRT fesft &R . W
o, EFEUMRS RN ERE TR RE. LN, BKEDH CERT/CC KAl
“CSIRT FMt” o5 LT ©.%0 CSIRT RS 1 — AN a1 J Mk ©.

5 CERT/CC CSIRT F-/i} http://www.cert.org/archive/pdf/csirt-handbook.pdf
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o EHRMEE e BEE o  ATHER
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o FHH4AHT o 4N EETAL o A LI
o HEMFmIRIZFE o AN EMYEY
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o IEILWIR NI ==l
o JmiAALEE o AMKHE R KA . N
o IRiSHT o WEHLIMERK BN
o il B o ZEE
o e M S o IFEwE RN
o  HEBEH
LI Yo A

/&# 1 CERTICC /4 CSIRT MR% 47

B iRss (CRRLARFRIE) - w0l 55 M BB e 55 Z AR A XA . EBiiRss & fEidd %
SRR NN S R IR S AR R 2k, i i 52 2R 55 T 5 7 Ak B EE A 59 A3 Rl )
Bk

AN TR R AR 2R A 550k JR Gt Bl AL ST B0 B R 0 A, IR eSO R B AT e Mt
W7, WORE KRR, RR. A KRR DS, AR, et g RGBT At
I R AT BN AN A A5G %7, DAB IR A AR 3t — 2D A 3k O P

ZEMBEREERS N BAA K H RIS, AIE SR S5 RE I8 it .
AR CSIRT 55 HI VR RS 2 DL =%

NP REE P IEF IR SRR B2, BAMES 6.1 & & WS hait—
AR

ZH CSIRT DLkAn “EMES” N, AHM PR il ” JrRft “Fikat
7 o XA RS B SRR S X R AR ST AT RO A I DG, — BN
FAEM “HEME” .

MR —/ NP RN X7, BRI iR R I DRSS, SR EOR IR
fs it
SRR A 8 2 PR AT BRI SO BT A5 Rl AR 55

" CERT/CC #24tf) CSIRT fR% %1% http://www.cert.org/csirts/services.html
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TETF AR BL C & W8 B CSIRT K35 BN i IRt — e iR %5

LR ERNR, ERANBIEHREERY BIRS, WRIIN—% “2e28Hikys” . Ak
PR DL F P R SR O SR R I 5 R DRI B 5 SR T e A5 1

5.3. B EmES

FATEEREET =P

1. BRfRA 42 CSIRT M HAeHs T R IFAL .

2. TR m] W8N AT IR AL AR 55 2

3. CSIRT nJ AH RS X R AR LML A [ AR 55

>> TP RFAIEH M “JE3) CSIRT A Lk MR E? 7

TR REIRAMELEIRS N R, FEH RSB E RS

ffy e 55 F P B E 7 =X

e HIrE S

1] 52 V) Sz ] S St/ H 1R

i€ CSIRT R%

T o L 2R EE 1y

e (s B & EUR

JEFHAEMN G

FIH CSIRT A%
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5.3.1. GHRSNEETHRIE

WRTATIE, TR ST RARE B, [N, EREBER, BEREN TSGR
VA I IR TE o A AN T 2D

EFXfiIX —m) i, SR TR AT RER b H AR BRI 7. TEARSCRY AT e 3
R SWOT ik fl PEST 70 #ridk.

SWOT 4Mrik

SWOT 73 #ridise —Fh o i iR TR, FT-PPAiki 100 H B b sl H A 75 22 a5 T S i 3
(Strength). %5 # (Weaknesses). Fl4> (Opportunities) FlE ) (Threats). iX—J5i%:H
Albert Humphrey FIfH & 500 54l %S H . Albert Humphrey — 205, H
SEAR B TR S R B AR K R O .

K 2 SWOT 44

8 SWOT 3 Wi fE4ESE 1 R L IR hitp://en.wikipedia.org/wiki/SWOT _analysis
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o IARYLA o EMBARMERTT R
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o T LA o [ERAEIR

o IR PEANBE R o HBEWILHLHIBIAR
o HRHIEARLM LR 5 AVATS

o JWIIRIEAES o QWK

o FRERHIER o HORVjH. VFAIL LA
o HEAMHRY o IR

K17 3 Pest HHridz
K PEST S HHi i vELRHE R 7] 7 fn) 4E 5 7 .

X PR HTIER IR S R TR R G H T AT R TERIREE . TR as AR I 9l
FIRREIIAN T, Mt B TG4 CSIRT P iU BE Bl

WIERIE

o3 M A AL A B A B R A ) e VA A B R IE T VA C i 5 R g5 R

w? )

FERTRERS, N e WoR BT . SR, O A SR TS, AR

i A BAE R AR, IXLE WSS RAE T SCE T IR R &

HH CSIRT HiRE —RIIAERE. LT AIELERIE A TN, E5%5E

© PEST /0 Wik e 43t 11 R L AOMRFE:  http://en.wikipedia.org/wiki/PEST analysis
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MEELZER, HSWEE 85 & “nffM) CSIRT LHE” . AN IE 23 &
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HEBENR SN R REAYRAT W, BBy SWOT k& L H W
B PS4t i B O RSF K.

o ERMET
o HURALER AR NSRRI S PR

o
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RISK

Is the vulnarability widely known? No, limited 1 Yes, public 2

Is the vulnarability widely exploited? No 1 Yes 2

Is it easy to exploit the vulnerability? No, hacker 1 Yes, script kiddie 2 11,12 High

Pr ition: default config ion? No. specific 1 Yes, standard 2 8,9,10 Medium
Precondition: physical access required? Yes 1 No 2 6,7 Low
[Precondition: user account required? Yes 1 No 2

Damage

Unauthorized access to data No 0 Yes, read 2 Yes, read + 4 6 t/m 15 High
DoS No 0 Yes, non-critical 1 Yes, critica 5 2tm5 Medium _
[Permissions No 0 Y(ﬁ, user 4 Y(ﬁ, root 6 0,1 Low
OVERALL

Local root exploit (attacker has a user account on the machine)
Denial of Service

Medium Remote user exploit >> Action within a week
Remote unauthorized access to data
Unauthorized obtaining data
Local unauthorized access to data

Low Local unauthorized obtaining user-rights >> Include it in general process
Local user exploit
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FL

R
P58, A E A FE R Z SR E CSIRT MRS X4, ARSI FH ML 5 &
MRS HT G 1T £S5 MBS FiRRIR, 5@ S IE K& IERF CSIRTS,

xS
A FH L0 BE I 3 A P SR AT 7 SRME R Ao VEARAIR S 0 A0 O H A SORY )
Tl MR CSIRT 6 73KT7 % (BExtlk CSIRT HysEBilD Sy i

Incident Categories
All incidents managed by the CSIRT should be classified into one of the categories listed in the table below.

Incident Category Sensitivity* Description

Denial of service S3 « DOS or DDOS attack.

Forensics S1 +» Any forensic work to be done by CSIRT.

Compromised Sl « Attempted or successful destruction, corruption, or disclosure of sensitive corporate information or
Information Intellectual Property.

Compromised Asset S1,82 +» Compromised host (root account, Trojan, rootkit), network device, application, user account. This includes

malware-infected hosts where an attacker is actively controlling the host.

Unlawful activity S1 » Thefi/Fraud / Human Safety / Child Pomn. Computer-related incidents of a criminal nature, likely involving
law enforcement, Global Investigations, or Loss Prevention.

Internal Hacking 51, 82,53 + Reconnaissance or Suspicious activity originating from inside the Company corporate network, excluding
malware.

External Hacking S1,82,83 +» Reconnaissance or Suspicious Activity originating from outside the Company corporate network (partner
network, Internet), excluding malware.

Malware S3 + A virus or worm typically affecting multiple corporate devices. This does not include compromised hosts
that are being actively controlled by an attacker via a backdoor or Trojan. (See Compromised Asset)

Email S3 Spoofed email, SPAM, and other email security-related events.

Consulting Sl1, 82,83 Security consulting unrelated to any confirmed incident.

Policy Violations S1,82,83 Sharing offensive material, sharing/possession of copyright material.

Deliberate violation of Infosec policy.
Inappropriate use of corporate asset such as computer, network, or application.
Unauthorized escalation of privileges or deliberate attempt to subvert access controls.

s s s 8|8 |8

* - Sensitivity will vary depending on circumstances. Guidelines are provided.

B F 15 % (M- FIRST) %

B CHIHT Hi & S 43 T A hitp://www.enisa.europa.eu/ENISA%20CERT/pages/04_02.htm#04

% CSIRT %5432 http://www.first.org/resources/quides/csirt_case_classification.html
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Check ENISA website 2 days| Ved 0BG Fri 0203105
Search dane Ohrs Tue 12009008 Tue 120908 12100

[ Search for pilot customers 10 days Wed 06/09/06 Wed 20/09/06

Wiied 050906 | Wed 20009105

Ak for input sbout the tasks & services 10 days

Accepted piot customers Ohrs| Wed 20009008 | Wed 2009105
Preparation done Ohrs  Thu 021108 Thu 024108
= Implementation phase 89 days Thu 021106 Wed 070307
#nswer business case questions Zdays| Thu02M1/05 | Mon 0EA 105
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Final go from management Ohrs Mon 2701005 Mon 2741105
Hiring new staff 20 days | Mon 27711706 Mon 2502008
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A4 CSIRT EREFHSLIIEN

TRANSITS (£ Terena ¥, http://www.terena.nl)

* Five modules

Organisation

* Independent, but linked
* 12-14 hours work in 2
days
* Practical exercises
include Operation
— Analyse incidents
— Organisational plan
— Incident response plan

Legal

Vulnerabilities

\ /\_/

Technical

CSIRT training course @©TERENA, 2002-6

B PREEESH
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Command masters ‘ “ ‘
(IRC Servers):
Logon to a specmc
Channel // \\

e g. Denlal-of-Serwce Attack (DoS)
\Q\. NA T T

Victim

CSIRT training course ©TERENA, 2002-6

K HAHL: 5 M4 (Botnet) iR

» Replacing binaries is easily detected (tripwire et al).

» A more elegant approach would deliver false data to all
processes -> Modify kernel

fd = open(l..l);

mowvl S0x5,%eax

int 02801 Intercept this
call Ssctl+Xeax Kernel API communication
I

CSIRT training course ©TERENA, 2002-6

|
K H A AL Rootkit (AT

o aail
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Employees?
&

Customers/
Students?

Suppliers ners?

CSIRT training course ©TERENA, 2002-6

* UK Department for Trade & Industry Information Security Breaches survey 2004

KE AR B A NS — #ESZ B R

EST Preferences | Logout|
RACTICAL ™ Logged in as johng

»« B

RTIR for cert.ja.net | ] searchincidents
RT Incident #18: An OpenRelay on 192.168.1.1

RTIR Home

Reply to Reporters | Reply to All | Resolve | Abandon | Comment|

ot e B Incident Reports
Incidents | New | Link |
New Incident pe 8: An OpenRelay on 192.168.1.1 (open ) in 6 days

Search Subject: An OpenRelay on 192.168.1.1
Description: (no value)

Incident #18 Priority: 50

Display Time Worked: 0

Incident Reports Constituency: JANET-CERT
Investigations Function: AbuseDesk
Blocks Classification: Spam

= Investigations |Blocks |
| Launch | Link | | New | Link |
19: An OpenRelay on 192.168.1.1 (open ) in 6 days 20: Block request (pending activation ) 58 sec ago

Split
Merge

VU EERIREERLIEY Created: Fri Jun 20 11:23:40 2003
STERRERRE|  Starts: Fri Jun 20 11:23:40 2003

Display mode: [Brief headers] [

Fri Jun 20 11:23:40 2003 johng - Ticket created

Subject: An OpenRelay on 192.168.1.1 Download (untitled) 143b

Hello]
One of your users has an open relay on machine 192.168.1.1

Please let me know once this matter has been resolved.

CSIRT training course ©TERENA, 2002-6

s/ 4

KB AR FRER: BEXTERAFI N 1 R R ER R 4 (RTIR)
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“4H#E CSIRT” (£ CERT/CC %%, http://www.cert.org)

ENISA Xf CERT #/8/#9 CSIRT HFXEIU T FENTEHRIZ D RFEHT ) 2527 B o /8
B!

Stages of CSIRT Development

Stage 1 Educating the organization

Stage 2  Planning effort

Stage 3 Initial implementation

Stage 4  Operational phase

Stage 5 Peercollaboration— Improvement of the CSIRT

N E
3 Stage 1 Stage 2 Stage 3 Stage 4 | ’.5
I Education Planning Implementation Operation | E
" = _ 7

Improvement

© 2006 Camegie Mellon University

>k H CERT/CC £ Jllif#2: CSIRT I KRB
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Incident Management Best Practice Model

PREPARE

Incident and
Vulnerability Reports
Network Monitoring
lTechnology Watch
and Public Monitoring

General Information Detect Triage Respond
Requests

PROTECT

Basic Implementation Steps

= Gather information. = Identify and procure personnel,

= |dentify the CSIRT constituency. equipment and infrastructure

= Determine the CSIRT mission. resources.

» Secure funding for CSIRT = Develop policies and
operations. procedures.

= Determine CSIRT range and * Train your CSIRT staff and your
levels of service. constituency.

= Determine CSIRT reporting = Announce the CSIRT.
structure, authority and = Communicate your mission and
organizational model. services.

= |dentify interactions with key = Get feedback. 7 4
parts of the constituency. = Review and improff 9§1RT

= Define roles and responsibilities framework. //9
for interactions. /;

= Create a plan, obtain feedback
on the plan.

I

© 2006 Camegie Mellon University

& CERTICC £Ziffe. i CSIRT NLIBAFE H) 18
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Range of CSIRT Services

. . . . Security Quality
Reactive Services ¢ Proactive Services @ Management Services ' o

+Alerts and Warnings O Announcements v'Risk Analysis
+Incident Handling GTechnology Watch /ggsinessRContinuity &
~Incident analysis ) ©Security Audit or Pllasg;ti%r ECOVErY
~Incident response on site Assessments g
—IsTJcplgg?tt response ©Configuration & . v Security ConSL.JIt!ng
TnEident Maintenance of Security v'Awareness Building
—Inci de.” rfesponse Tools, Applications, & S Educati -
coordination Infrastructures ucation/Training
+Vulnerability Handling ©Development of vProduct Evaluation or
~Vulnerability analysis Security Tools Certification

-Vulnerability response

—Vulnerability response @lttsiehiDeteaion

coordination SGrVIc.es
+Artifact Handling Olsrmefgl:mgfi%ﬂated
—Artifact analysis Dissenmination

—Artifact response

—Artifact response
coordination

Service Integration

INPUT CATEGORIZATION HANDLING INTERACTIONS OUTPUT
Hotline - . CSIRTS and Experts [~ - - - -
. - - p Vulnerability <E Vulnerability Reporter '—
- Handling Vendors Training/Workshops.
PRLILIY '
Email - > 0 LA
° £ - o 0

. R i Best Practices

. riage e - 0 !
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I Incident Response Starts Before an
Incident Occurs

Prepare

an incident 1t capability and process
* security awareness training

« incident reporting guidelines and forms

+ notification lists

« expertise matrix and nondisclosures

« incident handling tools

« incident tracking system

« original media and backups

« response policies and procedures

Detect Triage Respond (management, technical and legal)
+ constituency reports « categorize and correlate verify
« public or private mailing lists « prioritize » document
* network monitoring and + assign + contain
intrusion detection * notify
- analyze
+ research
« erradicate and mitigate
« recover
« follow-up
Protect

« internal and external defenses updated based on current threats
* patch, change, and configuration management systems

« infrastructure evaluations

» risk-analysis

* vulnerability scanning

© 2006 Camegie Mellon University

Organizational Models

When designing the vision of your CSIRT, you need to
think about how the CSIRT will operate and interact with
the organization and constituency.

You need to envision a model that can be implemented.

N
——‘—_—’A\

© 2006 Camegie Mellon University

KH CERTICC ZFlliffz: Mzt ZH41 CSIRT?

82



r
& enisa

et Y17 CSIRT (4> 4a/ A A2 A WP2006/5.1 (CERT-D1/D2)

Attack Sophistication versus
Required Intruder Knowledge

automated “stealth"/ advanced
packet spoofing attacks| | scanning techni DDoS Atacks
- home users | | anti-forensic
i GUI intruder tools || . executable code CIED baﬁl targeted ‘ techmqm
attacks (against browsers) remote controllable
Trojans (back orifice)
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4/? |
2000

\ sophisticated
command & control

increase in wide-scale

Internet social
ing attacks

widespread attacks using

automated H techniques to analyse

code for vuls without source || NNTP to distribute attack || Trojan horse distribution
iz widespread widespread atiacks | | email propagation | [ distributed
SesSIOnS | | genial-of-service attacks on DNS i of malicious code attack tools
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