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EXECUTIVE SUMMARY

Subscriber Identity Module (SIM) swapping is a legitimate procedure performed by a customer
to change their SIM card when:

1 the SIM card has been lost, damaged or stolen; or
1 they change to a new device with another SIM card format or
1 they move to another provider i number portability

Attackers abuse the providersd ability to quickly
device containing a different subscriber identity module (SIM). As a result, the attacker takes

over the account and can receive all the SMS and voice calls intended for the legitimate

subscriber. Fraudsters can perform online banking frauds but also circumvent the two-factor
authentication (2FA) used to secure social media and other online accounts.

In this study, we give an overview of how this attack works, list measures that providers
can take to mitigate the attack and make recommendations for policy makers and
authorities in the telecom sector and other sectors.

Since 2017 there have been several media reports about SIM swapping attacks, targeting
people within the cryptocurrency community!-? but also bank accounts 2 and social media and
email accounts®.

To avoid being vulnerable, the subscribers should restrict their personal information exposed on
social media, update passwords regularly, never open messages and attachments from
unknown sources, frequently check their financial statements and avoid associating their phone
number with sensitive online accounts. If possible, other authentication mechanisms available
should be chosen. For more information check ENISA leaflet T How to avoid Mobile SIM
Swapping

Mobile Network Operators (MNOSs), banks and authorities have already been collaborating to
mitigate fraudulent SIM swapping. Banks can use an Application Programming Interface (API)
provided by the MNOs to check whether a SIM swap has been recently performed.

1  MNOs should reinforce fraudulent SIM swapping detection and blocking mechanisms,
by enhancing the internal processes to provide the customer with a preferably
seamless experience.

1  Banking institutions should consistently apply the EU regulations such as the Directive
(EU) 2015/2366 (PSD2), and take advantage of the available technical solutions
provided by the telecommunications operators.

1 Finally, national authorities should encourage and enhance coordination between the
MNOs and the banking sector. Cooperation with Europol and national Computer
Security Incident Response Teams (CSIRTs) and law enforcement agencies should
also be promoted. Basic guidelines could be issued to efficiently direct operators,
banks and the public.

! https://www.zdnet.com/article/wave-of-sim-swapping-attacks-hit-us-cryptocurrency-users/

2 BlockFi discloses failed hack attempt after SIM swapping incident | ZDNet

3 https://www.telegraph.co.uk/news/2019/11/30/bank-customers-lose-91-million-five-years-sim-swap-scams/
4 https://www.nytimes.com/2019/09/05/technology/sim-swap-jack-dorsey-hack.html
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1. INTRODUCTION

1.1 POLICY CONTEXT

Promoting the interests of the citizens and consumers of the European Union constitutes one of
the general objectives set out in Article 3, paragraph 2 of the new EU telecom security
legislation: the European Electronic Communications Code® ( t he O6:EECCO0)

In the context of this Directive, the national regulatory and other competent authorities as well
as BEREC, the Commission and the Member States shall ( € )

(d) promote the interests of the citizens of the Union ( é by maintaining the security of networks
and services, by ensuring a high and common level of protection for end-users through the
necessary sector-specific rules. 6

The EECC contains specific security requirements for electronic communication providers,
including aspects such as the confidentiality of communications. Most of the security
requirements are set out in articles 40 and 41 of the EECC, though its recitals also provide
guidance on these requirements. For example, recital 94 requires implementation of the state-
of-the-art measures to cover aspects such as handling security incidents, compliance
assessments and monitoring.

Furthermore, under the EECC, more communication services are in scope, particularly the so-
called Over-The-Top (OTT) communications services, such as Gmail, WhatsApp, and Skype.
The EECC aims to protect consumers, irrespective of the chosen communication tool, focusing
on the functionality (electronic communication), rather than on the underlying technology or
implementation choices®.

Security of electronic communications networks and services does not only translate to
minimising the risk of service deterioration or outage, but also to protecting individual
customers, for example against fraud, such as SIM swapping attacks.

1.2 SIM SWAPPING ATTACKS

Similarly, to many other attacks against the confidentiality, integrity and authenticity of electronic
communications of individual subscribers, in SIM swappingat t acks, the attackerods
gain control of the targeted subscriber's mobile account in order to perform a range of actions

associated with his mobile number. This type of attack takes advantage of the ability of the

MNO to transfer a mobile telephone number to a different SIM, a procedure referred to as

December 2021

objective

6number portingdé. The attackerds objective is therefore to

by changing the affiliation of that account from the original SIM card to a SIM card under the
attackerd6s control

The attacker typically begins a SIM swapping attack by gathering personal details about the

targeted subscriber, for example through social engineering, phishing, malware, exploiting

information from data breaches or doing research on social media. Once the attacker has

obtained enough details to impersonate the targeted subscriber, he may be able to convince the

MNO to port the subscriber's mobile numbertoanew SIMcardunder t he attackeroés

5 Directive (EU) 2018/1972 of the European Parliament and of the Council of 11 December 2018 establishing the European Electronic
Communications Code, OJ L 321, 17.12.2018, p. 36
6 See, for example, rec. 95

control
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Should this initial part of the attack be successful, thegenui ne subscri Hoseg 6s SI M card wil/l
connection to the network. This will enable the attacker to receive all the SMS and voice traffic

intended for the targeted subscriber, such as one-time passwords (OTPs) sent by text or

telephone calls, for example to log into online banking.

The subscriber may discover he has become victim of a fraudulent SIM swap once he is unable
to place or receive calls and SMS, or access his email or social media accounts.

Law enforcement agencies, MNOs, financial institutions and academia have been working on
addressing the problem of fraudulent SIM swapping, including launching awareness campaigns.

1.3 TARGET AUDIENCE
This paper strives to provide guidance to national authorities supervising the implementation of Article 40 of the
EECC. It may also be useful for experts working in the EU telecom sector.

1.4 PREPARATION OF THIS REPORT
The study presented in the report is using a three-tiered methodology consisting of:

9 desktop research taking stock of relevant literature on the topic.

91 online surveys disseminated to EU MNOs and national competent authorities, which
was answered by 48 MNOs from 22 different countries and by 14 national competent
authorities.

1 11 targeted interviews: 8 interviews with MNOs, 2 with Europol and GSMA experts and
1 with a national security authority representative.

The information derived from the first two steps of the process was used in order to prepare and
further customize the subsequent step. The information collected was analysed, and
consolidated in order to provide tangible results in line with the purpose of this study. The report
was validated with the survey participants and the members of the European Competent
Authorities for Secure Electronic Communications Group (ECASEC EG).

Figure: Methodology of the study

Deskto Online survey Interviews Analysis of Report
researc results Validation by
stakeholders
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2. SIM SWAPPING i A
LEGITIMATE CUSTOMER
REQUEST

In order to provide an overview of the SIM swapping process, we begin by briefly describing its
key component: the SIM or the embedded subscriber identity module (eSIM).

The SIM is an application hosted on a piece of hardware called the universal integrated circuit

card (UICC), which contains a chip. The SIM contains an identity that unambiguously identifies

a subscriber within an MNOO&6s net wsedwenadidaly term 6SI M cardd i ¢
referring to the UlI CC. Therefore, for simplicity, we will u:
throughout this report.

The eSIM is the embedded form of the SIM, meaning the eSIM does not exist physically on a
device butisvirtua. The eSI M i s hosted on an 6éembedded Universal I nt eg
(eUICC).

SIM swapping is a legitimate procedure performed by a subscriber to change his SIM cards, for
example when:

1 the SIM card has been lost, damaged or stolen; or

91 the subscriber changes to a new device with another SIM card format.

In order to perform the SIM swap, MNOs commonly follow two processes:

T subscribers go to an MNO&6s retail store or to an aut omat
cards; or
9  subscribers use a remote process,such as an MNOO&6s mobicare application, sel f

portal or a phone call to a customer care service.

Figure 1: How a SIM Swapping attack is performed

Collect victim’s Carry out the fraudulent Exploit the swapped SIM
personal data SIM swap
Via phishing, data breaches, In-store, contacting company's The fraudster receives calls or
social media searches, representative over the phone messages addressed to the
malware or online through the provider's legitimate user to make bank
app or portal transactions and accessing

email accounts, sites and
social media
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2.1 SIM SWAP INITIATION
Almost all of the MNOs interviewed have an in-store process for the SIM swap (98% of the

respondents). The majority of them also have a remote process in place (79% of the respondents):

Figure 2: SIM swapping initiation process

50 98%

40 79%

30

20

10

In-store Remotely (e.g. application, selfcare portal,
customer service representative by phone)

Whichever process is pursued, customer authentication constitutes its key component. It can be
done either physically (in-store) or remotely.

In-store subscriber authentication mostly relies on an ID check, while in case of remote
authentication MNOs use several mechanisms’, including:

f
f

personal information (e.g. postal address, email address, date and place of birth);

account information (e.g. last digits of payment card or international bank account
number, activation date, last payment date and amount);

device information (e.g. International Mobile Equipment Identity - IMEI, Integrated
Circuit Card Identifier-ICCID);

usage information (e.g. recently called or texted Mobile Station International Subscriber
Directory Number (MSISDN));

secret information (e.g. personal identification number (PIN) or password, answers to
security questions);

a 6possessi onMSOTPRRemainxXTP);( e. g. S

any application following Directive (EU) 2015/2366 (the revised payment services
directive (PSD2)), such as Mobile Connect;

biometrics; or
call-back procedures.

Most MNOs indicated using personal information to authenticate subscribers over the phone, with
the next-largest numbers using account information and secret information.

7 Subscriber authentication method could also depend on the reason for the SIM swap. For example, number portability
procedure usually has defined checks. Furthermore, a SIM swap request following a device theft may have different
security controls in place than those used for a SIM swap request when needing a different SIM card formats.

December 2021
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Figure 3: Information used by the mobile network operators to authenticate the customers
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B Personal information (e.g. street address, email address, date of birth, place of birth)

B Account information (e.g. last digits of payment card number or IBAN, activation date, last payment
date and amount)

B Device information (e.g. IMEI, ICCID)

B Usage information (e.g. recent numbers called or texted)

B Knowledge (PIN or password, answers to security guestions)
Possession (SMS OTP, email OTP)
"Mobile Connect" or any other application following PSD2
No Answer

2.2 SIM SWAP FINALISATION
The O6physical 6 f i nakplogedihsewcralwpysiocess can be
Y in-store finalisation:

o the customer is requested to go to the MNO6s retail
physical SIM card or a quick response (QR) code to activate the eSIM;

o alternatively, the customer may be requested to go to an automatic machine
distributing SIM cards.

1 postal service finalisation: either the physical SIM card or the QR code to activate the
eSIM is delivered to the declared customerodés postal addi

In cases of eSIMs, followingia 5hbéshbltb@ehestaléhel S1 M swap reques:Ht
swap is usually finalised remotely by sending a QR code by ¢

old device.

The subscriber scans the QR code with the new device, which supports the eSIM technology.

This QR code containsther el evant i nformation to connect to the MNOO6s nef
subscription manager data preparation+ address i SM i DP+ address) and will download the

customerds profile to the new device. The subscriber vali dat
new device.

The subscriber scans the QR code with the new device, which supports the eSIM technology.

This QR code contains the relevant infor-DRtion to connect t ¢
address i Subscription Manager-Data Preparation+) and will downloadthec ust omer 6 s profil e to

the new device. The subscriber validates the activation of the eSIM on the new device.
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Alternatively, activation of the eSIM could be requested of
phone.

Figure 4: eSIM generic activation process
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Source: https://www.gsma.com/esim/wp-content/uploads/2018/12/esim-whitepaper.pdf
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3. SIM SWAPPING ATTACKS
IN EUROPE

In order to create an overview of the attack methods and possible mitigation measures, the Numbers of
survey disseminated to the MNOs included questions regarding:
Y a garding fraudulent SIM

swaps vary

9 statistics on SIM-swapping attacks (i.e. volumes and trends); )
f  processes used by the MNOs to swap customer SIMs; across countries
1 the services affected in the event of a SIM swap fraud; and MNOs
1 the perception of the SIM-swapping risk and some mitigations already put in place by

the MNOs;

communication with the customers and the relevant national authorities.

48 MNOs from 22 countries across Europe responded to the online survey. Almost half of the
MNOs surveyed (48%) did not face any SIM swapping incidents in the 12 months prior to the
survey.

Figure 5: MNOs and countries represented in the online survey
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Figure 6: Number of MNOs and volume of SIM swapping incidents
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Furthermore, as depicted in Figure 7, the number of SIM swapping incidents varies substantially
across European countries. Based on our survey, in some countries (France, Switzerland, the
United Kingdom), over 50 fraudulent SIM swapping incidents were reported per MNO, whereas

in other countries MNOs have not reported SIM swapping frauds at all (Austria, Croatia, Cyprus,
Luxemburg, Romania, Slovakia, Slovenia). It should be noted, however, that the number of
fraudulenSIM swappingcasesmay be corr el at esthmerlmaset he MNOOG s

Figure 6: Distribution of the fraudulent SIM swapping incident volume per country/mobile
network operator
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How to read Figure 6: The vertical axis shows the number of MNOs that took part in the online survey, while the horizontal
lists the countries. In Italy, for instance, four MNOs responded to the survey. Among those four, one did not face any
fraudulent SIM swapping incidents (green bar), while two faced between 11 and 30 incidents (red bar) and one faced more
than 50 (yellow bar).

More than half of the MNOs (56 %) reported that the numbers of SIM-swapping frauds are
stable, that is, not increasing or decreasing:

Figure 7: Distribution of fraudulent SIM swapping incidents trends per mobile network operator
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We can note, however, a positive correlation between the use of eSIMs by MNOs and the
number of reported SIM-swapping incidents. For example, six MNOs with eSIM services
reported more than 50 SIM-swapping incidents during the previous year, whereas MNOs that do
not have eSIMs deployed reported a limited number of fraudulent SIM-swapping cases.

Figure 8: Correlation between eSIM use and the volume of SIM swapping frauds

Incidents where eSIM is supported

Incidents where eSIM is not supported

As noted in the interviews, in France, before it applied strict mitigation solutions, 61 7 % of eSIM
swap attempts were fraudulent. It should be stressed, however, that the growth in fraudulent
eSIM swaps is not due to a lack of security of the eSIM technology, but one reason behind
these figures could be that the eSIM swap processes employed by some MNOs are still
relatively new.

As shown in Figure 10, the majority of MNOs perceive the level of SIM-swapping fraud risk as low.

Figure 9: SIM swapping risk assessment
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