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EXECUTIVE SUMMARY

Cloud computing is a new way of delivering

computing resouces, not anew technology The key conclusion of this paper is that the
Computing services ranging from data Of 2dzRQa S <odleAadYiaxibility age T
storage and processing to software, such as both a friend and a foe from a security point
email handling, are now available instantly, ~of view. The massive concentrations of
commitmentfree and ondemand.Since we resources and data present a more attractive
are in a time of beltightening, thisnew target to attackers, but clouebased defences
economic model for@mputing has found can be more robust, scalable and cest

fertile ground and is seeing massive global effective. Thigpaper allows an informed
AyoSaildyYSyido | OO2 NI Ay assessment of the security risks and benefits
worldwide forecast focloudservices in 2009  of using cloud computing providing security
will be in the order of $17.4bl). The guidance for potential and existing users of
estimation for 2013amountsto $44.2bn, cloud computing.

with the European maet ranging from
eEPTMY AY Hnanny B ecInnp¥Y AY HAMO

¢tKS (1Se O2yOfdzaArzy 2F GKAA LI LISNI A& GKFG GKS Of
and a foe from a security point of view. The massive concentrations of resources and data present a
more attracive target to attackers, but cloudased defences can be more robust, scalable and cost
effective. This paper allows an informed assessment of the security risks and benefits of using cloud
computing- providing security guidance for potential and existirsgrs of cloud computing.

The security assessment is based on threeazs® scenarios: 1) SMigration to cloud computing
services, 2) the impact afoud computingn service resilience, 8joud computingn e-Government
(e.g., eHealth).

The new econmic model has also driven technical change in terms of:

Scale commoditisation and the drive towards economic efficiehayeled to massive concentrations
of the hardware resources required to provide services. This encourages economies ofacalle
the kinds of resources required to provide computing services.

Architecture: optimal resource use demands computing resources thatadogtracted fromunderlying
hardware. Wrelatedcustomerswvho share hardwareand softwareresourcegely on logical isotéon
mechanisms to protect their datao@puting content storage and processing are massively
distributed. Global markets for commoditiefemandedge distribution networks where content is
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delivered and received as close to customers a

possible This temlency towards global Nevertheless, both governments and SMEs

distribution and redundancy means resources  face the reality that many of their

are usually managed in bulk, both physically employees will be using cloubased

and logically. services whether or not this is part of their
official policy.

Given the reduced cost and flexibility it brings,

a migration to cloud computing is compelling for many SNHesvever, the surveyndertaken as part
of this report(seeSurvey- An SMBPerspectiveon Cloud Computingonfirmsthat majorconcerns for
SMESs migrating to the cloudcludethe cmnfidentiality of their information andiability for incidents
involving the infrastructure

Governments are also interested in the possibility of using cloud computing to reduce IT costs and

increase capabilities. For example, the US government GSArgE8ervices Administration) now

offers a portal for cloud computing servic@). Governments too, have serious hurdles to overceme

Ay GSN¥Xa 2F Lzt A0 LISNOSLIGAZ2Y 2F GKS aS0Odz2NB LINROS
computing infrastructees. On top of this, there are also legal and regulatory obstacles which prevent

many eGovernment applications from moving to clodévertheless, both governments and SMEs

face the reality that many of their employees will be using clbaded services vdther or not this is

part of their official policy.

Forcloud computingo reach the full potential promised by the technologymust offer solid

information security. This paper explains, based on concrete scenarios, what cloud computing means
for network and information security, data protection and privacy. We look at the security benefits of
cloud computing and its risks. We cover the technical, policy and legal implications. Most importantly,
we make concrete recommendations how to address the sks and maximise the benefits.

Finally, it is important to note thatloud computingan refer to several different service types,

including Application/Software as a Service (SaaS), Platform as a Service (PaaS), and Infrastructure as a
Service (laaS). Thisksand benefits associated with each model will differ and so will the key
considerations in contracting for this type of service. The following sections attempt to make the
distinction when the risks or benefits apply differently to different clouddels.

TOP RECOMMENDATIONS

ASSURANCE FOR CLOUBTOMERS
Cloud customers need assurance that providersfaltewing sound security practices in mitigatitinge
risks facing both the customer and the provider (e0DoSattackg. They need this in order tmake


http://www.enisa.europa.eu/act/rm/files/deliverables/cloud-computing-sme-survey/
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sound business decisions and to maintain or obtain security certificaonearly symptom of this
needfor assurancés that manycloud providers are swamped with requests for audits.

C2NJ GKA& NBIFazys 6S KI @S SEnhdabBns asé Randardyistof 2 F (G KS
questions which can be used to provide or obtain assurance
Documents based on the chelikt should provide a mearier customergo:

1. assesshe risk ofadopting cloud services

2. comparedifferent cloud providerofferings

3. obtainassurance fronselectedcloud providers

4. reducethe assurance burden on cloud providers.
The security cheekst covers all aspects of security requirements including legal issues, physical
security, policy issues and technical issues.

LEGAL RECOMMIBATIONS

Mostlegal issues involved in cloud computing wilirentlybe resolved during contra@valuation (ie
whenmaking comparisonietween different providers) onegotiations.The more common case in
cloud computing will beelecting between diffemt contracts on offer in the market (contract
evaluation) as opposed to contractgotiations However, opportunities may exist for prospective
customers of cloud services to choose providers whose contracts are negotiable

Unlike traditionalinternet senices, standard contract clauses may deserve additional review because

of the nature of cloud computing. The parties to a contract should pay particular attention to their

rights and obligations related to notifications of breaches in security, tlatesfers, creation of

derivative works, change of control, and access to data by law enforcement entities. Because the cloud
can beused to outsource critical internal infrastructure, and the interruption of that infrastructure

may have wide ranging effects, tparties should carefully consider whether standard limitations

liability adequately represent allocations of liabijigiven the partieQuse of the cloud, or

responsibilities for infrastructure.

Until legal precedent and regulations address secuadtycerns specific to cloud computing, customers
and cloud providers alike should look to the terms of their contract to effectively address security risks.

LEGAL RECOMMENDATIONS THEEUROPEANCOMMISSION
We recommend that the European Commission stodglarify the following:

9 certain issues related to the Data Protection Directive and the recommendations of the
Article 29 Data Protection Working Party;

1 cloud providers obligation to notify their customers of data security breaches;
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1 how the liability eemptions for intermediaries arising from the eCommerce Directive
articles 1215 apply to cloud providers;.

1 how best to support the minimum data protection standards and privacy certification
schemes common across all the member States.

RESEARCH RECOMMENEDNS

We recommend priority areas of research in order to improve the security of cloud computing
technologies. The following are the categories we have considered with a few examples of specific
areas from the full list:

BUILDING TRUST IN TEEOUD

9 Effects of different formsof breach reporting on security
1 Endto-end data confidetiality in the cloud and beyond
1 Higher assurance cloudgrtual private clouds etc

DATA PROTECTION INR@E SCALE CREGBGANIZATIONAL SYBEE

i Forensicand evidence gatheringnechanisms.
1 Incident handlig - monitoring and traceability
1 Internationaldifferences in relevant regulations including data protection and privacy

LARGE SCALE COMPUBYBTEMS ENGINEERING

1 Resourcesolation mechanismsdata, processing, memory, logs etc
1 Interoperability between cloud providers
1 Resilience of cloud computing. How can cloud improve resilignce

TOP SECURITY BENEFITS

SECURITY AND THE BENB OF SCALEt

simply, all kinds of security measures are Therefore the same amount of ingément in

cheaper when implementedn alarger scale.  gecyrity buys better protection. This includes
Therefore the same amount of investmentin )| kinds of defensive measures such as

security buys better protectiorThis includes filtering, patch management, hardening of

all kinds of defensive measures such as virtual machine instances and hypervisors,
filtering, patch management, hardening of etc. Other benefits of scale includeultiple
virtual machine instances and hypervis@&.  |ocations, edge networks @tent delivered or
Other benefits of scale includeultiple processed closer to its destination), timelines

locations edge networks (content delivered or - of ragponse, to incidents, threat management
processed closer to its destinatiom)neliness
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of responseto incidents, hreatmanagement
SECURITY AS A MARKBFFERENTIATOR
securityis a priority concern for many cloud
customers; many of therwill make buying
choices on the basis of the reputation for
confidentiality, integrity and resilience of, and
the security services offered by, a provider.
This is a strong driver for cloud providers to
improve security practices.

Benefits of resource concentratiodlthough
the concentration of resources undoubtedly
has disadvantages for security [see

Risk$, it has the obvious advantage of
cheaper physical perimiterisation and physice
access control (per unit resource) and the
easier and cheaper application of many
security-related processes.

STANDARDISED INTERESEOR MANAGED
SECURITY SERVIdagecloud providers can offer a standardised, open interfacenémaged security
servicesproviders. This creates a more opand readily availablmarket for security services

RAPID SMART SCALING OF @BRCEShe ability of the cloud provideto dynamically reallocate
resources for filtering, traffic shaping, authentication, encryptietc, to defensive measures (e.g.,
against DDoS attackisas obvious advantages for resilience.

AUDIT AND EVIDENGRATHERINGloud computing (when using virtualisatiorgan provide dedicated,
pay-per-use forensic images of virtual machines which are accessible without taking infrastructure off
line, leading to less dowtime for forensic analysi$t can also provide more cosffectivestorage for

logs allowing more comprehensive logging without compromising performance.

MORE TIMEL¥EFFECTIVE AND EAENJ1 UPDATES AND DBEEASdefaultvirtual machine images and
software modules used by customers can be-paedened and updated witthe latest patches and
security settings according to firaned processes; laaS cloud service APIs also allow snapshots of
virtual infrastructure to be taken regularly and compared with a baselipelates can be rolled out
many times more rapidly acrosshomogenous platform than in traditional cliebased systems that
rely on the patching model.

BENEFITS OF RESOUROECENTRATIOAIthough the concentration of resources undoubtedly has
disadvantages for security [s&8sk$ it has the obvious advange of cheaper physical

perimiterisation and physical access control (per unit resource) and the easier and cheaper application
of many securityrelated processes.
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TOP SECURITY RISKS
The most important classes olbudspecificrisksidentified in this papeare:
LOSS OF GOVERNAN@HUSIng cloud

infrastructures, the client necessarily cedes  |solation failure:multi-tenancy and shared
control to theCloud ProviderGPH on a number  resources are defining characteristics of clou

of issues which may affect securifpt the computing. This risk category covers the
same time SLAs may not offer a commitment failure of mechanisms separating storage,
to provide such services on thempaf the memory, routing and even reputation

cloud provider, thus leamg a gap in security between different tenants (eg, scalled
defences. guesthopping attacks). Howeveit should be

considered that attacks on resource isolation
LOCKIN: thereis Currently little on offer in the mechanisms (eg,_ against hypervisors) are st

way of tools, procedures or standard data less numerous and much more difficult for an|
formats or services interfaces that could attacker to put in practice compared to
guarantee data, application and service attacks on traditional OSs.

portability. This can make it difficult for the
customer to migrate from one provider to

another or migrate data and services back to ahause IT environmenthis introduces a
dependencyon a particular CPRor service provisionespecially if data portability, aBe most
fundamental aspect, is not enabled

ISOLATION FAILURBuUlti-tenancy and shared resources are defining characteristics of cloud
computing.This risk category covers the failure of mechanisms separating storage, memory, routing
and even reputatio between different tenantsg.g.,so-called gueshoppingattacky. Howeverit

should be considered that attacks o#source isolation mechanisms..,.against hypervisors) are still
less numerousind much more difficulfor an attacketto put in practce compared to attacken

traditional OSs.

COMPLIANCE RISKBvestmentin achieving certificatiofe.g.,industry standard or regulatory
requirement9 may be put at risk by migration to the cloud:
9 if the CP cannot provide evidence of their own complianita the relevant requirements
9 if the CP does not permit audit by tloéoud customerCQ.
In certain cases, it also means that usirgualiccloud infrastructure implieghat certain kind of
compliance cannot be achievé¢el.g.,PCl DS&)).

MANAGEMENINTERFACE COMPROMISEtomermanagement interfacesf a public cloud provider
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are accessible through the Internet and mediate accedartger sets of resourcdshan traditional
hosting providersand therefore pose an increased rigispecially whenambined with remote access
and web browser vulnerabilities.

DATA PROTECTIO8loud computingroses several data protection risks for cloud customers and
providers. In some cases, it may be difficult for the cloud customer (in itesad@ta controllérto
effectively check the data handling practices of éheud providerand thus to be sure that the data is
handled in a lawful way. This problem is exacerbatezhsesof multiple transfers of data, e.g.,
between federatedtlouds On the other hand, someaoud providergdo provide information on their
data handling practices. Some also offer certification summaries on their data processing and data
security activities and the data controls they have in placg, SAS70 certification.

INSECURE OR INCOMFEBDATA DELETIOMhena request to delete a cloud resource is made with
most operating systems, this may not result in true wiping of the dadaquate or timely data
deletion mayalsobe impossiblgor undesirable from a customer perspecijyeither because extra
copies of data are stored bare not available, or becaugée disk to be destroyedlso stores data
from other clientsIn the case of multipléenanciesandthe reuse of hardware resources, this
represents a higher risk to the customer thaith dedicated hardware.

MALIcIous INSIDERhile usually less likely, the damage which may be caused by malicious insiders is
often far greater. Cloud architectures necessitate certain roles which are extremelyiskgEkxamples
include CP system adnistrators and managed security service providers

NB: therisks listed above dnot follow a specific order of criticalityhey are just ten of the most
important cloud computing specific risks identified during the assessment.idkseaf using cloud
computing should be compared to the risks of staying with traditional solutions, such as désisegp
models. To facilitate thisn the main documentve have included estimates of relative risks
compared with a typical traditional environment.

Pleaseote that it is often possibleandin some caseadvisablefor the cloud customer to transfer
risk to the cloud providethowever not all risks can be transferréfia risk leads to the failure of a
business, serious damage to reputation or legal imgibos it is hard or impossible for any other
party to compensate for this damagéltimately, you can outsource responsibility but you can't
outsource accountability.
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TARGET AUDIENCE

The intendedaudiencesof this report are:

1 businesdeaders of Small and
Medium EntrepricesSME3}in
particular,to facilitate their
evaluaton and mitigation ofthe risks
associated wittadoptingcloud
computingtechnologies

1 Europearpolicymakersto aid them
in decidngon research policy (to
develm technologies to ntigate
risks;

1 Europearpolicymakersto assist
themin decidingon appropriate

Cloud computings an ordemand servie
model for IT provision, often based on
virtualization and distributed computing

technologies. Cloud computing architectures

have:
9 highly abstracted resources

near instant scalability and flexibility

1

1 nearinstantaneous provisioning

9 shared resources (hdware,
database, memory, etc)

f WaSNBAOS 2y RSYlyY
@2dz 32Q

WLl e | a
I programmatic management (eg,
through WS API).

(0]

policy and economic incentives, legislative measures, awareaésng initiativesetc, vis-a-

vis cloudcomputing technologies;

1 individualsor citizensto enable thento evaluate thecosis andbenefits of using the

consumer version adheseapplications

(Q.OUD COMPUTINGNORKING DEFINITION

This is the working definition of cloud computing we are using for the purposes of this Ktisdyot
intended asyet another definitive definition. Sources for odefinition can be reviewed 4b6), (6) and
(54).

Cloud computings an ondemand service model for IT provisjariten based on virtualization and
distributed computing technologies. Cloud computing aeattures have:

1 highlyabstracted resources

nearinstantaneous provisioning

WerviceorRS Yl Y RQZ

= = =4 -4 -

nearinstant scalability and flexibility

sharedresources (hardware, database, memory, etc)

dza dz £ f e

GAGK | WLI & |

programmatic nanagement (e.g., through WS API

a

ez2dz 320Q
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There arethree categories of cloud computing:

1 Software as a service (Saa®®)software offered by a third party provider, available on
demand, usually via thimternet configurable remotelyExamples include online word
processing and spreadsheet tools, CRM services and web content delivery s3aiesforce
CRM, Google Docs, &tc

9 Platform as a service (Paa%Jlowscustomers to develop new applications using APls
deployed and configurable remotelyhe platforms offerd include development tools,
configuration management, and deployment platforreBxamples ar&licrosoft Azure, Force
and Google App engine.

1 Infrastructure as service (laajrovidesvirtual machines and other abstracted hardware and
operating systems whitmay be controlled through a service API. Examples include Amazon
EC2 and S3, Terremark Enterprise Cloud, Windows Live Skydrive and Rackspace Cloud.

Clouds may also be divided into:
1 public: available publiclyany organisation may subscribe

9 private: senices built according to cloud computing principles, but accessible only within a
private network

9 partner: cloud services offered by a provider to a limited and sefined number of parties.

In general, the commaodity, cost, liability and assurance ofddawary according to the following
figure:
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FIGURHE: FEATURES OF PUBRRRTNER AND PRI¥AJLOUDS

QURVEY OF EXISTING R¥O

In compiling this report, we surveyed existing work on cloud security risks and their mitigation,
includng Security Guidance for Critical Areas of Focus in Cloud Comfttitag security Alliance (§5
Cloud Cube Model: Selecting Cloud Formations for Secure Collab@rationo Forum (3% and
Assessing the Security Risks of Cloud Comp@argner (57) in order to understand where to focus
its results for maximum added value.
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1. SECURITY BENEFITSODBUD COMPUTING

It is hardly necessary to repeat the many rain
forest) ¢ dfNdatérial which has been
written on the economic, technical and
architecturd and ecological benefits of cloud
computing. Howeverin the direct experience
of the membersof our expert group, as well as
FOO2NRAY3 (2 NBOSyid ySéa FNRBY G(G(KS WNBIf ¢g2NIRQX I
must be balanced by a riew of its specifisecurity benefitsCloud computing has significant potential

to improve security and resiliencé/hatfollows is adescriptionof the key ways in which it can

contribute.

Put simply, all kinds of security measures are
cheaper when implemented on a larger scale
Therefore the sam@amount of investment in
security buys better protection.

SECURITY AND THE BENB OF SCALE

Put simply, all kinds of secity measures are cheaper when implementaa alarger scaleTherefore

the same amount of investment in security buys better protectibiis includes all kinds of defensive
measures such ditering, patch management, hardening of virtual machine instsnand

hypervisors, human resources and their management and vetting, hardware and software redundancy,
strong authentication, efficient rokased access control and federated identity management

solutions by default, which also improves the network ef§eaf collaboration among various partners
involved in defenseOther benefits of scale include:

1 Multiple locations:mostcloud providers have the economic resources to replicate content in
multiple locations by default. This increageslundancy and indeendencefrom failure and
provides a level of disaster recovery enftthe-box

1 Edge networksstorage processing and delivery closer to the network edgganservice
reliability and quality is increased overall and local network problems are lesstdikedye
global sideeffects.

1 Improved timeliness of responsdargerto incidents: well-run largerscale systems, for
example due to early detection of new malware deployments, can develop more effective and
efficient incidentresponse capabilities.

1 Threat managementcloudproviders can also afford to hire specialists in dealing with specific
security threats, while smaller companies can only afford a small number of generalists.

SECURITY AS A MARKHFFERENTIATOR
Security is a priority concern for magloud customerssgethe survey:An SME perspective on Cloud
Computing ¢ customers will make buying choices on the basis of the reputation for confidentiality
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integrity and resilience, and the security services offered by a provider, more so than in traditional
environments. This is a strong driver for cloud providers to improve their security practices and
compete on security.

STANDARDISED INTERESGOR MAAGED SECURITY SERSIC
Large cloud providers can offer a
standardised, open interface tmanaged
security servicedS3 providers offering
services to all its customers. This potentially
creates a more opeand readily available
market for security servaswhere customers
can switch providers more easily amith
lower setup costs

The ability to dynamically scale defensive
resources on demand has obvious advantage
for resilience. Furthermore, the more all kinds
of individual resources can be scaled in a
granular way, withou scaling all of the
system resources, the cheaper it is to respon
to sudden (noAmalicious) peaks in demand.

RAPID SMART SCALING OF RHRCES

The list of cloud resources which can be rapidly scaled on demand already inelgdssorage, CPU
time, memory, web service requestsawirtual machine instanceand the level of granular control
over resource consumption is increasing as technologies mature.

A cloud provider has the potential to dynamically reallocate resources for filtering, traffic shaping,
encryption etc, in orderto increase support for defensive measuregy(,against DDoS attacks) when
an attack is likely or it is taking place. When #iidity for dynamic resource reallocation is combined
with appropriate resource optimisation methods, the cloud provider magble to limit the effect
that some attackgould have on the availability of resourdésat legitimately hosted services use, as
well aslimit the effectof increasing the use of resources by the security defence to combat such
attacks. Achieving this geiires however that the provider implements adequate coordination of
autonomics for security defence and for resource management and optimisation.

The ability to dynamically scale defensive resources on demand has obvious advantages for resilience.
Furtheemore, the more all kinds of individual resources can be scaled in a granular way, without scaling
all of the system resources, the cheajtes to respondo sudden (noamalidous) peaks in demand

AUDIT AND EVIDENCEATHERING

laaS offerings support ettemand cloning of virtual machines. In the event of a suspected security
breach, the customer can take an image of a live virtual macharevirtual components thereof for
offline forensic analysis, leading to less deativne for analysis. With storagen tap, multiple clones

can be created and analysis activities parallelised to reduce investigation time. This improves the ex
post analysis of security incidents and increases the probability of tracking attackers and patching
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weaknesses. However, it dopeesume the customer has access to trained forensic expatiliis
not a standard cloud service as of writing).

It can also provide more cosffective storage
for logs thusallowing more comprehensive
logging without compromising performance.
Pay as/ou go cloud storage brings
transparency to your audit storage costs and
makes adjusting to meet future audit log
requirements easier. This makes the process of identifying security incidents as they happen more
efficient (7).

Updates can be rolled out many times more
rapidly across a homogenous platform than ir
traditional client-based systems that rely on
the patchino model.

MORE TIMELY AND EFFIE AID EFFICIENT UPDARR® DEFAULTS

Virtual machine images and software modules used by customers cprelf@rdened andipdated
with the latest patches and security settingscording to finguned processes; moreovegaS cloud
service APIs also allowagrshots of virtual infrastructure to be taken regularly and compared with a
baseline €.g.,to ensure software firewall rules have not changé®)) Updates can be rolled out many
times more rapidly across a homogenous platform than in traditional ebased systems that rely on
the patching modelFinally in Paa&hd SaaS models the applications are more likely to have been
hardened to run outside the enterprise environment, which makes them likely to be more portable
and robustthan the equivalent entarise software (where it existsyhey are also more likely to be
regularly updated and patched in a centralized fashion minimizing the window of vulnerability

AUDIT ANCSL/A FORCE BETTER RIBKAGEMENT

The need to quantify penalties for various riskre@os in SLAs and the possible impact of security
breaches on reputation (see Securitynaarketdifferentiator) motivate more rigorous internal audit

and risk assessment procedures than would otherwise be exist. The frequent audits imposed on CPs
tend to expose risks which would not otherwise have been discovered, having therefore the same
positive effect.

BENEFITS OF RESOUROECENTRATION

Althoughthe concentrationof resources ndoubtedly has disadvantagés security (see
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Risk}it has the obvious advantage of cheamdrysicalperimiterisation and physical access control
(perunit resourcg andthe easierand cheapeapplication of a comprehensive security polayd
control over data management, patch management, incideahagementandmaintenance
processesThe extent to which those savings are passed on to customers will obviously vary.
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2. RISK ASSESSMENT

USECASE SCENARIOS

For the purposes of thigsk assessment of cloud computingg analyzed three usease scenarios
1 An SME perspective on Cloud Computing
1 The Impact of Cloud Computing on serviesilience
1 Cloud Computing and eGovernment (eHegjth

For the sake dbrevity we decided to publish the complete version of the SMEcase scenari(see
ANNEX)land a summary of theesilienceand eHealtlrscenariogseeANNEX )]

This selection was based on the rationale that

in Europe the cloud market is foreseen to have For the purposes of this risk assessment of
a great impact on newusinesss and star cloud computing, we analyzed three usmase
ups, as well asn the way current business scenarios:

models will evolve. Since EU industry is mainl 1 An SME perspective on Cloud
composed by SMES89% of companies Computing

according to EU source@®)) it makes sense to 1 The Impact of Cloud Computing on
focus on SMEs. Nevertheless, we have includ service resilience

several risks and recommendatiowkich 1 Cloud Computing and eGovernment
apply specifically to governments and larger (eHealth).

enterprises.

The SME scenario is based on the results of the survey: An SME perspective on Cloud Computing|(see
here), and it is NOT meant to be a road map for companies considering, planning or running cloud
computing projects and investments.

A mediumsized company was used as a-gsse to guarantee to the assessment a high enough level
of IT, legal and busass complexity. The aim was to expose all possible information security risks.
Some of those risks are specific to medisired businessgsthers are general risks that micoo
smallenterprisesare also likely to face when migrating to a cloud compytipproach.

The scenario was NOT intended to be completely realistic for any single cloud client or provider but all
elements of the scenario are likely to occur in many organisations in the near future.


http://www.enisa.europa.eu/act/rm/files/deliverables/cloud-computing-sme-survey/
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RISK ASSESSMENT PREXCE

The level of risks estimaed on the basis dhe likelihood of an incident scenario, mapped against the
estimated negativémpact. The likelihood of an incident scenario is given by a threat exploiting
vulnerability with a given likelihood.

The likelihood of each incident scenaasind the business impact was determined in consultation with
the expert group contributing to this report, drawing on their collective experience. In cases where it
was judged not possible to provide a well founded estimation of the likelihoath o€curence, the

value is N/A. In many cases the estimafdikelihooddepends heavily on the cloud model or
architecture under consideration.

The following shows the risk level as a functiothefbusiness impacind likelihood of thencident
scenario. The multing risk is measured on a scale of 0 to 8 that can be evaluated against risk
acceptance criteria. This risk scale could also be mapped to a simple overall risk rating:

T Lowrisk: e2
T Medium Risk: &

1 High Risk6-8

Likelihood of VeryLow Low Medium High Very High

incident (Very (Unlikely)  (Possible) (Likely)  (Frequent)

. Unlikely)
scenario

Very Low
Low 1 2
Medium 2 3
Business High 3 4
Impact Very High 4 S

We have based the estimation of risk levetsl SGIEC 27005:2008L0).
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3. Risks

to the descriptionsof riskbelow: to overall business opportunity and appetite
§ Risk should always be understood in for risk ¢ §omet|mes risk is compensated by
opportunity.

relation to overall business opportunity
and appetitefor risk¢ sometimes risk is
compensated by opportuty.

91 Cloudservices are not only about convenient storagecesible by multiple devicesbut
include important benefits such as more convenient communication and instant-paiitt
collaboration. Therefore, a comparative analys&ds tocomparenot only the risks of storing
data in different places (opremisesv the cloud) but also the risks when premisesdata
stored onpremises ¢ e.g. a spreadsheetis emailed to other persons for their contributiogns
againstthe security issues of a spreadshsétred in the cloud and open to collaboration
between those persond.herefore the risks of using cloud computing should be compared to
the risks of staying with traditional solutiorsuch as desktopased models

1 The level of risk will in many casesyaignificantly with the type of cloud architecture being
considered.

1 Itispossiblefor the cloud customer to transfer risk to the cloud provided the risks should
be considered against the cost benefit receifiemn the servicesHowevernot all riskscan be
transferred if a risk leads to the failure of a business, serious damage to reputation or legal
implications it is hard or impossible for any other party to compensate for this damage.

1 The risk analysis in this paper applies to cloud technologpes not apply to any specific
cloud computing offering or company. This paper is not meant to replace a psgectfic
organisational risk assessment.

perspectiveof the cloud customer. should be compared to the risks of staying
Where the cloud proder point of with traditional solutions, suchas desktop
view is considered, this is explicitly based models.

stated
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The following table shows the distribution of the risk probabilities and impacts
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FIGURR: RISK DISTRIBUTION
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The risks identified in the assessment are classifigmthree categories:

IMPACT
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Each risk is presented tableswhich include:
1 probabilitylevel However not all risks can be transferred: if a

risk leads to the failure of a business, serious
o damage to reputation or legal implications, it
T referenceto vulnerabilities is hard or impossible for any other party to

91 referenceto the affected assets compensate for this damage.

1 impactlevel

1 levelof risk

Furthermore where meaningfylwe have added a comparative probability and impact cell to compare
cloud computing risks and risks in standard IT approacidéshave not included comparative risk
since it is assumed that all the risks selected are higher

POLICY AND ORGANIZANALRISKS

R.1LOCKIN
Probability HIGH Comparative: Higher
Impact MEDIUM Comparative: Equal
Vulnerabilities V13 Lack of standard technologies and solutions

V46 Poor provider selection
V47 Lack of supplier redundancy
V31 Lack of completeness and transparency in terms of use

Affected assets ALl Company reputation

Ab. Personakensitive data

A6. Personablata

A7. Personablata- critical

A9. Servicaleliveryc real time services
A10 Servicedelivery

Risk HIGH

Thereis currently little on offer in the way of tools, procedures or standard data formats or services
interfaces that could guarantee data and service portabffyhough some initiatives do exist, .9.
see.(58)). This makes it extremely difficult facustomer to migrate fom one provider to another, or

to migrate data and servicde or from an inhouse IT environmen&urthermore, toud provides may

have an incentive to prevent (directly or indirectly) the portability of their customers services and data
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Thispotential dependencyfor service provision on a particular GRepending on the CP's
commitments,mayleadto a catastrophic business failusbouldthe cloud provider gdankrupt (see
R.5) andhe content and application migration path to another provider is toatlgaginancially or
time-wise)or insufficientwarningis given(no early warning).

The acquisition of thelgud provider(R.6)can also have a similar effestnce it increases the
likelihood of sudden changes in provider policy and-bording agreemets such aserms of use

(ToU.

It is important to understand thahe extent and nature of locin varies according to the cloud type:

SaaS ockin

1 Customer data is typically storedartustom database schema designed by the SaaS provider.
Most SaaS pragers offer API calls to read (and therébys E )JafsdFecdrds. However, if the
provider does not offer a readymade da&S E Lidguthid, e customer will need to develop a
program to extract their data and write it to file ready for import to anotipeovider. It should
be noted that there are few formal agreements on the structure of business records (e.g., a
customer record at one SaaS provider may have different fields than at another provider),
although there are common underlying file formats foe export and import of data, e.g.,
XML. The new provider can normally help with this work at a negotiated cost. However, if the
data is to be brought back4mouse, the customer will need to write import routines that take
care of any required data mapm unless the CP offers such a routine. As customers will
evaluate this aspect before making important migration decisions, it is in thetéong
business interest dEP40 make data portability as easy, complete and esfétctive as
possible

T Applicaton lockin is the most obvious form of loék (although it is not specific to cloud
services). SaasS providers typically develop a custom application tailored to the needs of their
target market. SaaS customers with a large dxese can incur very higlwitching costs when
migrating to another SaaS provider as the @rs@gr experience is impacted (e.g.straining is
necessary). Where the customer has developed programs to interact with the providers API
directly (e.qg., for integration with other appéitons), these will also need to be waritten to
take into account the neyroviderQAPI.

Paa3_ockin

PaasS locin occurs at both the API layer (jatform specific API calls) and at the component level. For
example, the PaasS provider may offer ahhcefficient baclend data store. Not only must the

customer develop code using the custom APIs offered by the provider, but they must also code data
access routines in a way that is compatible with the ba data store. This code will not necessarily
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be portable across PaaS providers, even if a

seemingly compatible APl is offere the data | ysing claid infrastructures, the client
access modeahay bedifferent (e.g., relational v necessarily cedes control to the CP on a
hashing). number of issues which may affect security.
1 PaaS locin at the API layer happens as For example ToUs may prohibit port scans,
different providers offer different APIS.  yyinerability assessment and penetration
I PaaS lockn happers at the runtime testing. Moreover, there may be conflicts
layer as¥a 0 | yfuRtimbiSra2 often between custome hardening procedures and
heavily customised to operate safely in  the cloud environment (see R 2@n the
a cloud environment. For example other hand, SLAs may not offer a commitmer
Java runtime may haw¢ R I y" 3 &aMN&R 19 provide such services on the part of the
removed or modified for security cloud provider, thus leaving a gap in security
reasons. The onus is on the customers' defenses.
developers 6 understand and take into
account these differences. Moreover the cloud provider may outsource
1 PaaS also suffers from data ldokin or subcontract services to thirgparties
the same way as in Sadft in this case (unknown providers) which may not offer the
the onus is completely on the customer Same guarantees (such as to provide the
to create compatible export routines. service in a lawful way) as issued by the clou
provider. Or the control of the cloud provider
laaSLockin changes, so the terms and conditisrof their
laas lockn varies dependig on the specific services may also change.

infrastructure services consumed. For example

a customer using cloud storage will not be
impacted by norcompatible virtual machine formats.

1

| 2YY2Y
d0SYyIl NA2zZ

laaS computing providers typically offer hypervisor based virtual machines. Software and VM
metadata is bundled together for portability typically just within theLIN2 @ XIBuf.NXD &
Migrating between providers is netnivial until open standardsuch aOVH11), are adopted.

laaS storage provider offerings vary from simplistic key/value basedsttats to policy

enhanced file based stores. Feature sets can vary significantly, hence so do storage semantics.
However application level dependence on specific policy features (e.g., access controls) may
fAYAOD GKS OdzaG2YSNXQNa OK2A0S 2F LINRPJDARSND
Data log-in is the obvious concern with laaS storage services. As cloud customers push more
data to cloud storage, data lodhk increasesinless the CP provides for data portability

€
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timeframe, somecustomerswill never be able to retrieve their data and applications.

R.2LOSS OF GOVERNANCE

Probability

VERY HIGH Comparative: Higher

Impact

VERY HIGH gplends on Comparative: Equal
organization)
(laaS VERY HIGH, SaasS Low)

Vulnerabilities

V34 Unclear roles and responsibilities

V35 Poor enforcement of role definitions

V21 Synchronizing responsibilities or contractual obligations external
cloud

V23 SLA clauses with conflicting promisedlifferent stakeholders

V25 Audit or certification not available to customers

V22 Crosscloud applications creatingidden dependency

V13 Lack of standard technologies and solutions

V29 Storage of data in multiple jurisdictions and lack of transparency
aboutTHIS

V14 No source escrow agreement

V16 No control onvulnerabilityassessment process

V26 Certification schemes n@adapted to cloud infrastructures
V30 Lack of information on jurisdictions

V31 Lack of completeness and transparency in terms of use
V44 Unclear asset ownership

Affected assets

ALl Company reputation

A2 Customer trust

A3. Employee loyalty and experience
A5. Personakensitive data

A6. Personalata

A7. Personabata- critical

A9. Servicadeliveryc real time services
A1Q Servicedelivery

Risk

HIGH
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In using cloud infrastructures, the client necessarilyesecbntrol to the CP on a number of issues
which may affect securitf-or example ToUs may prohibit port scandnerability assessmeiind
penetration testingMoreover, there may be

conflictsbetween customer hardening Certain organisations migrating to the cloud
procedures andhe cloud environmet (see R , . .
have made considerable investments in

20).0n the other hand, SLAs may not offer a o . _ .
commitment to provide such services on the achieving certification either for competitive
part of the cloud provider, thus leaving a gap i advantage or to meet industry standards or
security defenses. regulatory requirements (eg, PCI DSS).
Moreover thecloud providemay outsourceor
sub-contract services to thirgharties (unkiown
providers) which may not offer the same guarantegschas to provide the service mlawful way)as
issued by thesloud provider Or the control of thecloud providerchangessothe terms and conditions
of their services may also change.

The los ofgovernance and control could have a poterifjial S@SNBE A YLI Ol 2y GKS 2NBI
strategy and therefore on the capacity to meet its mission and goals. The loss of control and

governance could lead to the impossibilitfycomplyingwith the securityrequirements alackof

confidentiality, integrity and availability of datanda deterioration of performance and quality of

service not to mention the introduction of compliance challenges (Be8.

R.3COMPLIANCE CHALLENGES

Probability VERY HIGtHdepends on PCI, SO) Comparative: Higher
Impact HIGH Comparative: Equal
Vulnerabilities V25 Audit or certification not available to customers

V13 Lack of standard technologies and solutions
V29 Storage of data in multiple jurisdictions and lack of transparency
aboutTHIS

V26 Certification schemes n@adapted to cloud infrastructures
V30 Lack of information on jurisdictions

V31 Lack of completeness and transparency in terms of use

Affected assets A2Q Certification

Risk HIGH
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Certain organisations migrating to the cloud have made considerable investments in achieving
certification either for competitive advantage or to meatustrystandard or regulatory
requirements €.9.,PCIDS$ This investment may be put at risk by a migration to the cloud:

1 ifthe CP cannot provide evidence of
their own compliance to the relevant
requirements

Resouce sharing means that malicious
activities carried out by one tenant may affec

the reputation of another tenant.
9 if the CP does not permit audit by the

CC

In certain cases, it also means that usirgualiccloud infrastructure implieghat certainkindsof

compliance cannot be achieved and hence cloud hosted services cannot be used for services that need
them. For exampleEC2 says customers would be hardssed to achieve PCI compliance on their
platform. So EC2 hosted services cannot be used to handle credit card transactions.

R.4LOSS OF BUSINESS REZPWON DUE TO EENANT ACTIVITIES

Probability LOW
Impact HIGH
Vulnerabilities V6. Lack of resource isolation

V7. Lack of reputational isolation
V5. HYPERVISORJUNERABILITIES

Affected assets ALl Company reputation

Ab5. Personakensitive data

A6. Personalata

A7. Personalata - critical

A9. Servicadeliveryc real time services
A10 Servicedelivery

Risk MEDIUM

Resource sharing means that malicious activities carried out by one tenant may affect the reputation
of another tenant. For example, spamming, port scannintheserving of malicious content from
cloud infrastructure can lead to:
1 arange of IP addresses being blocked, including the attacker and other innocent tenants of an
infrastructure
9 confiscation of resources due to neighbour activities (neighbour subpoénaed
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The impact can be deterioration in service delivengldata loss, as well ggoblemsfor the
2 NBH | y A fepuiatior y Q a

R.5QLOUD SERVICE TERMINGW OR FAILURE

Probability N/A
Impact VERY HIGH Comparative: Higher
Vulnerabilities V46 Poor provider selection

V47, Lack of supplier redundancy
V31 Lack of completeness and transparency in terms of use

Affected assets ALl Company reputation

A2 Customer trust

A3. Employee loyalty and experience
A9. Servicaleliveryc real time services
A1Q Servicedelivery

Risk MEDIUM

Asin any new IT marketompetitive pressureaninadequate business strategy, lack of financial
support, et could lead some providers o out of business or at least to force them to restructure
their senice portfoliooffering.In other wordsit is possible that in the shodr medium term some
cloud computing services could be terminated.

The impact of this threat for the cloud customer is easily understandainiee it could lead to a loss
or deterioraion of service delivery performancand quality of serviceas well as loss of investment.

Furthermore failures in the services outsourced to t#may have a significant impact on theud

O dza G 2 abiftyNidrdeet its duties and obligations t@ibwn customers. Theustomer of the cloud
providermay thus be exposed to contractual and tortuous liability to its customers based on its
LINE @ néykybidoes Failures by tldoud providemay also result in liability by the customer to its
employees.

R.6Q.OUD PROVIDER ACQUISN

Probability N/A
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Impact MEDIUM Comparative: Higher

Vulnerabilities V31 Lack of completeness and transparency in terms of use
Affected assts ALl Company reputation

A2 Customer trust

A3. Employee loyalty and experience
Ad4. Intellectualproperty

Ab5. Personakensitive data

A6. Personatlata

A7. Personabata- critical

A8 HR data

A9. Servicadeliveryc real time services
A1Q Servicedelivery

Risk MEDIUM

Acquisition of the loud provider could increase the likelihood aktrategic shift and may put nen
binding agreements at rigle.g., software interfaces, securityvestmens, non-contractualsecurity
controls) THscould meke it impossibléo comply with the security requirement$he final impact
could be damaging for crucial assatsizOK | aY { K &putathd dustoinéror piafiedt yfuSta
andemployee loyalty and experience

R.7SUPPLY CHAIN FAILURE

Probability LOW Comparative: Higher
Impact MEDIUM Comparative: Higher
Vulnerabilities V31 Lack of completeness and transparency in terms of use

V22 Crosscloud applications creatinigidden dependency
V46 Poor provider selection

V47 Lack of supplier redundancy

Affected assets ALl Company reputation

A2 Customer trust

Ab5. Personakensitive data

A6. Personabata

A7. Personabata- critical

A9. Servicadeliveryc real time services

A10 Servicedelivery
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Risk MEDIUM

A cloud computing provider can outsource certapecialised tasks of itd LINE R d4@it th thiyt Q
parties. In such a situation the level of secudfythe cloud provider magepend on the level of
security of each one of the linked the level of dependency of the cloud provider on the third party
Any interruption or corruption in the chain ax

lack of coordinatiorof responsibilitiedetween  |n such a situation the level of security of the

all the partiesnvolvedcan lead to: cloud provider may depend on the level of
unavailability of servicesoss of data security of each one of the links and the level|
confidentiality, integrity and availability, of dependency of the cloud provider on the

economic and reputational losselsie to failure  third party.
to meet customer demandviolation of SLA,
cascading service failuretc.

An important example here is where a critical dependency exists on a third party-siggten or

identity management service. In this case, an interruption &thiil KA NR LJ- NJié &aSNIAOS 21
connection to the service or a weakness in their security procedures may compromise the availability

or confidentiality of a cloud customer or indeed the entire cloud offering.

In general alack of transparency in theontract can be a problem for the whole system. If a provider
does not declare whicbore ITservices are outsourcedt is not realistic that providers should list the
contractors since these may change frequentlye customer is not in a position tagperly evaluate
the riskhe is facingThis lack of transparency could decrease the level of inubke provider.

TECHNICAL RISKS

R.8RESOURCE EXHAUST(ONDER OR OVER PRGNNBNQ

Probability A. Inability to provide additional | Comparative: N/A
capacity to a customer:
MEDIUM
B. Inability to provide current Comparative: Higher

agreed capacity level: LOW

Impact A. Inability to provide additional | Comparative: N/A
capacity to a customer:
LOW/MEDIUM (e.gat Christmas)
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B. Inability to provide current Comparative: Same
ageed capacity level: HIGH
Vulnerabilities V15 Inacurate modelling of resource usage

V27 Inadequate resource provisioning and investments in infrastructy
V28 No policies for resource capping

V47 Lack of supplier redundancy

Affected assets ALl Company reputation

A2 Customer trust

A10 Servicedelivery

A1l Access control / authentication / authorizatigroot/admin v
others)

Risk MEDIUM

Cloud services are etremandsenices[seeCloud computing working definitior}. Therdore there isa

level of calculated risk in allocating all the resources of a cloud service, because resources are allocated
according to statistical projecti@lnaccurate modelling of resources usag®mmon resources

allocation algorithms are vulnerable to distortions of fairnessinadequateresource provisioning
andinadequateinvestments in infrastructure can leaiilom the CPperspectiveto:

1 Serviceunavailability failure in certain highly specific application scenarios which use a
particular resource very intensively (€PU/Memory intensive number crunching or
simulation €g.forecasting stock prices

1 Access control compromiseitt some cases ihay be possible to force a system4ail2 LIS y Q
in the event of resource exhaustigfiRef: CWE400: Uncontrolled Resource Consumption
Resource Exhaustiqa?2)];

1 Economic and reputational lossekie to failure to meet customer demand

1 The opposite conspiences of inaccuratestimation of resourc@eeds could lead to:

1 Infrastructureoversizegexcessive provisioning leading to economic losses and loss of
profitability.

From thecloud customeperspective, goor providerselection andack of supplier redadancycould
leadto:
1 Serviceunavailability: failuren the delivery (odegradingperformance) of services both real
time and notin real time
1 Accesgontrol system compromisedput the confidentialityand Integrity of dataat risk
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1 Economic and ragtational lossesdue to failure to meet customer demandolation of SLA,
cascading service failuretc.
Note: this risk could be also a consequence (

a DDOS attacisee R. 15and of misbehaving Therefpre there is a level of calculated I’ISk. in
applications due to poor application allocating all the resources of a cloud service

compartmentalizaibn in some cloud because resources are allocated according tc

LINEOARSNEO a8aisSyao statistical projections.

R.9ISOLATION FAILURE

Probability LOW (Private Cloud) Comparative: Higher

MEDIUM (Public Cloud)

Impact VERY HIGH Comparative: Higher

Vulnerabilities V5. Hypervisor ulnerabilities

V6. Lack of resource isolation

V7. Lack of reputational isolation

V17 Possibilitythat internal (cloud) network probingill occur
V18 Possibilitythat co-residence checkwill be performed

Affected assets ALl Company reputation

A2 Customer trust

AbL. Personakensitive data

A6. Personalata

A7. Personabata - critical

A9. Servicadeliveryc real time services
A10 Servicedelivery

Risk HIGH

Multi-tenancy and shared resources are two of tefining characteristics of cloudmputing

environmens. Computing capacity, storagandnetwork are shared between multiple users.

This class of risks includes the failure of mechanisms separating storage, memory, emdirgen

reputation between different tenants of the shared inftaucture €.g.,so-called gueshopping

FddrO01az {v][ AyeSOlazy GGl O14a SELR A Aayidsiderdz A LX S
channel attacks).

Note that the likelihoodprobability)of this
incident scenario depends dhe cloudmodel
consdered it is likely tobe lowfor private

This class of risks includesetffailure of
mechanisms separating storage, memaory,
routing, and even reputation between
different tenants of the shared infrastructure
(eg, sacalled guesthopping attacks, SQL
AyeSOlazy GGl O01a SE
data stored in the same tableand side
channel attacks).
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clouds and higher (medium) in the casepafblic clouds.
The impactan be aloss of valuable or sensitive data, reputation damage and service interruption for
cloud providers and their clients

R.10Q.0UD PROVIDBRALICIOUS INSIDERBUSE OF HIGH PRBHE ROLES

Probability MEDIUM (Lower than traditional) | Comparative: Lower
Impact VERY HIGH (Higher than Comparative: Higher (aggregate)
traditional) Comparative: Same (for a single
customer)
Vulnerabilities V34 Unclear roles and responsibilities

V35 Poor enforcement of rolalefinitions

V36 Needto-know principle not applied

V1 AAAvulnerabilities

V39 Systenor OS vulnerabilities

V37. Inadequatephyscal security procedures

V10 Impossibility of processingata in encrypted form
V48 Application vulnerabilitiesr poor patch management

Affected assets ALl Company reputation

A2 Customer trust

A3. Employee loyalty and experience
AA4. Intellectualproperty

AbL. Personakensitive data

A6. Personalata

A7. Personabata- critical

A8. HR data

A9. Servicadeliveryc real time services
A10 Servicedelivery

Risk HIGH

The malicious activities of an insider could potentially have an impad¢hemonfidentiality, integrity

and availability o&ll kind of data, IPallkind of services andherefore indirectly onth@ NBHF Yy AT | G A 2y
reputation, customer trust anthe experiences oémployees. This can be considered especially

important in the case of cloud computimiye to the fact thatloudarchitectures necessitate certain

roles which are etremely highrisk. Examples of such roles include CP system administrators and

auditors and managed security service providers dealing with intrusion detection reports and incident
responseAs cloud use increases, employees of cloud providers increabiagbme targets for
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criminal gangs (as has been witnessed in tharfcialservicesindustry with call centre workerd.3),

(14).

R.11 MANAGEMENT INTERFATEMPROMISEMANIPULATIONAVAILABILITY OF INERTRUCTURE

Probability MEDIUM Comparative: Higher
Impact VERY HIGH Comparative: Higher
Vulnerabilities V1 AAAvulnerabilities

V4. Remote access to managementerface

V38 Misconfiguration

V39 Systenmor OS vulnerabilities

V48 Application vulnerabilitiesr poor patch management

Affected assets ALl Company reputation

A2 Customer trust

A5. Personakensitive data

A6. Personalata

A7. Personabata - critical

A9. Servicadeliveryc real time services
A10Q Servicedelivery

Al4 Cloudservice management interface

Risk MEDIUM

The customemanagement interfaces of public cloud providers are Internet accessible and mediate
access to larger sets of resources (than traditional hosting providedtharefore pose an increased

risk especially when combined with remote

access and web browser vulnerabilities. This ~ The customer management interfaces of
includes customer interfaces controlling a public cloud providers are Internet accessible
number of virtual machines anchost and mediate access to larger sets of resource
importantly, CP interfaces controlling the (than traditional hosting providers) and
operation of tre overall cloud system. Of therefore pose an increased risk especially
course this risk may be mitigated by more when combired with remote access and web
investment in security by providers. browser vulnerabilities.
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R.12 INTERCEPTING DATATRANSIT

Probability MEDIUM Comparative: Higher (for a given
piece of data)

Impact HIGH Comparative: Same

Vulnerabilities V1 AAA vulnerabilities

V8 Communication encryption vulnerabilities

V9. Lack of or weak encryption of archives and data in transit
V17 Possibilitythat internal (cloud) network probingill occur
V18 Possibilitythat co-residence checkwill be performed

V31 Lack of completeness and transparency in terms of use
Affected assets ALl Company reputation

A2 Customer trust

Ad4. Intellectualproperty

Ab5. Personakensitive data

A6. Personablata

A7. Personablata- critical

A8 HR data

A23 Backupor archive data

Risk MEDIUM

Cloud computing, being a distriled architectureimplies more data in transit than traditional
infrastructures. For example, data must be transferred in order to synchronise multiple distributed
machine images, images distributed across multiple physical machines, between cloud iofuastru
and remote web clients, etdzurthermore, most use of dateentre hosteding isisimplementedusing

a secure VPiNke connection environment, a practice not always followed in the cloud context.

Sniffing,spoofing, marincthe-middle attacksside chanel and replay attacks should be considered as
possible threat sources.

Moreover, in somecasethe CPdoes notoffer a confidentialityor non-disclosure clauser these
clausesare notsufficient to guarantegespectfor the protection ofthe O dza i 2 S6@elilfgrmation
FYR WKy GKIG 6AtE OANDIA FGS Ay G(KS WOt 2dRQ®
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R.13 DATA LEAKAGE ONAFOWNLOADINTRACLOUD

Probability MEDIUM (N/A)
Impact HIGH
Vulnerabilities V1 AAA vulnerabilities

V8 Communication encryption vulnerabilities

V17 Possibilitythat internal (cloud) network probingill occur
V18 Possibilitythat co-residence checkwill be performed
V10 Impossibility of processing data in encrypted form
V48 Application vulnerabilitiesr poor patch management

Affected assets ALl Company reputation

A2 Customer trust

A3. Employee loyalty and experience
AA4. Intellectualproperty

A5. Personakensitive data

A6. Personalata

A7. Personabata - critical

A8 HR data

Al12 Credentials

A13 User directory (data)

Al4 Cloudservice management interface

Risk MEDIUM

This is the same as the previous risk, but applies to the transfer of data between the cloud provider
and the cloud customer.

R.14 INSECURE OR INEFFEETIELETION OF DATA

Probability MEDIUM Comparative: Higher
Impact Very HIGH Comparative: Higher
Vulnerabilities V20 Sensitive media sanitization

Affected assets Ab. Personakensitive data
A6. Personabata
A7. Personabata- critical
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Al12 Credentials
Risk MEDIUM

Whenevera provideris changedresourca are scaledlown, physical hardwares reallocatedletc,
datamay beavailable beyond the lifetime specified in the sty policy. It may be impossible to carry
out the procedures specified by the security polisince full data deletion is only possible by
destroying a disk which also stores data from

other clientsWhen a request to delete a There are several different scenarios in whick
cloud resource is made, iimay not resultin  a cloud customer's resources may be used b
true wiping of the data (as with most other parties in a malicious way that has an

operating systems). Where true data wiping economic impact.
is required, special procedures must be
followed and this may not be supported by the standard API (orJat all

If effective encryption is used then theveel of risk may be considered to be lower.

R.15 DISTRIBUTED DENIALSERVICEDDOS)

Probability Customer: MEDIUM Comparative: Lower
Provider: LOW Comparative: NA
Impact Customer: HIGH Comparative: Higher
Provider: VERY HIGH Comparative: Lower
Vulnerabilities V38 Misconfiguration

V39 Systenmor OS vulnerabilities

V53 Inadequate or misconfigured filtering resources
Affected assets ALl Company reputation

A2 Customer trust

A9. Servicadeliveryc real time services

A10Q Servicedelivery

Al4 Cloudservice management interface

A16 Network (connectiongetc)

Risk MEDIUM




Cloud Computing

BENEFIT,RISKS AND RECOMMENIDNS FOR INFORMANISECURITY

R.16 ECONOMIC DENIAL OFRSECEEDOS)

*x
x

x

X x
*x

enisa

European Network
and Information
Security Agency

Probability

LOW

Impact

HIGH

Vulnerabilities

V1 AAA vulnerabilities

V2 User provisioning vulnerabilities

V3. User deprovisioning vulnerabilities

V4. Remote access to management interface
V28 No policies for resource capping

Affected assets

ALl Company reputation

A2 Customer trust

A9. Servicaleliveryc real time services
A1Q Servicedelivery

Risk

MEDIUM

There are several different scenarioswhicha cloud custorar's resources may be used by other
parties in a malicious wahat has an economic impact
1 Identity theft: anattacker uses an account and uses the customer's resources for his own gain

or in order to damage the customer economically

1 The CC has not seffective limits on the use of paid resources and experiences unexpected

loadson these resources through no malicious actions.
1 An attacker uses a public channel to use up the customer's metered resotdiocesxample
wherethe customerpays per HTTP regst, a DDoS attack can have this effect.
EDbSdestroys economic resources; the worst case scenaniold be the bankruptcy of the customer
or a serious economic impact. NOTE: the general asset MONEY is not mentioned in the list.

R.17 LOSS OF ENCRYPTIONKE
Probability LOW Comparative: N/A
Impact HIGH Comparative: Higher

Vulnerabilities

V11 Poor key management procedures

V12 Key generation: low entropy for random number generation
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Affected assets Ad4. Intellectualproperty
Ab5. Personakensitive data
A6. Personalata

A7. Personalata- critical
A8 HR data

Al12 Credentials

Risk MEDIUM

This includes disclosure of secret keys (SSL, file encryption, customer privattdjeyspasswords to
malicious parties, the loss or corruption of those keygheir unauhorised use for authentication and
non-repudiation (digital signature).

R.18 UNDERTAKING MALICIOPBOBES OR SCANS
Probability MEDIUM Comparative: Lower
Impact MEDIUM Comparative: Lower
Vulnerabilities V17 Possibilitythat internal (cloud) network probingill occur
V18 Possibilitythat co-residence checkwill be performed
Affected assets ALl Company reputation

A2 Customer trust

A9. Servicadeliveryc real time services
A1Q Servicedelivery

Risk MEDIUM

Malicious probes or scannings well as network mappingre indirect threasto the assetdbeing
consideredTheycan be used to collect information the context of ahacking attempt. A possible
impact couldbe a loss of confidentiality, integrity and availability of service and data.

R.19 COMPROMISE SERVICEGENE
Probability LOW
Impact VERY HIGH
Vulnerabilities V5. Hypervisor ulnerabilities
V6. Lack of resource isolation
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Affected assets A5. Personakensitive data

A6. Personabata

A7. Personalata- critical

A8 HR data

A9. Servicadeliveryc real time services
A1Q Servicedelivery

Risk MEDIUM

Each cloud architecture relies on a highly specialized platforenséhvice engine that sits above the
physical hardware resources and manages customer resources at different levels of abstraction. For
example, in laaS clouds this software component can be the hypervisor. The service engine is
developed and supported kgloud platform vendors and the open source community in some cases. It
can be further customized by the cloud computing providers.

Like any other software layer, the service engine code can have vulnerabilities and is prone to attacks
or unexpected failug. An attacker can

compromise the service engine by hacking it  Cloud providers must set out a clear

from inside a virtual machine (laasS clouds), the segregatbn of responsibilities that articulates

runtime environment (PaaS clouds), the the minimum actions customers must
application pool (SaaS clouds), or through its  yndertake.
APlIs.

Hacking the service engine may be useful to esthpédsolation between different customer
environments (jailbreak) and gain access to the data contained inside them, to monitor and modify the
information inside them in a transparent way (without direct interaction with the application inside

the customerenvironment), or to reduce the resources assigned to theausing a denial of service.

R.20 CONFLICTS BETWEEN TRMER HARDENING PEEDORES AND CLOUD ERONMENT
Probability LOW
Impact MEDIUM
Vulnerabilities V31 Lack of completeness and transparency in terms of use

V23 SLA clauses with conflicting promiseslifferent stakeholders
V34 Unclear roles and responsibilities

Affected assets A4. Intellectualproperty
A5. Personakensitive data
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A6. Personalata
A7. Personalbata- critical
Risk MEDIUM

Cloud providers musetout a clear
segregation of responsibilities that articulates
the minimum actions customers must
undertake.The failure of customers to
properly secure their environments may pose
avulnerability to the cloud platform if the cloud provider has not takhe necessary steps to provide
isolation.Cloud providers should further articulate their isolation mechanisms and provide best
practice guidelines to assist customers to secure their resources.

Customers must realize and assume their
responsibility as failure to do so would place
their data and resources at further risk.

Customers must realize and assume their responsibilifgihge to do so would place their data and
resources at further riskn some cases cloud customers have inappropriately assumed that the cloud
provider was responsible for, amgasconducting, alhctivitiesrequired to ensure security of their

data. This assumption by the customeand/or alack of clear articulation by the cloud provigptaced
unnecessary riskni K S O dza i 21tMsSnaErativeRhaticlbud customers identify their
responsibilities and comply with them.

Cloudproviders,by theirvery nature are tasked with providing a multénant environment, whether

this is via virtualization on a server or the common network shared by the customerselocation

of many customers inevitably causes conflict for the cloud provideus®meNEdmunication

security requirements are likely to be divergent from each other.

Take for examplethe case of two customers on a shared traditional network infrastructifrene
customer wishes the network firewall to block all traffic except$&H, but another customer is

running a web server farm and requires passage of HTTP and HTTPS, who wins? This same type of
issue is raised by customers who have competing and conflicting compliance requirements. This type
of challenge only worsens as thamber of tenants and the disparity of their requirements

increase Therefore, cloud providers must be in a position to deal with these challenges by way of
technology, policy and trapsrency (where appropriate).

LEGAL RISKS

R.21 SUBPOENA AND-BISCOVERY

Probablity HIGH
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Impact

MEDIUM

Vulnerabilities

V6. Lack of resource isolation

V29. Storage of data in multiple jurisdictions and lack of transparency
aboutTHIS

V30Lack of information on jurisdictions

Affected assets

Risk

At the same timeit may become impossible for the agency of a single nation to confist@ié 2 dzR Q

ALl Company reputation

A2 Customer trust

Ab. Personakensitive data

A6. Personallata

A7 Personabata- critical

A9. Servicaleliveryc real time services
A1Q Servicedelivery

. enisa
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In the event othe confiscation of physical hardware as a resulsabpoena by lavenforcement
agencies or civil suifd5), the centralisation of storage as well as shared tenancy of physical hardware
means many more ignts are at risk of the disclosure of their data to unwanted paifiés, (17), (18).

given pending advances around long distance hypervisor migration

R.22 RSK FROM CHANGESJORISDICTION
Probability VERY HIGH
Impact HIGH

Vulnerabilities

V30 Lack of information on jurisdictions
V29 Storage of data in multiple jurisdictions and lack of transparency
aboutTHIS

Affected assets

ALl Company reputation

A2 Customer trust

Ab. Personakensitive data

A6. Personalata

A7. Personablata- critical

A9. Servicadeliveryc real time services

A1Q Servicedelivery
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Customer datanaybe hdd in multiple jurisdictions, some of which may be high risdata centres

are located in highiisk countries, e.gthose. lacking the rule of law and having an unpredictable legal
framework and enforcement, autocratic police stategates that do notespect international
agreementsetc, sites.. scould be raided by local authorities addta or systems subject to enforced
disclosure oseizure. Note thatve are not implyinghere that allsubpoendaw-enforcement measures
are unacceptable, merely # some may be so artiat some legitimate seizures of hardware (which
appear to be rare)may affect more customers than thegetsof a law-enforcement actiordepending
on how the data is store(L9), (20).

R.23 DATA PROTECTION RISKS
Probability HIGH
Impact HIGH
Vulnerabilities V30 Lack of information on jurisdictions

V29 Storage of data in multiple jurisdictions and lack of transparency
about THIghis

Affected assets ALl Company reputation

A2 Customer trust

Ab5. Personakensitive data

A6. Personalata

A7. Personalata- critical

A9. Servicadeliveryc real time services
A10 Servicedelivery

Cloudcomputing poses several data protection risks for cloud customers and providers.

1 It canbedifficult for the cloudcustomer (in itgole of data controlle) to effectively check the
data processing that theloud providercarries out andthus be sure that the dates handled
in a lawful waylt has to be clear that the cloud customeill be the mairpersonresponsible
for the processing of personal datyenwhen such processing is carried out by theud
providerin itsrole of externalprocessorFailure to comply with data protection law may lead
to administrative, civil and adscriminal sanctions, whicharyfrom country to country, for the
data controller. This problem is exacerbatedtime case of multiple transfers of datag.,
between federatedtlouds On the other hand, som&oud providergdo provide information
on thedata processing that they carry out. Some also offer certification summairtegir
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data processing and data security activities and the data controls they have ingigce
SAS70 certificatioproviders

1 There maybe data securityoreacheswvhich arenot notified to thecontroller by thecloud
provider.

1 Thecloudcustomer may lose contraif the data processed by thdoud provider This issués
increasedn the case of multiple transfers of data.(.,between federatedcloud providery.

1 Thecloud povidermay receive data that have not been lawfully collected by its custother (

controller).
R.24 LICENSING RISKS
Probability MEDIUM Comparative: Higher
Impact MEDIUM Comparative: Higher
Vulnerabilities V31 Lack of completeness and transparency in terms of use

Affected assets ALl Company reputation
A9. Servicaleliveryc real time services
A20, Certification

Risk MEDIUM

Licensing conditionsuch as peseat agreementsand online licensing checks may become

unworkable in a cloud environment. For examjilesoftware is charged on a per instance basis every

GAYS | ySg YIFIOKAYS Aa AyaillyiualidiSR KSy (GKS |Of 2dzR
exponentially even though they are using the same number of machine instances for the same

duration. In the casef PaaS and laaS, there is the possibility for creating original work in the cloud

(new applications, softare et). As with all intellectual property, if not protected by the appropriate

contractual clauses (se&NNEX ¢ Cloud omputing ¢ Keylegal issues Intellectual Property), this

original work may be at risk.

RISKSNOT SPECIFIC TO THBUD

In the course of our risk analysis, we identified the following threats which are not specific to cloud
computing, but should neventless be considered carefully whassessing the risk aftypical cloud
based system.

R.25 NETWORK BREAKS

Probability LOW Comparative: Same

Impact VERY HIGH Comparative: Higher
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Vulnerabilities V38 Misconfiguration

V39 Systenor OS vulnerabilities

V6. Lack of resource isolation

V41 Lack of, or a poor and untested, business continuity and disaste
recovery phn

A9. Servicadeliveryc real time services

A1Q Servicedelivery

MEDIUM

Affected assets

Risk

One of highestiskd Potentiallythousandsof customersare affected at the same time

R.26 NETWORK MANAGENT(IE, NETWORK CONGESTIOMIS-CONNECTIONNON-OPTIMAL U$E

MEDIUM

VERY HIGH

V38 Misconfiguration

V39 Systenmor OS vulnerabilities
V6. Lack of resource isolation
V41 Lack of, or a poor and untested, business continuity and disaste
recoveryplAN

ALl Company reputation

A2 Customer trust

A3. Employee loyalty and experience

A9. Servicadeliveryc real time services

A1Q Servicedelivery

Al6Network (connectiongsetc)

Probability
Impact
Vulnerabilities

Comparative: Same
Comparative: Higher

Affected assets

Risk HIGH

R.27 MODIFYING NETWORK FRIC
Probability LOW
Impact HIGH

Vulnerabilities

V2 User provisioning vulnerabilities

V3. User deprovisioning vulnerabilities

V8 Communication encryption vulnerabilities

V16 No control onvulnerabilityassessment process

Affected assets

ALl Company reputation
A2 Customer trust

Ab. Personakensitive data
A6. Personabata

A7. Personabata- critical
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A9. Servicadeliveryc real time services
A1Q Servicedelivery
Risk MEDIUM
R.28 PRIVILEGE ESCALATION
Probability LOW Comparative: Lower
Impact HIGH Comparative: Higher (for cloud
provider)

Vulnerabilities

V1 AAA vulnerabilities

V2 User provisioning vulnerabilities

V3 User deprovisioning vulnerabilities
V5. Hypervisor ulnerabilities

V34 Unclear roles and responsibilities
V35 Poor enforcement of role definitions
V36 Needto-know principle not applied
V38 Misconfiguration

Affected assets

Ab. Personakensitive data
AB. Personabata
A7. Personabata- critical

A8 HR data
A1l Access control / authentication / authorizatigroot/admin v
others)
A13 User directory (data)
Risk MEDIUM
R.29 SOCIAL ENGINEERINGTATKSIE, IMPERSONATION
Probability MEDIUM Comparative: Same
Impact HIGH Comparative: Higher

Vulnerabilities

V32 Lack okecurity awareness

V2 User provisioning vulnerabilities

V6. Lack of resource isolation

V8 Communication encryption vulnerabilities
V37. Inadequatephyscal security procedures

Affected assets

Al Company reputation

A2 Customer trust

A3 Employee loyalty and experience
A4. Intellectualproperty

A5. Personakensitive data
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A6. Personabata
A7. Personabata- critical
A8 HR data
A1l Access control / authentication / authorizatigroot/admin v
others)
Al12 Credentials
Risk MEDIUM
R.30 LOSS OR COMPROMISEGERATIONAL LOGS
Probability LOW Comparative: Lower
Impact MEDIUM Comparative: Same (for customer
Vulnerabilities V52 Lad of policy or poor procedures for logs collection and retentior

V1 AAA vulnerabilities

V2 User provisioning vulnerabilities

V3. User deprovisioning vulnerabilities

V19 Lack of forensic readiness

V39 Systenmor OS vulnerabilities

Affected assets A21 Operationallogs (customerandcloud provider)

Risk MEDIUM

R.31 LOSS OR COMPROMISESBEURITY LOGBANIPULATION OF FONREC INVESTIGATIPDN
Probability LOW Comparative: Lower
Impact MEDIUM ComparativeSame (for customer)
Vulnerabilities V52 Lad of policy or poor procedures for logs collection and retentior

V1 AAA vulnerabilities

V2 User provisioning vulnerabilities
V3. User deprovisioning vulnerabilities
V19 Lack of forensic readiness

V39 Systenor OS vulnerabilities
Affected assets A22 Securitylogs

Risk MEDIUM
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R.32 BACKUPS LOSSTOLEN
Probability LOW Comparative: Lower
Impact HIGH Comparative: Same (for customer

Vulnerabilities

V37. Inadequatephydcal security procedures
V1 AAA vulnerabilities

V2 User provisioning vulnerabilities

V3, User deprovisioning vulnerabilities

Affected assets

ALl Company reputation

A2 Customer trust

Ab. Personakensitive data

A6. Personabata

A7. Personablata- critical

A8 HR data

A9. Servicadeliveryc real time services
A1Q Servicedelivery

A23 Backupor archive data

Risk

MEDIUM

R.33 UNAUTHORIZED ACCESS:"REMISE($NCLUDING PHYSICALGESS TO MACHINE®ANTHER

FACILITIBS

Probability

VERY LOW Comparative: Lower

Impact

HIGH (to have a very high impact| Comparative: Higher

should a target attack (pointing to
a specifianachine, etc) otherwise
the impact should be high.

Vulnerabilities

V37. Inadequatephyscal security procedures

Affected assets

ALl Company reputation
A2. Customer trust

Ab. Personakensitive data
AB6. Personablata

A7. Personabata- critical
A8 HR data

A23 Backupor archive data

Risk

MEDIUM

Since cloud providers concentrate resources in large data cenelsithough the physical perimeter

controls are likely to be stronger, the impact of a breach of those controls is higher.
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R.34 THEFT OF COMPUTER ERMENT

Probabilty VERY LOW Comparative: Lower
Impact HIGH Comparative: Higher
Vulnerabilities V37. Inadequatephydcal security procedures

Affected assets Ab. Personakensitive data

A6. Personabata

A7. Personabata- critical

A8 HR data
Al17. Physical hardware

Risk MEDIUM

R.35 NATURAL DISASTERS

Probability VERY LOW Comparative: Lower

Impact HIGH Comparative: Higher

Vulnerabilities V41 Lack of, or a poor and untested, business continuity and disaste
recovery phn

Affected assets ALl Company reputation

A2 Customer trust

Ab5. Personakensitive data

A6. Personalata

A7. Personalata - critical

A8 HR data

A9. Servicadeliveryc real time services
A1Q Servicedelivery

A23 Backupor archive data

Risk MEDIUM

Generally speaking, the risk from natural disasters is lower compared to traditional infrastructures
because cloud providers offer ntiple redundant sites and network paths by default.
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4. \VJULNERABILITIES

The following list of vulnerabilities it is not exhaustive suhowever, detailed enough for the
purposes of our analysis. It contains both cloggecific and general information seiy
vulnerabilities

V1. AAAVULNERABILITIES

A poor system foauthentication, authorizatiomndaccounting could facilitate unauthorized access to
resources, privileges escalation, impossibiityracking the misuse akEsources and security incidents
in general etc, through:

1 insecurestorage of cloud access credentials by custamer

9 insufficientroles available

1 credentialsstored on a transitory machine
Furthermore the cloud makes password based authentication attatend of fraudster using
Trojan to steal corporate passworisiuch more impactful since corporate applicatioms aow
exposed on thenternet. Thereforegpasswordbased authentication will become insufficient and a
need for strongepr two-factor authentication for accessing cloud resces will be necessary.

V2. USER PROVISIONING WERABILITIES

1 Customer cannot control provisioning process.

1 Identity of customeiis not adequately verified at registration.

1 Delays in synchronisation between cloud system components (time wise and of profile
content) happen.

1 Multiple, unsynchronised copies of identity datee made.

1 Credentialsarevulnerable to interception and replay

V3. USER DEPROVISIONING VULNERRITIES

Deprovisioned credentialare still valid due to time delays in redlut of revocatbn.

V4. REMOTE ACCESS TO MANMENT INTERFACE

Theoretically, thisllowsvulnerabilities in engboint machinego compromise the cloud infrastructure
(single customer or CP) througior exampleweak authentication of responses and requests.
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V5. HYPERVISORWNERABILITIES

Hypervisoayer attacks arevery attractive the hypervisor in fact fully controls the physical resources
and the VMs running on top of it, so any vulnerability in this layer is extremely critical. Exploiting the
hypervisor potentially measexploiting every VM. The first proof of concept of a layebw attack
against a hypervisor was given by King et al in the pé@igrwhere the authors introduce the concept
of avirtual machinebasedRootkit. By then a few vulnerabilitiégd beenidentified in the most

popular hypervisors (e.g22)and(23)) which can be exploited without administrator access rights at
this time, butnone of theirresultshad been urpatchedat the time of writing.

A typical scenario enabled by exploiting a hypeiv2 NDa @dzf y SNI @uedtthliost A a GKS
S a Ol dnJ&x@mple of which W/ f 2 dzRadviENEe(vi@nerability recently discovered and

documentedin reference(24)d ! y 2 (i K S NJ 3KE@IyLIANOTOarhakaokeridaikka OV

usingsome stadard method and them exploiting some hypervisor vulnerabiligjtakes control of

other VMs running on the same hypervisor. For more information, sedengpirical Study into the

Security Exposure to HostsHdstile Virtualized Environmentee (25)

V6. LACK OF RESOURCE ISDON

Resource use by one customer can affect resource use by another customer.

laaS cloud computing infrastructures mostly rely on architectural designs where physical resources are
shared by multiple virtual machines and therefore tipié customers.

Vulnerabilities in the hypervisor security model may lead to unauthorized atzé#ssse shared
resourcesFor examplevirtual machines of Customer 1 and Customer 2 have their virtual hard drives
saved in the same shared LUN (Logical Naimber) inside a SAN. Customer 2 may be able to map the
virtual hard drive of Customer 1 ttsivirtual machine and see and ube data inside it.

Hypervisors used in laaS clouds offer rich APIs that the cloud provider uses to develop a proprietary
management, provisioning and reporting interface that is exposed to its customers. Vulnerabilities in
the hypervisor security model or intf@ Y I y | 3 iStarfaogdmay lead to unauthorized access to
customer information. At the same time a vulnerability laistlevel may allow an attacker to

manipulate the assets inside the cloud facility, provoking denial of see/igeshut down of running

virtual machines), data leakage.g.,the copying and transfer outside the cloud of virtual machines),

data compronise €.9.,replacement of virtual machines with modified copies), or direct financial
damage €.g.,replication and launch of many copies of the virtual machines).

Moreover lack of controls on cloud cartography aneresidence and the cross side channel
vulnerabilities (se€26)) can pose seriaurisks to resources isolatiofor exampleif resource usage is

not independent between Customer 1 and Customer 2, Customer 1 can map Customer 2's resources.
This can be dondor example, byising controlled loakthg of Customer 2's resources while measuring
changes in Customer 1's oyatternsof resource availability.
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Finally, the lack of tools to enforce a term of
service (ToS) or a more specific service level
agreement (SLA3uch agquality of service
(QoS) odistributed resource scheduling (DRS)
products, could allow a customer to
monopolize the use of the cloud facility,
impacting the other customenwith denialof
serviceor poor performance.

In one article, Craig Gentry estimatdisat
performing a web search with encrypted
keywords-- a perfectly reasonable simple
application of this algorithm-- would increase
the amount of computing time by about a
trillion (28). This means that for a long time ta
come, cloud customers doing artyihg other
than storing data in the cloud must trust the

cloud provider
V7. LACK OF REPUTATIONSDLATION P

Activities from one customer imgaon the
reputation of another customer.

V8. COMMUNICATION ENCRYPRN VULNERABILITIES

These vulnerabilities concern thegsibility of reading data in transit vilmr example MITM attacks,
poor authentication, acceptance of saigned certificatesetc.

V9. LACK OF OR WEAK ENERNON OF ARCHIVESANATA IN TRANSIT

Failure to encrypt data in transilata held in archivesind databases, wmounted virtual machine
images, forensic images and data, sensitive logs and other data at rest puts the data dtataks®

the costs of implementing kapanagementY11] and processing costs must be taking account and set
against the business risk introduced.

V10. IMPOSSIBILITY OF PREE3GING DATA IN ENERED FORM

Encrypting dta at rest is not difficult, but despiteecent advances in homomorphéncryption(27),
there is little prospect of any commercial system being able to maintain this encryption during
processing. In one articl8ruce Schneiegstiimates that performing a wesearch with encrypted
keywords-- a perfectly reasonable simple application of this algorithmrould increase the amount of
computing time by about &illion (28). Thismeans that for a long time to come, cloud customers
doing anything other than starg data in the cloud must trust the cloud provider.

V11. POOR KEY MANAGEMENR@®CEDURES

Cloud computing infrastructures require the management and storage of many different kinds pf keys
examples include session keys to protect data in traesif. (SSL kes), file encryption keys, key pairs
identifying cloud providers, key pairs identifying customers, authorisatioernsland revocation
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certificates(29). Because virtual machines do not have a fixed hardware infrastructure and cloud
based content tends tbe geographically distributed, it is more difficult to apply standard controls
such as hardware security module (HSM) storémé&eys on cloud infrastructures. For example:

1 HSMs are by necessity strongly physically protected (from theft, eavesdrop rapeéiiag).

This makes it very difficult for them to be distributed in the multiple locations used in cloud
architectures (e., geographically distributed and highly replicated). Key management
standards such as PKCS#10 and associated standards such#kliP303&o not provide
standardised wrappers for interfacing with distributed systems.

1 Key management interfaces which are accessible via the gotdimet (even if indirectly) are
more vulnerable assecurity is reduceth the communication channel beten the user and
the cloud key storage and the mutual remote authentication mechanisms used.

1 New virtual machines needing to authenticate themselves must be instantiated with some
form of secret. The distribution of such secrets may present problemsatlslity. The rapid
scaling of certification authorities issuing key pairs is easily achieved if resources are
determined in advance, but dynamic, unplanned scaling of hierarchical trust authorities is
difficult to achieve because of the resource overh@adreating new authorities (registration
or certification in authenticating new components and distributing new credentits).

1 Revocation of keys within a distributed architecture is also expensive. Effective revocation
essentially implies that apiphtions check the status of the key (certificate usually) according
to a known time constraint which determines the window of risk. Although distributed
mechanisms exist for achieving this (seg.,(31)and(32)) it is challenging to ensure that
different parts of the cloud receive an equivalent level of service so that they are not
associated with different levels of risk. Centralised solutions such as OCSP are expensive and
do not necessarily reduce the risk unless the CA and the CRL are tightly bound

V12. KEY GENERATIONOW ENTROPY FOR RAMDNUMBER GENERATION

The combination of standard systa@mages virtualisation technologies and a lack of input devices
means that systems have much less entropy than physical ;RE&3loud Computing Secur{t33).

This means that an attacker on one virtual machine may be able to guess encryption keys generated
on other virtual machines because the sources of entropy used to generate random numbers might be
similar. This is not a difficult problem to solve, but i§ihot consideredluringsystem design, it can

have important consequences.

V13. LACK OF STANDARD TEOHOGIES AND SOLUNBD

A lackof standards means that data may Wé&ckedA Yo provider. This is a big riskouldthe
provider cease operation.
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This may inhibit the use of managed security services and external security technologies such as FIM

V14. NO SOURCE ESCROW AENRENT Although many providers allow customers to

i reserve resources in advance, resource
Lack of source escrow means that if a PaaS

SaaS provider goes into bankruptcy, its provisioning algorithms can fail due to:
customers are not protected. inaccurate modelling of resource usage, which
can lead to @erbooking or ovesprovisioning (in
V15. INAGCCURATE MODELLING RESOURCE  turn, leading to wasted resources on the part o
USAGE the cloud provider).

Cloud services are particularly vulnerable to
resource exhaustion because they are provisioned statistically. Although many providers allow
customers to reserve resources in advance, resource provisioning algorithrreslaurefto:

1 inaccuratemodelling of resource usagehichcan lead to overbooking or ow@rovisioning iy
turn, leading to wasted resources on the part of the cloud provid&®ll-knownresource
allocaton algorithms are Token Buck@4), Fair Queuin@35)andClass Based Queui(@p).
These are vulnerable to distortions of fairngs an example, se7).

i failure of resource allocation algorithms due to extraordinary eveatg.(outlying news
events for content delively

9 failure of resource alloation algorithms using job or packet classification because resources
are poorly classified.

9 failuresin overall resource provisioning (as opposed to temporary overloads).

V16. NO CONTROL OWJLNERABILITASSESSMENT PROCESS

Restrictions on port scanning andirerability testing are an important vulnerability which, combined
with a ToU which places responsibility on the customer for securing elements of the infrastristare,
serious security problem.

V17. POSSIBILITYHATINTERNAICLOUD NETWORK PROBINGELL OCUR

Cloud customers can perform port scans and other tests on other customers within the internal
network.

V18. POSSIBILITYHATCO-RESIDENCE CHE®WEL BE PERFORMED

Sidechannel attacks exploitinglack of resource isolation allow attackers to determineckh
resources are shared by which customers.
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V19. LACK OF FORENSIC REVESS

While the cloud has the potential to improve forensic readiness, many providers do not provide
appropriate services and terms of use to enable this. For exar8pkeS providers wilpically not
provide access tthe IP logs of clients accessing content. laaS providers may not provide forensic
services such as recent VM and disk images.

V20. SENSITIVE MEDIA SANAATION

Shared tenancy of physical storage resources means that sensitwendgtleak because data
destruction policies applicable at the endadffecycle may either be impossible to implement
because, for examplenedia cannot be physically destroyed because a disk is still being used by
another tenantor it cannot be locategor no procedure is in place.

V21. SYNCHRONIZING RESP@NISITIES OR CONTRAGL OBLIGATIONS ERNAL TOLOUD

Cloud customers are often unaware of the responsibilities assigned to them within the terms of
service. There is a tendentywardsa misplaced atthution of responsibility for activities such as
archive encryption to the cloud provider even when it is clearly stated in the terms of the contract
between the two parties that no such responsibilitgs been undertaken

V22. CROSSCLOUD APPLICATIONSEATINGIIDDEN DEPENDENCY

Hidden dependencies exist in the services supply chain {mmextracloud dependencies) and the
cloud provider architecture does not support continued operation from the cloud when the third
parties involved, subcontractors or thestomer company, have been separated from the service
provider and vice versa.

V23. SLACLAUSES WITH CONAILNG PROMISERODIFFERENT STAKEHCROE

SLA clauses may albse inconflict with promises made by other clauses or clauses from other
providers.

V24. SLACLAJISES CONTAININEXCESSIVE BUSINEEKR

SLAs may carry too much business risk for a promMjilen the actual risk of technical failures. From
the customer point of view, SLAs mapntainclauses which turn out to be detrimentalor example

in the areaof intellectual property, an SLA might specify that the CRiasgghts to any content
stored on the cloud infrastructure.

V25. AUDIT OR CERTIFICANIROT AVAILABLE TOETOMERS

The CP cannot provide any assurance to the customer via audit certification.



x
f**

. * *
Cloud Computing x enisa

| European Network
and Information

Security Agency

59

BENEFIT,RISKS AND RECOMMENIDNS FOR INFORMANISECURITY

For instance some CP are using open source hypervisoistomised versiongf them .g.,Xen
(38) which have not reached any Common Crité8@) certification, whichisa fundamental
requirement for some organizations.g.,US government agencies).

Please note thatve are not sayinghat there is a direct correlation between certification and
vulnerability level (since wao nothave enough information about therofile protectionandsecurity
target of certified products.

V26. CERTIFICATION SCHEM&ES ADAPTED TO CLOWFRASTRUCTURES

There are notiny cloud-specific control, which means that security vulnerabilities are likely to be
missed.

V27. INADEQUATE RESOUR®BORISIONING AND INSEMENTS IN INFRASTRWRE

Infrastructure investments take time. If ptetive models fail, the cloud provider service can fail for a
long period.

V28. NO POLICIES FOR REROH CAPPING

If there is not a flexible and configurable way for the customer antiiercloud provider to set limits
on resources, this can be problematic whesource use is unpredictable.

V29. STORAGE OF DATA IN MUPLE JURISDICTION® LACK OF TRANSEARRY ABOUT THIS

Mirroring data for delivery by edge networks and redundant storage withouttiesd information
available to the customer of where data isitd introduces a level of vulnerability. Companies may
unknowingly violate regulationgspecially if clear informatiois notprovided about the jurisdiction of
storage.

V30. LACK OF INFORMATIONMQURISDICTIONS

Data may be stored and/or processed in higk jigisdictions where it is vulnerable to confiscation by
forced entry. If this information is not available to the cloud customer, they cannot take steps to avoid
it.

V31. LACK OF COMPLETENRBSI® TRANSPARENCYTIERMS OF USE
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VULNERABILITIES NGPESIFIC TQHE CLOUD

In the course of our risk analysis, we identified the following vulnerabilities which are not specific to
cloud computing butvhichshould neverthelessbe considered carefully wheassessing typical
cloud-based system.

V32. LACK OFECURITBWARENESS

Cloudcustomers are not aware of the risks they could face when migrating into the cloud, particularly
those risks thatire generated from cloud specific threats, lessof control, vendor lockn, exhausted

CP resources, etthislack of awarenescould also affect the cloud provideho maynot be aware of

the actionsthat should be taken to mitigatéheserisks.

V33. LACK OF VETTING PRSSES

Since there may be very high privilege roles within cloud providers, due to theirsealleed,the lack
or inadequate vetting of the risk profile of staff with such roles is an important vulnerability.

V34. UNCLEAR ROLES AND RESSIBILITIES

These vulnerabilities regard theadequateattribution of roles and responsibilities in the cloud
provider organization.

V35. POOR ENFORCEMENT @H.R DEFINITIONS

Within the cloud provider, a failure to segregate roles may lead to excessively privileged roles which
can make extremely large systems vulnerable. For examglsingle person should be given access
privileges to the atire cloud.

V36. NEEDTO-KNOW PRINCIPLE NORRAIED

This is a special case of a vulnerability regarding roles and responsibilities. Parties should not be given
unnecessary access to data. If they are then this constitutes an unnecessary risk.

V37. INADEQUATBPHYSCAL SECURITY PROGEDS

These can include:
1 lackof physical perimeter controls (smart card authentication at eptry
1 lackof electromagnetic shielding for critical assets vulnerable to eavesdropping

V38. MISCONFIGURATION
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This class of vulnabilities include:nadequate application of security baseline and hardening
procedures, human errcand wntrained administrator

V39.
V40.
V41.
V42.
V43.
V44,
V45.

SYSTEMOROSVULNERABILITIES

UNTRUSTED SOFTWARE

LACK OFOR A POOR AND UNTESTBUSINESS CONTINUAND DISASTER RECOYPRN
LACK OFOR INCOMPLETE OR MURATEASSET INVENTORY

LACK OFOR POOR OR INADEQUEAASSET CLASSIFICATION

UNCLEAR ASSET OWNEIRSH

POOR IDENTIFICATI@¥PROJECT REQUIREMENTS

These include a lack of consideration of security and legal complianceammumits, no systems and
applications user involvement, unclear or inadequate business requirements, etc.

V46
V47

V48

. POOR PROVIDER SELBE®ITI
. LACK OF SUPPLIER REDUNCY

. APPLICATION VULNERBEBIESORPOOR PATCH MANAGEMEN

This class ofulnerabilitiesinclude:bugs in the application code, conflicting patching procedures
betweenproviderandcustomet application of untested patchesgulnerabilitiesin browsers, etc

V49
V50
V51
V52

V53

. RESOURCE CONSUMPTMIN.NERABILITIES

. BREACH ONDABY PROVIDER

. LABILITY FROM DATA®SS(CP)

. LAOK OF POLICY OR PORPROCEDURES FOR LOGSLECTION AND RETEN

. INADEQUATE OR MISCOGBRED FILTERING RERCES
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5. ASSETS
Asset Description or reference tg Owner[actorsor Perceived Valu¢Scale
above described elements| organisations VERY LOWLOWC
involved| MEDIUM¢ HIGHc VERY
HIGH]
Al. Company Cloudcustomer VERY HIGH
reputation
A2. Customer trust| Includes goodwill, can be | Cloudcustomer VERY HIGH
measured by complaints
A3. Employee Cloudcustomer HIGH
loyalty and
experience
A4. Intellectual Cbud customer HIGH
property
A5. Personal (as defined in European | CP / Cloudustomer | VERY HIGHKhs it includes
sensitive data | Data Protection Directive) data about who is using th
home care system)
A6. Personatata | (as defined in European | CP / Cloudustomer | MEDIUM(operational
Data Protection Direct®) value) /HIGH(value if lost)
A7. Personabata- | (all data included in the CP / Cloudustomer | HIGH(operational value) /
critical Personal Data category HIGH(value if lost)
according to the Europeq
Data Protection Directive,
and are classifiedr
considered CRITICAL by t
organizationor company
A8. HR data Data that are relevant fron| Cloudcustomer HIGH
an operationaperspective,
beside the Data Protection
requirements
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A9. Service All those services thatre CP / Cloudustomer | VERY HIGH
deliverygreal | time critical and that need
time services | a levelof availability close
to 100%
A10. Service CP / Clou@ustomer | MEDIUM
delivery
Al11. Access control CP / Clod customer | HIGH
/
authentication
[ authorization
(root/admin v
others)
A12. Credentials Of patients and of staff Cloudcustomer VERY HIGH
that access the system
A13. User directory | If it does notwork then Cloudcustomer HIGH
(data) nobody gets in
Al4. Cloudservice | Thisighe management CP / Cloudgustomer | VERY HIGH
management | interface (either wetbased
interface or remote shell, or..)that
managesll the services
providedthrough the
cloud
Al5. Management CP / Cloudustomer | MEDIUM
interface APIs / EuropeanHealth
A16. Network Includesthe comections CP / Clou@ustomer | HIGH
(connections | that areintra- and extra
etc) cloud
Al7. Physical CP / Cloudustomer | LOW(dependson how
hardware much you lose) MEDIUM

(could beseriousif stolen
and not protected)

63



X x

x *
64 1 en;sa Cloud Computin
" European Network — - - |
and Information
Security Agenc
S Benefits, risks and recommendations for information sec
A18. Physical CP / Cloudustomer | HIGH
buildings
A19. CP Apfication CP / Clou@ustomer | HIGH
(source code)
A20. Certification ISO, PCI DSS, etc CP / Clou@gustomer | HIGH

A21. Operational Those logs used to sustair|] CP / Cloug¢ustomer | MEDIUM

logs andoptimisebusiness
(customerand | processesnd for auditing
cloud purposes
provider)
A22. Securitylogs Useful as evidence of CP / Clou@¢ustomer | MEDIUM
security breaches and
forensics
A23. Backupor CP / Cloudustomer | MEDIUM

archive data

6. RECOMMENDATIONS ANBYXMESSAGES

This section includes the main set of recommendatiand key messages:

1 An Information Assurance Framewort standard checkist of questions which can be used to
obtain (by cloud customers) or provide (by cloud providers) assurance

1 Legal recommendations

9 Research recommendations.

INFORMATION ASSURANFEEMEWORK

INTRODUCTION
One of the most important recommendations of this report is a set of assurance criteria designed:

1. to assess the risk of adopting cloud servi@@mparing theriskmY I Ay G F Ay Ay 3 | WOf
organization and architecture wittme risksof migratingto a cloud computing environmeht

2. to compare different cloud provider offers
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3. to obtain assurance from the selected

cloud providersThe preparation of This section of the recommendations provide

effective security questionnaires for a set of questions that an organisation can

third party service providers is a ask a cloud provider to assure themselves th

significant drainon resourcedor cloud  they are suficiently protecting the
customers and one which is difficult to information entrusted to them.
achieve without expertise in cloud
specific architectures.

4. to reduce the assurance burden on cloud providérsery important risk specific to cloud
infrastructures is introduced byhe requirement for NIS assurance. Many cloud providers find
that a large number ofustomers request audits of their infrastructure and policies. This can
create a critically high burden on security personnel and it also increases the number of peaple
with access to the infrastructure, which significantly increases the risk of attack due to misuse
of securitycritical information, theft of critical or sensitive datetc. Cloud providers will need
to deal with this by establishirgclear framework for hanléhg such requests.

This section of the recommendations provides a set of questions that an organisation can ask a cloud
provider to assure themselves that they are sufficiently protecting the information entrusted to them.

These questions are intended poovide a minimum baselinéAnyorganisation may therefore have
additional specific requirements not covered within the baseline.

Equally this document does not provide a
standard response format for the cloud
provider, so responses are in a free text
format. However it is intended to feetie
guestionsinto a more detailed
comprehensive framework which will be
developed as a followp to this work this willallow for a consistent, comparable set of responses.
Suchresponsewill provide a quantifiable nteic as to thelnformationassurancematurity of the
provider.

With respect to security incidents, #re needs
to be a clear definition and understanding
between the customer and the provider of
securityrelevant roles and responsibilities.

It is intended for the aforementioned metric to be consistent against other providers that allow a
comparison for endiser organisations.

DIVISION OF LIABILES
The following table shows thexpected division of liabilities between customer and provider.
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Customer Provider

Lawfulness of content Full liability Intermediary liability with
Liability exemptions under the
terms of the Ecommerce
Directive(1) and its
interpretation!

Security irtidents Responsibility for due diligence for | Responsibility for due diligence
(including data leakage, | what is under its control according t¢ for what is under its control

use of account to launch | contractual conditions
an attack)

European Data Protection| Data controller Data processor (external)
Law status

DIVISION OF RESPONBIBIES

With respect to security incidents, there needs to be a clear definition and understanding between the
customer and the provider of securitglevant roles and responsities. The lines of such a division

will vary greatly between SaaS offerings and laaS offerings, with the latter delegating more
responsibility to the customer. A typical and rational division of responsibility is shown in the following
table. In any casefor each type of service, the customer and provider should clearly define which of
them is responsible for all the items on the list belmthe case of standard terms of service (ie
negotiation possible), cloud customers should verify what liekimiheir responsibility.

SOFTWARE AS&ERVICE

Customer Provider
1 Compliance with data protection law in 9 Physical support infrastructure (facilities,
respect of customer data collected and rack space, power, cooling, cabling, etc)
processed 9 Physical infrastructure security and

1 Cf. definition of information society services as provided for in Art. 2 of Directive 98/48/EC as well as
Art. 2 of Directive 2000/31/EC, in congtion with exemptions contained in Articles-18 of Directive
2000/31/EC (eCommerce Directive).
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1 Maintenance of identity management availability (servers, storage, network
system bandwidth, etc)
1 Management of identity management 1 OS patch manageamt and hardening
system procedures (check also any conflict

between customer hardening procedure

1 Management of athentication platform _ _ i
and provider security policy)

(including enforcing password policy)
1 Security platform configuration (Firewall
rules, IDS/IPS tuning, etc)

1 Systems monitoring

1 Security platform maintenance (Firewall,
HostIDS/IPS, antivirus, packet filtering)

1 Log collection and security monitoring

PLATFORM AS &RVICE

Customer Provider
1 Maintenance of identity management 1 Physical support infrastructure (facilities,
system rack space, power, cooling, cabling, etc)
1 Management of identity management 1 Physical infrastructure security and
system availability (servers, storage, network

1 Management of authentication platform bandwidth, etc)

(including efforcing password policy) 1 OS patch management and hardening
procedures (chek also any conflict
between customer hardening procedure
and provider security policy)

1 Security platform configuration (firewall
rules, IDS/IPS tuning, etc)

1 Systems monitoring

1 Security platform maintenance (firewall,
Host IDS/IPS, antivirus, packet filtey)

1 Log collection and security monitoring
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INFRASTRUCTURE ASERVICE

Customer

Provider

1

Maintenance of identity management
system

Management of identity management
system

Management of authentication platform
(including enforcing password policy)

Management of guest OS patch and
hardening procedures (check also any
conflict between customer hardening
procedure and provider security policy)

Configuration of guest security platform
(firewall rules, IDS/IPS tuning, etc)

Guest systems monitoring

Securityplatform maintenance (firewall,
Host IDS/IPS, antivirus, packet filtering

Log collection and security monitoring

1 Physical support infrastructure (facilities,
rack space, power, cooling, cabling, etc)

9 Physical infrastructure security and
availability (severs, storage, network
bandwidth, etc)

1 Host Systems (hypervisor, virtual firewall
etc)

Where cloud customers aresponsible fothe security of their Infrastructuresn(laa3, theyshould
considerthe following:

APPLICATIOBECURITY INFRASTRUCTHR\S A SERVICE

laaS application providers treat the applications witthia customer virtual instance asdlack box

and therefore are completely agnostioncerninghe operation and management ofcustomef a

I LILX A Ol G A 2y & dg custiirerapiicatianNdn titkeapdicatiorplatform (.Net, Java, Ruby,

PHRetc) cisNXzy 2V

0 KS O @napioRideSidsRuctarénds 3nsidaged bihe

customershemselves For this reason it igitally important to note thatcustomersmust takefull
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responsibility for securing their clowdkployed applications. Here is a brief checldistl description
relating tobestpractices for secure applicationlesign and management:
1 Cloud deployed applications must be designedlierinternet threat model(evenif they are
deployed agart ofa VPC- virtual private cloud).
1 They must be designeal beembedded with standard security countermeasuteguard
against the common web vulnerabilitiésee OWASP top t€d0)).
1 Customers are responsible for keegi
their applications uo dateg and must  For this reason it is vitally important to note
therefore ensure they have a patch that customers must take full responsibility
strategy (to ensur¢hat their applications  for securing their clad-deployed
arescreened from malware and hackers gpplications.
scanning for vulnerabilitiethat allow
unauthorised access to their data within the claodoe gained.
1 Customers should ndie temped to use custom implementations afithentication,
authorisationandaccounting(AAA) as these can become weak if not properly implemented.

In summaryenterprise distributed cloud applications must run with maytrols in place to secure
the host (and networlg see previous section), user accemsd application level controls (see OWASP
(41)guides relating to secure web/online application desigd3g pleasenote manymain stream
vendors such as Microsoft, &ile, Sunetc, publish comprehensive documentation on howsecure
the configurationof their products.

METHODOLOGY

The key sections of this document are based on the broad classes of controls faedS® 27001/2
(42), (43)and BS2599¢14)standads. Details within these sections are derived from both the
standards as well as the requirements of industry best practid@soughout, we have selected only
those controls which are relevant to cloud providers and third party outsourcers.

The detailedramework scheduled for release in 2010 is intended to include additional standards such
asNIST SP 8e&B (45).

NOTE OF CAUTION

The series of questions detailed within the following section is a selection of common controls. It is hot
intended to be arexhaustive list; equallgertain questions may not be applicable to particular
implementations.Consequentlyhis list should be used as a baseline of common controls, and further
detail should be sought where required.
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It isalsoworth noting that alttough it is possible to transfer many of the risks to an externally
provisioned supplier, the true cost of transferring risk is very rarely realised. For example, a security
incident that results in the unauthorised disclosure of customer data may resfiitzincial loss to the
provider, however the negative publicity and loss of consumer confidence, and potential regulatory
penalties (PGDSS) would be felt by the end customer. Such a scenario highlights the importance of
distinguishing riskrom commeradal risk.It is possible to transfer commercial risk, but thiémate risk
always remains with the end customer.

Any response to the results of a risk assessmanparticular the amount and type of investment in
mitigation, should be decided on the ba®f the risk appetite of the organisation and the
opportunities and financial savings which are lost by following any particular risk mitigation strategy.

Cloud customers should also carry out their own, contgécific risk analysis. Some of availdRisk
Management / Risks Assessment methodologies can be foulndtaty/rm -
inv.enisa.europa.eu/rm_ra_methods.html

As the business and regulatory environment changes and new risks arisesssesisment should be a
regular activity rather than a one off event.

NOTE TO GOVERNMENTS

The following controls are aimed primarily at SMEs assessing cloud providers. They may also be useful
to governments with the following provisoshe characteristicsféhe cloud used should be considered

OF NBFdzt f & Ay NBfFdGA2y G2 lye 3A20SNYYSyl o02ReQa

1 The use of public cloudseven with favourable responses from the following questionnagire
is not recommended for anything but the lesat assurance classes of data.

9 For higher assurance classes of data, the list of suggested checks in this report is valid but
should be supplemented with additional checks. This report is not intended to cover such
controls, but the following are example$ issues which should be covered:

o Does the provider offer transparent information and full control over the current
physical location of all data? High assurance data is often restricted by location.

o Does the provider support the data classification scharmed?

0 What guarantees does the provider offer that customer resources are fully isolated
(e.g., no sharing of physical machines)?

o0 Assuming physical machines are not shared between customers, to what degree are
storage, memory and other data traces fudisased before machines are reallocated.

o Does the provider support or even mandate physical token badedt@r
authentication for client acce8s


http://rm-inv.enisa.europa.eu/rm_ra_methods.html
http://rm-inv.enisa.europa.eu/rm_ra_methods.html
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0 Does the provider hold ISO 27001/2 certificatiduBat is the scope dhe
certification?

o Do the products ugi by the provider have Common Criteria certificatioAs®vhich
level? Whiclprotection profileandsecurity targefor the product?

INFORMATION ASSURANREDUIREMENTS

PERSONNEL SECURITY

The majority of questions relating to personnel will be similar wsthyou would ask your own IT
personnel or other personnel who are dealing with yourA3with most assessments, there is a
balance between the risks and the cost.

1 Whatpolicies and procedures do you have in place when hiring your IT administrators or
others with system access? Theswuld include

o0 pre-employment checks (identity, nationality or status, employment history and
references, criminal convictionandvetting (forseniorpersonnel in high privilege roles)).

1 Are there different policies dep&ing on where the data is stored or applicatiare run?
o For example, hiring policies in onegionmay be different from those in another.
0 Practices need to be consistent acrosgions
o It maybe that sensitive data is stored in one particulagionwith appropriate personnel.
What security education program do you run for all staff?
Is there a process of continuous evaluation?
How often does this occur?
Further interviews

Security access artivilege reviews

o O O O

Policy and procedure reviews

SUPPLYCHAN ASSURANCE

The following questions apply where thkud providersubcontracts some operatiorisat are key to
the security of the operation to third parties (e.g.Saa$rovideroutsourcing the underling platform
to a third party provider,a cloud proider outsourcing the security services domanaged security
servicegrovider, use oanexternal providerfor identity management of operating systenetc). It
also includes third parties with physical or remote access taclkbed providerinfrastructure. It is
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assumed that this entire questionnaire may be applied recursively to (birdth) party cloud service

providers.

91 Define those services that are outsouraatsubcontracted in your service delivery supply
chain that are key to the security (inding availability) of your operations

9 Detail the procedures used to assure third parties accessing your infrastructure (physical
and/or logica).

o Do you audit your outsourcers and subcontractors and how often?

1 Are any SLA provisions guaranteed by outsers lower than the SLAs you offer to your
customers? If not, do you have supplier redundancy in place?

1 What measures are taken to ensure third party service levels are met and maintained?

1 Can the cloud provider confirm that security policy and contaoésapplied (contractually) to
their third party providers?

OPERATIONAL SECURITY

It is expectedhat any commercial agreement with external providerdl include service levelor all
network services. However, in addition to the defined agreemehis.end customer should still
ensure that the provider employs appropriate controls to mitigate unauthorised disclosure.

1

E]

Detail your change control procedure and policy. This should also include the process used
to re-assess risks as a result of changesdaudfywhetherthe outputs are available to

end customers.

Define the remote access policy

Does the provider maintain documented operating procedures for information systems?
Is there a staged environment to reduce risk, e.g., development, test amchtpnal
environments, and are they separated?

Define the host and network controls employed to protect the systems hosting the
applicatiors and information for the end customer. These should include details of
certification against external standardsde.ISO 27001)2

Specify the controls used fmotect against malicious code

Are secure configurations deployed to only allow the execution of authorised mobile code
and authorised functionality (e.gonly execute specific commands)?

Detail policies adh procedures for backup. This should include procedures for the
management ofemovable mediand methoddor securely destroying media no longer
required. (Depending ohisbusiness requiremenighe customer may wish to punt place

an independent backuptrategy.This is particularly relevant where tiregitical access to
backup is required)
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Audit logs are used in the event of an incident requiring investigation; they can also be used for
troubleshooting. For these purposdbe end customer will needssurance that such information is

available:
1 Can the provider detail what information is recorded withinditlogs?
o For what period is this data retain@d
o Is it possible to segment data within audit logs so they can be made available to the
end customerand/or law enforcement without compromising other customers and

still be admissible in court?
0 What controls are employed to protect logs from unauthorised access or tampering?

o0 What method is used to check and proteie integrity of auditiogs?
1 How are adit logs reviewed? What recorded events result in action being taken?
1 What time source is used to synchronise systems and provide accurate audit log time

stamping?

SOFTWARRASSURANCE
91 Define controls used to protect the integrity of the operating systam applications software
used. Include any standards that are followedy., OWASP (48ANS Checklist (47),

SAFECode (48).
1 How do you validat¢hat new releases are fiior-purposeor do nothave risks (backdoors,

Trojans etc)?Are thesereviewed bebre use?

1 What practices are followed to keep the applications safe?

1 Is asoftware release penetration tested to ensuraldes notcontain vulnerabilities? If
vulnerabilities are discovered, what is the process for remedying these?

PATCH MANAGEMENT

9 Providedetails of the patch management procedure followed

1 Can you ensurthat the patch management process covers all layers of the cloud delivery
technologies; ie, network (infrastructure components, routers and switchesc), server
operatingsystems, vittalisation software, applications and security subsystems (firewalls,
antivirus gateways, intrusion detection systeragc)?

NETWORK ARCHITECTURENTROLS
1 Define the controls used to mitigate DDaiss{ributed deniatof-service) attacks
o Defence in depthdeep packet analysis, traffic throttling, packet bldaKing etc)
0 52 @&2dz KIS RSTSyO0Sa F3alrAayad WAYIGSNYIlIfQ
networks) attacks as well as externatiginatingfrom the hternet or customer
networks attacks?
1 What leves of isolation are used?
o forvirtual machines, physical machines, network, storage (stgrage area
networks, management networks and management support systeics

02l
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1 Does the architecture suppocbntinued operation from the cloud whethe company is
separaed from the service provideand vice versée.g., is there a critical dependency on the
customer LDAP systgfh

1 Is the virtuaihetwork infrastructure used by cloud provideis PVLANs and VLAN tagging
802.1q(49)architecture) secured to vendor amat best practice specific standards (eaye
MAC spoofing, ARP poisoning atta@ks, prevented viaa specific security configuration)?

HOST ARCHITECTURE

1 Does the provider ensunégrtualimages are hardened by default?

1 Is the hardenedirtualimage praected fromunauthorized access?

1 Can the provider confirrthat the virtualised image does not contain the authentication
credentials?

1 Is the hosffirewall run with only the minimum ports necessary to support the services
within the virtual instance?

1 Can ahostbased intrusion prevention service (IPS) be run in the virtual instance?

PAASC APPLICATION SECURITY
Generally speakindgPaaS service providers are responsibleatersecurityof the platform software
stack and the recommendations throughout this dament area good foundation for ensuring a PaaS
provider has considered security principles when designing and managing their PaaS platform.
often difficult to obtain detailed information from PaaS providers on exactly how they secure their
platforms ¢ however the following questionslong with other sections within this documeshould
be of assistanci assessing their offerisg
1 Request information on how multenanted applications are isolated from each otlgax high
level description of caminment and isolation measurés required
1 What assurance cahe PaaS providegivethat access to your data is restricted to your
enterprise users and to the applicati®pou own?
1 ¢KS LI I OGF2N)Y | NOKA GS OlgdNs thépoRidizénBuredhét th® Pala & A O
platform sandbox is monitored for new bugs and vulnerabilities?
1 PaasS providers should be able to offer a set of security featuraséable amongst their
clients)¢ do these include user authentication, single sign on, authoriegfioivilege
management)and SSL/TLS (made available via an API)?

SAASC APPLICATION SECURITY

The SaaS model dictates that the provider manages the entire suite of applications delivered to end
users. Therefore SaaS providers are mainly responsibledariag these applications. Customers are
normally responsible for operational security processes (user and access manapdioaet/erthe
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following questionsalong with other sections within this documeshould assist in assessing their
offerings:
1 Wha administration controls are provided and can these be used to assign read and write
privileges to other users?
1 Isthe SaaS access control fine grained@ditbe customisd to your organisations poliey

RESOURCE PROVISIONING
1 Inthe event of resourceverload (processing, memory, storage, network)?
0 What information is given about the relative priority assigned to my request in the
event of a failure in provisioning?
o0 Isthere a lead time on service levels and changes in requirements?
1 How much can you ate up? Does the provider offer guarantees on maximum available
resources within a minimum period?
1 How fast can you scale up? Does the provider offer guaramedise availabilityof
supplementary resources within a minimum period?
1 What processes are irlgte for handling largecale trends in resource usage (e.g., seasonal
effects)?

IDENTITY AND ACCESSNMMGEMENT
The following controls apply o KS Of 2dzR LINP GARSNRA&A ARSyGaAde | yR
under their contro):

AUTHORISATION

1 Do anyaccounts have systemide privileges for the entire cloud system and, if so, for what
operations (read/write/delete)?

1 How are the accounts with the highest level of privilege authenticated and managed?

1 How are the most critical decisions (e.g., simultaredeaprovisioning of large resource
blocks) authorised (single or dual, and by which roles within the organisation)?

1 Are any higkprivilege roles allocated to the same person? Does this allocation break the
segregation of duties or least privilege rules?

1 Do you use rolébased access control (RBAC)? Is the principle of least privilege followed?

1 What changes, if any, are made to administrator privileges and roles to allow for extraordinary
access in the event of an emergency?

f LA GKSNBE Iy Wobredusfomar? il ekatnNddodsBhe Gistomer
administrator have a role in adding new users (but without allowing him to change the
underlying storage!)?

Q(
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IDENTITY PROVISIONING

1 What checks are made on the identity of user accounts at registration? Arstandards
followed? For example, the@overnment Interoperability Framework?

91 Are there different levels of identity checks based on the resources required?

What processes are in place fie-provisioningcredentials?

9 Are credentials provisioned and gbeovisioned simultaneously throughout the cloud system,
or are there any risks in garovisioning them across multiple geographically distributed
locations?

=

MANAGEMENT OF PERSQNATA
1 What data storage and protection controls apply to the user directexy.(AD, LDAP) and
access to it?
9 Is user directory data exportable in an interoperable format?
1 Is needto-know the basis for access to customer data within the cloud provider?

KEY MANAGEMENT
For keys under the control of the cloud provider:
9 Are security cotrols in place for reading and writing those keys? For example, strong
password policies, keys stored in a separate system, hardware security modules (HSM) for root
certificate keys, smart card based authentication, direct shielded access to storagekeshor
lifetime, etc.
Are security controls in place for using those keys to sign and encrypt data?
Are procedures in place in the event of a key compromise? For example, key revocation lists.
Is key revocation able to deal with simultaneity issues fottiplal sites?
Are customer system images protected or encrypted?

=A =4 =4 =

ENCRYPTION
1 Encryption can be used in multiple pla¢eshere is it used?
0 datain transit
o0 dataat rest
0 datain processoor memory?
1 Usernames and passwords?
1 Isthere a welllefined policy for aat should be encrypted and what should not be
encrypted?
1 Who holds the access keys?
1 How are the keys protected?

AUTHENTICATION
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1 What forms of authentication are used for operations requiring high assurance? This may
include login to management interfacdgy creation, access to multipleser accounts,
firewall configuration, remote access, etc.

1 Is twofactor authentication used to manage critical components within the infrastructure,
such as firewalls, etc?

CREDENTIAL COMPROMISE THEFT
1 Do you provide ammaly detection (the ability to spot unusual and potentially malicious IP
traffic and user or support team behavioulf@r exampleanalysis of failed and successful
logins, unusual time of day, and multiple logiet.
f  What provisions exist in the eveofthed KSFG 2F I Odzad2 YSNDa ONBRSy
revocation, evidence for actions)?

IDENTITY AND ACCESSNAMGEMENT SYSTEMSBRED TO THE CLOWSTOMER
The following questions apply to the identity and access management systems which are offered by
the cloud provider for use and control by the cloud customer:

IDENTITYMANAGEMENT FRAMEWGRK
1 Does the system allow for a federatdoM infrastructure which is interoperable both for high
assurancéOTP systems, where required) and low assuraegeysernamend passwor}
1 Is the cloud provider interoperable with third party identity providers?
1 Is there the ability to incorporate single sign?

ACCESS CONTROL
1 Does the client credential system allow for the separation of roles and responsibilities and for
multiple domains (or a single key for multiple domains, roles and responsibilities)?
1 How do you manage access to customer system imagesl ensure that the authentication
and cryptographic keys are not contained within in them?

AUTHENTICATION
1 How does tle cloud provider identify itself to the customee(is there mutual
authentication)?
o whenthe customer sends APl commands?
o whenthe customer logs into the management interface?
1 Do you support a federateshechanisnfor authenticaion?

ASSET MANAGEMENT
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It is important to ensure the provider maintains a current list of hardware and software (applications)
assets under the cloud providers control. This enables checks that all systems have appropriate
controls employed, and that systems cannot be used askdwor into the infrastructure.

1 Does the provider have an automated means to inventory all assets, which facilitates their

appropriate management?

1 Isthere a list of assets that the customer has used over a specific period of time?
The following questionare to be used where the end customer is deploying data that would require
additional protection (i.e.. deemed as sensitive).

1 Are assets classified in terms of sensitivity and criticality?

o If so, does the provider employ appropriate segregation betwsgtesns with
different classifications and forsaingle customer who has systems with different
securityclassificatios?

DATA ANCSERVICEBORTABILITY

This set of questions should be considered in order to understand the risks related to vendior. lock
Are there documented procedures and APIs for exporting data from the cloud?

Does the vendor provide interoperable export formats for all data stored within the cloud?
In the case of SaaS, are the API interfaces used standardised?

Are there any provision®f exporting usercreated applications in a standard format?

Are there processes for testing that data can be exported to another cloud pray&teruld
the client wish to change providgor example?
1 Can the client perform their own data extraction terify that the format is universal ani$

capableof being migratedo another cloud provider?

= =4 —a —a A

BUSINESSONTINUITWIANAGEMENT

Providing continuity is important to an organisation. Although it is possible teeseice level
agreementdetailing the mininum amount of time systems are available, there remain a number of
additional considerations.

1 Does the provider maintain a documented method that details the impact of a disruption?

0 What are the RPO (recovery point objective) and RTO (recovery timeigg)eor
services? Detail according to the criticabfythe service

o0 Are information security activities appropriately addressed in the restoration process?
0 What are the lines of communication to end customers in the event of a disruption?

0 Arethe rolesand responsibilitiesf teams clearly identified when dealing with a
disruption?
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9 Has the provider categorised the priority for recovery, and what would be our relative priority
(the end customerjo be restored? Note: this may be a category (HIGH/MED/LOW)

1 What dependencies relevant to the restoration process existfudesuppliers and outsource
partners.

91 Inthe event of the primary site being made unavailable, what is the minimum separation for
the location of the secondary site?

INCIDENT MANAGEMENNBRESPONSE

Incidentmanagementndresponses a part of business continuity management. The goal of this
process is to contain the impact of unexpected and potentially disrupting events to an acceptable level
for an organization.

To evaluate the capacityf an organization to minimize the probability of occurrence or reduce the
negative impact of an information security incidetiite following questions should be askeda®loud

provider:

91 Does the provider have a formal process in place for detectingtifgigng, analyzing and
responding to incidents?

9 Is this process rehearsed to chehkt incident handling processes are effective? Does the
provider also ensure, during the rehearsal, that everywit@in the cloudLINE & ’slpFoNI &
organisationis awareof the processes and of theolesduring incident handling (both during
the incidentand post analysis)?

1 How are the detection capabilities structured?

(0]

(0]

How can the cloud customer report anomalies and security events to the provider?

What facilities doeshe provider allow for customeselected third party RTSM
services to intervene in their systems (where appropriate) or tomnate incident
response capabilities with the cloud provider?

Is there areal time security monitoringRTSM) service in pleeés the service
outsourced? What kind of parameters and services are monitored?

Do you provide (upon request) a periodical report on secimitidents(e.g.,.
according tahe ITIL definition)?

For how long are the security logs retained? Are thosedegsarely stored? Who has
access to the logs?

Is it possible for the customer to build a HIPS/HIDS in the virtual machine image? Is it
possible to integrate the information collected by timrusiondetection and

prevention systems of the customatto the RTSM service of the cloud provider or

that of a third party?

1 Howareseverity levels defined?
1 Howareescalation procedures defined? When (if evetthe cloud customer involved?

79
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1 How are incidents documented and evidence collected?

1 Besides authenticatigraccounting and auditvhat other controlsarein place to prevent (or
minimize the impact of) malicious activitibg insider®

1 Does the provider offer the customer (upon request) a forensic image of the virtual machine?

1 Does the provider collect incidemetrics and indicators (jenumber of detected or reported
incidents per months, number of incidents caused by the clmodidelQda & dzo O2 Yy (1 NI O 2
the total number of such incidents, average time to respond anesolve, ety?).

0 Which of these dogthe provider make publicly available (NB not all incident reporting
data can be made public since it may compromise customer confidentiality and reveal
security critical informatioj??)

1 How often does the provider test disaster recovery &udiness connuity plans?

Does the provider collect data on the levels of satisfaction ®itAs?

1 Does the provider carry otitelp deskests? For example:

0 Impersonation tests (is the person at the engl of the ApAhovne requAesAtivng a password
reset, really who they say tgeare?orda 2 O { { SSYR9 AWa@sEadkalyi3 Q

1 Does the provider carry out penetration testing? How often? What are actually tested during
the penetration testg for example do they test the security isolation of each image to ensure
itisnotpossith (G2 WONBI] 2dziQ 2F 2yS AYF3AS Ayi(i2 y2
infrastructure?. The tests should also check to see if it is possible to gain access, via the virtual
image, to the cloud providers management and support systems (e.g., examaple th
provisioning and admin access control systems).

1 Does the provider carry out vulnerability testing? How often?

1 What is the process for rectifying vulnerabilities (hot fixesgoafiguration, uplift to later
versions of softwargetc)?

=

PHYSICAL SECURITY

As with personnel security, many of the potential issues arise because the IT infrastructure is under the
control of a third party like traditional outsourcingthe effect of a physical security breach can have

an impact on multiple customers (organizats).

I What assurance can you provide to the customer regarding the physical security of the
location? Please provide examples, and any standards that are adherd.toSection 9 of
ISO 27001/2.
o0 Who, other than authorised IT personnéks unescortedphysical) access to IT
infrastructure?
A ForexampleDf SI ySNAZ YIylI3ISNAZI WLIKeaAOlf &s
consultants, vendors, etc.
0 How often are access rights reviewed?
A How quickly can access rights be revoked?
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o Do you assess security risks andleate perimeters on a regular basis?
A How frequently?
o Do you carry out regular risk assessments which include thingfs aseighboring
buildings?
o Do you controbr monitor personnel (including thd parties) who access secure areas?
0 What policiesor procedures do you have for loadingnloadingand installing
equipment?
o0 Are deliveries inspected for risks before installation?
0 Isthere an ugo-date physical inventory of items in the data centre?
o Do network cables run through public access areas?
A Do you usarmoured cablingr conduits?
o Do you regularly survey premises to look for unauthorized equipfent
o Is there any ofkite equipment?
A How is this protected?
o Do your personnel use portable equipment (e.g.,. laptops, smart phones) which can
give access to théata centre?
A How are these protected?
What measures are in place to control access cards?
0 Whatprocesses or procedurese in place to destroy old meda systems when
required to do so?
A dataoverwritten?
A physicaldestruction?
0 What authorization processeare in place for the movement of equipment from one
site to another?
A How do you identify staff (or contractors) who are authorized to do this?
o0 How often are equipment audits carried out to monitor for unauthorised equipment
removal?
0 How often are checkmade to ensure that the environment complies with the
appropriate legal and regulatory requirements?

o

ENVIRONMENTAL CONTROL
1 What procedure®r policies are in place to ensure that environmental issi@gotcause an
interruption to service?
1 What methodsdo you use to prevent damadeom a fire, flood, earthquake etc?
o Inthe event of a disastewhat additional security measures are put in place to
protect physical access?
0 Bothatthe primary as well as at the secondary sites?
1 Do you monitoithe temperature and humidity in the data centre?
o0 Air-conditioning considerationsr monitoring?
1 Do you protect your buildings from lightening strikes?
0 Including electricahnd communication lines?

81
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Do you have standlone generators in the event of a power failure?
o Forhowlongcanthey run?
Arethere adequate fuel supplies?
Are there failover generators?
How often do you check UPS equipment?
How often do you check your generators?
o0 Do you have multiple power suppliers?
Are all utilities (electricity, water, etc) capaldésupporting your environment?

O O O ©

How often is this reevaluated and tested?

f

Is your airconditioning capable of supporting your environment?
0 How oftenis ittested?
Do you follow manufacturers recommended maintenance schedules?
Do you only allow authoriseshaintenanceor repair staff ontothe site?
0 How do you check their identity?
Whenequipment is sent away for repair, is the data cleaned from it first?
0 How is this done?

LEGAL REQUIREMENTS

Customers and potential customersabud providerservices shoultlave regard to their respective
national and supranational obligations for compliance with regulatory frameworks and ensure that
any such obligations are appropriately complied with.

The key legal questions the customer shoulkithe cloudprovider are:

1
1
1

= =4 —a A A

1

In what country is the cloud provider located?

LA 0KS Of 2dzR LINRP GA RSN & Ay T NihdifféréhitizOuintde®dS f 2 OF (
Will the cloud provider use other companies whose infrastructure is located outside that of

the cloud provider?

Where will the data be physically located?

Will jurisdiction over the contract terms and over the datadigded?

2Aff Fye 2F (GKS Of 2dzR LIN®@ZA RSNNRa aSNWAOSa o6S
2Aff Fye 2F (GKS Of 2dzR LINPPGARSNNa aSNBAOSa o6S
How will the dataprok RSR o6& (KS Odzad2YSNJ I yYyR (GKS Odzad2Yy

processed and transferred?
What happens to the datsentto the cloud provider upon termination of the contract?

LEGAL RECOMMENDATIONS
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At the present time, most of the legal issues involvedloud computing will be resolved duritite
evaluation of contracts, ToUser Licensing AgreemenfULAs) and SLAs by the custarités

important to differentiate between the case of a small to medium sized organisation which would
make a choice beteen different contracts offered on the market, and a larger organisation, which
would be in a position to negotiate clauses. In the legal analysis of this paper, we take the perspective
of the smalito-medium sized organisation which is assessing difterentracts, SLAgtc, offered on

the market, since this is the more common cabkis is because the business model of cloud
computing differs from that of outsourcing: in order to deliver some of the benefits to its customers,
cloud computing relies othe economies of scalieom providing alow cost,commaodity service, as
opposed to a service specifically tailored toustomeQ @eeds.Larger organisations may however use
the same considerations when negotiating contrab#hile past experiences withrsilar Internet
technologies provide some guidance to allow customers and cloud providers to assess the security
risks involved in cloud computing, it is necessary for both to consider the unique nature of cloud
computing when evaluating these risks.

Although there is much common ground, certatandard contract clauses may deserve additional
review because of the nature of cloud computiRgrticular attentionshould be paid taights and
obligationsrelatingto notifications of breaches in security, tdaransfer, creation of derivative works,
change of control, and access to data by law enforcement entities. Because thealobdused to
outsource critical internal infrastructure, and the interruption of that infrastructure may have wide
ranging efécts,attention should be paid tavhetherthe standard limitations of liability adequately
represent allocations of liabilitgiven theLJ- NJusadgaf Be cloud or the allocation of
responsibilitiedor infrastructure[seeDivision of responsibilitigs

Until legal precedentlarifiesconcerns in relation to data securitiyat are specific to cloud computing,
customers and cloud providers alike should look to the terms of their contract to effectively address
risks.

The folbwing is a list of areas the customer should pay particular attention to when assessing SLAS,
ToUs, ULAs and other agreements for cloud services

1. Data Protection attention should be paid to choosing a processor that provides sufficient
technical securityneasures and organisational measures governing the processing to be
carried out, and ensuring compliance with those measures

2. Data Securityattention should be paid to mandatory data security measures that potentially
cause either the cloud provider or tleeistomer to be subject to regulatory and judicial
measures if the contract does not address these obligations.

3. Data Transferattention should be paid to what information is provided to the customer
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regarding how data is transferred within the cloud pio N & LIN2 LINA S NB  Of 2
cloud, and within and outside the European Economic Area.

4. Law Enforcement Acceseach country has unique restrictions on, and requirements providing
for, law enforcement access to data. The customer should pay atteii information
available from the provider about the jurisdictions in which data may be stored and processed
and evaluate any risks resulting from the jurisdictions which may apply.

5. Confidentiality and Nordisclosure the duties and obligations related this issue should be
reviewed.

6. Intellectual property. in the case of laaS and PaaS, intellectual property, including original
works created using the cloud infrastructure, may be stored. The cloud customer should
ensure that the contract respects theights to any intellectual property or original works as
far as possible without compromising the quality of service offered (e.g. backups may be a
necessary part of offering a good service level).

7. Risk Allocation and limitation of liabilitywhen revieving their respective contract
obligations, the parties should underscore those obligations that present significant risk to
them by including monetary remediation clauses, or obligations to indemnify, for the other
LI NIie Qa o NBI OK 2 #. Firtkerniore, @iy ytanNdrd@lauses cobekirg | G A 2
limitations of liability should be evaluated carefully.

8. Changeof Contrdd G NI yaA LI NByO&d O2yOSNYyAy3a GKS Of 2dzR |
their contract obligations in the case of a change of contaslwell as any possibility to
rescind the contract.

The legal recommendations expressed are generally from the cloud customer perspective.

LEGAL RECOMMENDATIONS THEEUROPEANCOMMISSION

We recommend that the European Commission study or clarifyat@wving:

1. Certain issues related to the Data Protection Directive and Article 29 Data Protection Working
Party recommendations warrant clarification. In particular:

2. Under which circumstances the Cloud Provider may be classified as a Joint Controller;

3. The application of Section 25(2) of the Data Protection Directive as applied to the processing
2F RIGF Ay O2dzyGNASa 2dziaARS GKS 9dzNRLISEHY 9(
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cloud providertoanothee 2 NJ ¢ AGKAY GRS O2YLI yéeQa Of 2dzRo

4. The impacbf data transfers to, and from, countries outside the European Economic Areas, if
those countries do not ensure an adequate level of protection for the data.

52 KSGKSN) (GKS 02y OSLIi 27T -etaniNdd if & IGMINA vy I RIF G| €
technological adancements since the Directive was originally drafted, particularly in light of
an accountabilitybased legal approach (e.g. as proposed by the Galway p(5jE)t

6. Whether cloud providers should have an obligation to notify their customers of data securi
breaches, and what information those customers should be required to pass on to end
customers. This could also be accomplished through contractual clauses so it should be
investigated which means would be more effective. For example, legislation oahbrea
reporting could be difficult to enforce and could even act as a disincentive to transparency.

7. Whether it is necessary for Member States to clarify how the intermediary liability exemptions
of the eCommerce Directive (articles-13) apply to Cloud proders.

8. The differences in Member States regarding laws governing enforcement requests by various
public authorities for data stored in the cloud, in particular with a view to evaluate the
differences of the level of protection vésvis government requestof personal data stored on
premise (home or businesses), and personal data stored in the cloud.

How best to support a minimum data protection standards and privacy certification schemes, based on
accountability concepts which is common across the glotat teast all the EU Member States.

More details on the five legal issues can be foundNiNEX. |

RESEARCH RECOMMENDNS

We recommend the following as priority arefas research in order to improve the security of atb
computing technologies:

BUILDING TRUST IN TEEEOUD
9 Certification processeasndstandards for cloudsnore generally, cloud computing security lifecycle

standard thatcan be certified againstaud specific provisions fagovernance standardsCOBIT
(52), ITIL53), etc

’The ePrivacy directive, as revised in 20 {//reqister.consilium.europa.eu/pdf/en/09/st03/st03674.en09.pdfrequires
Member States to introduce a security breach notification scheme. Note that this scheme agiplimable to electronic
communication networks and electronic communication services, riofdonation society services such as cloud computing
services
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1 Metricsfor security in cloud computing;
1 Return onsecurity investments (ROSI)the measures cloud computinganenable to improve the
accuracy of ROI for security;
1 Effects of different forms of reportingreactes on security;
1 Techniges for increasing transparency while maintaining appropriate levels of security:
o Tagginge.g.,location tagging, data type tagging, policy tagging
o Privacy preserving data provenance systeeg.,tracing data endo-end through systems;
1 Endto-end dataconfidentiality in the cloud and beyond:
Encrypted search (long term)
o0 Encrypted processing schemes (long term)
o Encryption and confidentiality tools for social applications in the cloud
o Trusted computing in clougds.g.,trusted boot sequences for virtuatachine stacks;
9 Higher assurance clouds, virtual private clowts;
1 Extending cloudbased trust to clienbased data and applications.

o

DATA PROTECTION INRGESCALE CROSRGANIZATIONAL SYSBE

The following areas require further research with respeatloud computing:

Data destruction and lifecycle management

Integrity verification- of backupsandarchives in the cloud and their version management

Forensics and evidence gathering mechanisms

Incident handling monitoring and traceability

Dispute reslution and rules of evidence

International differences in relevant regulatigriscluding data protection and privacy
0 Legal means to facilitate the smooth functioning of mahtional cloud infrastructures
0 Automated means to mitigate problems with diféat jurisdictions.

= =4 -4 —a -—a -8

LARGESCALE COMPUTER SYSTENGINEERING

T Security in depth within largecale distributed computer systems;

1 Security services in the clogdie-perimiterisation of security technologies and the adaptation of
traditional security perimedr control technologies to the cloud.g.,HSMs, web filters, firewalls,
IDSsetc;

1 Resource isolation mechanisamdata, processing, memory, logsc;

Interoperability between cloud providers;

1 Portability of VM, datand VM security settingsom one cbud provider to another (to avoid
vendor lockin), and naintaining state and session in VM backups @redong distance live
migration of virtual machines;

e
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9 Standardization of interfaces to feed data, applications and whole systems to theqtuuthat
every OS can develop the corresponding client interface;
1 Resource (bandwidth and CRatc) provisioning and allocation at scale (elastigity
9 Scalable security management (policy and operating procedures) within cloud platforms:
0 automaticenforcement of segrity and data protection policies
0 secureoperating processes of providerthe implementation of governance processes;
1 Resilience of cloud computinrdnow to improve the resilience ad cloud:
0 useof cloud architectures at the client sidedge networksp2p, etc)
0 aggregatingnultiple client networks
o0 clientbased redundancy and backup;
o cloudburstingand global scale resilience in clouds.

Another useful source of information for research recommendation will be the PRORETi¢s of
Research on Cumé & Emerging Network Technologies) report, due to be published in December
2009. Please consult the followirtgttp://www.enisa.europa.eu/act/res/technologies/procent
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GLOSSARY ANABBREVIATIONS

AAA Authentication, authorization and accounting
AD Active directory
Application programming interfacespecification
API of interface published by software supplier
ARP Address resolution protocof2)
Asset The target of protection i security analysis
The proportion of time for which a system can
Availability perform its function
BS British Standard
CA Certification authority
CcC Common Criteria

Confidentiality

Ensuring that information is accessible only to
those authorized to ave access (ISO 17799)

Coresidence

Sharing of hardware or software resources by
cloud customers

CP Cloud provider
CRL Certificate revocation list
CRM Customer relationship management

Data controller

The natural or legal person, public authority,
agercy or any other body which alone or jointly
with others determines the purposes and mean
of the processing of personal data; where the
purposes and means of processing are
determined by national or Community laws or
regulations, the controller or the sp#ic criteria
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for his nomination may be designated by nation
or Community law.

Data processor

A natural or legal person, public authority, agen
or any other body which processes personal da
on behalf of the controller.

Data subject

Identified or icentifiable natural person (see EU
Directive 95/46/EC) from whom data is collecte
and/or about whom that data is processed

DDoS Distributed denial of service
The process of enforcing the removal of a
resource from use, or disallowing its usga set
De-provision of users

Edge network

In this context, a network of computers which ig
able to process and store data for delivery closé
to the final destination

EDoS Economic denial of service
The storage of a resource by a third party whick
has accesto that resource when certain well
Escrow defined conditions are satisfied
FIM Federated identity management
An OS under the control of the cloud customer,
Guest OS running in a virtualised environment
The operating system of the cloud provider whi
Host OS runs multiple guest OSs
HSM Hardware security module
Https Http connection using TLS or SSL
Hypervisor Computer software or hardware platform

virtualization software that allows multiple
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operating systems to run on a host computer
concurrently

IDS Intrusion detection system
The property that data has not been maliciously
or accidentally altered during storage or

Integrity transmission

IP Internet protocol

IPS Intrusion protection system

ISO International Organization for Standardization

LDAP Lightveight Directory Access Protocol
Media access control (address of a network no(

MAC in IP protocol)

MITM Man in the middle (a form of attack)

MSS Managed security services

NIS Network and information security
National Institute of Standards and Technology

NIST (US)

Nonrepudiation

The property whereby a party in a dispute cann
repudiate or refute the validity of a statement or
contract

OCSP OnlineCertificate Status Protocol

oS Operating system

OTP Onetime password (type of authentication tokel
OVF Open virtualisation format

Perimeterisation

The control of access to an asset or group of
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assets

Port scan

Probing a network host to determine wdfi ports
are open and what services they offer

Protection profile

A document specifying security evaluation crite
to substantiate vendors' claims of a given family
of information system products (a term used in

Common Criteria)

Provision The issuingfoa resource

PV LAN Private VLAN

QoS Quality of service

RBAC Rolebased access control
The ability of a system to provide and maintain
acceptable level of service in the face of faults

Resilience (unintentional, intentional, or naturally caused)

RQ Return on investment

ROSI Return on security investment

RPO Recovery point objective

RTO Recovery time objective

RTSM Realtime security monitoring
A document specifying security evaluation crite
to substantiate the vendor's clasrfor the
product's security properties (a term used in

Security target Common Criteria)

Service engine

The system responsible for delivering cloud
services

Side channel attack

Any attack based on information gained from th
physical implementation of a system; e.gmitng
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information, power consumption,
electromagnetic leaks or even sound can provig
an extra source of information which can be
exploited to break the system.
SLA Service level agreement
Secure Sockets Layer (used for encrypting traff
SSL between webservers and browsers)
In this context, a legal authority to confiscate
Subpoena evidence
Transport Layer Security (used for encrypting
TLS traffic between web servers and browsers)
ToU Terms of use
UPS Uninterruptable power supply
VLAN Virtual localarea network
VM Virtual machine
VPC Virtual private cloud
VPN Virtual private network
Any circumstance or event with the potential to
adversely impact an asset through unauthorize
access, destruction, disclosure, modification of
Vulnerability data, ard/or denial of service
XML Extensible Marlup Language
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ANNEX ¢ Q.OUD OMPUTING, KEYLEGAL ISSUES

Five keytegalissues have been identified which are common across all the scenarios:
1. data protection

a.availabilityand integrity

b. minimum standardor guarantee

confidentiality

intellectual property

professionahegligence

outsourcingservicesand changes incontrol.

o bk wnbN

Most of the issues identified in this discussion are not unigue to cloud computing. Indeed,
customers of cloud computing services may find it helpful to use the legal analysis applied to
other Internet services as a foundation upon igh to base their legal analysis of the security
risks posed by cloud computing. To avoid repeating prior analysis, we have focused on those
aspects of cloud computing security that we believe present new legal challenges or material
changes from the anatys applied to priomternet technologies.

We believe that potential customers of cloud services will be quite concerned about issues
related to data protection. Accordingly, in this legal analysis we have focused on these issues
in more detail tharon others.

While this document sets out five key legal issues, a theme that is consistent across all
scenarios and in all of the discussions about cloudputingis the need for cloud computing
providers to have highly detailed and prodtsgecificcontractsand other agreements and
disclosuresand for customers to carefully review these contraotsrelated documentation
Both parties should also pay close attentiorstyvice level agreemen{SLA} since
consideration of many legal issues asata with cloud computing are resolved in, or at least
mitigated by, SLAs.

Before getting into legal details it is worth noting that the customers of cloud providers may
vary in type from privateto public entities)andsize from SME<o large compares) and, thus,

in the extent to which they are in a position to negotiaiéhis is very relevant from the legal
point of view, because the relationship between the cloud providers and their customers will
be mostly regulated by means of contracts. Becaafdbe lack of specific regulations,
reciprocal duties and obligations will be set forth in either standard general terms and
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conditions, unilaterally drafted by the cloud provigdandeither (more commonly¥imply
accepted by the customersithout modificationor negotiated in specific agreements.
VI. The following table summarises the three possibilities in terms of negotiating contracts and
agreements between the customer and the cloud provider.
CLOUD PROVIDER CUSTOMER

A) Large company strong abilty to negotiate SMEC Weak or lacking ability to negotiate
contract clauses contract clauses

B) Both the customer and the provider have tlability to negotiate contract clauses

C)SME¢ Weak ability to negotiate contract Large company or publadministration- may
clauses negotiate contract clauses

VII.

Depending on thgarticularcase (whether itis A, B or @e way to tackle the issues
identified in subsection may differ significantly.

It is important to differentiate between the case of a sitalmedium sized organisation

which would make a choice between different contracts offered on the market, and a larger
organisation, which would be in a position to negotiate claukds.foreseeable that the main
commercial benefit of cloud computinill come from the fact that cloud computing will likely
be a bulkor commodity service that can be bought at short notice or on apyuse basis
(e.g.,case Alargecloud provider SME customer). This assumes standardisation of services
and thus oflegal conditionsTherefore in the legal analysis of this paper, @escribe the

issues primarily fronthe perspective of the smalb-medium organisation which is assessing
different contracts, SLsh\etc, offered on the market.

Nevertheless, there maygsituations in which cloud computing services will be taildeed
largecustomersje, large companies and public administratioagy(,case B). This assumes
specifiG tailored contracts. Case C is likedybe less common. In that case, there will beasp
for negotiation as in case Barger organisations may however use the same considerations
when negotiating contractg:or this reason we have included a discussion of
recommendations for negotiation, where this is possible.

It is also worth noting tht even where a customer cannot negotiate terms of a contract with a
specific provider, the customer is sfilke to select between alternative offerings on the
market In the case of an SME, therefore, recommendations for specific contractual clauses
shauld be understood in terms pfeference between offerings in the market.
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VIll.  The analysis that follows captures and highlights how tlieesselected key legal issues may

be addressed across the three different bargaining scenarios set out in pahnagtap

1. Data protection

Thissection deals with legal issues of data protection that will often arise with the use of a cloud
computing service and aims at giving guidance based on the wording of the Directive 95/46/EC of the
European parliament and d¢tie Council of 24 October 1009 on the Protection of Individuals with

regard to the Processing of Personal Data and on the Free Movement of suélfHeatinafter: the

G5 GF t NBGS OHowevgr, as thendSdvill % Sligectly governed by nminal laws
implementing the Data Protection Directivejstomers of cloud computing servicase advised to re
examine these issues based on the applicable national law

Glossary

The following definitions are set out in the Directive 95/46/EC of the Europadiament and of the
Council of 24 October9950n the Protection of Individuals with regard to the Processing of Personal
Data and on the Free Movement of suchd&ereinafter: theQ 5 IPipbtections A NSO G A @3S Q

Personal Datanears any information réating to an identified or identifiable natural person
(‘'data subject’); an identifiable person is one who can be identified, directly or indirectly, in
particular by reference to an identification number or to one or more factors specific to his
physical physiological, mental, economic, cultural or social identity.

Sensitive datanears personal data allowing the disclosure of racial or ethnic origin, religious|
philosophical or other beliefs, political opinions, membership of parties, trade unions,
assodcitions or organizations of a religious, philosophical, political or ttadenist character,

as well as personal data disclosing health and sex life

Processing of personal daarocessingmears any operation or set of operations which is
performed uponpersonal data, whether or not by automatic means, such as collection,
recording, organization, storage, adaptation or alteration, retrieval, consultation, use,
disclosure by transmission, dissemination or otherwise making available, alignment or
combinatbn, blocking, erasure or destruction.

% The official text of the Directive 95/46/EC and the status of implementation is available at
<http://ec.europa.eu/justice_home/fsj/privacy/law/index_en.htm
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Controllemearsthe natural or legal person, public authority, agency or any other body which
alone or jointly with others determines the purposes and means of the processing of personal
data; where the purposes andeans of processing are determined by national or Community
laws or regulations, the controller or the specific criteria for his nomination may be designated
by national or Community law.

Processomearsa natural or legal person, public authority, agencyny other body which
processes personal data on behalf of the controller.

Defining the issues

1.1. Considering that the services provided by cloud providers generally consist of email,
messaging, desktops, projects management, payaotpuntsand finarce, CRM, sales
management, custom application development, custapplications telemedicine,

FYR Odzai2YSNBRQ oO6AffAYy3IAT LISNER2YIFE RFEGFE OAY
data may belong to a number of persons (data subjeetg),employeesclients,
suppliers, patients and, more generally, business partners.

1.2 Given the fact that personal data is undoubtedly processed, it is relevant to
understand exactlyhen the Data Protection Directive appli€ection 4 states¥.
Each Member State sl apply the national provisions it adopts pursuant to this
Directive to the processing of personal data where: (a) the processing is carried out in
the context of the activities of an establishment of the controller on the territory of the
Member Statewhen the same controller is established on the territory of several
member States, he must take the necessary measures to ensure that each of these
establishments complies with the obligations laid down by the national law applicable;
(b)the controlleris/ 2 G S&adl o0t AAKSR 2y GKS apl&¥oSNI { G
where its national law applies by virtue of international public law; (c) the controller is
not established on Community territory and, fime purposes of processing personal
data, makes usef equipment, automated or otherwise, situated on the territory of
the saidMember State, unless such equipment is used onlytlfi@purposes of transit
through the territory of the CommunitQ

1.3 Fromananalysis of Section 4 of the Data Protection Dikexit follows that:

a) the place where thecontrolleris established is relevant to the application of
the Data Protection Directive;
b) Whatis not relevantor the application of the Data Protection Directive is the

place of processing of the personal dataloe residence of the data subject.
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1.4  TheData Protection Directive will then apply if the Controller is established in the EU
and if the Controller is not established in the EU but uses equipment located in the EU
for processing of personal data (e.data centres for storage and remote processing of
personal data situated on the territory of a Member State, computers, terminals,
servers)unless such equipment is used only for purposes of transit through the
territory of the Community!

15 Once it $ determined that the Data Protection Directive applies, the next question is:
Who is the Controller and who is the Processor? If the customer of the cloud provider
determines the purposes and means of the processing of personal data he is the
Controllerand if the cloud provider processes personal data on behalf of his customer
he is an External Processdn fact, the classification as a Processor or Controller is
very different regarding the compliance duties and obligations and related liabilities. In
our analysis we assume that the customer of the cloud provider is the Controller and
the cloud provider an External Processor.

1.6 The main duties and obligations for the Controller set forth in the Data Protection
Directive are:

a) processing the persohaata according to the principles of Fairness,
Lawfulness, Finality, Adequacy, Proportionality, Necessity and Data
Minimisation (Section 6 of the Data Protection Directive);

b) Obtaining unambiguous consent from the data subject where point a. of article
7 of the 95/46 directive appliés

4 For further guidance on the issue of establishment and use of equipment ad determinants for the

F LILX AOFoAfAGe 2F GKS 5141 tNRGSOGA2Y S5ANBOGAGS &as8S | NI
social networking and search enginesespectively Opinion 5/2009 on online social networking; Opinion 1/2008

on data protection issues related to search engines; available at:

<http://ec.europa.eu/justice _home/fsj/privacy/workinggroup/wpdocs/2009 en.htm

° 9EGSNYIEQ 0SO0lFdzasS Ay (K ALISOAFTAO OFasS GKS tNR
company/organization.

O
(0p))
ax
Q)¢

®Article 7 of the 95/46 directive states:
Member States shall provide that personal data may be processed only if:
(a) the data subject has unambiguously given his consent; or


http://ec.europa.eu/justice_home/fsj/privacy/workinggroup/wpdocs/2009_en.htm
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c) processing the personal data after having provided the data subject with the
necessary information (Section 10 of the Data Protection Directive);

d) guaranteeing the data subject the rights laid down in Section 1BeoDiata
Protection Directive- e.g., to obtain confirmation as to whether or not data
relating to the data subject is being processed, to obtain information on the
purposes of the processing, the categories of data concerned, the recipient or
categories bthe recipients to whom the data are disclosed; to rectify, erase or
block the data processed in a way which is not compliant with the provision of
the Directive; etcg (Section 12 of the Data protection Directive);

e) implementing appropriate technicaind organizational security measures to
protect personal data against accidental loss, alteration, unauthorised
disclosure or access and against all other unlawful forms of processing (Section
17 of the Data Protection Directive);

f) choosing a Processdrmdt provides sufficient guarantees with respect to the
technical security measures and organisational measures governing the
processing to be carried out, and ensuring compliance with those measures

Q) GNF YAFSNNAY3I 2F LISNA2ghldd notRhsiré an i 2 Wi KA |
adequate level of protection within the meaning of Section 25 (2) of the Data
Protection Directive only in case the data subject has given the previous
consent unambiguously to the proposed transfer or under the condition that
otherpro(OSRdzNBa | NB Ay LI FOS Fa LISNI {SOUGA:z
[ f | dzAcSfEhedat hi@ transferred to the United States?{ S | I ND 2 NJ
t NAYOALX SaQu o

(b) processing is necessary for the performance of a contract to which the data subject is party or in order to take
steps atthe request of the data subject prior to entering into a contract; or

(c) processing is necessary for compliance with a legal obligation to which the controller is subject; or

(d) processing is necessary in order to protect the vital interests of thesdbijeect; or

(e) processing is necessary for the performance of a task carried out in the public interest or in the exercise of
official authority vested in the controller or in a third party to whom the data are disclosed; or

(f) processing is necessary fbe purposes of the legitimate interests pursued by the controller or by the third

party or parties to whom the data are disclosed, except where such interests are overridden by the interests for
fundamental rights and freedoms of the data subject whiadjuire protection under Article 1 (1).
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1.7 Thedata controller(in this analysis, theloudcustomer)shouldprovide the data
subjects(endusers of the cloud customewith all the mandatory information related
to the data processing. Treboud customer will be required under the Data Protection
Directive to inform their customerabout the circumstances of the transfer to the
cloud provder, the quality of the cloud provider (iexternal processqr and the
purposes of the transfer. In fact, externalising the services mentioned ahdvé
necessarily impliethe communication and transfer of such data to third parfig,
the cloudproviders,? who maybe located in Europe but also in countries outside the
European Economic Area (thictuntries). These countries may not offer an adequate
level of protection of personal data within the meaning of Section 25 (2) of the Data
Protectian Directive. It is crucial that those who collect data subject to the Data
Protection Directive ensure that they understand the application of the Directive to the
use and transfer of that data. In this respemntrollersnot currently engaging in
cloudcomputing are advised to seek informed consiotn the data subjectfo data
processing and transfer outside the European Economic Area. Those currently engaged
in cloud computing are advised to ensure that this consent has been procured and that
it adequately describes the nature and extent of processing and transfer. The
alternative would be to have in place one of theceduresset forth in Section 26
eg . W{dFyRIFINR /2y {iN} OlGdzr t / fchifteddataiQ 2NJ W{ I TS
transferred to theUnited States and the cloud provider participates in saich
programme). Actually, this second way may present some advantages on the transfer
of data based omthe consent of thedata subject becaussuch conseninay be
withdrawn at any time by the data sjdzt.

1.8 It is recommended that the Commission clarify the application of Section 25 (2) of the
Directive as it applies to the possible processing of data in countries outside the
European Economic Area during its transfer from one cloud computing praeide

bG8 GKIFIG Ay az2YS yLaGA2ytt flga 6S®3d (KS DSNXEY 51 GF
are defined legal terms which carry specific legal implications. The use of these terms herein tisnustdrio
carry such implications

8 Unfortunately, there does not seem to be an official definition of transfer of data. However, from Section 4 of
the Directive 95/46/E@ may be possibléo gather that transit of data through the territories is noteghnt

from the legal point of view. For example, if data are transferred from the UK to the US, whether the data flows
through network links that run via Iceland, Greenland and Canada seems to be irrelevant from the legal point|of
view.
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jurisdictions with one jurisdiction outside the European Economic Area.

1.9  Allthe parties involved in the data processing (data subjectsirollersand
processoryshould understand their respective rights and obligations relating to the
processing of data as defined in the Data Protection Directive and the relevant
statutory instruments by which the Directive has been implemented in the various EU
Member States.Furthermore, these parties should also understand the right for
respect for private life as set out in Article 8 of the European Convention on Human
Rights and Fundamental Freedoms where the countries involved are signatories to the
Convention or have impmented enabling domestic legislation.

1.10 To apply the Data Protection Directive adequatéhg, availability and integrity of data
are key, leading the discussion to data security measures. There are unavoidable trade
offs here. More data security i&ély to lead tareduced availability. The customer of
the cloud providemay thus want to take a close look at the security measures the
cloud providerhas in place and the data availability guaranteed. It has to be born in
mind that in most European coumgs there are mandatory data security
requirements The customer of theloud providemwill have to make sure those
measures are complied with. In some cases (eHealth@osbibly Resilience
scenarios, when sensitive data and financial data are prodgsise customer may
even want to ensure even stricter data security measures as to the storage of data,
communicationor transfer of data, data disaster recovery and onward transfer.

1.11 It has to be clear at this point that the custonewhen classifieés sole data
Controller- will be the entity responsible for the processing of personal data in relation
to the data subjects. The customer will also be responsible for this data when such
processing is carried out by the Cloud Provider in the role @freat Processofailure
to comply with the Data Protection Directive may lead to administrative, civil and also
criminal sanctions, which wafrom country to country, for thelata controller.Such
sanctions are mainly detailed in the relevant statutorgtruments by which Directive
95/46/EC has been implemented in the various EU member States.

° See Status of imMpmentation of Directive 95/46 on the Protection of Individuals with regard to the Processing
of Personal Data, available. Available at:
<http://ec.europa.eu/jugice_home/fsj/privacy/law/implementation_en.htm#itaty.


http://ec.europa.eu/justice_home/fsj/privacy/law/implementation_en.htm#italy
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Dealing with the issues

1.12 The issues discussed above may all be dealt with contractdaldyt from themselves
ensuring to collect angersonal data in complrece with Sections 7 and 10 of the Data
Protection Directive, i.e. having previously duly informed the data subjects and
obtained their consent (ifequired bySection 7, cloud customers should look for the
presence of &ata Protection claus@ the contract between the customer and the
cloud providep ¢ KA &a Of [ dzaS &dK2dzZ R aSi F2NIK GKS NEF
The cloud customer should consider the following in evaluating such clauses

a.Bearing in mind that the cloud customer is classifisdalata controlleunder
the provisions oEU data protection lawthe customer is legally responsible
for fairness, lawfulness, finality, etc..., clauses should be sought which suppart
GKS Odzai2YSNRa O2YLIX AlFYyOS 6AGK GKS LINAY
Directive.

b.Thecloud providershouldcooperate with thecontroller in order to assure
that the latter can effectively guarantee the daiadzo 2 r§jQdinGécordance
with Section 12 of the Data Protection Directive

c.Thecloud providershouldhave in plae adequate security measures pursuant
to Section 17 and the cloud providshouldpromptly notify thecontroller of
anybreach ofdata security and cooperatwiftly to solve the problem

d.Possiblgransfers of personal data to third countries which do rerisure an
adequate level of protection within the meaning of Section 25 (2) of the Data
Protection Directiveshould bedone on the basis of either prior unambiguous
consent from thadata subject to the proposed transfer or other proceduies
accordance \th Section 26€.g.,.W{ G YR NR / 2y G NJ OGdz- § / I c
I I ND 2 NJ tcMNIhe/data ard t@risferred to the United States and the
cloud providerparticipates in sucl programme). It should be borne in mind
that cloud computingnay consist of dat transfersit may be difficult to
address this issue contractually. We recommend thatissuebe addressed
by the European Commission.

1.13 Note that in case Aseelntroduction paragraph VI), the contract, including ttata
protection clausewill be drafted by the cloud provider becauséthe impossibility of
negotiating contractual clauses between a large provider and numerous small
customers So the potential customer should carefully analyse the provision to
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determine whether the clause givesditustomer sufficient guarantees of lawful data
processing by the cloud providemdadequate remedies for contractual damages

1.14 In cases B and Beelntroduction paragraph VIthe data protection clausavill be
subject to negotiation. In additiorsecurity measures may be addresseditimexes
and SLAs. In addressing security issues, the parties should keep in mind that they may
not be able to detail all security measures to be addressed. Because IT security is an
ongoing race to deal with new issye®ntract terms need to be free to develop
accordingly.

1.15 In cases B and @igh value contracts with possibility to negotiatek may also be
advisable for the customer toegotiate adequateemedies for contractual damages
should the Data Protectioclause be breachellastbut not least, if the cloud
LINE A RSNDa ONBIFOK A& adzmaidlyidAalt Ad YI& o
unilateral termination of the agreement

1.16 If the cloud providetlis in a country outside the European Econoirea and that
country does not offer an adequate level of data protection, it is advisable to have in
place procedures accordance witlBection 26€.9.,.W{ G YR NR / 2y (i NI O d:
W{IFS | I ND@Afk datdhry taisielie8 t e nited States and theloud
providerparticipates in sucla programme), rather than basing the transfer the
consent of thedata subject (for the reason pointed outsubsectiorl.7). However, it
has to be stressed that the transfer of data within therit®ry of Member States is not
without problems. Indeed, despite the fact that personal data can freely circulate
within Member Statesthe lawsare not consistent across countries. This inconsistency
may create obvious difficulties in compliance and thaikility issues. We recommend
that the Commission take steps towaritie standardization ofinimumdata
protection requirementsn Europe This is particularly important ine light of the fact
that the Data Protection Directive is currently under sgoin. Moreover, a data
protection certification scheme based on minimum data protection standards, which
are common across the Member Statesay be extremely useful.
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2. Confidentiality
Defining the issues

2.1 Confidentiality concerns are also raised hg scenarios considered liyis paper In
FI OGX ASONBG A KRAMIDE prdcessedn clyliis Ay leskage of
AYF2NXYIFGA2Yy Ol dZiSR o0& @2t dzyil NB O2YYdzy A Ol G2
security breach may jeopardise customer businessises.NB in this context, It is
crucial to distinguish between processing of data asomputational operationsver
that data,and the storage or transmission of data without altering it, since processing
in this sense usually requires the data to bafrencrypted form.

2.2 Havinga closer look at the concept of knelmow and the possible ways to protect it
seems worthwhile

Knowhow is defined as a body of information that is secret, substantial and identified
in any appropriate form° The termW & Si@As that the knovhow package as a
body, or in the precise configuration and assembly of its componéstsot generally
known or easily accessible. The te#k R S ynieans thad tReCknovhow is described
or recorded in such a manner as to makpdssible to verify that it fulfils the criteria of
secrecy and substantiality. To this purpéBé dzo & inkayisittat-tHe Rhowow
includes information which is of importance for the whole or a significant part of:

[ a manufacturing processr

ii a praduct or serviceor

iii for the development thereof and excludes information whistrivial.

2.3  There do not seem to bany European regulations applicable sachscenarios.
European regulations regarding kndww, set out in the definition above, appl
principally to licensing and activities involvithg transfer and exploitation of
information.

Dealing with the issues

24 Keeping regulations in mind, and in order to preserve the economic value of know
how and secret information in general, includingearch results, customer and

19 SeeCommission Regulation (EC) No 772/2004 of 27 April 2004 on the application of Article 81(3) of the Treaty
to categories of technology transfer agreements



108

*
f**

x *
~ enisa

Cloud Computin

European Network |

and Information

Security Agency

2.5

2.6

Benefits, risks and recommendations for information sec

projectrelated information, we recommend that customegysekcontractual terms
O2@SNRAY3I GKAA A&dadzSed Ly FIFOGX LINIASEQ Rc
shouldbe specifically addressed itaO 2 y ¥ A R S iSO | 2f aAdENER aytiBlidr dzad S Q @
attention should be given to the boundariestbt responsibilikes of parties and

related liabilities. Technicannexeanay be particularly effective places to address

this issue

In case Athe potential customer of theloud provider should carefully analyse the
confidentiality/nondisclosure clausw determine whether the cloud provider offers
adzZFFAOASY (G 3dza NI yiSSa G2 LINEGSOdhowitasS Odza
will circulate in the cloud.

In cases Bind G we recommend that th@artiesnegotiatea provision that reflects
the damagea party may sustain should confidentia secret information be disclosed
If the disclosureis substantial, this breach may be included in the list of instances
which alow the company to unilaterally terminate the agreement

3. Intellectual property

Defining the issues

3.1

3.2

3.3

Intellectual propertymay also be at risk in the cloud computing scenarios.

Although an entity outsourcing services to the Cloud Provider maggraind enforce
its intellectualproperty rights by means of the relevant legislation, which is similar in
all the European Member States, a breach of Intellectual Property rights may cause
immediate damage which will never be fully restored in a legatgeding.

Moreover,in the unlikely caséhat the interactions between the customer and the

cloud providerg for example, in the negotiation phase which will be possible in case B
or C - may giverise tojoint results which can be object woitellectual property rights

(for example, techniques to better handle data). Therefore, it is wise to determine who
will own these rights prior to engaging in cloud computing activities, and further
determine the use that the parties can make of the objects of sigtttis.
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Dealing with the issues

3.4 Intellectual Property rights should be regulated through dedicated contractual clauses:
GLYGSEfSOGdzZEf t NRPLISNIe /flFdzaSe ™ yR a/ 2yYFARS

3.5 In case Athe potential customer of the clalprovider should carefully assess the
value of itsgintellectual propertyand the risks related tolaud computing services.
Having done so, the customshouldcarefully review any clauses governing
intellectual property to determine whether the cloud prioler offers sufficient
guaranteesand allows the customer appropriate tools to protect its information (e.g.
through encryption of dataYj 2 LINR (G SOl { K SThetmidestyn®NDa | 44 S
should ensure that the contract respects their rights to angliattual property as far
as possible without compromising the quality of service offered (e.g. the creation of
backup copies may be a necessary part of offering a good service level).

36 IncasesBand@eWA y i St t SO dzl shouldidbedetiedldnéughdd | dz&d S Q
provide clear rules to address the issues described in paragraph 3.3 above. Moreover,
it is advisable that the customer negotiate a clause in which the cloud provider is
penalized should the provisions governing intellectual property batad. Substantial
breaches by the cloud provider may be included in the list of instances allowing the
company to unilaterally terminate the agreement.

4. Professional negligence
Defining the issues

4.1 Failures in the services outsourced to ttleud pravidermay have a significant impact
2y GKS OdzaG2YSNRa FoAftAGe G2 YSSG Ada Rdzias
customer may thus be exposed to contractual and tortuous liability to its customers
based on negligence

4.2 Failures by the cloud pvider may also result in liability by the customer to its
employees. Because the customer is outsourcing technology that provides, or
supports, critical internal functiorsuch agemail, messaging, desktops, project
management, and payroll services, fadwf the cloud provider, and the resulting
inability of customer employees to access these functions or the data processed by
them, may lead to customer liability to its employees.

Yra 2 GKS 6/ 2y TRBRENBAVERABSE2ZY LEBNAANI LK Hon 6208 | LI
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4.4  Arelated issue is whether the terms of the contract attribute resgibitity to the
customer for any illegal acts carried out using the account which are authenticated by
0KS Odzad2YSNR& ONBRSYGAlIfAa odzi y2aG F Oddz f

Dealing with the issues

4.5 In case Athe customer should carefully review tlistandard)limitation/exclusionof
liability clausean favour of the cloud provider to check whether it is sustainable.

46 In cases B and e. in the rarer case where high value contracts are negotiated)
recommend that the customer shift its liaityl for the issues mentioned aboyas far
as possibletowardsthe cloud provideif this is possible without incurring higher costs
due to that liability shiftt ¢ KA & YI& 0SS | 002YLX A4KSR o0& Y
[ ALoAT AG@¢ Iy R Subshytitd Braaghksiby the cloud brde@lé may be
included in the list of instances allowing the customer to unilaterally terminate the
agreement.lt should be noted, however that the data controller always remains legally
liable according to the provisions tife Data Protection Directived) (1), in respect of

damages to data subjects, independently of any contractual clauses

4.7 We recommend that legal clarification be provided to teropeanCommunity how
the intermediary liability exemptions of the eCorense directive apply to cloud
providers

5. Outsourcing serviceand changes ircontrol
Defining the issues

5.1 The agreement between the company and the cloud provider is likely to be defined as
a contractintuitu personae Anintuitu personaecontractis one in which a party
chooses to contract with a company based on qualities that are unique to the
company. For example, a customer may choose a particular cloud provider because of
the conditions it offers, its reputatioar professionalism, or its techratskills. As a
result, the customer may be reluctant to see the cloud provider outsource all or part of
the services to be provided to the customer.

5.2 The control of thecloud providemay also change and, as a result, thems and
conditions of theservices provided by the cloud provider may change, too.

Dealing with the issues
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53 In case Awe recommend that the customer determine whether services will be
outsourced by the cloud providers and whether the cloud provider issues some
guaranteer warranties relating to the performance of the services outsourced.
However, we do not recommend that the customeok to be abldo restrict the
outsourcing of services by the cloud provider. We also recommend that the contract
be reviewed to determine how #hcloud provider will communicate changascontrol
to the customer The customer may also want to consider whether the contract
includesthe right to terminate the contract if a changecontrol occurs.

54 In cases B and,@he customemay choose to equire that the outsourcing of services
08 GKS Of 2dzR LINPGARSNI 6S adzoeSOG G2 GKS Odz
decision, the customer will need to be informed about the type of services that the
cloud provider intends to outsource and the idiy of the company to whom these
will be outsourced. Even if the customer agrees to the outsourcing, it may want the
cloud provider to issue some guarantemsyarranties relating to the performance of
the services outsourced. By the same line of reasprthe customer may also want to
have the chance tapprove a change of control, or terminate or renegotiate the
contract in case o changein the control of the cloud provider Such options may be
carefully specified in the contract between the coamy and thecloud providetby
means o W {pdtk dudRourcingDf | dza ST | andhddmNnifidatigfitlduses
I WO Kkoit@IEDt | dzid ST 2 Nloflagre¢meffbldtdeyagaind@gnding
on the bargaining power of the parties.

Conclusions

All the contractual clauses froeection1 to section3 may be suitabléor standardisationexcept the

relevant penalties, which depends éme LJF NIIA S&Q oF NBFAYAy3 LI2gSND |2 KSNB
contractual clauses isections4 and 5 dependsself on the bargaining power of the parties, they are

less suitable for standardisation.
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ANNEXI ¢ SMEUSECASECENARIO

AN SMEPERSPECTIVE ON CLOOMPUTING

ENISA cloud computing security risk assessment
This scenario was used as a basigHeriskanalyss published in the report.

Limitations and assumptions

This scenario is partially based on the results of the survey: An SME perspective on Cloud Computing
[REF]. The scenario is NOT meant to be a road maxfimpany considering, planning omming

cloud computing projects and investments.

The selection of a mediwsized company as a usase was made to guarantee to the assessment a
high enough level of IT, legal and business complexity. Thevasto expose all possible information
securityrisks. Some of those risks are specific to medaimed business, others are general risks that
every micro, small and medium enterprise will likely face when migrating to a cloud computing
environment

The scenario is NOT intended to be completely raalfst a single organisation but all elements of the
scenario are likely to occur frequently in many organisationsientlythere isno single providein

the market that can cover the breadth of services described in the scenario, liut aérvices wl be
covered byseveral providers

The assignmentf applications to each tier (laaS, PaaS, SaaS) is arlgitrdigdone for illustrative
purposes only anégs NOT a recommendation.

Scenario

ThecompanyCleanFuture works in the photovoltaic businedse tompany produces and supplies
complete solar and photovoltaic systems and key components for solar systems and heating. The
company was founded in 1999 in Germany, where the main production site is located. Since then
CleanFuture has been a fast growgampany and turnover has beémcreasing at amaverage of 20%
per year.

In 2003 a branch office was opened in Spain aind2004 new offices were opened in Italy. During
2005 a decision to relocate the business line producing-egftective solar glssto Poland was taken
and by June 200that factory was already producing the first productdie company is also planning
to explore the USA market.

Clean Future employs 93 people:
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50 in Germany (2 different siteseadquartergincluding production &, laboratory and 1
branch office)

34 in Poland

5in Spain

4 in ltaly

The companylsohas a variable number of contractofsom 10to 30interim agents, sales
representatives, consultants, trainees, etc).

Due to competitive pressure and the econamaind financial crisisf 20082009, CleanFuturbegan an
internal discussion a nearterm strategy to reduceostsand increase productivity. IT services were
identified as a crucial area with a large margin for improvement.

An internal analysis was germed on IT and security requirements and the following conclusions
were drawn:

1.

More flexibility and scalability are needed to respond to varia@mandsfor IT services (a
variable number of employees during the yeawariable number of partnerand suppliers to
be dealtwith, sudden changes in the market landscape, possible cooperation with a research
centre and universities, possible opening of branch offices and enlargement of thésakes
etc).

High quality IT services (in terms of effectivenasad performance) anahigh level of
information security (in terms of availability, integrity and confidentiality) are requingthe
company However in order to provide internalesourceqIT Dept) with such higlevelsof
service, specific experéds needed along with capital investment in hardware, software, IT
support and information security.

Business continuity and disaster recovery capabilities need to be improved

A testbed for assessing new applications to support the busiresgell ag cooperation
environment where developers can work together with partners towards seltionsand
projects would be extremely importantrom the perspective of business efficiency ahé
capacity to innovate

A physicato-virtual (P2V) migration pregtwould give important feedback in terms of the
reliability and efficiency of the final seip.

The serviceandapplications identified as the ones to be affected by the new IT approach were:

=A =4 =4 =

emailandmessaging
desktop(office applications)
project management

payroll
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1 CRM andales management
1 accountingandfinance
9 running or hostingustomapplicationsandthe developmentof custom applications
9 identity management.

The internal working group, supported by an external consulfamtposedcloud compting
G§SOKy2ft23ASa +a || LRaaArofsS aztdzianzy FT2N/ f St yCdz

As a next step, a feasibility study dioud computingvas carried out. A report was delivered to the
managementboar@ T G KS O2 Y LJ A feasitlitytst8dy ¢ynGtaiid d2bidputimgpossible
AYLX SYSyldlFdAz2y &adiN}GS3e IyR NBELIFIGSR odaAaiySaas f
Based on the analysis of the ad hoc working grolog report proposedhat the identified IT services
and applicationde outsourcedo at leastthree cloud providers In the long run thehree providers
could constitute a sealled¥ ¥ S R SoD fii A @Bf focthe time being it is advisable for the sake of
simplicity to usethree independentproviderslinked throughout a8 F SRSNJ G SR ARSy G A G @
solution
1. Cbud Provide#tl: will offer a clouebased hosting service femail, messaging, desktop
environments, project managemeandLJ: &@ NB f f 0 /afaa S NIJSHaSHEoidles of NS
cloud computing). Contractually, the data may be located and processeffaredt locations
globally including Asia, Europe arie USA.
2. Cloud Providet2: will offer a clouebased platform for custom applications hosting, often
G S NI S R platfarm askS S NBRFa&s$Sbdel of cloud computing. This custom application
consiia 2F | W&aAYdzZ I 2 NRonfighte aiphokodoftaiclinstalatizim,i 2 Y S NE&
calculate the energy production (according to thg@ographical location) and the ROI
(according to thencentive of the countryvhere the installation will be done).
3. Cloud Provide#3: will offer a clouebased infrastructure for HRccountingandfinance CRM
andsales managemerand custom application developmeatA S (1 KS Wshay ¥ NI a NI
& S NJflaaS)3nadel of cloud computing).
In the shortterm (two years) @anFuture will take care of business continuity and disaster
recovery of data and services outsourcedP@aS anthaSproviders. That will be done by
using the existing infrastructure. Tisma$rovider assumes responsibility for backup and
business corihuity requirements for the servicabey provide.In both casesthe backup
service is provided by both the provider and CleanFuture for a peribelcofears.
The strategic mediuaerm plan for disaster recovery is still to be defined. The followiv@options
are to be compared:
I.  to identify a business partner with whom to create a small private cloud and share the
capabilities and cost of such an infrastructure;
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II.  to buybusiness continuitanddisaster recovergervices from eacbloud provider.
The degsion will be taken withinwo years when the current IT infrastructure will be obsolete. Until
then, CleanFuture will use their-hmouse technology and esite hosting for their continuity and
recovery needs.

Identity management
The report recogniseslentity management as a component thaffects all aspects of the migration.
For reasons of reliability and scalability, CleanFuture should NOInh tellong-term on an internal
company directory for user authentication and account management. A deafaiilient and future
proof solution must provide:

a. singlesigrnon
singlesignoff
asingle identity directory for all services
asingle application for identity provisioning add-provisioning
securemanagement of any cryptographic keys used for autivation and signature
accesgontrol policy enforcement (e.g., using XACML). A solution to guarantee that
ALL the users (staff members, partners, contractors) comply witledhgany a
security baseline requirement¥hese requirements ar¢o be establiskd according to
the characteristics of the user profile and permission. The minimum requirements
settled should be: updated antivirus and updated OS.

~®a00

The report recommends moving to a federated identity management solution which will decouple the
variousaccounts needed on different solution providers from identity provisioning and management
services. A brief survey shows that few existing cloud solutions provide the interfaces required for a
complete FIM solution. This leads to a set of important rezgmignts on the migration:

1. Services selected should support authentication via a selected FIM framework
(implementation using Liberty/Cardspace + SAML 2.0).

2. Before migrating any services and applications to the cloud, CleanFuture should
implement a singlesign-on solution for all their applications, including authentication of
external partners.

3. Trust properties of any key management infrastructure should be strongly verified.

4. A security client healtbaselineshould be defined for all clients accessing atviges.
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Project Phase 1 2008 Phase Z; Phase X Phase 4 Phase &
2009 2010 2011 2012

Physical to
virtual (P2V)
migration

Migration to Selection of Migration of
cloud the cloud the following
computing: provider applications
(SaaS) and and services:
migration of Email*,

the following Messaging*,
application: Desktops*,
Prgect Payroll*
Managemen

t*

Migration to
cloud

PROVIDERL
- SaaS
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computing:

PROVIDER2
- PaaS

Development Partner Executive Privatecloud
of private identification plan goes live.
cloud partner . Project definition...

for DR and B( requirement

s definition...

*Please note that those applitans or services were outsourced to a cloud computing provider
without an internal physical to virtual migratidreing performed

Existing security controls
Provider#l (SaaS) and Providé2 (PaaS) claim to implement a set of standard security contrwishw
include:

1 firewall

1 IDS/IPS (Network and Host based)

1 systemhardening and ifhouse penetration testing

9 ITIL compliant incident and patch management

No further details are given. The selection of fireviderswas done by Clean Future on the basis of
the good reputations of Provideéfl and Provide#2.

Provider#3 (laaS) offers preonfigured VM instances in various standard configurations. They do not
however offer prehardened instances by defaple,the customer is entirely responsible for all
secuity measures on VM instances including review of all default settings.
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Provider#3 specifies background checks on all employees (with dionitationsaccording to local
laws), physical access control based on biometric swads and needo-know basediata access
control policies.

All connections (for laaS, PaaS, SHa8, etd), EXCEPT those with customexgy(,using the
configuration applicatio) are encrypted (either via VPN or SSH).

All providers are ISO 27001 compliant but none of them declaekact scope of the certification.

The SLA with each provider includes a breach natification clause. All the providers offer premium

OLI ARO aSOdzZNAGEe NBLRNIAY3I FSIGdzNBad { dzOK LI AR N
assets), attacks ainst specific targets (per company user, per specific application, per specific

physical machine, ratiof internal attacks compared toexternal attacks, etc), trends and statistics.

The reporting thresholdbr failed attempts andhe scale for incidentseverity are customized
accordingtathe O dza 1 2 YSNR& &ALISOATAO ySSRao
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Data flow

Customers
Contractors

Partners

Cloud Provider 1

SaaS

Cloud Provider 2

PaaS

Cloud Provider 3

laaS

Clean

Future

Federated

ID Management
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ANNEXII ¢ OTHER USEASE SCENARIOS
Here you can find a brief summary of the Resilience and eHealth scenarios we used in our risk analysis.

RESLIENCE SCENARIO

This scenario explores hatve use of cloud computing affectle resilience of services in the face of:
suddenincreases in customer demanel.g.,in periods of financial crisis)

denialof service attacks

localisednatural disasters

misuseof the infrastructure as an attack platform

data leakgmaliciousor careless insidenr broken process

= =4 -4 —a -

The year is 2012. XBrd provides realime e-commerce through a webervice interface, along with
content delivery solutions in the forwf widgets, which can be embedded into purchasing portals.
Typical usecases are:

reattime price data and charts for goods in purchasing portals

historicaldata for use in pricg@rediction and analysis

order histories and stock control reports for cganies

reaktime currency conversion and FX histories

up to date SOX & EU antionopoly trading reports

financialdata for more complex applications.

= =4 -4 —a -—a -8

In addition, XKOrd provides a platform for managing the various services and combining them into
cugom applications. Given their service offering&#l requires high resilience of:
1 latencyq delays in data provision can lead to higdlue deals being lost
1 requestfulfilment ¢ e.g.,highly reliable:
o databasequeries andesultspresentation
o websever fulfilment of http requests
o TCP/IP infrastructure
71 dataintegrity ¢ errors in data can lead to financial lpss
1 confidentialityandreporting ¢ data has financial valugtherefore, if disclosed to nen
paying customers, it represents a financiaklés XKOrd;
1 applicationintegrity andvulnerabilities.

Infrastructure
In 2011, X¥Ord moved to a cloud infrastructure for reasons of cost, flexibility and reliabilit@rdK
uses CumuloNimbus Systems, a cloud provider offering laaS for contentyelive

71 Data is stored using a DaaS (database as a service) model.
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9 CRMand XK NRQa Odzaid2YSNI I iGchdndgilingavelmarnage& by & v
second cloud provider, Stratocumulus. Credentasissued and verified by XBrd
using this servicayhile control access to the contei provided by CumuloNimbus
resourcesie, Stratocumulus is acting as a federated identity provider providingle
signon.

9 XkhNRQ& | wX LI &NRftxX 2FFAOS dRePnarage@ LI I LILX A OF
directly by XKOrd ard hosted on site by X&rd.

Network

/ 2YLI NBR (2 dzaAy3a | RIGFE OSyGaNB:I (GKS Of 2dzR LINPJAR
improvements in total bandwidth, processing, memory and storage capabhilisesell as the ability

to scale limits quickly. Fexample, routers located near content delivery locations use scalable

virtualised memory, logging and packet filtering resources. IPSec is implemented in parts of the

network. These features considerably improve resilience against Bifaags

Resourcemanagement

1 Content delivery is charged to XXd on a petHTTPrequest basis. Costs are capped
according to a choice of policies offered by CumuloNimbuddkcustomers are
charged according to the number of HTTP requests to each service according to a
different scheme.

1 The provider operates resources on a shatedancy basis with other (not necessarily
similar) clients over their entire infrastructure. This means that isolation between
resources used by different customers must be strok&Ord haghe option to pay a
small fee to reserve resources in advance, which increases overall reliability for the
service provider and for X®&rd.

1 Shortterm growth within available resources is faster than typical-otwud
infrastructures. Adding more expansi resources (ianore hardware for the cloud
provider is slow). DDoS defences in particular must scale quickly and implications for
cost and resourceise should be welliefined.

! Standard SLAs and standard APIs are used to ease movement between clouds.

Security services
XK uses aecurity service provideBorealisSedor reattime security monitoring (RTM), vulnerability
assessment and device management.
1 BorealisSec staff manages XK systems hosted on Cumulonimbus using a VPN
connection.
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71 Logs areallected on Cumulonimbus and sent automatically to the BorealisSec SIEM
(security information and event management) platform via VPN, for analysis.
Shouldan incidentbe triggered, either:
o ABorealisSec administrator will deal with the incident dire¢aytomatically
or manually, or
o theywill open a ticket with CumuloNimbus to solve the problem.
In any case, response to incidents will be contractually agreed with XK, according to severity.
The following othepointsare worth noting:
o Vulnerability asessment can only be performed on a test installation sthee
Cumulonimbus ToU prohibits proactive security testing.
o BorealisSec provides compliance and audit reports as far as possibletivihin
CumuloNimbus ToU.
o BorealisSec is responsible for maintag patchedo software outside the remit of the
cloud provider.

SLA: XK=in-> customers
XKOrd offers aservice level agreemeifELA) to its customers in order to compete with other
financial data companies offering SLAs. It is worth noting thatS{tsmay offer higher levels
of reliability than Cumulonimbus, despite the dependency between the two.ndsbe
because Xk willing to accept a higlrdevel of risk.

Goal KPI Value Penalties
Serviceavailability % Uptimeper month 99.99 20% eduction in bill for
every factor of 10
Latency (NB this is the [Average response time [l sec 5% reduction in bill for
time fromwhenthe stock jover 100 requests over 1 every violation
marketpublishesdata) [day
Administration Time to respond to 60 min 5% reduction in bill for
requestin minutes every violation
Alerting Minutes to alert custome(5 min 5% reduction in bill for
of a violation of service every violation
(not including this one...)
Time to recover from fau|Hours 2 hours  [5% rediction in bill for
every violation
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EHEALTH SCENARIO

This scenario explores the use of cloud computing by large government bodies which have to satisfy

strict regulatory requirements and are very sensitive to negative public perception. A key

consideraion ¢ whenusing cloud serviceswill be a public perception that there has potentially been

a lack of consideration of security privacy issues. This would be especially sheuld¥ LJdzo f A OQ Of 2 dz
servicede used.

EuropeanHealth represents a largevgonment health service in Eurofeit does not describe any

specific national health servicEuropeanHealth is composed of public organisations and private

suppliers providing eHealth services. It is a very large organisation spread acrosbstmessd it

caters to ® million citizens. Prior to using any kind of cloud infrastructure, it has over 20 IT service

providers and more than 50 datgentres

Specific scenario
The specific scenario involves an eHealth platform that provides care and mogitdpatients with
chronic illnesses in their homes. This general process is described in more detail as follows:
1. A monitoringcentreuses an independerihternet-based platforndeployingin-home
sensors to monitor and interact with elderly patientsrame.
2. The monitored variables are analysed for anomalies based on a profile. A monitoring centre
decides when more specialized services are needed (doctors, natsgs,
3. Patients may also choose to make information available to external eHealibes
providers. Such private information is provided via a centralized database.
4. Services are provided to elderly patients at home using a multimodal interface that adapts
to the abilities of the elderly. Avatars and speech synthesis can be used.
Themonitored data is available to doctors and hospitals through the unique patient medical record
service. Patient information can be accessed through the unique patient identifier. This service
provides documentation of a patient's medical history and care.

Gowvcloud
To deliver these services using a cloud infrastructure, EuropeanHealtios€doud a cloud service
provided by nationagjovernmensfor government services as a whole. This is a hylmdte-partner
cloud since it is used by trusted paets only and only government organisations have administrative
access€.g.,public administration, healthcare). It uses a dedicated network infrastructuinéh is
physically independent of the publicternet. The Goxcloud is hosted in multiple geogphical
locations but virtual machines can be migrated from one site to another.
All services in our specific scenario run on the-Gtoud withthe security properties described below.
For example:

1 someof the services running at home are running on tkaud using laaS
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1 theservices running at the monitorirggntreare running on the cloud using lgaS
1 themonitored data is also stored in the cloud usibgaS (databasas aservicg.

GovCloud also provides a means of transferring patient data sec(pedyiously it was quite difficult)
using a customised email service for doctors and nurses. This is provided by a third party but designed
by EuropeanHealth.

Data protection
All data collected biEuropeanHealtimust satisfy the following requirements:
71  Data (including sensitive personal information) must be encrypted in transit and at rest
where potentially at riskg.g.,on mobile devices).
1 Data processing must satisfy European data protection¢gegy, RSTAYAGA2YyY 2F WRI
LINEOS&a2ND nd2 NI £ f 2LISNF GA 2
1 National law applies certain restrictions on the processing of the @atp,data should not
leave the original country of collection at any tijne
1 Clinical safety has to be paramount with certain applicatitims meanghat integrity and
availebility have to be® 3 dzI NJin/sant: $h&addces.
1  Sensitive data should be destroyed at a specified time in its life@.geby destruction of
hard disks athe WS y R & &quigmer$.S Q
1 Physical security controis data centres where data is sted must be adequately assured
(some of this is covered currently via 1ISO27001 submissions from suppliers).
9 {SYA2NJ adlFFF Aa 3IAAPGSYy aLISOALEf NBalLRyiseAoAf Al
AYF2NXYIEGAZ2Y QO

Compliance with laws, regulationand best practices

1 All suppliers mustlemonstratecompliancewith ISO27001. They aMOTrequired to be
accredited but compliance is verifigdroughyearly submission of theinformation security
management systerand associated policy documents.

1  Addiional certificationsandaccreditations assist EuropeanHealth organisations in choosing
appropriate providerse.g.,1ISO20000 (Service Management), ISO9001 (Qyality but
these are not required.

1 Interms of audit and compliance to regulatiomsthe nominated standards of the service
provider, cloud computing service providers must ensure that they are able and willing to
allowthe right to audit their policies, processes, systems and services.
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Governance

A basic set of security controls is pided by GovCloud and additional controls are optionally

provided by management services ofiause management for each user of Goloud (such as
EuropeanHealth). Governance standards, such asafellused.

EuropeanHealth cannot mandate internal dejpaents to adopt specific technologies, but only
recommend technologies to be adopted. EuropeanHealth departments remain free to implement the
technology that best meets their needs.

EuropeanHealth can request participating organisations to provide doctatiem showing thatheir
recommendations have been followgel.g.,proof that all data on laptops is encrypted. For external
suppliers, there are specific requirements for organisations to connect to the EuropeanHealth network
and remain connected.

Acces control and audit trails

EuropeanHealth provideSingle Sign OsEQfor their applications and services using smart cards as
authentication tokens. EuropeanHealth organisations may use many other forms of authentication or
multiple forms for differenfpurposes (iesingle factor, two factors, biometric and so foytovCloud

third party suppliers interface with EuropeanHealth PKI using smart cards.

There are absolute requirements in terms of audiensuee that it is clear who has accessed what
personal dataor sensitive personal data and for whatirposes

Service Level Agreements
SLAs would need to be contractual and embedded within any cloud service offering to EuropeanHealth
organisationsThe key will likely b24/7 availability (but dependerin the type of serviceapplication
or data being hosted
1 A @oncernfor EuropeanHealth organisations will te potential loss of control that they will
feel .g.,0f infrastructure, the services, the data and provisionigtg). The abilityof cloud
service providers to prove that there#oQoss of control will bekey consideratiorfor take

up.



