Quality
_ management

Certification

A

OSNI A FAOI
SYGANBYYSY

| KIFt£tftSy3asa 27
UA2Y
a

DECEMBER16

WwWWw.enisa.europa.eu



http://www.enisa.europa.eu/

x t Challenges of security certification in emerging ICT environments
x éenisa December 2016
*
*
About ENISA

The European Union Agency for Network and Information Security (ENISA) is a center of network and informatio
security expertise for the EU, its member states, the private sectorfadeNE LIS Q& OAGAT Sy ad 9t
groups to develop advice and recommendations on good practice in information security. It assists EU membe
adlradsSa Ay AYLI SYSydGaAy3a NBfS@glryd 9! tS3IAaft | ddmiagonl yR
infrastructure and networks. ENISA seeks to enhance existing expertise in EU member states by supporting tt
development of crosdorder communities committed to improving network and information security throughout
the EU. More information aboWENISA and its work can be foundiatw.enisa.europa.eu

Contact
For contacting the authors please usssilience@enisa.europa.eu

For mediaenquiries about this paper, please ysesss@enisa.europa.eu.

Acknowledgements
Theanalysis in this document was produced in collaboration with:

1 Coen Berenschot, Teun Ploeg, Willem Strabbing, Elena Henriquez Suarez, Knut Svein Ording, Sva
Einarsson, Mate Csorba, Patrick Rossi

1 Ben Kokx, Jose Miguel Rubio, Jose Luis Reyes

1 Members of IEC TC57 working groups 10, 15, 17 and 19.

Furthermore, we would like to thank those who provided input and performed reviews and requested not to be
mentioned above.

Legal notice

Notice must be taken that this publication represents the views and interpretatioBNtBAunless
stated otherwise. This publication should not be construed to be a legal action of ENISA or the EN
bodies unless adopted pursuant to the Regulation (Bb26/2013. This publication does not
necessarily represent statef the-art and ENISA may update it from time to time.

Third-party sources are quoted as appropriate. ENISA is not responsible for the content of the exte
sources including external wsites referenced in this publication.

This publication is intended for information purposes only. It must be accessible free of charge. Ne
ENISA nor any person acting on its behalf is responsible for the use that might be made of the
information coriained in this publication.

Copyright Notice

© European Union Agency for Network andoimation Security (ENISA), 2016

Reproduction is authorised provided the source is acknowledged.

ISBN: 9782-9204183-0, doi: 10.2824/42310

02


https://www.enisa.europa.eu/
mailto:press@enisa.europa.eu.

** t Challenges of security certificati in emerging ICT environments
« éenisa December 2016
*
+* *
Table of Contents
Executive Summary 5
1. Introduction 7
1.1 Obijective 8
1.2 Methodology & deliverables 8
1.3 Target audience 9
1.4 Structure of this document 9
2. Selected sectors 10
3. Energy- Electricity 12
3.1 Desk Research 12
3.1.1 Intelligent Electronic Devices (IEDs) 13
3.1.2 Remote Terminal Units (RTUS) 14
3.1.3 Smart Meters 15
3.14 AMI Components 15
3.15 Virtual Power Plants 16
3.2 Findings 16
3.2.1 Intelligent Electronic Devices (IEDS) 16
3.2.2 Ramote Terminal Units (RTUS) 17
3.2.3 Smart meters 18
3.24 Advanced Meter Infrastructures (AMI) 19
3.25 Virtual Power Plants (VPP) 20
4. Sector: HealthCare 21
4.1 Desk Research 21
4.1.1 Interconnected clinical information system 22
4.12 Networked medical devices 23
4.2 Findings 24
4.2.1 Interconnected clinical information system 24
4.2.2 Networked medical devices 24
5. Sector: Information and Communications Technology 26
5.1 Desk Research 26
5.1.1 Switches and Routers 27
5.1.2 Firewalls 27
5.1.3 Hardware Security Modules (H$M 28
514 Unidirectional Network System 28
5.1.5 Next Generation Firewall 29
5.2 Findings 29
521 Routers and switches 30

03



9.

10.

5.2.2 Firewalls

5.2.3 Hardware security modules
524 Unidirectional network system
525 Next geneation firewall

Sector: Transportatiorg Railway

6.1 Desk Research

6.1.1 Automatic train protection
6.1.2 Computer based interlocking
6.1.3 GSMR SIM cards and modems

6.2 Findings
6.2.1 Automatic train protection (ATP)
6.2.2 Computerbased interlocking (CBI)
6.2.3 Communication equipment based upon G&M

Sector: Transportatiorg Water transport

7.1 Desk Research
7.1.1 Integrated Bridge Systems

7.1.2 Cargo management systems

7.1.3 Passenger servicing and management systems

7.1.4 Propulsion and machinery management
7.2 Findings

7.2.1 Integrated Bridge Systems

7.2.2 Cargo management system

7.2.3 Passenger servicing and management systems
Conclusions

8.1 Common Findings

8.2 Overview findings of the given devices per sector
8.3 Key Recommendations

List of abbreviations

Bibliography/References

Challenges of security certification in emerging ICT environments

December 2016

30
31
32
32

34

35

35
36
36

37
37
38
39

40

40
42
42
43
43

44
44
45
45

47
47
48
50
52
55

04



*
x t Challenges of security certification in emerging ICT environments
x éenisa December 2016
*

Executive Summary

Security certificabn is very limited in industrial environments despite the growing cyber attacks to what is
considered EU Member State @l Information Infrastructure (C#H) ¢ KSNB | NB a322Ré¢ NBI
however, the community questisaround the contribution of certification to the cyber security of the industrial Cll
production line remain unanswered Today, without an EU approved standard, harmonised testing and
corresponding certification, answering these questions is complicatetdunclear.This is a major issue given the
desire and policy agendawardsa more integrated and global digital infrastructure, which is needed to support the
internal European market.

This study aims to provide a thorough description of the cyber rifgccertification status concerning the most
critical equipment in differentcritical businesssectors More specifically, ife sectors have been selected to
investigate in more detadndto consider a broad spectrum of different requirements and cabas¢ould lead to
certification drivers concerning these devices. The five sectoteaergy, ICT health care, rail transport and water
transport.

The key finding is thagvery sector has its owfunctional and securithallengesvhich makes the tamg of a
common certification framework a challeng@he enegy sector, for examplelargely depends on redime
interfaces on process automation level to provide a stable and reliable electrical power supply. The need for more
reaktime data exchange isi¢reasing due to the decentralization of the power grid, increasing penetration of
renewables and further integration of market®n the other hand, lte health care sector largely depends on
informational systems and interfaces, like centralized patientbldases that are used by companies that provide
healthcare. Automation takes place on small scale, for example at hospitals to provide health monitoring.
Transportation is mostly about logistics and safé&inally, tains on a track need to be able to comnicatewith

the generic infrastructure, while for the water transportation a vessel contains automation systems from office
automation to process automation concerning electric power supply and vessel coftrtie same time]CT
becomes the common pressing platform which supporgl these differenfunctional and securityequirements.

This underlines the (increasing) need for a common approach on standards and frameworks for certification.

Based on desk research and expert validation, an analysis is done to study the existing frameworks and standarc
and to identify certification drivers, best practices and candidate products for certification of thesdleeted
sectors. During this studgommon findings that apply to multiple sectors have been identified:

1 A large part ofthe public infrastructure is used for data commuation within and between critial
infrastructures This introduces additional challenges to a system versus a pgr@tgied infrastructure
that is mostly considered as more secure.

9 Standalone certified devices are considered trustworthy. However, after integration in a real computing
environment this might be not the case. Appropriate planning and execution of syssis is critical,
where device certification will help to get a certain level of device quality concerning cyber security.

1  When it comes to building cyber security resiliencéhim selectedsectors, it is observed that small part
of the security will besupported by the components or devices that compose the systehile the larger
part of the security wildependon the processeand procedures that are in place

hitps://www.enisa.europa.eu/publications/methodologidsr-the-identification-of-ciis
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1 Many industriesio not integratesecurityinto their devicegrom the design phasé& hus security by design
is an approach that needs to be widelyopted by vendors A holistic approach provides a certain level of
security assurance at every level of the business value chain for critical infrastructures.

9 Outsourcing of specific tasks or fiiions increases the risk of being vulnerable to cyagacks. Knowledge
of the specific domain by those who deliver essential cyber security services is mandatory.

1 Anoverall concern is the use of devices like laptops, tablets and phones as entry gropatehtial attacks
ormalware. This is a crosgctorthreatwhere devices connected to complex and critical systems are mostly
unmonitored and can cause seriotiskto the overall stability of such complex system

For each sector, a list of devicessndentified that should be considered candidates for certification. Although this
list is not necessarily complete and exhaustive, these devices are found to have a large impact when compromise
or in case they fail to operatédccordingly, the identifieR S @A OSa Ay Of dZRSR Ay alpgo8 OI
starting point for the investigation to a common approach for certification, because within critical infrastructures
every device could potentially endanger the whole system.

Based on the analysis thfe drivers for certification and the market situation, it is found that the following devices
are most critical for certification in each sector: For Enefghgctricity, smart meters andtelligent Electronic
DeviceqIED); for health care, Clinicafdrmation Systems (CIS); for ICT: firewalls, routers and switches; for
transport¢ railway, Automatic Train Protection (ATP); and for transpanaritime, Integrated Bridge Systems
(IBS).

The following common key recommendaticer®e determined for thesesectors

9 Organisations should strive foertifying theirmanagement systerbecause it i@ powerful tool that helps
companiedo achieve their business goalRrocess certification and compliance is vital supportproduct
guality, andt is often a ticket tahe market For markets large enough, producamufacturers can test and
certify their producs only once as they can have theracceped in many other markets orcountries
thereafter®.

1 Both vendors and asset owners should take a Holigew when it comes to security certification and not
merely focus on the functional element of the devices they uSaly afterverification of a system in its
entirety, including procedures for operation and maintenanicean be consideredyber secue.

9 Organisations should invest more on improving the cyber security education of thgineers This is
because thewsually do not have cyber security cult@asthey are often confronted with new technologies
or other domainsunknown to themuntil it is too late to adopt mitigation measure$herefore, hey need
to be educatedto become aware of cyber risks and to realize that the system is as strong as each individua
component and that actions and decisions taken for a gt of the system aahave a major impact on
the overall performancef the systenitself.

9 Cyber securityeyvice providerare recommended to implement an IT service management framework
theirorganizationd &  LINBP2F GKIF G GKSANJLaAaSNBAOSAa YSSiG Odza

1 Whenever this is financially justified, customers should lookHeruse ofsecurityservice providers who
provide a follow-the-sun support team in order to ensure maximum availability of their services.
Furthermore, they should seek for security sericeviders with an IT service management system which
is based on international and widely known standards e.g. ITIL, ISO/IEC 20000 etc
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1. Introduction

There are many challenges when it comes to voluntary EU wide certification for cyber security. Thgapajand
challenges revolve around the fragmentation and different approaches in the member states as well as the lack c
EU guidance by trusted oversight entitigdie cybersecurity strategy of the European Ur{ieu)states the need to
develop indust@l and technical resources for cybersecurityeimerginginformation communication technology

(ICT environmentyCOM(2006)786To realize an open, safe and secure cyberspace, the prime focus of the strategy
A &o create incentives to carry out approptéarisk management and adopt security standards and solutions, as
well as possibly establish voluntary Hfidle certification schemes building on existing schemes in the EU and
Ay G SNY I (@INE2QUI)ELY & €

ENISA has been involved in the area of cedtiion by among otherssupporting activities such as the workshop on
security certification for smart grid devices (2012), thefj@@ENISA SOG and ICT certification workshop (2014)
and the reporton smart grid security certification (2014Pne ofthe common finding®f these activities washe
lack of systematic recording of the major challengegether with the lack of a harmonized certification framework
in some critical business sectors.

Currently there exist different security standards draimeworks for certification fronbbusinesssector tobusiness
sector.Not surprisingly, businesectors differ a lot concerning the use amdpiortance ofthe ICTplatforms, like
type of systemgcomponents of different vendors, age, technolegjiiandcommunication protocols. For instance,
there are sectors that use and require automation systemstlierautomation andthe safety of their critical
operatioral processes, andistuption ofthese systems could lead to large soci@tapact. Within other ctors,
emergingICT is used for centralized databases, markets andfanwnication between companies, resultimgo

a variety ofinterfaces between subsectors and companies. Furthermore, differecame bespotted betweenthe
type of system used, likenformation technology(IT) and neareakttime automation systems as operational
technology (OT). These varying ICT landscapes ihakmplex to develop animplementa common and widely
acceptedcertificationframeworkin this area.

Consequentlythere 5 no common approach on standards and frameworks for cetiific within the European
Union, and no certification programhat focuses on theemerginglCT environmentsuch as |0T, industry 4.0 etc
This is a major issues apecified iMJOIN(2013) )E laak of a welf dzy OG A2y Ay 3 YSOKIFIyAaY
inhibitor to the functioning of the European market as a whateline withthe JOIN(2013) and 2016/1148/EV)
there is the desire to have a more integrated and global digital infrastructure,rasams tosupport the global
European marketAccordingly, given the current situation and further developmertammon cyber security
practices and certification schemmare of geat importance becauseesurity ertification schemesre considered

as a cyber security enablehichmay:

1 bring transparency into the processing taking place in a complex computing environment (supporting an
FyagSNI 12 GKS aK29 aSOdzNBé¢ ljdzSaidAazy

9 align IT and Engineering personnel to common security goals,

1 help clean up responsibility questions (who is responsible for what?) and

9 accelerate a secure introduction of emerging ICT technologies.

Addressing the harmonization issue, requires an undading of the current challenges for security certification
60KS a322Ré¢ NBlFaz2yao | yRI &addzoaSldsSyidtes GKS ARSYyGA:
coordinated, balanced and cestficient manner for the society and the indugtr
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1.1 Objective

This report aims to provide decision makers with a thorough description of the security certification status
concerning the most impactful equipmentfine different criticalbusinessectors Results of this study should help

to improve ancharmonize thecertification standards and frameworksplace, angbave the way towards @@mmon
approach to security certificatian these sectoré the EU Finally, both current and upcomimgrtification schemes

will be considered while investigatitige differences and similarities ithe five selected criticadectors

1.2 Methodology & deliverables

This report consists of two parts and adopts both a theoretical and empirical approach to investigate and answe
guestionsaround the relation of certificatin and security The main methods applied are desk research and an
observational study using questionnaires and intervieweskresearchvas performedo collectpublicly available
existing standardsral frameworks for certification, and to identigxisting certification practices and drenges in

the selected sectors. Of great help in selecting the areas of interest was the ENISA report on identification of critic:
infrastructure assets and servic€®IN(2013) , 2016/1148/EU)

Subsequentlya questionnairewasdeveloped to identify challenges, needs, success stories and lessons learned of
certification in the selected sectorhis questionnaire was used duringdrviewswith experts of the selected
sectors, after a carefudlentification of a bt of experts from the relevant stakeholders within the selected sectors.
The information gathered from the expengasused to validate the desk researabout current challenges, risks

and needs for security and conformity assuraraned collectdbestpractices and lessons learned.

To meet the bjective of the studythe following tasksvere performed:

1 Selection of five sectors, that cover most aspects concerning the different types of ICT environments fol
which conformity assessment is considered &syenabler for the economic development.
1 For each sector, identification of:
0 Hements of commonly used architectures
o Different conformity assessment frameworks
0 (hallenges to conformity assessments
0 Success stories and lessdearned
0 Useful conclusionsn how to overcome the identified challenges
1 Creaton of an overview of existing standards and frameworks for certification concerning critical
infrastructure protection in emerging ICT environments

In order to be able to define clear recommendations lwhea the findings, the following questions need to be
answered:

What are the eeds for different conformity assurance standards and techniques for each 8ector

What are dffferent conformity assessments types for each segtor

Which aganizationsarerelevart to security certificationsn each sector and what ikeir relationshig?

What is the ole of existing international and European standards towards a harmonized certification

approaclt?

1 What are the main kallenges facing the existing standards, guidedjneegulations and certification
programg®

1 What are the mainricentives and barriers for developing the market of security certifications in E@rope

T
T
)l
)l

Results of this research have led to a cleaerview of the challenges and the gapscyber security certification
schemes
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1.3 Target audience

This report provides relevant information and recommendations for the Member States involved in defining
certification schemes and the development of test programs of components in critical intasts. Furthermore

this report is of interest to asset owners and operators engaged in securing or selecting secure component b
providing an overview of existing components used today in critical infrastructures and possible existing certificatior
schenes and standards.

1.4 Structure of this document

This report is structured as follows. Chapter 2 outlines which sectors are selected for further investigation. The
subsequent chapters 87 are organized by sector apdovide an overview and main findings betsectorsnamely
energyc electricity, health care, ICT, transportatignrailway and transportatiorg water transport respectively.
Finally, chapter 8 presents common findings and key recommendations.

09
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2. Selectedsectors

The latest Network Information Sysies (NIS) directive gives an overview of sectors and subsectors that are seen as
essential service#ccording to the NIS directif@016/1148/EV), an essential servide an asset or system which is
essential for the maintenance of vital societal functidbamage toessential servicegheir destruction or disruption

by natural disasters, terrorism, criminal activity or malicious behavior, may have a significant negativeoimipact
security of the EU and the weiking of its citizens.

The selection ofhe sectordor this study,is based on the results of the ENISA study on the identification of critical
infrstructures. The following sectors ahsubsectors have been selected, using the naming convention as used in
the NIS directive:

1 Energyg Electricity

1 Information andCommunicationsTechnology
1 Health Care

1 Transportationg Rail transport

1 Transportationg Water transport

Each sector is describé&more detail in the following chaptersg37 by providing a general overview of the
sector, identification of the most impactful devices (that most likely require certification), and findings on
certification drivers, best practices and recommendatitmbarmonize the cyber security approach in the EU.
Accordingly, the following information is presented for each sector:

GENERAL INFORMATION

A short overview about the product, what is it doing, what is it used

Description etc.

An overview ofproductsthat have beencertified or assessed by thes

Products .
practices

An overviewof productsthat couldpotentially be certified or assessed

Candidate products targeting these practices

A list of thestandards, technical reports, sebf rules, boundariegtc.

Documents that can be applied focertificationof products

The authority that defines the certification rules and issues the fii

Certification authority certificate upon successful completion of testihgt issues aertificate

Regilatory authority The entity that setup and regulates the certification scheme

Themethodology and rules by which a certificate is granted to who

Certification schemes/frameworks undertakes the process (only for existing)

51t should be noted that the NIS dative does not state ICT. Sector ICT has been selected, because it fulfills an important role
by providing critical devices to each of these sectors.

10
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Certification drivers

The following itemsare considered when identifying certification driver

1

= —a —a

= —a

System criticality (does a Cyber Security attack imply a cri
damage?)

Number of devices (is it in every house?)

Safety issues (does it affect peoplee?)

Security issues (does a Cyber Security attack enda
people/country security?)

Access vector (is it connected to the internet?)

Environmental issues (does a Cyber Security attack endange
environment?)

Intersystem dependencies (does a CylSarcurity attack indirectly
affect a connected system)

Regulations (does the law mandate a certification scheme?)

Recommendations

A list ofadvice on what can be improved or addressed in the whole environment

11
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3. Energy- Electricity

The energeelectricityd S O G 2 N & ie¥are&lgttridityQyénkr@tibréind the delivery of this generated electricity
to the various customers. Currently the enegctor experiences an energy transition from a fossil hasledand
centralizedgenerationtowardsa more renewable and decentralizegleneration. This transitiohas a strong impact
on the network infrastructure and related cyber secwiglated requirementsFigurel givesand overviewof the
current energyalue chain with its major components

In the centralizedsystem the energyis producedby the power plants and delivered through the transmission and
RAAGNAROdzGA2Y 3INR Romildglt tolrigh®) @ daguieRYRS diEkedt er@rgy irfastructure deals
increasingly with bidirectional power flows.

Energy Trading

Vendors delivering products

Figurel The energy power value chain

CGeneration, transmission and distribution are physical procetisgtsexecutethe energyconversion andlelivery to

the customers. These processes are highly automatize&upervisory Control and Data AcquisiticG@CADA
systems Energy ManagemerBystems(EMS) Distribution Managemengystems (DMS) and Grid Management
Systems(GMS) Besides automation of the individual processes, the grid is automated to stabilize the frequency and
voltagelevels to prevent blackuts. This isthe responsibility of the Trasmission System OperatfTSO). This
control requires reatime communicatiorinterfacesbetween different ICT systems both within the companies and
betweenthe companies active in the electricity sector

EmerginglCT infrastructurdas been observeth all active components across the energy power value chain as
depicted in Figure 1. Devices like Intelligent Electronic DevicdE[J, Remote Terminal hits (RTU),data
concentrators datahistorians, and othercommunicatewithin the valuechainall the waydown to thecustomers,

i.e. the(smarf) meters.Besides, as wethe supportinglT systems that facilitate theroduction and distribution of
electricityare involvel, like energy tradingndmetering. The communicatiostandards andnterfaces in this sector

are among other$EC 6087®, IEC 61850, ASE.2CCRndDLMS.

The aergy sector is a large sectwith comdex ICT usage and requirements, wherairot of standards and
frameworkshave beerdefined andare beingused.It can be stated that thergergy sectorfacesa lot of challenges
regardingcertification schemes and practices.

3.1 Desk Research

The aergy sector is highly automated with multiple centralized dedentralized OT systems in power plants and
substations. IT and OT overlap and intertwine to deal with the future electricity market and demands. Reliability of
the power supply us essential for several reaséfigure2 shows a global the global infrastructure of the energy
sector. It shows this sector is largely depending on subsectors.

12
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Figure2 Globaland simplifiedinfrastructure of the Energy Sector

Every component in the energy value chain is important when it comes to ensuring that the electric grid is not being
compromised. Especially, the operational systems, performing monitoring and continel plfiysical power system,
can be targeted to create a blackit which has big impact on society.

The following devices are relying on higipeed and secure infrastructures to function properly and are considered
essential for a correct and reliable furating of the electrical grid:

1 Intelligent Electronic Devices
1 Remote Terminal Units

1 Smart Metercommunication
1 AMI components

9 Virtual Power Plants

3.1.1 Intelligent Electronic Devices (IEDs)

Description IEDs are devices based upon a microcontroller, an operastem and a functiona
application and are responsible for monitoring, control and protection of electrical a:
or primary componentsConnected sensors @vide process information via hardwired |
or via digital messages. These devices are requiree tdways on and available, and a

13



Products

Documents

Certification authority
Regulatory authority

Certification
schemes/frameworks
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considered essential for the correct operation of a modern digital substation or pc
plant.

1 Protection relays

1 Bay controllers

i Tapchangers

1 (Auto) reclosers

1 Frequency and voltage controllers

1 IEG62351: Power systems management and associated information exclqange
Data and communication security

1 IEC 62443: Security for industrial automation and control systems

1 IEEE 1686: Substation Intelligent Electronic Devices Cyber Security Capabilitie

1 NERCIP

1 NIST IR guidelines

UCA International Users Group
The certification based upon IEC 61850 is market driven
IEC 61850 conformance test program for communication interfaces

IEC 618568 type test program

3.1.2 Remote Terminal Units (RTUs)

Description

Products

Documents

Certification authority

Regulatory authority

Certification
schemes/frameworks

RTUs are like IEDsicro-processor based and responsible for communicat
between a central and remote location and translating the received commands
the central location to analgue and digital signals for the remote location. In additi
measurements and process information generated in the remote location is proce
for transmission to the central locatioriThe centrally located operators requit
correctinformationin orderto make important decisions to maintain the stability
the remote subgrids. Instable sulgrids may cause an instability to the whagd.

When there is no communication with the remote locations, it is necessary to

staff onsiteremotely.

1 SCADA Front End

9 Station RTUs

1 IEC 62351: Power systems management and associated information exchar
Data and communication security

IEC 62443: Security for industrial automation and control systems

NERC CIP

NIST IR guidelines

RFC2196

The certification for RTUs is market driven, independent test labs issue test re
upon completion

= =4 =4 -9

The certification for RTUs is market driven, independent test labs issue test re
upon completion

Ad hoc type testing of communication interfaces and interoperability testing bas:
upon standardized test procedures

14
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3.1.3 Smart Meters

Description Smart metersneasureelectrical consumption at different locations and for di#at
purposes. The smart meter has a connection to the ICT systems of the electrica
utility.

Products D2YSAGAO YR AYyRdZAGNRLFIT aYlI NI YSGSNa

Candidate products Different types of communication interfaces based upon national egn

Documents 1 IEC 62351: Power systems management and associated information exchar

Data and communication security
T NIST

i IEC 62056: DLMS UA Green Book Ed. 8.1 and Blue Book 12.1
1 Smart Meters Coordination GrouBMCG Technical Reports
Certificationauthority Device Language Message SpecificatitMS User Association

Reguladry authority The certification forsmart metersis market driven, independent test labs and tl
DLMS user association issue test reports

Certification Adhoc type testing of meter communication interface and metering application
schemes/frameworks

3.1.4 AMI Components
Description The Advanced Metering Infrastructure comprises of different component that en
Smart Metering and Home Automation.

Products Metering EndDevices
Home Automation Endevices
Local andNeighbourhoodAccess Points
Data Concentrator
Head End Systems
Functional reference architecture for communications in smart metering
systems, CEN/CENELEC/ETSI TR 50571, December 2011
ISO/IEC 15408 (Comm@niteria for Information Technology Security Evaluatic
SMCG/ESMIG: Minimum security requirements for AMI components
SMCG Sec0064: Smart Meters-@dination Group- Privacy and Security
approachg part | (security requirements collected from differezguntries)
1 SMCG Sec073: Smart Meters-@dination Group- Privacy and Security
approachg part Il (certification approaches)
1 SMCG_Sec0084: Smart MetersdEdination Group- Privacy and Security
approachg Part Il (clustering requirements to threats)
1 SMCG_Sec00103: Smart Meters@dination Group- Privacy and Security
approache Part IV (minimum requirements)
Certification authority = Common CriteriaBodies in each country e.g. BSI inGermany andNLCSA irthe
Netherlands.

= =4 =4 8 A -9

Documents

= =4 =

Regulatory authority members ofSOGISmembers of the CC MRA, IECEE
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Certification Multiple (Dyryavyy, 2015b)
schemes/frameworks

3.1.5 Virtual Power Plants
Description Virtual Power Planté/PR balance their owrpower internallyusing a combinatioof

controllablegeneration and loadeviceqsuch as windurbinesand solampanels
heat pumpsand batteries)and contribute to the regulation of theexternal grid by
absorbing and injectingnergy in thepower grid, while trading this commodity at th
classic wholesalmarket Additionally, they contribute térequency controivith
ancillary services.

Candidate Products 1 Virtual Power Plants

1 Balancing and control software
9 Communication devices

Documents 1 VHP Ready Specification Buattenfall 2014)

Certificationauthority VHP Ready. The alliance will rely on independent accredited bodies tmtaptiancy

of the VPRequesting connection

Regulatory authority Currently there is no regulation

Certification Each VPP that wants to participatethe scheme is required to undertake a
schemes/frameworks  certification process according to VHP Ready standard, and the standard contai

cyber security aspects

3.2 Findings

Within the energy sector the rise of ICT systems is emir&fis RTUsdata concentratorsdatahistorians, and
other devicescommunicatewithin the valuechainall the waydown to thecustomers, i.e. thesgnar) meters.The
supportingIT systems, the ones thafacilitate both the production and distribution of electricityand the sales and
settlement of energyg are interconnectedThemost importantcommunication standards and interfaces in taisa
are: IEC 6087®, IEC 61850, TASE.2/ICCP and DLMS.

3.2.1

Intelligent Electronic Devices (IEDs)

3.2.1.1 Certification drivers

T

= =

System criticalityis high becausdEDs arénstalledin most substations and operate autonomously based
upon locally acquired process information or via a local process controller. Remote commands issued fron
the central location are receivethrough an interface between the central and mete location which
implies that a third party can control the critical assets connected to the I&E®saspecially when multiple
IEDs are compromised and malfunction this could cause local outages and even a complete blackout.
Number of devicesrariesbasedon the voltage level and capacity of the substation

Safety issuesf severeimpactbecauseboth a local outage and a blackout could cause several safety issues
including interrupted lifesupport and dialysis machines, stopped elevators, electronlcitts; heating or
cooling issues depending on the season.

Security issuef severeimpact in case of a longer lasting blackout, as it could interanitical systems
usedfory F G A2yl f &SOdzZNAGE o6Se@2yR GKS OFLIOAGE 2F !t {
Acces vectorislimited becausdEDs are normally not directly connected to public network infrastructures
like the internet
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1 Intersystem dependenciearehigh, sincedatais communicated andharing between IEDsubstations and
control centers.

3.2.1.2 Findings

Station and process networks are normally designed as a standalone net&d are interconnected within the
same substation without direct connection to other systems outside the substation. Depending on the voltage leve!
there isconnectivity with the outside world using a RTU, gateway or proxy, this is done psibbc and private
networks. Due to the standalone natuod the networkthe need for certification within the substation liswer as
compared to the equipment connected to public infrastruets. Existing conformance test schemes do not include
compliance testing of cyber security aspects on device level.

3.2.1.3 Recommendations

Endusers would like to see that IEC 61850 is extended with specific parts related to security for IEDs (IEC 62351 a
IEC6243 test procedures) and the used communication protocols instead of vendor specific solutions that prove to
be noninteroperable. It is recommended that the UCA International Users Group (UGAdog)orate testing

cyber security aspectsn devices in th existing conformance test programs.

Itis recommended foasset management system to includecords ofthe installed IEDsvith the current software/
firmware versions including the used configuration tools. Without this recording it is difficult mifig¢he systems

that are exposed to a detected vulnerability and apply updates or execute replacement programs. Additionally, the
maintenance organization will need to have skilled engineers thahtamage software/ firmware updates

An identifiedgoodpracticeis toequip every substation networkvith an IDS to monitor the network for unexpected
activity or protocols.

3.2.2 Remote Terminal Units (RTUs)

3.2.2.1 Certification drivers

1 System criticalityis high becauseRTUs act as a remote controller serving a corteniter which needs to
perform actions in the remote location. When the connection between the central and remote location is
compromised a malicious third party can gain access to the SCADAefrdand control the complete
SCADA systemr the station RU and has access to critical assets within the connected substatidn
because malicious manipulation of the exchanged energy measurements can harm the whole network
stability

1 Number of devices: iBigh because almost all utilities use RTUs to monitorssations from a central
location.

1 Safety issuesif severeimpactbecauseboth a local outage and a blackout could cause several safety issues
including interrupted lifesupport and dialysis machines, stopped elevators, electronicits;kheating or
cooling issues depending on the season.

9 Security issueseveresecurity issues in case of a longer lasting blackout, as it could intentipal systems
usedfory F G A2yl f &SOdzZNAGE o6Se@2yR GKS OFLIOAGE 2F !t {

9 Access vectolishigh becauseRTUs relincreasinglyon communication over public network infrastructures
Public networks are significantly more accessible than private networks

1 Intersystem dependenciesre of mediumsize because RTUs are limited to the control of substations and
power plants.
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3.2.2.2 Findings

Due to the standalone nature of substations and the network within the substation, -®duerity is currently not
perceived as a must, batttention is increasingor it: electrical utilities are getting more and more aware of the
risks associated with the use of public infrastructures for critical communication with SCADA and RTU systems. T
providers of these products are following the developments of IEC 62351E4n62443, several manufacturers of
substation equipment including RTUs have started the implementation of these standards in their products. Many
of these products are in the phase of being fiddted in pilot projects.

Compliancy test procedures artlisunder development and will contribute to higher level of device testing before
massive deployment in substations (test procedures IEC 62351 and IEC 62443).

3.2.2.3 Recommendations
It is recommended that testing labs extetabst programgo includeintegrated systemtesting.

A detailed network design before roll out is crucial to the level of cyber security of a substation network and thus
the entire substationManufacturersshouldinvest more resources in improving securitf these RTUs due to the
wide-spread character of these devices.

Identifiedgoodpracticesare theuse of IPSEGetween devices for a secure exchange of ds¢gment the network
in smaller subnets anidolate riskareasinto one domainaccess control $itsand theuse of protocol convertors
on application level.

3.2.3 Smart meters

3.2.3.1 Certification drivers

1 System criticalityis low becauseattacking asinglemeter does notinfluencethe network. However, there
might be amassiveattack, where meters could pusHeamty of wrong data to Head End System. As such,
they could be used to attack the central systems of the utility.

1  Number of devicesseveralmillions of smart meters are planned to be used in all households and non
industrial businesses. The meters a®weloped in a multivendor environment, to be deployed &l EU
electricity grids Interoperability is crucial tallowmillions of devices to communicate, and the concept can
be extended to the cyber security profiles

9 Safety issuesare of severeimportance becausesome smart meter types hawisconnectswitches They
can disconnect the endser from the electrical gridA massive which targets the disconnection of
consumers combined with extren@imate situations, can lead to health issues or even deaftelderly
and sick peopl&vhen air conditioning or heating systems are disconnected

1 Security issues: are ofiedium severity becausalarm systems of private property could be disabled by
tampering with a meter which includes breaker functionality.

1 Acess Vectorismedium/ highbecause its connectivity dependa communication infrastructures in place.
Meters could be connected directly to the Head End System via GPRS, CDMA, or LTE technology, or tt
could communicate (via power line carrier) to a Data Concentrator, which collects and sends the data to the
Heal End System via public network. In either case, public infrastructure is used due to the high number of
devices.The meters are also equipped with a local interface for maintenance and in many countries, an
interface for irhome devices or third party daes like ifhome displays and local energy management
systems.

1 Intersystem dependenciesire high because several metering (sub)systems depend on the smart meter:
The Head End System (i.e. the system that reads out the meters and collects the datapidexbho an
MDM (meter data management system). The MDM is connected to GIS (Geographic information system)
CRM (Customer Relation Managemeiaind othersystems.The energy consumption data collected and
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transmitted by the meters is the source data tdl lcustomers, provide network access and plays an
important role in the settlement mechanism of the whole energy market.

3.2.3.2 Findings

Conformance testing of the application layer is performed under the oversight of the DLMS user association, whil
ESMIG andne SMCG are developing European specifications for smart meters and AMI. DLMS can be used wi
various communication technologies including ZigBee, 3G PLC and GPRS. The standardization and conforma
testing of these communication technologies are manalggather standardization bodies.

The DLMS standard includes definitions of different security mechanisms for authentication, encryption and digita
signatures.

3.2.3.3 Recommendations
It is recommended that the DLMS user associatiotively updates and maintainghe official conformance test
tool (CCT), since the tool set is often out date when compared to the latest revisions of the DLMS standard.

3.2.4 Advanced Meter Infrastructures (AMI)

3.2.4.1 Certification drivers

1 System criticalityis low becauseattacking asinglemeter does notinfluencethe network. However, there
might be amassiveattack, where meters could push plenty of wrong data to Head End System. As such,
they could be used to attack the central systems of the utility.

1 Number of devicesseveral millions smat meters are planned to be used in all households and-non
industrial businesses. The meters a®veloped in a multvendor environment, to be deployed &l EU
electricity grids Interoperability is crucial tallowmillions of devices to communicatendthe concept can
be extended to the cyber security profiles

9 Safety issuesare of severeimportance becaussome smart meter types hawisconnectswitches They
can disconnect the endser from the electrical gridA massive which targets the discontien of
consumers combined with extren@imate situationscanlead to health issues or even deathf elderly
and sick peoplevhen air conditioning or heating systems are disconnected

9 Security issues: ahedium severity becausalarm systems of privat@roperty could be disabled by
tampering with a meter which includes breaker functionality.

1 Access Vectolis medium because its connectivity depends communication infrastructures in place.
Meters could be connected directly to the Head End SystenGPRS, CDMA, or LTE technology, or they
could communicate (via power line carrier) to a Data Concentrator, which collects and sends the data to the
Head End System via public network. In either case, public infrastructure is used due to the high number o
devices.The meters are also equipped with a local interface for maintenance and in many countries, an
interface for inhome devices or third party devices likeliome displays and local energy management
systems.

1 Intersystem dependenciesire high becaug several metering (sub)systems depend on the smart meter:
The Head End System (i.e. the system that reads out the meters and collects the data) is connected to a
MDM (meter data management system). The MDM is connected to GIS (Geographic informatom) syst
CRM (Customer Relation Managemeiaind othersystems.The energy consumption data collected and
transmitted by the meters is the source data to bill customers, provide network access and plays an
important role in the settlement mechanism of the wieatnergy market.

3.2.4.2 Findings

The architecture of the smart metering infrastructure varies from country to country with the use of different
applications (i.e. DLMS, Metaind More or OSGP), different communication technologies and diffeegntlatory
requirements.
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3.2.4.3 Recommendations

Current conformance schemes are focusing solely on the smart meter side, and do not cover the other component
inside the AMI. It is recommended that certification organizations extend the scheithetest cases for DLMS
baseal data concentrators and heagénd-systems.

3.2.5 Virtual Power Plants (VPP)

3.2.5.1 Certification drivers
1 System criticalityis high, because both théow of electricity and the relatednformation is critical for the
grid stability Incorrect information from the/PP in regards to its generation could create instabilities in
frequency control causing outages of the grid and cause a blackout due to unbalance.
Number of deviceszarieson the local electrical infrastructure
Safety issuesof severeimportance becausea local outage could cause several safety issues including
interrupted life-support and dialysis machines, stopped elevators, electronicitegkheating or cooling
issues depending on the season.
1 Security issuesf severeseverity in case of a longeadting blackout, as it could interruptitical systems
usedforft 2 0Ff &aSOdz2NARGE& o0Se@2yR (GKS OFLIOAGEe 2F !t {Qa
9 Access vectois high, sinceVPB communicateusing thepublic infrastructure

=a =9

3.2.5.2 Findings
Currently the VHP ready standdasthot mature and finalized yet, therefore there is currently no compliance scheme
available. It is currently focusing on security rules and best practices imposed by other standards like IEC 62351.

3.2.5.3 Recommendations
It is recommended tdntegrate the cybe security rules and standardBcusing on power systems, such as IEC
62351, in the VPP certification scheme.
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4. Sector:Health Care

Healthcare environment is a vast ecosystem comprised by numerous compo@atisboration among various
stakeholders, numenags interconnected assets and high flexibility requirements do not only lead to complexity and
dynamics but also to blurred organisational boundaries. At the same time, personal health information is deemec
even more valuable than financial information aagart from access to sensitive information, access to prescription
drugs or possession of expensive medical devices may also be considered worthwhile by attackers. Consequent
information security is a key issue for healthcare organisations.

To enable swift, correct and complete exchange of information both among specialisgghgsidians inside the
hospital walls , and physicians with third parties (nsurance companigsICTis offering great variety of solutions
and products Both the paient data confidentiality and integrityare very important to ensure that the information
is kept secure and only available to authorized parties while the data needs to be trusted and acte&igpom 3
gives an overview of the different componerih the health care sector.

The ICT environment of the healthre sector consists mostly sflysstems and devicés record analyseand share
information. However, mainly within hospitals, automation a@inical systems and medical equipment (OT) are
available, to improve thénealth care provisioto the patients.

Safety and availability are important factors for hospitalsd the increasing dependency on ICT systemsans
that anyfailure willhave a great impaain their operation.

Another major isue affecting cyber security in the case of healthcare is the lifespan of medical devices and
equipment. Medical devices like CAT scanners, MRI machines etc can stay as part of a hospital for more thar
decade. This means that new vulnerabilities arisattackers become more sophisticated. Moreover this shows
that intensive focus should be given in the patching and updating management of these devices. The very thin lin
between usability and security is becoming now more transparent as patching comasdsgr even lower) in
priority especially as the machines might need to be available at any given moment.

In the healthcare landscape the priority is the life of the patient; seldom are the cases were a physician would follov
all the security procedure attached to medical devices if in case of emergency. These users are made to create
workarounds and this was realized early enough. To increase safety and availability, many procedures were put
place to mitigate human errors and workarounds.

For all he reasons presented above standardization and the requirement for security certification in medical devices
and systems will increase.

4.1 Desk Research

Within the health care sector, both data exchange and storageeafth informationare becoming incredasgly
important. LY AA RS | K2aLWAGrt YlIyeé aeadsSvya IINBE AyiGSND2yyS
Ay &a2YS OFrasSa GkKaa Oly SEOSSR (G(KS K2aLmhidlrtoQa ol ftfta
Contrary to the energgector, the health gctor has relatively limited (conneat® OT systems as the main systems
are administrative. The ICT landscape is complex due to the existence of various systems from multiple vendors al
differentlifespans From this perspective, it is important having security certification in place to send protect

(KS YSRAOFE SldALIYSYds GKS LI A Sigufedfowsalgénericheafiticard K S
provisionarchitecture with alrelevantdevices.
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The following systemare considered thenost favorable for security certification:

1 Interconnected clinicahformation system, which include:
0 hospital information system,
lab information system,
picture archiving and control system
radiology information system,
pharmacy information systems,
pathology information systems,
blood bank and
0 research info systa.
1 Networkedmedical devicesvhich include:
0 wearable medical devices,
o Implantable medical devices,
0 stationary medical devices,
0
0

O OO0 O0Oo

mobile medical devices,
supportive devices.

4.1.1 Interconnected tinical information system
Description Large and compleinformation systemsand tools which are the foundation ¢
hospitals and medical institutere administrative andhedicatsupport processes
Every day these systems procasany transactions in which data are entere
manipulated, and stored for both operationah@informational purposes.

Products Information systems and databases
Candidate products dAYAOIE ySiGiég2NI SR AYyF2N¥YIGA2Y &aeai

ISO 13485

ISO 33716

ISO 14971

ISO 9001

Medical Device Directive (MDD) 93/42/EEC

CanadiarMedical Devices Conformity Assessment SygteMDCAS)
Medical Device Single Audit Program (MDSAP)

In Vitro Diagnostic Directive 98/79/EC

Certification authority Certification is based upon national laws and directives

Documents

= =4 =4 -8 -4 8 -8 9

Regulatory authority Regulation idased upon national laws and directives regarding privacy and sec
of personal data
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Centralized Health Care Platforms
(e.g. e-Health, E-Dossier)

Medical .

Information system Information system
(laboratory, radiology, (laboratory, radiology,
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Research - Research
information Bloodbank . ;
g

Information
Systems
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Information Technology (IT)
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Mobile devices Wearable medical 9

(glucose X 3
devices

measuring) <

g

Life support Implantable Surgery =

devices devices devices L__)

Hospitals Point of Care
Figure3 Global and simplified architecture Health Care

4.1.2 Networked medical devices
Description Implanted chipshearing aid devices, insulin pumps and other electronics use
regulate body processes will feature a data connectidviniaturizing a
communication module into such devices will be easy and will allow b
monitoring and controlling of the health diie patient. Adding communication wi
make the device more vulnerable for remote connections that could leac
unwanted effects.

Products Pacemakers

Hearing aidlevices

Valves

ISO 13485

ISO 33716

ISO 14971

ISO 9001

Medical Device DirectivigiDD) 93/42/EEC
Canadian Medical Devices Conformity Assessment SYSIMDCAS)
Medical Device Single Audit Program (MDSAP)
Active Implantable Medical Devices 90/385/EEC
Certification authority Certification is based upon national laws and directives

Documents

=4 =4 =8 -4 8 8 -8 -8 _a_9_9

Regulatory authority Regulation is based upon national laws and directives regarding privacy and s¢
of personal data

Certification 1ISO 800001

schemes/frameworks
UL 2900
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4.2 Findings

Within the health sector the companies are more and more dependerlCT. When ICT systems fail it is possible
that hospitals cannot take in any patients anymore. Hospitals are more and more subject to ransomware infections
Furthermore, the medical equipment is also able to be connected to the IT network. Remote opeaati
monitoring improves the efficiency of the health care. It also implicitly creates extra risks to these medical devices
Safety and availability is important for hospitals and human errors are already mitigated by procedures. That mean
that standardzation and the requirement for security certification will increase. That holds for the central databases
and functionality as well. The lack of Role Based Access Control even if in the hospital terminals people havir
different roles can access the samiata.

4.2.1 Interconnected tinical information system

4.2.1.1 Certification drivers
1 System criticalityis highbecause the system contains all relevant information needed to run a hospital or a
clinic
Number of devices: igmited because the machines hosting the information are powerful and centralized.
Safety issues: are siigh importance because when information is tampered, altered or deleted this can
lead to wrong decisions or no information on a patient.
1 Access vector: isighbecausat is a pure IT system with many entry points and it is implemented via a public
communications infrastructure

il
il

4.2.1.2 Findings
The criticality of the system tsigh, because unavailability has a direct impact on the provision of care, even in
situations where protocols apply to work without access to the information system.

Database systems used in clinical networked information systems are based upon different technologies an
providers, they do not share a common (architectural) model or interfacerden the different components, the
lack of standardization leads to difficulties and additional costs when databases need to be integrated.

4.2.1.3 Recommendations
The definition of a common dataodel and profiles regarding authentication and protection of daithrealize an
information system used by member states that allow a standardized way of data exchange.

4.2.2 Networked medical devices

4.2.2.1 Certification drivers

1 System criticalityis high because attack on an implantable medical device has no direct impactasgea
system but only on the actual component
Number of devices: ammanybecause the use of this type of devices gets spread and common
Safety issues: are tighimportance because acting on the embedded application running in the device it
will put the patient at risk
9 Access vector: isighbecause communication interfaces are active and allow remote access

T
)l

4.2.2.2 Findings

Many implantable medical devices have already wireless capabilities. Patients and care providers are becoming mo
and more security awar. Lack of standardization have triggered concerns and raised questions whether products
fulfills safety and security standards like the ISO80001.
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4.2.2.3 Recommendations
The basis for a secure product comes from good engineering practices and proper risk mamagestead of

focusing on device security the product developer shall be subject to applicable security and development standard
like the Secure Software Development Life Cycle (SSDLC) ap{ipasid) 2005)
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5. Sector: hformation andCommunicationslecmology

TheL / ¢ & S O (prdduddsare s6ftwarg, including firmware, databases and digital certificates, lrardware

such agouters, firewalls, switches, servers and workstations. The usage of these generic components is increasir
at all (process) automation levels in all sectors, which is mainly due to cheaper prices and componen
standardsation. In the context of this reportthe ICT sector can be died in the followingsubsectors

9 Network device manufactures

1 Chip manufactures

1 Software manufactures

9 Processautomation software manufactures
1 Support and maintenance companies

Unlike the rest of thesectors ICTis not an essentiabervicenitselfin the terminology of NIS directiybut it suppors
other essential serviceg\ccordingly, the ICT infrastructure can be considered as cui$sg component since it
delivers products and services to the otlessential servicesThis requirespecific certificatiorcriteria defined by
these sectors, while ithin the ICTbusinessareaa lot of frameworks and standardsistthat are widely used for
developmentmaintenance, manufacturing and support activitiéserefore, i is important tounderstand that the
scope of thdCTfor this study is on engroducts.

The ICTinfrastructures used bydifferent NISessential servicesheavily dependon network and computing
equipment. The focus within this study will be on the (generic) network and computing devices produced within the
ICT. In this study thevidely acceptedsecuity requirements will be considered:vailability, confidentiality,
authenticity, and ntegrity.

5.1 Desk Research

Forthis study, ICT provides the necessary equipment and functionality to create the requitetiation in both

the IT and OT world. ICT equient, like network components and servers are more and more standardized and
become cheaper and more powerful every year. The ussonfmonICT components is done at all levels within
complexcomputingenvironmens. Standardization of network communicatiaadopted at every automation layer

and enables the possibility to interconnect components, systems and make the bridge between the OT and the |
world.

ICT components like routers and switches are criticallfercorrect operation ofany system.Securiy certification

on theseimpactful devices contributes to the overall security and reliability of t6€ $ystemand the operational
environment it supportsFurthermore, many applications and system depend on correct functioning encryption
mechanisms, ilorder to use these systems, digital certificates need to be generated, maintained and managed. Ta
create digital certificates which are compliant with relevant standards and can be safely used in any system mad
by any manufacturer the certification of Fhvare Security Modules becomes relevalf@T components that will
require security certification areswitches / puters firewalls, Hardware Security Modulésnidirectional Network
Systens and next generation firewalls.
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ICT Automation Landscape
Figure4 Global and simplified architecture ICT (based on{&# IEC62264)

5.1.1 Switches and Routers
Description Switches and routers aressentialcomplex infrastructure components whiemsure
fast and reliable intedevice commurdation and data exchange with the same
andother networks.

Candidate products Industrial switches and routers
Documents 1 IEC 61853
1 IEC 6185@0-4
1 NERCCIP
1 RFC2196
1 IEEE 802.1
Certification authority Accredited test labs
Regulatory authority Industryassociations
Certification Ad hoc conformance testing againayer 2 and layer®ommunication standards
schemes/frameworks selfcertification
5.1.2 Firewalls
Description Firewalls are devices used toonitor and control the incoming and outgoir

network traffic based on predetermined security rules

According to OSI layered standard architecture
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Candidate products

Documents

Certification authority
Regulatory authority

Certification
schemes/frameworks

Challenges of security certification in emerging ICT environments

December 2016

Industrial firewalls or switches/routers with firewall functionality

IEC 61853

NERC CIP

RFC2196

IEEE 802.1

ISO/IEC 15408

Accredited test labs and Common Criteria MRA members

=A =4 =8 -8 -9

Industry associations

Ad hoc conformance testing against Ethernet standards and applicable
Common Criteria, and setertification

5.1.3 Hardware Security Modules (HSM)

Description

Products

Documents

Certification authority
Regulation authority

Certification
schemes/frameworks

In the process of the generation of keys to be used in cryptography, dedic
hardware featuring crypto processors is used. As well as the generation fun
covering a crucial function in th@rocess of securing assets, this hardware norm
offers very strong security measures, such as deletion of keys in case of tamy
backup, and redundancy. This hardware is a physical computing device that me
digital keys for strong authenticatiott could be part of a Public Key Infrastructt
(PKI).

Dedicated hardware

Plugin card

External device attached to a computer or network server
ISO/IEC 15408

FIPS 14Q

PCI Security Standards Council

Accredited test labs and Common Criteria MRA members

= =4 =4 8 -4 A

Industry organizations or user groups

Common Criteria

5.1.4 Unidirectional Network System

Description

Products

Documents

Certification authority

A unidirectional network device allows data to travel in one direction. The da
not able to travel the other direction, because it is physically not possible. There
these devices provide more security and cannot be configured to pass the dal
bidirectional manner.

Data diode
Unidirectional network devices
RFQ@077
NERC CIP
ISO/IEC 15408
ccredited test labs and Common Criteria MRA members

> =a =4 - -a-a
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Regulation authority Industry organizations or usgroups

Certification Common Criteria

schemes/frameworks

5.1.5 Next Generation Firewall

Description A next generation firewall (NGF) is an integrated network platform. It combin
standard firewall with other types of network filtering functionalities, lika
application firewall using deep packet inspection (DPI) and intrusion prevel
system (IPS) for example. Furthermore, the device could be capable of d
inspection compared to a traditional firewall such as encrypted data inspet
(TLS/SSL), welbssiiltering, malware and antivirus inspection.

Products 1 Firewall

f Routers

1 Switches

1 Computer systems
Documents 1 ISO/IEC 15408

1 FIPS 14Q
Certification authority Accredited test labs and Common Criteria MRA members
Regulation authority Industryorganizations or user groups
Certification Common Criteria
schemes/frameworks

5.2 Findings

ICT provides the necessary equipment and functionality to create the required automation in both the IT and OT
world. CommonCT equipment, like network components as&tvers are more and more standardized and become
cheaper and more powerful every year. The useafimonICT components is done at all levels within a complex
industrialenvironment.

Standardization of network communication is adopted at every automaliyer and enables the possibility to
interconnect components, systems and make the bridge between the OT and the IT®@@richonCT components
like routers and switches are critical for correct operation of any system. Certificatittrese impactfuldevices
contributes to the overall security and rabidity of the OT and IT system.

Therefore, ICT infrastructure is considered to bdcatical) horizontal (cross sector) element which requires
certificationon a high level of trustworthines®elivey of ICT equipment, software and services to the rest of the
business areasequires specific certification criteria definedithin these areas ICTareais large and diverse;
therefore, it is important to narrow down the scope of ICT for the study.

The stdy focused on the following common ICT components that play a crucial role in the rest of the ICT landscap:

Routers and switches

Firewallsincluding next generation firewalls
Unidirectional network system

Hardware Security Modules

Key generation softwar

=A =4 =4 =8 =4
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1 Digital certificates
More information on thespecificfindingsrelated to the mentioned ICT components can be found below.
5.2.1 Routers and switches

5.2.1.1 Certification drivers

1 System criticalityishighdue to the fact thatvhen switches are not workirgecurelythere will be naeliable
and securecommunication between devices or between networks which will endanger the stability of the
supporting application or function.
Number of devices: anmanybecause every network requires one or more switches
Sdety issuesare manybecause insecureommunicatiorsin an OT environment can lead to interruption of
critical infrastructures or applications
1 Security issuesire many because insecureommunicatiorsin an OT environment can lead to interruption
of critical infrastructures or applications
Access vector: isigh because the switch is reachable via the network
Intersystem dependenciearehighbecauseattacking a network switchr routerall connected endievices
will be affected

=a =9
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5.2.1.2 Findings

There idimited market demandfor certified networking equipment in OT environments on routers and switches to
be tested and certified against specific security standards. Oftearthanandatory requirements are to be suitable
for industrial environments, the support specific management protocols like SNMP and the support of encryption.

5.2.1.3 Recommendations

Incorporation of security standards in product certification and tg&ting is essential to ensure that used network
equipment is meeting cyber security standardsdiisers also identified that security assessments (when
equipment is in operation) to verify compliance to security standards is crucial. These assessments shall t
periodically planned and executed and when changes to the system are made (for exammeardr or
configuration changes).

Furthermore, for network components a patch management system and procedures need to be in place, both at the
vendor side and at the user side. Crucial to the stability and security of a complex system is also centralize
monitoring and management.

5.2.2 Firewalls

5.2.2.1 Certification drivers
1 System criticalityis highbecause remote access to a system or domain might not be possible anymore, but
autonomous systems will remain availakléh access controls
1 Number of devicesaremanybecause private and public networks use firewalls to protect the network from
attacks and to control who has access to the network
1 Safety issuesre ofhighimportancebecause remote control and operation will not be available due to an
outage of the comonent but the stability and reliability of the connected systems will not be affected
Security issuesare ofhigh severity because the firewall controls the access to the network
Access vectownariesdepending on the network topology. Firewalls aregected to many different type
of network infrastructures and have an effect on the overall stability of a complex system
1 Intersystem dependenciesare high because by attacking a firewalll connected endlevices will be
affected

= =
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5.2.2.2 Findings
For firewallsthe same conclusion applies to network switches and routers, there is limited market demand for
certified network equipment in OT environments.

For firewalls patch management is also a critical issue, exploits are publicly available and therefore &% ¥iigw
require a faster patch cycle, this will have impact on the uptime and availability of the OT system.

There idimited request from the marketo ask for routers, switches and firewalls to be tested and certified against
specific security standds. Often the only mandatory requirements are to be suitable for industrial environments,
the support of specific management protocols like Simple Network Management Protocol (SNMP) and the suppor
of encryption.

5.2.2.3 Recommendations

Audits, functional testing and compliance testing of firewalls should be planned and executed together with other
active network components, like the aforementioned switches and routers. There are risks that firewalls can be
bypassed because of misconfigdrswitches and routers or even become unavailable due to high loads of network
traffic in case of a Denial of Service (DOS) attack.

Audits on the existing rule base should be performed to ensure that all firewall rules are up to date, validated and
functional before applying rules to production firewalls. Firewalls with binlthtruder Detection Systems (IDS)
and/or Intruder Prevention Systems (IPS) should be subject to the same audits, to reduce the risk of false positive
due to less known OT traffand/or protocols.

Make use of rolebasedaccesgo ensure that people or devices with access to the system cannot compromise the
overall system. In case of a secwgtyent only limited parts of the system are affected.

A good practice is to use differefirewall brands or products for the IT and OT infrastructure, in case a vulnerability
is detected this will not compromise the complete line of defense.

5.2.3 Hardware security modules

5.2.3.1 Certification drivers
1 System criticalityis high because compromise of afSM will reduce the trust to public key infrastructure
supported by the keys issued by the compromised HSM
1 Number of devicesshighbecauseevery device implementing cryptography might rely on an HSM to secure
its applications
1 Security issuesare of high severity because a comprised HSM reduces trust in the complete public key
infrastructure
Access vectoiis low because HSM is a critical asset with lidisecess by unauthorized users
Intersystem dependenciesgre low for typical ICT infrastructurdsut very high for apptations which use
digital keys

= =

5.2.3.2 Findings

Should an organization decidesdeploya PKlthen the correct design and setup tfis infrastructure including

the HSMbecomes criticalln case of a security event related to the HSM the entire HSM needs to be replaced which
is a major effort.

5.2.3.3 Recommendations

Failure of the HSM will lead to unavailability of the provision of digital keys. Therefore, it should be placed in &
separate enronment that can be accessed by a limited number of people. When used in critical process automation
environments redundancy concept are needed to meet the availability requirements.
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5.2.4 Unidirectional networksystem

5.2.4.1 Certification drivers
1 System criticalityis high becauseunidirectional network devices are mostly used to secure, separate and
protect critical networks, however compromising these devices will not lead tdliréctional
communication due to the physical design of the hardware
1 Number of devicesis low because separation and protection of network segments will require only two
redundant unidirectional network systems
Security issuesre oflow importance because the device has physically blocketirbctional data flow
Access vectolis low becausethe device will operated in a protected environment with access by only be
limited authorized persons
1 Intersystem dependenciesire low because a unidirectional network system does not depend on other
systems.
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5.2.4.2 Findings
Unidirectional network devicesre not widely usedyet. Within critical automation environments these devices are
used more and more to separate for example office networks from process networks.

5.2.4.3 Recommendations

Because of the emerging characteristic of the unidirectional network deitics required to make sure it vgell
designed and bidirectional data must be made physically impossible. Appropriate configuring, testing and
implementation is important. Before widely used it should be part of a certification plan while it plaggartant

part to secure interfaces of connected networks.

5.2.5 Next generation firewall

5.2.5.1 Certification drivers

1 System criticalityishigh becauset provides more protection compared to a traditional firewall and protects
against known and unknown attacks tmpnitoring the network traffic

1 Number of devicesexpected to benany because a next generation firewall (NGF) could be used in each
network interconnection (for example in demilitarized zones (DMZ))

1 Security issuesare of severeimportance because a NG§ highly configurable and mistakes are easy to
make, compromising this device could lead to undetectable attacks

9 Access vectoislow becauseNGHs a critical asset with limitkaccess by unauthorized users

1 Intersystem dependencieare high because i attacking a NG#&ll connected endlevices will be affected

5.2.5.2 Findings

A NextGeneration Firewall (NGFW) is an integrated network platform that is a part of the third generation of firewall
technology, combining a traditional firewall with other network device filtering functionalities, such as an application
firewall usingm-line deep packet inspection (DPI), an intrusion prevention system (IRSyoal of nexieneration
firewalls is to include more layers of the OSI model, improving filtering of network traffic that is dependent on the
packet content§Rossi 2012).

Nextgeneration firewalls provide a lot more protection and will be increasingly used within IT and OT networks. Fol
operational systemdNGFWsould provide high detection of anomalies due to the fact the OT systems are highly
predictable
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5.2.5.3 Recommendations
At least one of the firewall in the DMZ should be a next generation firewall. For operational systems this type of

firewall could be used to detect anomalies. A NGF should be part of a continuous monitoring and update process t
ensure the NGF meets all theaptional and process requirements.
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6. Sector.Transportatiorg Railway
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Therailway infrastructure usually is a shared common infrastructinag is used by different railway companies.
Most railway infrastructures are able to provide electric power to the locomotive. Not all locomotives depend on
electric power, they can also depend on diesel engines for example. A variety of trains can makéhisshared

track.

Trains are vehicles operated by a driver or by automated systems in closed loop environments for example o
airports. Currently, the railway sector uses the following ICT functionality to manage the transport:

Central monitoring andontrol
Safety systems

Signaling and control systems
Traffic control and communication
Logistic optimization

Passenger information (retime)
Ticketing, billing and check
On-Board communication
OnBoard surveillance

Asset management (vehicles aimdrastructure)
Digital tickets

=
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Rail transportation contain large informational and operational systems. Informational systems used to provide their
customers with reatime information. Operational systems are focused on the safety of the track to makensu

collisions will occur and obstacles are on the track. Within the passenger trains conductors need to check the vali
passes of the passengers. Digital tickets are used more often which require a reliable and available infrastructure.

-9
Operation Control System

J
( )

On-board Control

Equipment
2 .__u g Wayside
I i Equipment

1

Safety Control Pattern

N s

Figure5 Overview of railway systems

Attacks on operational systems could lead to disruption or unavailability of the rail transport itself. When
informational systems are attacked it can lead to unavailability of services for the passdwmgéeiig unable to

buy a ticket or digitally check a ticket into the system. Railway is an important way of transportation and could leac
to disruption of the society.

34



L
x

x * Challenges of security certification imerging ICT environments
« éenisa December 2016
x *

* *

Since transportation is part of the backbone supporting every country, many econonddsisinesssectors will

stop functioning without proper transportation in place. Consequently, cdtercks on transportation systems,
GKAOK A& I YIF22NJ GKNBFGx ONBIFGS | tfFNBS AYLI OG 2y
accidents, injuries or even deaths, it can lead to indirect effects, like socioeconomic effects. Currently there is ni
standardized approach to address security guidelines in the transportation sectoiN®igirective addresses
elements to reporting ofyber security related issues or events, lhutoes not address the matter of a standardized
testing and certification approach

6.1 Desk Research

The transportation sector consists of several subsectors like rail and maritime transport and aviatioralhtictse
sectors ICT plays an important role. The destruction of the transportation infrastructure will have immediate effect
on people and economyrigure6 shows ageneralarchitecture of the rail transportation system. In the rail subsector
the role of the infrastructure provider as well as the transportation company using the infrastructerrecamally
important to protect the subsector against cybattacks.

Planning & Passenger
: networks informaﬂon rea‘-mme
Billing &
TiCke{ing . netwo'ks

I H
onirol Cone i fTraﬁi'C & Asset
Management Management Control Center information
comunication Management
-

Enterprise IT

Information Technology (IT)

Operation

Traffic control &
OT nEIWOrKS OT netvvorks

GSM-R SIM cards [l Computer based GSM-R SIM cards [l safety Systems | on-board
and modems interlocking and modems communication
Train . . On-board
Signaling & .
%omrogl Safety Systems Ticket checking surveillance

Railway Infrastructure Rail transport company

Assets

Figure6 Global and simplified architecture rail transportation

The followingdevices are considered to be essential for a relialle safe operation of the rail transportatipthus
making them good candidates for certification

9 Automatic train protection
1 Computer based interlocking
1 GSMR SIM cards and modems

6.1.1 Automatic train protection

Description Automatic trainprotection (ATPjsinstalled in trains and along railroads to preve
collisions when the train driver is ignoring signals or not following the sf
indications

Products All industrial controllersare used as part of safety systetitee ATP irthe railway

systemsdn the EUThe controllers allow fasimple implementation of safety systen
on PGbased solutionsjike the train protection system SIBAS whishwidely
adopted for use in Europe.
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Documents Standards that are used in development work

1 EN9541 uptoCat. 4
1 ENISO 13849 upto PL e.
1 IEC 62061 up to SIL 3,
1 IEC 62443
Certification authority AREMA, FRA, HMRI, IRSE, UIC

Regulatory authority The authority of railway safety regulated at national level and on European lev
Certification AREMA Communications & Signals Manual of Recommended Practices
schemes/frameworks

6.1.2 Computer based interlocking
Description Computer based interlocking (CEd)asignallingsystem which has important safet
function. It is designed to prevent the conflicting routes of trains

Products 1 SSI (Solid State Interlocking)
1 Mircrolok Il
1 Smartlock
1 Alister CBI
Documents Standards that are used in development work

NERC CIP AS
6100066-2

AS IEC 61131

AS ISO/IEC 27001 IT
AS ISO/IEC 27002 IT
AS ISO/IEC 18028 IT

Certificationauthority otified bodies such as

Lloyd's Register Verification Limited

ECA ENTIDAD COLABORADORA DE LA ADMINISTRACION S.L.
BUREAU VERITAS

RINA Services

IIS CERT

VTT Expert Services

EISENBAHNERT

TUV SUD Nederland

Regulatory authority ERTMSssociation, EU Agency for railways
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Certification Certification schemes are defined by the ERTMS association
schemes/frameworks

6.1.3 GSMR SIM cardand modems
Description GSMR SIM cards and modems are usenhodern train systemto enable highspeed
and bidirectional communication between traffic controllers and train drivers, deli
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information about the train status such as speed and location. In theory it also «
be used to make trackside signals.

Products GSMR modems
Repeaters

Base stations
Mobile devices
SIMcards

GSM R FRS7.1
GSM R SRS 15.1

Certification authority =~ GSMR Industry group

Documents

=4 =4 =4 -8 -8 8 -9

Regulatory authority Regulation regarding certification of communication equipment is defined on nati

regulation
Certification GSMA
schemes/frameworks
6.2 Findings

Within the broad area of transportation, several sub areas like land and rail traffic, maritime and aviation can be
identified where ICT plays important and major roles.

The maritime sub area is highly stamdized and legislated compared to the other sub areas. Logistics and planning
systems play an important role within the maritime sub areas and here different ICT systems depend oroalways
and realtime information delivery from connected components amither systems. Furthermore, the consistency
and reliability of the information is of great importance.

In the rail sub area, the role of the infrastructure provider as well as the transportation company using the
infrastructure are equally important to ptect the sub area against cybattacks. The wellbeing and functioning of
the city depends on a correct working transportation system.

6.2.1 Automatic train protection (ATP)

6.2.1.1 Certification drivers
1 System criticality: isighbecause it takes care of critical trgportation functions and malfunction may cause
severe accidents which jeopardize human life or nature (in chemical transportation for example).
Number of devices: isigh because these systems are used all over in Europe
Safety issues: are akevereimportance because security vulnerabilities discovered can allow attacker to
control railway automation which will jeopardize people safety and nature.
9 Security issuesmany security issues because system functionality can be modified or controlled by an
attacker to cause an accident
9 Access vector: isightherefore there are well known attack vectors, such as:

0 Safety system has several security weaknesses, including tlity &dcontrol the device without
authentication, and the use of known protocols such as XML over HTTP, which makes it possible t
create tools for controlling the device.

o Product has faitafe software controller which automation tasks include alst-Saie control
functions and parallel data processing and the integration of the user's own technological functions.
Devices used in railway systems can be exposed to attacks due to the use of default credential
because security features are not theretbey are not taken into use, such as RCE vulnerabilities.

T
T
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1 Environmental issues: are sévereimportance because if system is hacked or it cannot handle malware
infection it might start to function wrong way and cause severe accident which might affectttoe as
well in case of chemical transportation.

6.2.1.2 Findings

Industrial controllersre used as part of safety systelike ATRall over the railway systeniis the EUThe controllers

allow for simple implementation of safety systems on-P&3ed solutionslike the train protection system SIBAS
whichis widely adopted for use in Europ&he hew ERTMS system make use of open standards and will gradually
replace legacy systems in use within Europe.

6.2.1.3 Recommendations

ATP systems shall kegaluated via conformare testingand system testing to ensure tlievices follow up the rules

set up in standards. Automation systems securing needs also architectural based solutions like segregation ar
network flow surveillance (E.g. IDS), good configuration managemenhipgtbut also communication with other
devices should be inspected carefully.

6.2.2 Computer based interlocking (CBI)

6.2.2.1 Certification drivers

1 System criticality: isnedium because attacks against CBI can be conducted by a malicious actor who has
physical access the system or by using social engineering.

1 Number of devices: isigh because devices are used all over Europe.

9 Safety issues: are dfigh impact because when an attacker has knowledge about railway automation or
routing protocols, access to the systeande reused to reoute trains and cause conflicting routes resulting
in collisions are crashes.

9 Security issues: are afediumseverity because when the systems fail the driver is available to take control
and prevent incidents.

9 Access vector: isigh because public networks are used

1 Environmental issues: are bighimpact because chemical train accidents might cause severe issues

1 Intersystem dependencies: are miediumsize.

6.2.2.2 Findings

Many standard ofthe-shelf products are used, all running standaptating system hardware and using common
communication protocols like TCP/IP, soap based web services. Adequatanmielyement and version control
are not in place.

6.2.2.3 Recommendations

Cyber security should be evaluated via conformance testing, penetragiiimg and inspected that devices follow

up the rules set up in standards. Standards also should be different for automation devices than IT systems an
environment. Automation systems are not set up same way as IT systems and their configuration, anc
communication with other devices should be inspected carefully.

Adequate cyber security training and information security awareness should be conducted regularly, to take care c
password policies and avoid human based mistakes. Device security testingeaaitisystem hardening to prevent
attack vectors need to be done.
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6.2.3 Communication equipment based upon GSRI

6.2.3.1 Certification drivers
1 System criticality: irigh because the communication is the backbone for all other connected systems in or

around the trains

Number of devicesnanydevices that are installed within Europe

Security issues: are bfgh severity because of the number of devices in the field a vulnerability will have a

major impact

9 Access vector: imediumbecause the networks are operated privitand there is limited connectivity with
public infrastructures

1 Environmental issues: argany because any intentional or unintentional cyber related activity can
jeopardize safety if vulnerability in system can cause malfunction and affect to traiatapes. However, if
connection is lost it stops train

1 Intersystem dependencies: atdgh because an attack via other systems such as via mobile phones is
possible but European Train Control System (ETCS) automatically stop if the connection between the tra
and the control center is interrupted

1
1

6.2.3.2 Findings

GSMR SIM cards and modems are used to connect trains to control centers and therefore have important role ir
security. Even though SIM cards are encrypted it is always possible to cause jamming at@ektmmrevent train

and the control center communicatiénFor example, a train using the European Train Control System (ETCS) will
stop if the connection is lost between train and control center. This can cause issues when the train start movin
againwith wrong time schedules and cause a collisiemthermore, the lack of policies or best practices on using
non-standard PIN are problematic, when the default PINs are used and devices are managed via SMS it is easy to
access.

Firmware updates causanother risk, in GSMNR devices. Also the firmware can include hardcoded private keys for
SSL certificates and remote admin rights when a-4mahe-middle type attack can be done. Also key management
will cause security issues. Because there are moded fos GSMR that could also be vulnerable to the types of
mobile phone type of attacks.

6.2.3.3 Recommendations

Even though systems were separated from the Internet, security holes, wrong configuration and inadequate
hardening might offer attack vector, also fadrequency type attacks are possible to conduct if weak encryption is

in use.

Proper version and configuration management systems shall be in place, together with PIN management to avoi
the problematic use of standard PIN codes.

It is important to evalate railway systems security as a whole, because weaknesses in communications betweer
other trains might cause collisions. Even though systems were separated from the Internet, security holes, wron
configuration and inadequate hardening might offer attaektor, also radio frequency type attacks are possible to
conduct if weak encryption is in use.
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7. SectorTransportatiorg Water transport

The water transportreaconsists of offshore and onshore systems which include management, communication
systems anaperational systems that perform navigational and automation purposes. Withimepigt, the focus

is given to the vessel within the Maritime sectbigure73 A @Sa&a |y 2@3SNIBASS 2F (GKS @S
connection. In a sense the ship behaves as a floating island operated through interacting IT and OT systems. A la
variety of systems are required, such as electric power generation, eleowiergistribution, vessel motion control,
automatic navigation trackeeping, safety systems, stability systems, IT networks, control (OT) networks, internet
connection, etc. The combination of these different systems makes it a commiegutingenvironment.

Shipping of goods within Europe is still increasing and represents more than half of the maritime transport that is
carried out. Furthermore, maritime shipping increasingly relies on ICT to optimize operations and enable essentic
maritime operations;navigation, propulsion, traffic control management, etc. Due to the increasing ICT, the
maritime sector becomes more vulnerable to cyber threats. As the mar#imais critical for the European society
(2016/1148/EV), significant cybeattacks could lead to disastrous consequences on the safety, economics and the
European economy.

Internal
communication Loading/Stability

Bndge / S
-

Navigation

Networks
High/Low
voltage

switchboards Bow thrusters

Power Cargo

management management
Vessel data
recorder

Ship safety

\‘Jatc ringress
detection

system

Engine

: ropulsion
Stecring ropulsion

Figure7 Overview of systems on a vessel

The maritime industry is continuously driving towards an increaseattalability, security and reliability of the
software dependent systems, cyber securiigommendedpractices have recently been published, describing the
first steps towards performing rigkased assessments of cyber security for the maritime agbstgavyy,2015).
Existing standards and recommendations can give a certain level of cyber security resilienbearfisystems.

7.1 Desk Research

The maritime sector has been selected as a study focus on the vegsiEmsFigure7 shows a generalrghitecture

of a vessel system. It shows the different devices needed for a safe and reliable operation. A vessel contains a divel
variety of different systems, rging from power management to propulsion and from navigation to entertainment
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systems. The information technology and operational technology is increasingly interconnected. This brings mor
risk of unauthorized access to these systems. Safety, environinanth commercial consequences of a cyber
incident may be significant. On board systems could inclBetago, 2015

Cargo management systems

Bridge systems

Propulsion and machinery management and power control systems
Access control systems

Passengeservicing and management systems

Passenger facing public networks

Administrative and crew welfare systems

Communication systems
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Each of these systems play an important role on a vessel. Failure or compromising one of these systems can he
severe consequaes. These systems could be considered for certification. The following four systems have beer
selected for the focus of this study:

Integrated Bridge Systems (allows centralized monitoring and various navigational tools)
Cargo management systems

1
1
1 Passengeservicing and management systems
1 Propulsion and machinery management

el SyStem
Management
Customer Planning & Booking
Manegement Logistcis Systems

Ship Admin Intrusion Passenger Backup
Systems detection management systems
Cr(_ew Maintenance Passgnger Mail systen
Entertainment entertainment

Enterprise IT

Information Technology (IT)

. Power Onboard )
Propulsion N Ballasting
Generation communication

Steering Navigation Dralnage/ Cargo
pumping Management
Fire & Gas Passenger Auxiliary power Watertight
Safety Systems accommodation backup system integrity

Onboard

Operational
Technology

Vessel

Figure8 Global and simplified architecture maritime vessel
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7.1.1 Integrated Bridge Systems

Description Integrated Bridge Systems (IBSa combination of systems that are interconnecte
Allowing centralized monitoring of various navigational tools. IBS acquired and ct
sensor information such as passage execution, communication, machinery contr:
safety and security. It is a vigation system that links other systems to provide
RSGFAfa o60St2y3Aay3a G2 GKS akKALQa yI @
Electronic Chart Display and Information System (ECDIS), Global Navigation ¢
(GNSS), Automatic ldentificati System (AIS), Voyage Data Recorder (VDR)
Radar/ARPA (Automatic Radar Plotting Aid).

Products Electronic Chart Display and Information System (ECDIS)

Global Navigation Satellite (GNSS)

Automatic ldentification System (AIS)

Voyage Data Recorder (VDR)

Radar/ARPA (Automatic Radar Plotting Aid).

DNVGIRR0496(DNVGL, 2016)

BIMCO guidelinedimco,2016)

BSiStandards

ISO 27001/27002/27005

ISO 1069:1973

IEC 62443
1 IEC 62351

Certification authority ~ Certification is based upon national and international standards and regulation
execution by certification labs such as DNV GL, Bureau Veritas, Lloyds Regist:
TUV

Documents

=4 =8 -8 -8 8 8 8 -9 _9a_9_-°

Regulatory authority Regulation is defined on national level

Certification M 1S0O 27001/27002/27005
schames/frameworks 1 DNVGIRPR0496
1 IEC 62351

7.1.2 Cargo management systems
Description The cargo management system is used for the management and control of the
This digital system could interface with a variety of systems ashomaytinclude
shipmenttracking tools that is available via the internet to shippers. A-tigad
system that makes sure the cargo is administered correctly and no unauthorized
can be loaded.

Products Dedicated applications
Web-based applications
ISO 27001/27002/27005
IEC 62443

IEC 62351

BIMCO Guidelines
BSiStandards

ISO 8431:1988

Doaments
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Certification authority ~ Certification is based upon national and international standards and regulation
execution by certification labs such as DNV GL, Bureau Veritas, Lloyds Regist
TOV

Regulatory authority Regulation is defined on national level

Certification 1 1S0O 27001/27002/27005
schanes/frameworks 1 DNVGIRR0496
1 IEC 62351

7.1.3 Passenger servicing and management systems
Description Information systems used for property management, boarding and access col
This system coul@iold valuable passenger relatédformation. Critical system that
makes sure authorized people can only access the ship.

Products 1 Reservation and booking system
Documents M 1S0O 27001/27002/27005

1 IEC 62443

1 IEC 62351

i BIMCO Guidelines

1 BSiStandards

Certification authority  Certification is based upon national and international standards and regulation
execution by certification labs such as DNV GL, Bureau Veritas, Lloyds Regist:
TOV

Regulatory authority Regulation is defined on national level

Certification M 1S0O 27001/27002/27005
schemes/frameworks  § DNVGIRR0496
1 IEC 62351

7.1.4 Propulsion and machinery management
Description This operational system is used to monitor and contomi board machinery,
propulsion and steering. It is responsible for the motion of theset and gives the
captain the possibility to fern the ship.

Products RTU

PLC

Frontend servers
SCADA

ISO 27001/27002/27005
ISO 13613:2011

ISO 14885:2014

IEC 62443

IEC 62351

BIMCO Guidelines

BSiStandards

Documents

=4 =4 =8 =4 -8 -8 8 -8 _a_9_9
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Certification authority ~ Certification is based upon national and international standards and regulation
execution by certification labs such as DNV GL, Bureau Veritas, Lloyds Regist
TOV

Regulatory authority Regulation is defined on national level

Certification 1 1SO 27001/27002/27005
schanes/frameworks 1 DNVGIRR0496
1 IEC 62351
7.2 Findings

Within the broad area of transportation, several sub areas like land and rail traffic, maritime and aviation can be
identified where ICT plays important and major roles.

The maritime $ well regulated internationally and uses international established standards and guidelines on
operational, design and safety topics. Logistics and planning systems play an important role within the maritime su
areas and here different ICT systems depemdalwayson and reatiime information delivery from connected
components and other systems. Furthermore, the consistency and reliability of the information is of great
importance.

During the recent years, an increase of cyattacks has been observedthin the Maritime transportation industry.
Although there has not been a catastrophic event to this date, stakeholders have taken on the task to assess th
emerging threat.

As mentioned in the 2011 ENISA stENISA, 20123 holistic riskbased approachs recommendedwhich would
require the assessment of existing cyber risks associated with the current ICT systems implementations relevant 1
the European maritime sector as well as the identification of all critical assets within this sector. Fomenariti
economic operators and stakeholders, it is important to proactively apply sound cyber and information security risk
management principles within their organizations and environments

7.2.1 Integrated Bridge Systems

7.2.1.1 Certification drivers
1 System criticalityis high becausehis system provides the navigational functionality of the ship
1 Number of devicesone per vessel (is an aggregate of several other navigational systems)
1 Security issueexpected to behigh because it is a networked navigation system witterfaces to shore
side interfaces for updates which make this system vulnerable for cyber attacks
9 Access vectoexpected to behigh becauseall navigation systems within the same network are potentially
accessible by external actors either for maintecawf the software or simply has open ports.

1 Intersystem dependenciearehighbecause all associated systems for navigation will be affected like ECDIS,
GNSS, AIS, VDR and Radar/ARPA

7.2.1.2 Findings

An integrated bridge system (IBS) is a combination of intercon  nected systemsto allow centralized access to sensor
information or  monitoring /control from workstations .The aim isto increasing the safety and efficien cyofthe ship's
management. The details for each system boil down to integrated entities such as ECDIS, GNSS, AIS, VDR and
Radar/ARP A ECDIS, GNSS, AlS, VDR and Radar/ARPA.

7.2.1.3 Recommendations
As several navigational systems are integrated in this one integrated bridge concept, it is recommended to perforn
security testing before delivery of the vessel or dgrioperations if this step has not been performed. Software
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components necessary for the operation of the integrated bridge system should be managed under configuration ir
a manner to keep track of software updated and any changes to the security cotibigura

7.2.2 Cargo management system

7.2.2.1 Certification drivers
1 System criticalityishigh becauset performs the management and control of the cargo including hazardous

cargo

Number of devicesone system per vessel

Security issuestre ofhighimportance becausanauthorized persons could add see which (container) cargo

was loaded and subject to targeted high jacking. Other types of cargo such as LNG would pose othe

hazardous threats when these dedicated types of cargo management systems would be tampered with.

9 Access vectoris high becausethe cargo system could be connected to sheige cargo. However, the
access vector for onboard cargo management systems for bulk type cargo is limited as it is not normall
connected to the onshore systems.

1 Intersystem depedencies:are low because only the cargo management of the vessel will be affected.
However, information exchange with onshore system will exist.

)l
)l

7.2.2.2 Findings

Ly GKA& aSOlAzy ¢S 2LIWSR (2 Fil 3 I LiSdyhanREos)ifvghed y A
an undisclosed global shipping conglomerate contacted the Verizon RISK Team after they became alarmed at a sel
of attacks viere the pirates were armed with very specific information in terms of the cargo onboard the vessel.
Attackers il A £ £ @ KFR dzZLJX 21 RSR F YIFIfAOA2dza 2S06 akKStft (2
6/ a{0 aSNBSNE ¢6KAOK YIyl3aSa aKALLAY3I Ay@Syidaz2NER | yR
upload script to upload the web shell arften directly call it as this directory was web accessible and had exkcute
LISNXY¥A&daArzya aSa 2y Aléod ¢KAa AYOARSYy(d KAIKEAIKGEA
and reliable transport operations.

7.2.2.3 Recommendations
Onshore ContenManagement systems should be in the scope of certified IT security management system, to be
audited and security tested.

7.2.3 Passenger servicing and management systems

7.2.3.1 Certification drivers
1 System criticalityis high becauseit provides boarding and accessntrol holding passenger related
information, as well as property management
Number of devicesone on a vessel
Security issuesare ofhigh severity because compromising this system could lead to unauthorized access
and boarding
9 Access vectolis high becauseseveral systems are needed to fulfill the functionality and it could be that it
interfaces with the internet so passenger are able to check in at home for example
1 Intersystem dependenciefow

T
T

7.2.3.2 Findings

IMO mandatory requirements for the electroni ¢ exchange of information on cargo, crew and passengers have been
adopted by the International Maritime Organization (IMO) on 11/04/2016. These include standardized forms for

the maximum information required for the general declaration, cargo declaration, crew list and passenger list; and
agreed essential minimum information requirements for the ship's stores declaration and crew's effects
declaration. Although standards and recommended practices relating to stowaways are updated to include

45



x * . T . .
x * Challenges of security certification in emerging ICT environments
x éenisa December 2016
*
*
referencestor el evant sections of the International Ship and Port Fa

do not currently address the cyber security aspect of the electronic passenger lists.

7.2.3.3 Recommendations

Passenger management systems should be in the scope of IT security management policies to be audited and
security tested against cyber security standards and IMO/ISPS code.

7.2.3.4 Propulsion and machinery management

7.2.3.5 Certification drivers
1 System criticalityis high becauset initiates the movement of the ship @®mmanded by captain
1 Number of deviceone on each vessel
9 Security issuesare of high importance because an attacker could control a ship when the system is
compromised
9 Access vectoislow becausehis system is normally not connected to systems algghe vessel
1 Intersystem dependencieare high because this system is interconnected to bridge monitoring systems

7.2.3.6 Findings

/| dZNNByidte GKSNB NB @I NA2dza NBaSHNOK LINR2SOGa | AYA)
maintenance using Condition Based Maintenance Systems. This may lead to new types of shore based connectic
which would need to be furtheevaluated in the future in order to consider the need for cyber security related
certifications. Nevertheless, currently machinery and propulsion systems are subject to software upgrades ant
software obsolescence. Furthermore, there are projects workingutonomous and even unmanneships that
increase the information exchange with onshore system.

7.2.3.7 Recommendations

As software destined for propulsion systems can become obsolete and thus not upgraded to address newly foun
vulnerabilities, it should be desigd following a defined obsolescence management policy. Network storming tests
could be a means to check for robustness and segregation practices should be used in order to isolate machine
and propulsion networks from other neoperational networks. If endor support remote maintenance must be
used, then strong security policies should be applied to remote maintenance operations.
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8. Conclusion

The main research aim of this study wasptovide the decision makers with a thorough description of the cyber
searity certification status concerning the most impactful equipment in different critical sectord topave the

way towards a more harmonized approachdgbersecurity certification in EBased on the results of this study.
This has been performed by dertaking desk research and interviews with experts to answer the several research
guestions. Based on the results, findings and recommendations have been presented for each sector.

Here we conclude by presenting common findings which apply to multiptyen all sectors, andre related to

using public or private infrastructures and testing of complete systems versus component.téstirggaich common
finding a recommendatio is provided. Next, key recommendations are descritiédally, a table is prested
providing a clear overview of candidates for certification that should contribute to the agenda to work towards a
more harmonized approach to cyber security certification in EU.

8.1 Common Findings

The table below provides the comm

COMMON FINDING RECOMMENDATION

In each sector the use pfivately owned

on findings and recommen  dations :

infrastructuresfor data communication between
components or complete systems is considered more
secure, however public infrastructures are widely use
The use of these public infrastructures introduces
additional challenges to a system.

Asset owners should take itigating measuresuch as
the use of separated APNs when using public cellular
networks, VPNs when nestedicated links are useshd
additional encryption and authentication.

Furthermore, it was identified that although on
component levektandalone certified évicesare
considered trustworthy, thisnight not be the case
after their integration in a real computing environmen
causing proper planning and execution of system tes
to be critical. Device certification wilklpto get a
generic base line of deviepiality in terms of cyber
security requirements. However, it should be noted
that 100% guarantee does not exist when it comes tc
cyber security of complex computing systems.

Certificateissuingbodies should issueertificates which
state thatthe componentis certified as having certain
security capabilities buiin the given device, butannot
be usedas a guarantee that this device is used
(configured) correctly.

When it comes to building cyber security resilience ir
the selected sectors, it @bserved that a small part of
the security will be supported by the components or
devices that compose the systems while the larger p.
of the security will depend on the processes and
procedures that are in place.

Organisatios should consider theecuritycertification
of the processas thehighestpriority in the whole
business chai(Dyryavyy, Y., 2015b)

Another important observation is thiacreased
outsourcingof specificcybersecurity relevantasks or
functions, which will also increaseghisk of being
vulnerable to cybeattacks

Customers shoulderify thatexternal (third parties)
service providershave all therequired knowledge level
in the own organizatiomefore entering any contractual
agreement with them. This way they witlakesure that
the specific domain (for example substation
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automation) is known and understood by those
delivering the essential cyber security services.

This study focuess only orcriticalcomponentghat are
good candidates for cyber security certificatidm
overall concerns the use of devices like laptops,
tablets and phones as entry points for potential attac
or malware. This is a cressction tirea where
componentsconnected to complex and critical systen
are mostly unmonitored and can cause serious dang
to the overall stability of such complex system. It
should be stated that cyber security certification is as
important for design, implantation, configuration,
operational and business processes.

Owners ofcritical infrastructureshould takea holistic
approachthat provides a certain level of security

assurance at every\el of the business value chain
instead of merely focusing on the component level.

8.2 Overview findings of the given devices per sector

Thetable below presents a clear overview of candidates for certification that should contribute to the agenda to
work towards a more harmonized approach to cyber security certification in EU.
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Recommended for
Overviewfindings of the given devices | 16889 | Certification drivers Actual market situation certification
Strong drivers IMaostly certified Strongly
Positive drivers Partly certified Positively
- Neutral No certification MNeutral
1 Megative drivers Limited demand Mot recommended
°° Strong negative drivers Mo demand Strongly not recommended

CERTIFICATIO MARKET RECOMMENDEL

COMPONENT RECOMMENDATIONS

FOR

DRIVERS SITUATION CERTIFICATIO

Incorporation security standards in product

R r witches e N .
UGSt Es o certification andtype-testing is essential.
Firewalls ) Same as routers and switches. Use of different
firewall brands and rokbased access.
Hardware security ) Required to be deployed in a separate
modules environment.

Unidirectional Ensure meeting core requirements requires well
Network System design and proven secure engineering method.
Next generation Use NGF besides existing firewalls to detect

firewalls unknown traffic and usage patterns.

Usage of the DLM8 combination with TLS and IE

SIEI TEE S 62351to secure the communication.

Intelligent Electronic Y- Best practice is to equip every substation with ID:
Devices to monitor unexpected activity and protocols.
Remote Terminal ) Detailed network design crucial for cyber security
Unit (RTU) of entire substation.

Extendexisting certification schemes with test

. Advanced meter (—) cases fodata concentrators and heaend
infrastructure (AMI) systems
Virtual power plants Y- Develop certification scheme based on existing
(VPP) smartmeter and substation automation schemes.
Integrated Bridge ) Apply configuration and software change
Systems (IBS management/tracking on software components
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Cargo managemen i Apply network segregation and audit onshore
systems tracking systems against strict security policies
Passenger servicin i Should be security tested to ensure remote
systems tampering possibility is reduced to a minimum.
Propulsion and i Apply network segregation and firewall hardening
machinery system Software should be managed for obsolescence.
Automatic train ® Recommended to ensure to follow rules of the
protection (ATP) standards.
Computer based Y- Using conformance and penetration testiofy
interlocking (CBI) devices againsipplicable standards.
Communication ) Important to evaluate railway system security as .
equipment GSMR whole and harden thequipment.
Clinical information Definition of common datanodel and profiles for
systems authentication and protection of data.
Implantable medical ) Focus on security and development standards |
devices SecureDevelopment Life Cycle (SSDLC).

8.3 Key Recommendations
The followinggeneralkeyrecommendations ardetermined for the manufacturers and the users of the certificates

T

Organisations should strive foertifying theirmanagement systerhecause it is powerfil tool that helps
companiedo achieve their business goakRrocess certification and compliance is vital supportproduct
guality, andt is often a ticket tahe market For markets large enough, producamufacturers can test and
certify their prodicts only once as they can have theracceped in manyother markets orcountries
thereafter.

Both vendors and asset owners should take a holistic view when it comes to security certification and not
merely focus on the functional element of the devices they @mly afterverification of a system in its
entirety, including procedures for operativand maintenancgt can be consideredyber secure

Organisations should invest more on improving the cyber security education of thgineers This is
because thewsually do not have cyber security culture as thegoften confronted with new tebnologies

or other domainaunknown to them, until it is too late to adopt mitigation measur&herefore, hey need

to be educatedto become aware of cyber risks and to realize that the system is as strong as each individua
component and that actions ad decisions taken for a sydart of the system can have a major impact on

the overall performancef the system itself

Cyber security service providers are recommended to implement an IT service management framework
their organizationd & | LINP2F GKI G GKSAN) aSNPWAOSa YSSi Odz
Whenever this is financially justified, customers should lookHeruse ofsecurityservice providers who
provide a follow-the-sun supportteam in order to ensure maximum availability of their seesc
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Furthermore, they should seek for security service providers with an IT service management system whicl
is based on international and widely known standards e.qg. ITIL, ISO/IEC 20000 etc
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