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Executive Summary

At the time of writing of Commission Implementing Decision 2016/650 there were no available standards
for signing devices operated by a trust service provider in a secure environment that aim to meet the
requirements in Regulation (EU) 910/2014 Annex |l for qualified signature / seal creation devices.
However, two major CEN standards (CEN EN 419 241-2 (Trustworthy Systems Supporting Server Signing
Part 2: Protection Profile for QSCD for Server Signing dated 2018-05-11) and CEN EN 419 221-5:2018
(Protection Profiles for TSP Cryptographic Modules - Part 5 - Cryptographic Module for Trust Services))
published by the CEN TC224 cover the following use cases relating to the identified gap:

e trust service providers managing signature creation data on behalf of the user to support the creation
of qualified electronic signature / seals and
e trust service providers creating qualified electronic signature / seals on their own behalf.

This study seeks to present the scope of the QSCD certification as well as the scope of the QTSP
supervision and to identify the way to combine respective elements therein in a way that the eIDAS Annex
Il requirements, specifying QSCD, are respected. In this context, this report seeks to support the case for
standards CEN EN 419 241-2 (Trustworthy Systems Supporting Server Signing Part 2: Protection Profile for
QSCD for Server Signing dated 2018-05-11) and CEN EN 419 221-5:2018 (Protection Profiles for TSP
Cryptographic Modules - Part 5 - Cryptographic Module for Trust Services) to become eligible to be
referenced in an amended version of Commission Implementing Decision (EU) 2016/650.

CEN EN 419 221-5 may apply when the electronic signature creation data or electronic seal creation data is
held in an entirely, but not necessarily exclusively, user-managed environment. When combined, the two
protection profiles (PP) apply to a qualified trust service provider managing the electronic signature
creation data or electronic seal creation data on behalf of a signatory or of a creator of a seal. However,
the verification of assumptions made by the Protection Profiles (PPs) on the target of evaluation’s
environment need to be ensured. In the context of eIDAS, for a Qualified Trust Service Provider (QTSP),
this is a task carried out by the supervisory body. Consequently a certified QSCD can only be officially
recognised as such once the QTSP has been duly supervised to manage the QSCD according to
requirements and assumptions on the environment provided in the PPs (and possibly as specified in
complementary policy documents like ETSI TS 319 431-1). This requires that the supervisory body
supervises the qualified trust service for which the QTSP is granted a qualified status as well as the QSCD
management, starting with the verification that the QSCD is certified and then verifying any requirement
on the environment which needs to be duly duly implemented by the QTSP.

> In this report it is also suggested that further work is carried out to compile a checklist with the
functional objectives to be supervised (for the supervisory bodies) and a checklist with the related
technical criteria to be used when an audit is carried out by CABs, issued from the PPs and related
standards.

This report suggests that there is shared responsibility between the TSP managing the QSCD to work with
appropriate TSP issuing certificates (CA), and on the CA to work with an appropriate TSP for the
management of QSCD. For qualified devices management and qualified certificates issuance, the
verification that such requirements are followed falls under supervision by competent supervisory bodies.

Explanations on the role of supervision (that is mandatory), and ideally a pointer to the checklist
mentioned above to clearly identify the elements to be checked by the audit underlying the supervision
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process should be provided directly in the amended version of Commission Implementing Decision (EU)
2016/650. Alternatively, this information could be provided as a link toward a “to be issued” Implementing
Act referred to by Article 29.

> Further guidance is needed to confirm whether it is possible to refer to technical criteria for the
QSCD supervision process under Article 30 (dedicated to certification). Alternatively an
Implementing Act could be issued pursuant to Article 29.2 of the eIDAS Regulation (in which case,
the remaining question is how to bind both Implementing Acts).

Given that a certain amount of coordination among stakeholders is required to achieve a global trust level,
it would be pertinent to provide a way to advertise the elements of supervision. Besides the official
compilation of Member States notification on SSCDs and QSCDs, the trusted list of the country where QTSP
operates might provide an indication when the QTSP manages a QSCD duly in accordance with elDAS.
Alternatively, the list of notified SSCDs and QSCDs compiled by the European Commission might also be
used for this purpose. This would be important to inform the market and organisations that wish to
implement qualified electronic seals or signatures conformant to elDAS.

Finally, a transition period needs to be foreseen for the entry into force of the amended version of the
Commission Implementing Decision (CID) so that stakeholders (devices builders) switch from an Art.30.3
(b) certification process to a process based on the standards newly referenced by the amended version of
the CID. This is true even if most of the procedures of Art.30.3 (b) notified by EU MS to the European
Commission are based on earlier versions of these standards.
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1. Introduction

Regulation (EU) No 910/2014! (hereafter the eIDAS Regulation?), on electronic identification and trust
services for electronic transactions in the internal market, stipulates the regulatory framework for
electronic identification of natural and legal persons and for a set of electronic trust services, namely
electronic signatures, seals, time stamps, registered delivery services and certificates for website
authentication.

By means of the instruments regulated in elDAS it is possible to use these trust services as well as
associated electronic documents as evidence in legal proceedings across the EU Member States
contributing to their general usability within Member States and across borders. While the legal validity of
trust services is warranted, Courts (or other adjudication bodies) cannot discard them as evidence only
because they are electronic but have to assess these electronic tools in the same way they would do for
their paper equivalent.

Additionally, the elDAS Regulation identifies trust in the online environment to leverage economic and
social development. Standards for trust services need to be available to ensure solutions that are
interoperable and provide coherent levels of trust. Whilst the elDAS Regulation provides a common set of
requirements, it does not necessarily identify how these requirements may be met following existing
technology and organisational arrangements in place. Standards provide a generally accepted means to
meet requirements with existing technology, whilst if necessary the market can develop alternative
solutions as new technology emerges to further feed into the standardisation life cycle.

The elDAS Regulation also lays down requirements for qualified electronic signature (respectively seal)
creation devices (QSCD) to ensure the functionality of advanced electronic signatures (respectively seals).
In the specific context of QSCD however, the security evaluation and certification process must be carried
out in accordance with the list of standards established by means of the implementing act referred to in
Article 30.3 of the eIDAS, i.e. CID EU 2016/650°, unless there is no “applicable” standards mentioned in the
implementing act, or when a referred security evaluation process is on-going.

Article 30.3 refers to the security evaluation process and standards for qualified electronic signature
creation devices may be referred to in the implementing act referred to in Article 29 to provide
presumption of compliance with the eIDAS requirements. The security evaluation process and the
underlying technical criteria are tightly bound and the latter are de facto influenced by the security
evaluation scheme. This applies to CID (EU) 2016/650, which currently covers the case where the
electronic signature creation data or electronic seal creation data is held in an entirely but not necessarily
exclusively user-managed environment (here after referred to as TYPE 1 device).

At the time of drafting the CID (EU) 2016/650, there were no available standards yet for signing devices
operated by a trust service provider managing signature creation data on behalf of the user to support the
creation of qualified electronic signature / seals (here after referred to as TYPE 2 device). In a broader
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context, there were no standards for remote signing devices either (i.e. where the signatory or the creator
of a seal stores its key on a remote cryptographic module).

QSCD management concerns multiple stakeholders: the signatory or creator of a seal (here after both
referred to as the signer), the device producer, the TSP managing the QSCD on behalf of the signer when
applicable (that TSP must be a Qualified TSP — QTSP), the TSP offering the signature creation application
when applicable and to some extent the TSP issuing certificates of the signer (or Certification Authority -
CA). Consequently, QSCD security depends on each stakeholder in the signature workflow and the security
evaluation process may potentially address several entities. For a TYPE 2 QSCD in particular, between the
mandatory certification of the device and the signatory’s environment falling outside the eIDAS
certification requirement, the supervision of the QTSP managing the QSCD has an important role to play to
ensure that the applicable requirements of the Regulation have been met (e.g. Art.19, Art.24.2, Art.26,
Art.29/39, Annex Il).

This study (see also figure 1 below for more details) seeks to present the scope of the QSCD certification
as well as the scope of the QTSP supervision and to identify the way to combine respective elements
therein in a way that the elDAS Annex Il requirements, specifying QSCD, are respected.

In the approach followed by MS and the European Commission the QSCD “management” part does not fall
in the scope of the certification but the so-certified device may not be considered as QSCD unless “duly
operated by a QTSP in accordance with eIDAS Regulation (EU) 910/2014”. The sentence “IMPORTANT
NOTE: Device aimed to be managed on behalf of the user (signatory/seal creator) by a QTSP that can be
only considered as QSig/SealCD when duly operated by a QTSP in accordance with elDAS Regulation (EU)
910/2014 " is referenced on TYPE 2 device certification information in the compilation of Member States
notification on SSCDs. QSCDs are used for this purpose®.

TYPE 2 QSCD related standards could be referenced in an updated version of CID 2016/650 to specify,
directly or by reference the criteria enabling supervisory bodies to assess the operation due by a QTSP in
accordance with elDAS Regulation (EU) 910/2014.

1.1 Scope
CEN technical committee TC 224 and working group WG17, has published or is about to publish new
standards for the security assessment of qualified signature and seal creation devices, namely:

e CENEN 419 241-2: Trustworthy Systems Supporting Server Signing Part 2: Protection Profile for QSCD
for Server Signing dated 2018-05-11

e CENEN419 221-5:2018 — Protection Profiles for TSP Cryptographic Modules - Part 5 - Cryptographic
Module for Trust Services.

The scope of this report is to analyse and assess eligibility of the above-mentioned standards as being
suitable references in an amended version of CID (EU) 2016/650.

The analysis provided in this report also considers the way these standards need to be used (e.g. possible
combination with other standards, certification scheme within which they fit, etc.). It is important to note
that in this report the terms qualified seal or signature creation devices are used invariably as there is no
particular differentiation made in Annex Il referring to the qualified seal creation device. Indeed the eIDAS
Regulation requires that the private key for signature must be “with a high level of confidence under sole

https://ec.europa.eu/futurium/en/content/compilation-member-states-notification-sscds-and-qscds
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control” and for seal “under control” of its owner. In eIDAS Annex Il 1.(d) control on the signature creation
data is exercised by the owner as to “be reliably protected by the legitimate signatory against use by
others” and support both requirements. When the key is managed by a TSP the requirement on “sole
control” or “control” is warranted by the TSP independently of, and in addition to the device features (and
to a certain extent in collaboration with the CA issuing the certificate of the signer and/or any kind of
identity provider that would act in the signer’s authentication process). In other words, the nuances
between signature and seal do not affect the QSCD itself but the TSP managing it; the level and criteria for
certification of the device are the same for both qualified electronic signatures and qualified electronic seal
creation devices. These criteria shall not be limited or reduced for either seal or signature devices, since in
both cases, the signature/seal creation data must be reliably protected by the legitimate signatory against
use by others.

Given that a certain amount of coordination between the stakeholders mentioned above and the
supervisory and certification bodies is required to reach global trust level, it would be logical to provide a
way to advertise on the elements falling under supervision. Besides the official compilation of Member
States notification on SSCDs and QSCDs, the trusted list of the country where QTSP operates might provide
an indication when the QTSP manages a QSCD duly in accordance with elDAS. Alternatively the European
Commission compiled list of notified SSCDs and QSCDs might also be used for this purpose.

1.2 Foreword
Unless specifically mentioned the text uses indifferently the term signature to address electronic seals or
electronic signatures such as defined by the eIDAS Regulation, and the term signer to address signatory or
creator of a seal. The acronym QSCD refers to qualified electronic seal creation devices or to qualified
electronic signature creation devices.

1.3 List of acronyms
AdES: advanced electronic signatures
CA: certification authority
CAB: conformity assessment body
PP: protection profile
QSCD: qualified electronic signature (respectively seal) creation devices
QTSP: Qualified TSP
SAM: signature activation module
SFR: security functional requirement
SSA: server signing application
ST: security target
SVD: signature validation data
ToE: target of evaluation
TSP: trust service provider
TWA4S: Trustworthy system supporting server signing (editor’s note: i.e. TSP deploying the SSA and ToE)
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2. The legislative framework

The analysis of the legal framework points to a series of key areas addressed in this report.

2.1 elDAS - supervision versus certification
The elDAS Regulation specifies QSCD and their certification in Articles 29, 30, 39 and Annex Il. Further
highlights are provided in four recitals. Related articles and recitals are mentioned in Annex A of the
present document, but at this stage, it is important to point out that the security assessment of QSCD aims
to certify that the device conforms to eIDAS Annex Il. One of the requirements of Annex Il is that
managing QSCD on behalf of signers may only be done by a QTSP.

This fact, like any other requirement listed under Annex I, must be “covered” by the device certification
(or at least a certified device may not be considered as QSCD unless “duly operated by a QTSP in
accordance with eIDAS Regulation (EU) 910/2014”). This shows that the recognition of a QSCD, in the case
of a trust service provider generating or managing signature creation data on behalf of the signer, will
cover both the hardware and software features of the device as well as the management of the
operational environment of the signature creation data. For the sake of simplicity, such hardware or
software handling the signature creation data will be further referred to as to the “cryptographic module”.
The crypto module is an element of a QSCD.

First key point: the QSCD certification, where the QSCD is managed on behalf of the signer, goes
beyond the certification of the crypto module handling the signature creation data and it covers the
operational environment as well.

Managing a (Q)SCD or creating a (qualified) signature on behalf of signers are trust services for which the
elDAS Regulation does not specify a qualified level. In other words, only QTSPs that have been granted a
qualified status pursuant to Article 21 of the eIDAS Regulation for one or more of the qualified trust
services (QTS) specified in the elDAS Regulation may generate or manage electronic creation data on
behalf of the signer. As these TSPs are qualified, they must use trustworthy systems and products that
meet the requirements of Article 24(2), in particular points e) and f). Additionally, these TSPs are subject to
elDAS Article 19. In particular:

e Article 24.2 point (e) on trustworthy systems: “use trustworthy systems and products that are
protected against modification and ensure the technical security and reliability of the processes
supported by them”

e Article 19.1 regarding risk based security due diligence stating in substance that the TSP shall take
appropriate technical and organisational measures to manage the risks posed to the security of the
trust services they provide.

Moreover, Recital 52 clarifies that “remote electronic signature service providers should apply specific
management and administrative security procedures and use trustworthy systems and products, including
secure electronic communication channels, in order to guarantee that the electronic signature creation
environment is reliable and is used under the sole control of the signatory”.

These requirements may not all be covered by the QSCD certification; they are linked however, to
elements that are covered by the certification (listed in Annex Il of the elDAS Regulation) provisions. It is
commonly agreed that the due verification of such operation is a task for the supervisory body. In
particular, Article 24.2 (e) is covered by the supervision of the QTSP. This requires that the supervisory
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body supervises not only the qualified trust service for which the QTSP has been granted a qualified status
but also for its due operation of the QSCD in the context of Annex I1.3.

Consequently, there is a double verification requirement with regard to the trustworthiness of the QSCD:
at the certification as well as at the supervision level. Further on the boundaries of these two processes are
discussed.

Second key point: a QSCD managed by a QTSP is subject to certification and supervision (the latter
controls that all devices used by the QTSP, including the QSCD, are “trustworthy”).

This supposes that the QTSP notifies the supervisory body about its managing of a (TYPE 2) QSCD on behalf
of signers. Article 30.3 refers to the security evaluation process; standards for QSCD may be referred to in
the implementing act stemming from Article 29 and concerning the presumption of compliance with the
requirements of the eIDAS Regulation. The security evaluation process and the underlying technical criteria
are tightly bound together and the latter are de facto induced by the security evaluation scheme. If the
standardised protection profile (PP) underlying the certification process is referred to under Article 30 and
the related updated CID, it is likely that the technical criteria underlying the supervision process related to
QSCD management fall under provisions of Article 29.

Third key point: it is important to assess which TYPE 2 QSCD related standard(s) need to be referred to
in any amended version of CID 2016/650 and if there is a need to complete the amended Commission
Implementation Decision with other standard(s), potentially referred to under Article 29 of the elIDAS
Regulation.

While recital 56 mentions that the QSCD should ensure the functionality of AdES (i.e. a priori all aspects of
the signature creation, including the (sole) control on the signature creation data), it delimits the scope of
the certification to specific elements pertaining to signature creation data, which is only one aspect of
AdES. In addition, Annex 1.2 has a specific requirement relating to data to be signed, that should be
covered by the certification (like any element of this Annex Il, as per Article 30). However, protection of
data to be signed is different from signature creation data handling, hence limiting the certification of the
device to the handling of the signature creation data. Finally, Recital 56 states that the scope of the device
certification is limited to hardware and software — limitation that is literally not possible to observe since
Annex I1.3 and I1.4 are totally beyond this scope and address the QTSP managing the device and the
policies it implements.

Fourth key point: Recital 56 is not to be strictly considered as a requirement because to a certain
extent it may be deemed contradicting Article 30 and Annex Il of the eIDAS Regulation; hence, it will
not drive the present study.

Creating advanced electronic signatures (AdES) requires the guarantee on the sole control on the signature
creation data by the signatory or the control on the seal creation data by the creator of a seal (Articles 26
(c) and 36 (c)). When a TSP creates signatures on behalf of users, this is likely to be covered by sound
implementation of Art.19. But this is not necessarily pro-actively verified by means of supervision because
“signature creation” per se is not a qualified trust service (it is a “simple” trust service). In addition, even
when the TSP is a QTSP operating a QSCD, the QSCD certification does not necessarily imply that AdES will
be created (indeed, Annex Il only talks about “electronic signatures” and not specifically “advanced”
electronic signatures). The verification that “the electronic signature creation data used for electronic
signature creation can be reliably protected by the legitimate signatory against use by others » is
warranted through QSCD certification. The difference between an electronic seal and an electronic
signature does not affect the QSCD directly; it rather affects the entity managing the device that may apply
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stricter policies when a QSCD is used for the creation of electronic signatures. As this is not reflected in
Annex |l of the eIDAS Regulation, it remains out of scope of this report (it could be addressed by TSPs at
the TSP policy level).

Fifth key point: the QSCD must ensure that the electronic signature creation data used for electronic
signature creation can be reliably protected by the legitimate signatory against use or misuse by a
third party, independently of the service (creation of seals or creation of signature) available.

2.2 Commission Implementing Decision 2016/650
On 25 April 2016, the EU Commission released Commission Implementing Decision (EU) 2016/650 laying
down standards for the security assessment of qualified signature and seal creation devices pursuant to
Articles 30(3) and 39(2) of Regulation (EU) No 910/2014 of the European Parliament and of the Council on
electronic identification and trust services for electronic transactions in the internal market (Text with EEA
relevance).

Key elements of this Commission Implementing Decision are the following:
1) The distinction between two types of qualified electronic signature creation devices:

e TYPE 1 (Art.1(1)): where the electronic signature creation data or electronic seal creation data is held in
an entirely but not necessarily exclusively user-managed environment, and

e TYPE 2 (Art.1(2)): where a qualified trust service provider manages the electronic signature creation
data or electronic seal creation data on behalf of a signatory or of a creator of a seal.

2) The security assessment of TYPE 1 device is wholly covered by the CID 2016/650, as per elDAS Article 30.

i.e. the full assessment scheme is ruled AND this includes the technical criteria to be observed. CID

2016/650 indeed lists mandatory standards at three levels:

e level 1 - standards specifying the evaluation criteria for IT security (i.e. ISO/IEC 15408 — Information
technology — Security techniques — Evaluation criteria for IT security, Parts 1 to 3)

e |evel 2 - standards specifying the methodology for IT security evaluation (i.e. ISO/IEC 18045:2008:
Information technology — Security techniques — Methodology for IT security evaluation)

e |evel 3 - standards specifying protection profiles for secure signature creation device (i.e. EN 419 211
— Protection profiles for secure signature creation device, Parts 1 to 6, technical criteria to be
observed by the device to conform to Annex Il of eIDAS).

CID 2016/650 needs to be updated from time to time when standards for the security assessment of TYPE
2 devices are made available.

Sixth key point: CID 2016/650 covers the assessment scheme and the technical criteria for QSCD TYPE
1. This may/should also be applicable to TYPE 2 devices.

Seventh key point: When CID 2016/650 is updated new standards for TYPE 1 devices need to be
considered.
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3. TYPE 2 QSCD certification: standards requirements

3.1 Introduction
This report focuses on standards for TYPE 2 QSCD, i.e. devices in which a qualified trust service provider
manages the QSCD on behalf of the signer.

The assumption made in this report is that the standards for TYPE 2 QSCD will be referred to in the update
of CID 2016/650 and that this CID will not be drastically modified and in which the higher levels of the
certification schemes will remain intact (see section 2.2). Only the protection profiles are discussed in this
report. It follows that there is insufficient motivation to discuss how the first two levels that define “how”
to assess a security product, would be different for TYPE 1 and TYPE 2 devices when protection profiles for
TYPE 2 devices fitting in the ISO/IEC 15408 — ISO/IEC 18045 scheme are available (see key point 6 above).

The security assessment of QSCD for which a qualified trust service provider manages signature creation
data on behalf of the signer to support the creation of qualified electronic signature, will necessarily go
beyond the security assessment of a “device” (i.e. crypto module), see key point 1 above. The four points
of Annex Il apply to TYPE 2 QSCD and are covered in this reports. The question is to trace the line between
“certification” and “security assessment” (that may fall under the supervision process).

Annex Il requirements apply to:

e the cryptographic module only, or

e both the cryptographic module and the QTSP managing it, or

e only to the QTSP managing the device.

For both TYPE 1 and TYPE 2 devices, meeting some of the requirements of Annex Il may need to be
warranted “beyond” the device, i.e. up to the signer, or up to the signature creation application. This is out
of scope of this study. The QSCD shall allow the connection of (or communication with) external elements
in a secure way (e.g. secure path and trusted channel from the signer up to its signature creation data and
from the signature creation application to the QSCD).

Appropriate standards for TYPE 2 QSCD need to support interface(s) between the cryptographic module,
the heart of the device, and the QTSP environment, the cryptographic module and the owner of the
signature creation data, the QTSP and the owner of the signature creation data. If more than one PP cover
different aspects or components (e.g. the TSP and the heart of the device) they need to be complementary
in such a way that an assumption made on a component that is in the environment of a target of
evaluation (ToE) in a certain PP, will be stated under the form of a requirement in the particular PP
addressing this component.

3.2 Requirements of Annex Il of the eIDAS Regulation

3.2.1 Requirements on the cryptographic module
Items (a) to (c) of Annex Il point 1 apply to the cryptographic module only. They apply to both types of
devices (TYPE1 and TYPE2).
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3.2.2 Requirements on the cryptographic module and the TSP

3.2.2.1 AnnexIl.1.(d) - signature creation data protected by the legitimate signatory
The AdES requirement over electronic signature creation data that the signer can, with a high level of
confidence, use under his (sole) control is reflected into Annex II.1 items (a) to (d) for the part of the
signature creation data protection undertaken by the QSCD and the QTSP managing it.

Item (d) requiring that “the electronic signature creation data used for electronic signature creation can be
reliably protected by the legitimate signatory against use by others”, is straightforward for devices under
the signer’s control (where it is generally admitted that a part of the job is under the responsibility of the
signer, e.g. the device protects access to the key with a PIN code and it is up to the signer to keep this PIN
secret); this level is more difficult to reach for devices managed by a third party on behalf of the signer.
Point (3) of Annex Il requiring that only QTSP may manage such device further supports this protection
since only supervised (and thus audited) TSPs are allowed to manage QSCD.

Item (d), calls for the implementation of a trusted channel from the signer to her signature creation data.
The QTSP must implement procedural means to ensure conformance (this is quoted in Recital 52 as a
responsibility of remote electronic signature service providers). A QSCD must be certified against Annex Il,
and it needs to be covered by the certification process. The eIlDAS Art.31.1 Designated Body that certifies
QSCD will not only issue a certificate for the cryptographic module but will also seek to certify that the
device allows for the protection of the signature creation data by the legitimate owner.

The procedures leading to key activation need to be certified for signer authentication and signature
authorisation and it includes elements up to the signer’s enrolment procedures. It is noted that the
signer’s environment is not part of the certification (nor the supervision) process.

3.2.2.2 Annex Il.2 QSCD shall not alter the data to be signed
The certification of the QSCD needs to attest that “Qualified electronic signature creation devices shall not
alter the data to be signed or prevent such data from being presented to the signatory prior to signing”.
The device is not the sole element in the signature creation chain to ensure this functionality, but there
should be a “trusted channel” > from the QSCD all the way to the signer’s interface. This goes beyond the
scope of the cryptographic module and touches procedural and signature creation application aspects.
Even if one does not certify the signature creation application, at least the end of the trusted channel on
the QSCD’s side needs to be certified.

3.2.3 Requirements on the QTSP

3.2.3.1 AnnexIl.3 - Device managed by a QTSP
Annex I1.3 “Generating or managing electronic signature creation data on behalf of the signatory may only
be done by a qualified trust service provider” must be covered by the certification (as mentioned already,
conformity of QSCD with Annex |l shall be certified, — Annex 1.3 appears thus as an element to certify).
Obviously this verification occurs beyond the security assessment of the cryptographic module. It may be
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an element that makes a certification “pending” waiting for the QSCD being “duly operated by a QTSP in
accordance with eIDAS Regulation (EU) 910/2014”.

As demonstrated in section 2.1, because QTSP must use trustworthy systems, the QSCD managed by a
QTSP will be certified as any QSCD, and will also have to be checked by the supervisory body as a
trustworthy one.

3.2.3.2 Annex Il.4 — policy requirements on key duplicates
Point 4 of Annex Il is a requirement on the QTSP rather than on the device and is subject to the same
considerations as Annex 1.3 above. As indicated in key point 2 of section 2.1 some verifications from the
supervisory bodies are expected to this regard.

3.3 Requirements applicability and verification
Because of Annex Il points 3 and 4 being directly applicable to the QTSP, beyond the cryptographic
module, the QTSP managing the QSCD is clearly in the scope of the certification process. This means that
ALL requirements present in Annex Il that concern both the cryptographic module and the TSP (over which
the TSP has a role to play beyond the cryptographic module (i.e. Article 1 (d) and Article 2)) and they are
covered by certification at the level of the cryptographic module AND at the level of the QTSP.

There is a major difference between TYPE 1 and TYPE 2 devices: for TYPE 2 devices, there are additional
elements to be verified (either certified or, which need to be formally evaluated before the certified
QSCD can be considered “QSCD”). A certified cryptographic module is necessary for TYPE 2 devices but it
is not sufficient to make a certified device be a QSCD.

This is why the “IMPORTANT NOTE: Device aimed to be managed on behalf of the user (signatory/seal
creator) by a QTSP that can be only considered as Qsig/SealCD when duly operated by a QTSP in
accordance with elDAS Regulation (EU) 910/2014 " that is currently accompanying the TYPE 2 device
certification information in the compilation of Member States notification on SSCDs and QSCDs keeps its
sense but the market needs criteria to evaluate this is actually met by the device they have chosen and
by the QSTP managing it on their behalf.

NOTE: A certain amount of requirements go beyond the cryptographic module and the QTSP (see figure 1
below). This is out of the scope of the certification (for TYPE 1 and TYPE 2 devices).

Considering Annex I1.3, the entity “generating or managing electronic signature creation data on behalf of
the signatory” must be a QTSP. Since operating a QSCD in the context of Annex 1.3 is not a qualified trust
service, this means that only QTSP that have been granted qualified status pursuant to Article 21, may
generate or manage electronic creation data on behalf of the signatory.

The QTSP already benefits from audit and supervision for the provision of the QTS. In addition to that, the
QTSP and its operations undertaken under Annex I1.3, and potentially Annex 1.4, is subject to the following
QTSP requirements laid down in the elDAS Regulation, which are not specific to the provision of a QTS:

e Article 24.2 (a) requires the TSP to notify the supervisory body of an intention to cease (all) its activities
Article 24.2 (b)

Article 24.2 (c)

Article 24.2. (e): use trustworthy systems and products that are protected against modification and
ensure the technical security and reliability of the processes supported by them.

e Article 24.2 (f)

e Article 24.2 (g)
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e Article 24.2 (h)

e Article 24.2 (i)

e Article 24.2 (j)

e Article 19.1: take appropriate technical and organisational measures to manage the risks posed to the
security of the trust services they provide.

e Article 19.2
e Article 13
e Article 15

The above identified requirements, including those from Article 24.2 are independent of the QSCD
certification (it is generally applicable to any system managed, service provided or process operated by
QTSPs), but it is linked to elements that should be covered by the certification (listed in Annex IlI) when
addressing a QSCD. Having these elements supervised with regard to the signature creations aspect will
further sustain the certification objectives beyond the cryptographic module, through the TSP. Since 24.2.
(e) is covered by the supervision there are potentially two processes, supervision and certification,
applicable to the trustworthiness of the QSCD and beyond, on the way it is implemented (provided the
supervisory body supervises not only the QTS for which the QTSP is qualified but also the QSCD
management, see also key point 2 above). The supervisory body shall check that the QSCD is a
trustworthy system and product that is “protected against modification” and the “technical security and
reliability of the processes supported by it” is ensured by the QTSP.

The first part of the last sentence shall be satisfied by the fact that the QSCD is certified while the end of
the last sentence is not a requirement on the cryptographic module, but on its management by the QTSP.

This approach draws the line between the scope (boundaries) of the QSCD certification and the scope
(boundaries) of the QTSP supervision of the operation of the certified device:

1) The certification of a cryptographic module against a PP does not grant the QSCD status to the module
when it is managed by a TSP — this status needs to be conditioned on the verification that the module
is protected against modification and ensure the technical security and reliability of the processes
supported by them.

2) There have to be technical criteria in place to assess that the module is protected against modification
and that it ensures the technical security and reliability of the processes.

It is important to be able to sort such criteria between criteria that fall under a certification process

(on top of the cryptographic module certification) and criteria that fall under the supervision process
(verified by the competent supervisory body and potentially audited by an eIDAS accredited CAB).
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4. Eligibility of PPs to support QSCD certification

4.1 Requirements
The eligibility of PPs to support QSCD certification is conditioned by the following requirements:

1) The PPs shall fit within the framework of Article 30.3 and 39.2 of the eIDAS Regulation for a potential
amendment of CID 2016/650, in particular in the framework of ISO/IEC 15408-1:2009 (see key point 6).

2) The PPs, if applicable to TYPE 1 devices, shall cover all elements of Annex Il applicable to TYPE 1 device
(since once in the hands of the signatory / creator of the seal, the device will not be further controlled
it needs to provide all functional requirements on its own) (see also key point 7).

3) The PPs and possibly other related standards shall support secure interfaces with other elements
falling beyond the scope of certification but key to fully meet Annex Il requirements (e.g. the signature
creation application, the TSP issuing the certificates (CA), etc.) (see also key points 2 and 3).

In addition, where the QSCD is managed by a QTSP (TYPE 2 device):

4) The PPs shall cover the elements of Annex Il, including beyond the cryptographic module, i.e.
pertaining to the cryptographic module and the QTSP managing the device and to the QTSP alone,
where possible, or there shall be other standards to be combined to the PPs, that are suitable with
supervision goals (see also key point 2).

4.2 CID (EU) 2016/650 framework for security evaluation process (ISO/IEC 15408)
The two standards subject of the analysis in this report, CEN EN 419 221-5 and CEN EN 419 241-2 have
been drafted within the ISO/IEC 15408 certification model referred to in CID (EU) 2016/650 for TYPE 1
devices.

The first two levels of the scheme referred to in CID (EU) 2016/650 for TYPE 1 devices should be applicable
for these new PPs, meeting the requirements of key point 6 of section 2.2.

— ISO/IEC 15408 — Information technology — Security techniques — Evaluation criteria for IT security,
Parts 1 to 3 as listed below:
o ISO/IEC 15408-1:2009 — Information technology — Security techniques — Evaluation criteria
for IT security — Part 1. ISO, 2009.
o ISO/IEC 15408-2:2008 — Information technology — Security techniques — Evaluation criteria
for IT security Part 2. 1SO, 2008.
o ISO/IEC 15408-3:2008 — Information technology — Security techniques — Evaluation criteria
for IT security Part 3. 1SO, 2008, and
— ISO/IEC 18045:2008: Information technology — Security techniques — Methodology for IT security
evaluation, and

However, the ISO/IEC 15408/Common Criteria scheme has not been optimised for certification of
procedural measures (as stated in the CC general model: “Common Criteria is only suitable for assessing
the correctness of IT countermeasures. Therefore the non-IT countermeasures (e.g. human security guards,
procedures) are always in the Operational Environment”). It means that some procedures might not be
covered by a functional security requirement. In this case, they are not assessed by the evaluation process,
but the “asset owner” (the QTSP managing the device in our case) needs to check that its environment
conforms to the security objectives for the operational environment.
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In other words, the certification of a device against a Common Criteria PP will ensure that the evaluated
device meets a certain part of the Annex Il requirements but this is not sufficient since the security
objectives for the operational environment need also to be checked.

This is inherent to the Common Criteria certification scheme and in case of non-conformance, the device,
even if certified for the IT security functional requirements, is not considered compliant to the PP.

The assumptions made in a PP on the ToE’s environment need to be verified under the authority of the
supervisory body for QTSP in elDAS®.

4.3 CENEN 419 221-5

4.3.1

4.3.2

SCOPE

CEN EN 419 221-1 is a Protection Profile for cryptographic modules which are suitable for use by trust
service providers supporting electronic signature and electronic sealing operations, certificate issuance and
revocation, time stamp operations, and authentication services, as identified by the (EU) No 910/2014
regulation (ref to eIDAS — a trustworthy system as in Article 24.2(e)).

As mentioned in CEN EN 419 221-5: “Cryptographic Modules certified to this PP are intended to meet the
security assurance requirements of Qualified Electronic Signature, and Electronic Seal, Creation Devices for
use by trust service providers as specified in Regulation (EU) No 910/2014 of the European Parliament and
of the Council on electronic identification and trust services for electronic transactions in the internal
market, although its use is not necessarily limited to such services”.

DETAILS
The PP covers the following elements of elDAS Annex Il:

e Referring to the Annex of CEN EN 419 221-5 one can be confident that the PP covers Annex Il 1. (a) to
(c).

e The PP addresses Annex Il.1 (d) and 1.2 for what regards the role of the cryptographic module.

e The PP does not address Annex Il.1 (d) and Il for what regards the part of the job in the hands of entity
managing the device.

e The PP does not address Annex I.3 and Annex I1.4.

Based on the 