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Preface

The development of an efficient, reliable and sustainable environmerth®production and
distribution of energy in the future is linked to the use of smart grids. Various market drivers,
regulatory or standardisation initiatives have appeared or gained importance as tools to help
involved stakeholderso be preparedagainstsmart grids security vulnerabilities and attacks.
The perception and the approach takewn this topic differ among stakeholders. This
dzy RSNI AySa (KS AYLERNIFYyOS 2F (GKS adl {SK2t RS
smart grid security.

The Europan Network and Information Security Agency (ENISA) has decided to further
investigate the challenges of ensuring an adequate smart grid protection in Europe, in order
to helpsmart grid providers tamprovethe security and the resilience tieir infrastructures

and servicesDefining a common approadh addressingsmart gridcybersecuritymeasures

will help achieve this

This technical document provides guidance to smart grid stakehologrngrovidinga set of
minimum security measures which might peh improving the minimum level of their cyber
security services. The proposed security measures are organised into three (3) sophistication
levelsandten (10) domainsnamely:

1. Security governance & risk management;

Management of lhird parties;

Secure lifecycle process for smart grid components/systems and operating procedures;
Personnel security, awareness and training;

Incident response & information knowledge sharing;

Audit and accountability;

Continuity of operations;

Physicatecurity;

© 0 N o 00 bk DN

Information systems security; and
10.  Network security.

The adoption of particular set of security measures needs the consensus and cooperation of
various stakeholders in the smart grabmmunity A coordination initiative could allow a
common and generally accepted approachaddressing smart grid security issues. Moreover,

the development of a common approat¢h addressing smart gridyber security measures

gAff KSELI y20d 2yfe@ NBIdzZ I §2NER 08 KbuNds@hyr aiy
providing incentives to other involved stakeholders to continuously strive for the
improvement of their cyber security.



*
f**

Appropriate security measures for smantids . en;sa
*

European Network
and Information
Security Agency

1 Introduction

This document describes a set of security measures which are considered to be appropriate
for smart gridsENBA issuedhis report in order to assist the Member States and smart grid
stakeholders in providing a framework/measurement tool that could be used for:

1 Aligning the varying levels of security and resilience of the market operators with a
consistent minimm framework;

1 Providing an indication of a minimum level of security and resilience in the Member
States with regards to the smart grideered @8 | G2 A RAY 3 GKS ONBIF (A2
tAY1ET

1 Ensuring a minimum level of harmonisation on security and resgie@aquirements for
smart grids across Member States and thus reducing compliance and operational
COsts;

1 Setting the basis for a minimum auditable framework of controls across Europe;

Facilitating the establishment of common preparedness, recovery andomssp
measures and pave the way for mutual aid assistance across operators during crisis;

1 Contributing to achieve an adequate level of transparency in the internal market.
1.1 Background

European energy targets

The European Union has established very ambitioojectives for 2020: 20% of renewable
energy penetration, 20% of G@missions reduction and an increase of 20% in energy
efficiency. A key issyén orderto achieve these targetss the effective integration of the
distributed renewable energy generatianto current and future electricity grids (smart grids):
not only innovative technical solutions are required, but also new suitable regulatory and
economic schemes at European scale.

In order to achieve the defined objectives and the future vision @& &mergy market in
Europe, an increase in the efficiency, reliability, quality and safety of the European electricity
system is needed. In this context, the Strategic Energy Technology Plan (SET Plan) establishes
the key goals focused on the overall energgearch effort in Europe.

Until recently, the installed capacity of distributed generation in Europe was too low to be a
critical issue in the management of the electricity distribution network. The new advances
imply an increasing use of the desirablenewable energy sources and, therefore,
progressively lower costs per installed power capacity.

Technical advances, environmental improvement and control wished by citizens and the
9dzNR LISFY ! yA2yQa O2YYAUYSyd G2 0KithneYdntdi 2 t NP (
grids as an alternative to manage the increasing distributed generation and the involved
challenges.
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Smart grids security

Smart grids have been defined by the European Smart Grid Task Force (set up by the
European Commission at the end of R0 eledricityd networks that can efficiently
integrate the behaviour and actions of all users connected t@énerators, consumers and
those that do both- in order to ensure an economically efficient, sustainable power system
with low losses andigh levels of quality and security of sugplep

Smart grids have an essential role in the process concerning the integration of variable
distributed resources in the electricity networks (key driver to get 2020 targets) and providing
a useroriented servicesupporting the achievement of these targets.

Current developments on the power networks, such as digital communication between
supplier and consumer, intelligent metering and monitoring systems, will allow smart grids to
improve the control over electrity consumption and distribution substantially to the benefit

of consumers, electricity suppliers and grid operators.

Moreover, not only advanced Information and Communication Technologies (ICT) are at the
core of an effective smart grid implementation.sélindustrial control systems (ICS) and
related operational technology (OT) need to be taken into account. All processes across the
whole value chain are heavily based on these infrastructures and technologies. Smart grids
give clear advantages and bensfito the whole society, but the dependency on ICT
components (e.g. computer networks, intelligent devices, etc.), ICS (e.g. supervisory control
and data acquisition systems, distributed control system, etc.), OT (e.g. firmware, operating
systems, etc.) anthe internet makes our society more vulnerable to malicious attacks with
potentially devastating results on smart grids. This can happen in particular because
vulnerabilities in smart grid related communication networks and information systems may be
expbited for financial or political motivation to shut off power to large areas or directing
cyberattacks against power generation plants.

¢KS [/ 2YYA&daAzy LlzofAakKSR GKS a{dGFyRINRAT LG
Organisations (ESOs) to support E@dpy { YI NIi DNR R RSiaf 2081YiSy i ¢
which it defined a standardisation mandate to support European Smart Grid deployment. This
document is a starting point for the normalisation of energy interoperability and will enable or
facilitate the mplementation in Europe of the different high level smart grid services and
functionalities.

Regarding security issues, the mandatates & ! daSOdzNF |yR NRodzaid
essential for the continuous improvement and industrious operation of thepEan energy

markets. This will only be possible if the associated information and communication networks
are secure and robust. It is also essential to maintain data and system security and to respect
the rights of end consumers as well as the fundamentdits and freedoms of natural
LISNR 2y a dé

Moreover, it KS &/ 2YYAadarzy wSO2YYSYyRIGA2Y 2F -¢p all
2dzi 2F aYIFINI YSGSNAy3 &eaid Snotesi X MembenvSiakesi n y K 9
should ensure that network operatordentify security risks and the appropriate security
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measures to guarantee the adequate level of security and resilience of the smart metering
systems. In this regard, network operators, in cooperation with national competent authorities
and civil societyrganisations, should apply existing standards, guidelines and schemes and
where not available develop a new one. Relevant guidelines published by the European
Network Information and Security Agency (ENISA) should also be taken into account.

1.2 Scope

This technical guidanceaddressessmart grid network$ and services which are critical and
whose malfunctioning would have a significant impact on society. Data privacy issues,
however, are considered out of scope of this document.

1.3 Target audience
The presentlocument is focused on the following actors

Legislator(s) and the regulator(s) at iars levels (EU, Member State
Distribution system operators (DSO);
Transmission system operators (TSO);
dzt 1| 3ISYSNI GA2Y YR WodzZ { QorsNBy Ségl 6f Sa&
Third party service and solutions providers;
Energy traders;
Third party financial services;
Smart Grid equipment manufacturers;
Prosumerd

=4 =4 -8 48 8 48 -5 -9 -9

1.4 Development approach

The first phase of the project was basedastock taking exercise of existing framewsdad
standards related to smart grid security practicemmpleted with an extensive desk research
activity. This stock takingvolvedthe following categories of stakeholders:

Regulators and policy makers;

Smart Grid Operators;

Standardisation Bodge(e.g. ETSI, NIST, IEC, ISO, etc.);

Security solutions providers;

Smart Grid manufacturers;

Academia, R&D;

Public bodies in the Member States involved in Smart Grid cyber security.

= =4 8 4 -8 4 -9

2 Coveringi 2 R Igréd Qtifeir continuous further development and even the visionary future holistic smart grid

% Prosumers: combination of the roles of consumer and producer. In the energy context is the combination of the roles
generator and energy usegisee Annexd Glossary)
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The information obtained during this phase was complemented wither sources and
reports that have been considered relevant for the purpose of the stiilg. following key
information sources have been identified:

1 Meeting minutes of the stock taking exercise that contains the relevant opinion from
the experts;

1 Desktop resarch activity thaidentified the existing practices and standards related to
cyber security that could be used to measure the security maturity level (including
current European initiatives for securing smart grids);

1 Reports from governmental agenciesopiding information regarding operational
capabilities for defence of control system environments against emerging cyber
threats (e.g. EUROSCSIE, CPNI.UK and CPNI.NL);

1 Research documents about various aspects of information security from trusted and
recognzed entities (e.g. SANS);

1 Findings from the Expert Group on the security and resilience of communication
networks and information systems for Smart Grids;

1 The U.S. Department of Energy (DOE) Electricity Subsector Cybersecurity Capability
Maturity Model (E5C2M2).

Using as a starting point thabove mentionedsources, a draft conceptual approacth
identifying minimum security measures for smart gridlas defined. This approactvill help
policy makers and energy playexs reachalignmenton different levelof security in smart
grid related infrastructures and processes (fig hen,the security measures identified and
grouped in domains.

The first draftdocument, containing both the approach and the measurgas shared for
comments with different expert$or a predefined consultation timeA new updated version
of the document, containingmost of the received commentswas presented to the
stakeholders in a validation workshop held in Brusskis. final version of the document was
published by ENISA did end of December 2012.

1.5 Document overview

In order to reach the objeotes described above, the report has been structured in the
following sections:

1 Chapter 1¢ Introduction. Thischaptercontains an introduction to the smart grid context
and the motivaion for the study. Moreover, the terminology and methodology used
during the study are also described,;

1 Chapter 2¢ Appropriate security measuresn this chapter the processsedto derive
the specific security measures for the smart grid security isrdest. Moreover, the
chapter presents the different domains and the related appropriate security measures
selected in the smart grid context;
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Chapter 3¢ Sophistication levelsThis chapter contains the identified lists of security
measures and related edence classified within the defined sophistication levels for each
domain;

Chapter 4¢ Catalogue of appropriate security measureshis chapter contains a table
with the defined security measures;

Chapter 5¢ Mapping with ISO/IER7002, NISTHR628 and I®/IEC TR 27019This
chapter contains &able which represents the relationships between the defined security
measures and the standards ISOHEDO02, NISTHR628 and ISO/IEC TR 27019;

Annex I¢ Glossary A set of terms and definitions

Annex | ¢ Refererces.List of relevant bibliography used in the study.
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2 Approach toidentifying appropriate security measures

2.1 Structure

The set of smart grid security measurés organised into domains and sophisticatiewels
This is reflected in the following matrixhere the columns are the domains and the rows are
the sophisticatiorievels:

Figurel ¢ Conceptual modedf the approach

Reguirements
» A R1 A A
g 3 e A A
g A A A Model Structure
§1.2 : : : for the method
% 1 A A A applied to define
’% Security
2 2 |2
% § " IS é § Measures
g (8L (23] |85
£ 5%l |8s] |58
z2 |838| |g8| |82
5 |[Ecg| |2E £
§ S osgl| |8
= € =
\ Y J
D1c Securit
. Y D2 || DN
Governance

Domaiins- set 0} practices

The measures areggrouped in domainsn order (a) to allow the readerto better identify
possible security ficiencies andb) to provide data and higlevel guidance that can be used
to predict the effectiveness of the proposed domains.
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As example

1 Security governance & risk management domain.

Information security pbicy
Organisation of information security
) . Information security procedures
Security governance & risk management ,
Risk management methodology
Risk assessment

Risk treatment plan

Eachidentified security measure can be implemented different levels of sophistication
Each level conias the practices to assess the adequacy of the design and evidence that
should be provided in order to check the effective implementation of the security practice.
These levels are described as follows

Sophistication level Description

1 The security reasure is implemented in an early stage (not advanced). Security
are being achieved to some extent.

The security measure is implemented according to industry standards agrasge
2 part of the organization. Security goals are being achieved theit effectiveness
sometimes (aehoc) reviewed.

The security measure is implemented in an advanced way, and monitored and {
3 continuously. The security measure is reviewed on a structural basis, and updg
necessary to support business goalghe best possible fashion. Exercises and tests
organized to check the effectiveness of the measure.

Sophistication levels are appli@ddependently to each domaini@are 2). As a result, a smart
grid providermay receive different sophisticatiamatings for different domains. It is important

to realisethat the sophistication levels that are applicableaajiven organisation depend on

its specificcharacteristicsuch asts size orthe services providedFor example, for a provider
with only 5employees it may be unnecessary to have a security policy that is fully aligned with
best practice industry standards, @o have a documented formal procedure for hiring
personnel.

The practices that complete each sophistication level are selected fréewamt standards,
guidelines and framework&hich have been identified during the stock taking exercise. The
practices have been selected from the following key documents:

1 NISTIR (National Institute of Standards and Technology Internal Report) 7628:
Guidelnes for Smart Grid Cyber Security;

1 ISO/IEC (International Organization for Standardizat@n)®@: Information
technologyt Security techniques Code of practice for information security
management
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1 ISO/IEC (International Organization for Standardizatidd)S 2703,
Information technology¢ Security techniquesc Information security for
supplier relationships Part 2: Requirements

1 ISO/IEC 27011: Information technology Security techniques Information
security management guidelines for telecommutiimas organizations based
on ISO/IEC 27002;

1 NERC CIP (North American Electric Reliability Corporation Critical Infrastructure
Protection);

1 IEC (International Electrotechnical Commission) 62443: Technical Specification
Industrial Communication NetworkdNetwork and System Security;

1 IEC (International Electrotechnical Commission) 62351: Power Systems
Management and Associated Information Exchange Data And
Communications Security;

1 ISO/IEC TR (Technical Report) 27019: Information technalog8ecurity
techniquest Information security management guidelines based on ISO/IEC
27002 for process control systems specific to the energy industry;

1 BDEW (BDEW Bundesverband der Energrel Wasserwirtschafty White
Paper Requirements for Secure Control and Telecomaoation Systems.

Asexample

1 Information security policy security measures.

SM 1.1 Information security policy
The provider shall establish and maintain an appropriate information security policy.

% Minimum security activities on the smart grid information system are | ¥ Documented security procedures that address the minimum security

Practices Evidence

performed by the organisation. activities.
< An information security policy that addresses a secure and reliable energy ¥ Approved information security policy covering most aspects of security
supply and legal and regulatory requirements is available and approved by containing at least:
management. o Scope of the information security policy;
2 “  Employees are aware of the existence and behave accordingly. o Applicable laws and regulations;

o Security objectives;

o Management commitment with the security policy.

proof of the information security policy communication among staff.
The information security policy is easy accessible for staff.

“ The information security policy is regularly reviewed® at planned intervals or
3 if significant changes occur to ensure its continuing suitability, adequacy, and
effectiveness.

Last planned review has been done according with the review process.
Records of the management review.
Meeting minutes of review sessions.

RN NN
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Figure2 - Overview of the common approac¢b addressing smart gridybersecurity
measures

___DomainN"____ Method to

Definition define Security

Measures for
Smart Grids

Example

Security Measure “a”

Sophistication level 1 DR |y Eidences

v o .

Sophistication level 2

SNENEN

Sophistication level 3

SNENEN

| Security Measure “b” |

Security Measure “x”

.
; M are the number of domains
m that define the method

2.2 The role of sk assessment

Organisations wishing to edibsh, implement, operate, monitor and continuously maintain
andimprove an appropriate level of smart grid security, must also carefully and continuously
consider and assess the actual level of preparedness and the related security risks they face.

A rik assessment should be performed throughout the system life cycle: during requirements

definition, procurement, control definition and configuration, system operations, and system
closeout.

I GwAal !'aasSaavySydaé ow! 0 ¢ 2gep e beqp&fBrmedyefoieK A & O2
deciding the required sophistication levels needed by the smart grid organisatierextent

and granularity of the Risk Assessmeahbuldtake into account several factors such as the
size of the organisation, the implementaii cost of the measures etc.

The risk assessment allswhe smart grid system designer ftefine a threshold for the
minimum acceptance level before the establishment of a risk valuetammerform the risk
assessment for the assets in scope. Thereforskaassessment is a key preliminary step that
should be conducted in order to understand what risk level is appropriate/acceptable for each
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organisation before deciding upon the required sophistication levels neegdbeébosmart grid
organisation (Fgure 3):

Figure3 - The risk assessment is useful input for deciding on the sophistication levels needed

Risk Assessment as input for the sophistication levels

Sophistication levels

- | Asset n £
- o ’
D4 —— _ 'g,
Ds D7 _7-7_7_7_7_7 e
. —— Asset 1 $
| D9 D10 F
Domains ]
&
(8)

The organisationshould select specific controls, measures and sophistication levels by
considering and effectively using thestéts of the risk assessmenthis way, the proposed
smart grid security measures could be considered as an appropriate benchmark enabling the
security managers to determine which specific aspects of security require attention and
priority within their regpective organisations.

Establishinga security benchmark within a context that has been defined by smart grid
experts is considered to be a successful formula, because such a benchmark can be properly
focused on smart grid specific security issues. Seclktchmark can complement the outcome

of the risk assessment and provide an additional input for defining and selecting the specific
controls, measures and sophistication levels for smart grid security.

The abovedescribed proposed approach is aligned witbngral risk management good
practices¢ and therefore will help create synergies between the risk management and the
security effortsof the smart grid organisation. In contrast with a compliance based approach,
this approachis considered to be more pragtic and efficient. Moreover, thg@roposed
approach is consideretb be more powerfulbecauset takes into consideration the specific
characteristics of the smart grid organisation. Therefore, it can be applied to a wide range of
smart gridorganizationsndependently of their size or maturity.
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The use of sophistication levels allote definition of differentquality requirementseach
measure. This approach dfferent from a maturity level approaclbecause in practice an
organisationwill probablynot have all its measuregeveloped tathe samelevelof maturity.

The identification of a suitable risk assessment methodology for smart grid establishments is
beyond the scope of thiseport; therefore it has notbeen described in detail. Only the

relevance and usefulness of performing a suitable risk assessment, befeciling the

required sophistication levels, was highlighte&or the interested reader, a detailed
description of different risk assessment methodolodg@sthe energy sectocan be fou on

G§KS R20dzyYSyid 6@/ 2YY2y | NBI & 2By EWRACOM (Edrapéa a4 YS Y (i
Risk Assessment and Contingency planning Methodologies for interconnected energy
networks).

2.3 Lessons identified

The followingkey conclusionfiave been drawn from thanalysis of theabove mentioned
sources:

1 Thereliability andresilienceof the energy supply chain are critical factbecausethe
smart gridis considered as a single interconnected system with a potential high impact
in case of failure;

1 There is a considable number of legacy systems present in almost all smart grid
environments One ofthe key security challenges with legacy systems is related to the
deployment of security patchedecausen some cases it is not possible to install the
patches or remové&nown vulnerabilities;

1 Asrequiredin every sound information security management system all key involved
risks and their mitigating controls must be covered by a regirnternal/external
audit processintended to provide independent assurance on the qadacy of these
controls;

1 Sharing relevant information between all smart grid organisations will make the
awareness on vulnerabilities and on possible consequenttaasparent to all;

1 Manufactures are also responsible for contributing to the security ef simart grid
(via the involved equipment /devices / components embedded). For instance, it is
important to highlight the risks involved by the use d#fault configurationswith
weak passwords or with unnecessary services enabled,;

1 An adequaterisk assessma processis necessary in order to select the adequate
security controls for the smart grid organisation while designing the overall
architecture and the component specification;

*The document can be download from: http://www.ees.com/?Page=euracom
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1 Thesecurity of the smart gricshould be taken into account at an early stag order
to allow set security requirements at planning or development stage at the latest;

1 One of the most important objectives of th&ecurity infrastructure protecting the
smart grid is theorevention/detection as well as the response against cybereats
and/or cyber incidentsbefore there is significant power system impact;

1 Smart grid security is, in generphorly integrated with the organisatioral securityor
the security management procesgherefore the definition of specific smart grid
security requirements might be not aligned with the overall business requirements;

1 Focus orcryptography, privacy, policies and performanaegiteria around application
security andthreat and vulnerability managementrequires significant attention
because most sart grid stakeholders still have little experience iresearess;

1 As several smart grid activity domains can be identified, there are muéigite's that
participate in the smart grid value chaifoperational smart gridyx, inherently this
creates comxity in approaching the overall smart grid security challenges;

1 The smart grid includes the deployment of multiple interconnected systems and
devices thereforeinteroperability is critical

1 Security metricsare a very active research field (when considgrsmart grids) but
solid outcomes have not been achieved yet;

1 A skills gap exists between enterprise IT engineers and SCADA engineers with respect
to the speciainformation securityrequirements in the power domain. Therefore, it is
necessary to impleent specifidraining for peoplethat will be involved on the power
domain environment;

1 A very important consideration igesigning a proper security of the smart grid
network from the early stages; this waygh coss of redesigrwill be avoided

1 Physial security aspectshould address the protection of smart grid devices located
in the organisatio® gremises as well as outside of the organisa@own grounds or
premises (for example smart grid devices physically located in areas that are the
responsbility of other utility providers);

1 The necessity of an adequat@entification and authentication processwas
acknowledged as one of the most relevant security control aspects in the view of the
access to the smart grid,;

1 Addressing cyber security of smagrids requires the properdentification of key
dependenciesbetween the ICAnfrastructures and electricity grids, and of all other
relevant smart grid assets;

1 There is a neetb establish acommon procurement languagend/or standard for a
base level bsecurity of the smart grid components and services in collaboration with
private and public asset owners, vendors and regulators.
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Thesefindingshave been useds a basis for the definition of the domains

2.4 Domains

Theidentified domains cover all the relant topics noted by the experts atg the additional
information sources, namely:

1.

Security governance & risk managemerthis domain covers the security measures
that should been taken into consideration in order to facilitate a proper
implementation arml/or alignment with the security culture on smart grid stakeholders;

Management of third partiesthis domain covers the security measures related to the
interaction with third parties, so that the smart grid operator can reach a true and
sustainable intemation to the smart grid as a whole;

Secure lifecycle process for smart grid components/systems and operating
procedures: this domain covers activities and procedureslated to the secure
operation, configuration, maintenance, and disposal of the smad ggmponents and
systems. Therefore, the security meassirercluded in this domain take into
consideration among otherthings the proper configuration of the smart grid
information systems and components or its change management procedures;

Personnel searity, awareness and trainingthis domain ensures that employees of a
organisation running asmart grid receive adequatetraining to perform reliable
operations on the smart grid;

Incident response & information knowledge sharinthis domain covers theossible
security threats, vulnerabilities, and incidergtectingsmart grics in order to provide
an effective response in case of a potential disruption or incident;

Audit and accountability:this domain covers the implementation of an audit and
accoungbility policy and associated controls in order to verify compliance engrgy
and smart grid specifiegal requirements and organisation policies;

Continuity of operations:this domain ensures the basic functions of the smart grid
under a wide range otircumstances including hazards, threats and unexpected
events;

Physical securitythis domain covers the physical protection requirements for the
smart grid assets;

Information systems securitythis domain covers the definition of requirements to
protect the information managed by the smart grid information systems using
different technologies likéirewalls, antivirus, intrusion detection and etc.;

10.Network security:this domain covers the design and implementation of requirements

that protect the estaished communication channels among the smart grid
information system and theegmentation between business and industrial networks.
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3 Appropriate security measures

3.1 Domain 1: Security governance & risk management

Control Objective: The provider has establigkd and maintains a security governance
program that directs and controls the smart grid information security. It provides strategic
direction, ensures objectives are achieved, cyber security risk aspects regarding the smart
grid systems and components haveeen fully addressed, uses organisational resources
responsibly, and monitors the success or failure of the security programme. It should be
noted that the programme should identify not only the internal risks but also risks coming
from ICT and energy sygy chain as appropriate.

ID SM1.1

Measure Information security policy.
Definition  Theprovidershould establish and maintain an appropriate information security policy

Example  [From ISO/IE@7002 - 5.11 Information security policy documehtAn infamation
security policy document should be approved by management, and publishec
communicated to all employees and relevant external parties.

[From IEC 62443 4.3.2.6.1 Develop security policies] The organisation shall dev
high-level cyber seculy policies for the industrial automation and control syste
environment which are approved by management.

ID SM 1.2

Measure  Organisation of information security.

Definition ~ Theprovidershould establish and maintain an appropriateucture of securi roles and
responsibilities.

Example [From IEC 62443 4.3.2.3.2 Establish the security organization(s)] There shall b
organisation, structure or network of stakeholders established (or chosen) u
management leadership, with the responsibilitygoovide clear direction and oversigl
for the cyber aspects of the industrial automation and control system.

[From NERC C®34 - Requirement 2 Leadership] The responsible entity shall ass
single senior manager with overall responsibility and autigdor leading and managin
GKS SydArdeqQa AYLISYSyGalridAiAzy 2FZ IyR |
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ID SM 1.3

Measure Information security procedures.

Definition  The provider should establish and maintain an appropriate set of security proce:
that suppors the implementation of the security policy.

Example [From IEC 624434.3.2.6.2 Develop security procedures] The organisation shall de\
and approve cyber security procedures, based on the cyber security policies and p
guidance in how to meet thpolicies.

[From NISTIR 7628SG.PML Security Policy and Procedurd®equirement 1.5 The
organisation develops, implements, reviews, and updates on an organisigfored
frequency procedures to address the implementation of the security programriggc
policy and associated security program protection requirements.

ID SM1.4

Measure  Risk managemeritamework

Definition  The provider should establish and maintain an appropriate risk manageiraanework
for risk assessmerdnd risk treatmenftactivities across the organisation which will ta
into account the complex operational environment.

Example [From NISTIR 7628SG.PMb Risk Management StrategyRequirementsl and 2] The
organisation develops, a comprehensive strategy to manage risk tanisagional
operations and assets, individuals, and other organisations associated with the ope
and use of information systems; and implements that strategy consistently acros
organisation.

[From IEC 624434.2.3.1 Select a risk assessment noethlogy] The organisation she
select a particular risk assessment and analysis approach and methodology that ide
and prioritizes risks based upon security threats, vulnerabilities and consequi
related to their industrial automation and contreystem assets.

ID SM 1.5

Measure Risk assessment.

Definition  The provider should establish and perform risk assessment activities to identify
evaluate the risk across the organisation at regular intervals.

Example [From ISO/IEC 270024.1 Assesng security risks] Risk assessments should ider
quantify, and prioritize risks against criteria for risk acceptance and objectives relev
the organisation. The results should guide and determine the appropriate manage
action and priorities dr managing information security risks and for implement

® The material quoted is only part of a requirement in the original text. For instance, in SM1.3, the material quotednis only o
of a severpart requirement{SG.PML Requirement 1.b).
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controls selected to protect against these risks.
[From ISO/IEC TR 270418.2.4.1.aEstablishment of information security managemk!
¢KNRdzZAK NR &l laasSaayvySyids ( kewsBiiliba idedtified;
vulnerabilities and likelihood of occurrence will be evaluated and potential im
assessed.
ID SM 1.6

Measure  Risk treatment plan.

Definition  The provider should establish and maintain an appropriate risk treatment plardar
to manage the risk across the organisation.

Example [From NISTIR 7628SG.R2R Risk Management Plan Supplemental GuidanfeRisk
mitigation measures need to be implemented and the results monitored against pla
metrics to ensure the effectaness of the risk management plan.

[From IEC 62443 4.3.4.2.2 Employ a common set of countermeasures] A com
defined set of countermeasures (technical and administrative) to address both ph
and cyber security risks should be defined and appliedsscthe organisation whereve
a specific risk is identified.

3.2 Domain 2:2. Management of third parties

Control ObjectiveTheprovider has established and maintained a third parties management
program that involves agreementson security related issueswith the smart grid's
stakeholders that participate in the smart grid value chaiiihese agreementshould also
take account of thesupply chain as appropriate

ID SM 2.1

Measure  Third party agreements.

Definition  The provider should establish and maiinig appropriate third party agreements t
preserve the integrity, confidentiality and availability of the information at the same |
as the internal services when dealing with customers and third parties.

Example [From NISTIR 7628 SG.S& Security Plcies for Contractors and Third Parties
Requirementl] External suppliers and contractors that have an impact on the secur|
AYF NI INARR AYF2NNVIGA2Y &aeadsSvya vYdad Y

[From ISO/IEC 27036 Part 2- 6.1.1 Acqtsition process- Objectivd The following
objective shall be met by the acquirer for successfully managing information se

6 Supplemental guidance provides additional information that may be useful in understanding the security requirement.
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within the acquisition process:
Establish a supplier relationship strategy that:

i Is based on the information security risk tdace of the acquirer;
9 Defines the information security foundation to use when planning, prepai
managing and terminating the procurement of a product or service.

[From ISO/IEC 2700%.2.1 Identification of risks related to external partieBhe riskdo
GKS 2NBIFIYyATIFiA2yQa AYyF2NXIGA2Y YR
processes involving external parties should be identified and appropriate cor
implemented before granting access.

ID SM 2.2

Measure  Monitoring third parties serices and validating solutions against predefined accepte
criteria.

Definition  The provider should establish and maintain mechasism order to monitor the
compliance of contractual obligations of informatiand services and validate solutior
againstpredefined acceptance criteria.

Example [From ISO/IEC 2700210.2 Third party service delivery management] The organise
should check the implementation of agreements, monitor compliance with
agreements and manage changes to ensure that the cesvidelivered meet al
requirements agreed with the third party.

[From NISTIR 7628 SG.AUL Audit and Accountability Policy and Procedure:
Requirement 1.a.ii.] The scope of the audit and accountability security program
applies to all of the orgamational staff, contractors, and third parties.

3.3 Domain 3. Secure lifecycle process for smart grid components/systems
and operating procedures

Control Objective:The provider has established and maintained a secure lifecycle process

that involves the plaming, requirements definition, development, deployment,

configuration, operation and disposal of the smart grid components/systems and
procedures.

Security measureapplicable to smart gridomponents/systemsare:

ID SM 3.1

Measure  Security requirementsralysis and specificatidn

Definition  The providershouldidentify and define beforehand the necessary security requireme

" These security requirements should be aligned with the M/49QGISGIS Working Group recommendations.
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Example

for smart grid components and systems during the design and procurement.

[From ISO/IEC 27002 12.1.1 Security requirenmts analysis and specificatiol
Statements of business requirements for new information systems, or enhancemel
existing information systems should specify the requirements for security controls.

[From NISTIR 7628G.SA Security Engineering Prinlgp¢ General RequiremehiThe
organization applies security engineering principles in the specification, de
development, and implementation of any Smart Grid information system.

Security measureapplicable to smart gridsperating proceduresare:

ID SM 3.2

Measure Inventory of smart grid components/systems.

Definition  The provider should establish and maintain an inventory that represents the compo!
and smart grid information systems.

Example [From ISO/IEC 270027.1.1 Inventory of assets}ll assets should be clearly identifie
and an inventory of all important assets drawn up and maintained.

[From NISTIR 7628SG.CMB Component Inventory Requirement 1 The organisatior
develops, documents, and maintains an inventory of the componehtheosmart grid
information system that accurately reflects the current Smart Grid information sys
configuration.

[From NERC CO®2-4a Requirement %t Critical Asset Identification] The Responsi
Entity shall develop a list of its identified criticassets determined through an annt
application of the criteria contained in the NERC CIP Standard.

ID SM 3.3

Measure  Secure configuration management of smart grid components/systems.

Definition The providershould ensure that the base security coiguration of a & Y I NJi
components/systems is identified, set and maintained for every instance of
component/system.

Example [From NISTIR 76285G.CMLO Factory Default Settings ManagemenRequirementl]

The organisation policy and procedsresquire the management of all factory defau
settings (e.g., authentication credentials, user names, configuration settings,
configuration parameters) on smart grid information system components
applications.

[FromISO/IEC TR 27018®.1.1.1.9 &cure Standard Configuration, Installation and St
Up] After initial installation and stamtip the system should be configured in a-&dfe
and secure manner. The defined secure base configuration should be documented.
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ID

SM 34

Measure

Definition

Example

Maintenan@ of smart grid components/systems.

The provider should establish and maintain activities for performing routine a
preventive/corrective maintenance on the components and smart grid informa
systems.

[From NISTIR 7628 SG.MA3 Snart Grid Information System Maintenance
Requirementl] The organisation schedules, performs, documents, and reviews re
of maintenance and repairs on smart grid information system components in accor(
with manufacturer or vendor specificationsdor organisational requirements.

[From ISO/IE@R7002 - 9.2.4 Equipment maintenance] Equipment shall be corre
maintained to ensure its continued availability and integrity.

ID

SM 35

Measure

Definition

Example

Software/firmware upgrade of smart grid components/systems

Theprovider shouldestablish and maintain activities for software/firmware upgrade
the components and smart grid information systems.

[From NISTIR 76285G.SP Flaw Remediation Requirement 1 and 2] The organisatis
identifies reports, and corrects Smart Grid information system flaws and tests soft
updates related to flaw remediation for effectiveness and potential side effects
organizational Smart Grid information systems before installation.

[From ISO/IEC 2700212.5.3 Restrictions on changes to software packages] A soft
update management process should be implemented to ensure the mos$b-date
approved patches and application updates are installed for all authorized software.

ID

SM 36

Measure

Definition

Example

Disposal of mart grid components/systems.

The providershouldestablish and maintaiactivities for thesecuredisposal of smart gric
components and smart grid information systems.

[From NISTIR 7628 SG.CM.9- Addition, Removal, and Disposal ofutpment ¢
Requirement 1] The organization implements policy and procedures to addres
addition, removal, and disposal of all Smart Grid information system equipment.

[NERC CiB07-4 - Requirement 7. Disposal or Redeployment] The Responsible t
shdl establish and implement formal methods, processes, and procedures for dispa
redeployment of Cyber Assets within the Electronic Security Perimeter(s) as idel
and documented in NERC CIP standard.

25
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Security measures applicable to smart gedsnponents/systems and proceduresme:

ID SM 37

Measure  Security testing of smart grid components/systeins.

Definition  Securitytestingactivities on the smart grid components/systestsould beperformed in
order to verify its security.

Example [From NSTIR 7628 SG.S6 Security Functionality VerificationRequirementl.a] The
organisation verifies the correct operation of security functions within the smart
information system Smart Grid information system start up and restart.

[From IEC 62443 4.3.4.3.1 Define and test security functions and capabilities]
security functions and capabilities of each new component of the industrial autom;
and control system assets shall be defined up front, developed or achieve
procurement, and tesid together with other components so that the entire syste
meets the desired security profile.

3.4 Domain 4: Personnel security, awareness and training

Control Objective The provider has established and maintained a personnel security,
awareness and traimg program thatsupportsa culture of cyber security for all relevant

stakeholdersand fosters the mutual exchange of security information between electric
sector and information security professionais the smart grid value chain.

ID SM4.1

Measure  Peisonnel screening.

Definition  The providershould perform appropriate background checks on personnel (employ:
contractors, and thireparty users) if required for their duties and responsibilities.

Example [From NERC C0®4-3a - Requirement 3 Personné&isk Assessment] The Responsi
Entity shall have a documented personnel risk assessment program, in accordanc
federal, state, provincial, and local laws, and subject to existing collective bargainin
agreements, for personnel having authouizeyber or authorized unescorted physic
access to Critical Cyber Assets. A personnel risk assessment shall be conducted
to that program prior to such personnel being granted such access except in sp¢
circumstances such as an emergency.

[From ISO/IEC TR 2701%.1.2 Screenir]gA strict screening process for key person

8 ltis recognized that it is important and desirable to additionally provide appropriate security certification for components

and/or systems. However, given the lack of appropriate certification schemes and the current maturity level of the existing
ones, itis currently not possible to generally require certification on a European scale. Further work needs to be facilitated to
reach a multistakeholder, European wide approach for identifying security risks in order to be able to derive appropriate
requiremens. This contributes to ensure a commonly accepted certification scheme on European level for products. It is
recommended to increase and accelerate efforts towards a European certification strategy to enable such a requirement.
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that have access to critical information assets or that are responsible for the oper
and maintenance processes of critical systems should be considered. This i®lBs
the case if the information assets or systems are part of the critical infrastructure
they are required for the operation of critical infrastructure.

ID SM 4.2

Measure  Personnel changes.

Definition  The provideishouldestablish and maintaian appropriate process for managing chang
in personnel (employees, contractors, thipdrty users) or changes in their roles a
responsibilities.

Example [From NISTIR 7628 SG.PS Personnel Transfer Requirementl] The organizatior

reviews logicabnd physical access permissions to smart grid information systems
facilities when individuals are reassigned or transferred to other positions within
organization and initiates appropriate actions.
[From ISO/IEC7002- 8.3 Termination or changef employment] Responsibilities shou
60S Ay LXIFOS (2 SyadaNB I y-LISNIRk 2 dASODE
organisation is managed, and that the return of all equipment and the removal ¢
access rights are completed.

ID SM 4.3

Measur  Security and awareness program.

Definition  The providershould establish and maintain a security awareness program across
organisation.

Example [From NISTIR 7628 SG.ATL Awareness and Training Policy and Procedure

Requirementl.a] The organizan develops, implements, reviews, and updates on
organizationdefined frequency a documented awareness and training security p
that addresses:

9 The objectives, roles, and responsibilities for the awareness and training sec
programasitreld#8d G2 LINRPGSOGAY3 GKS 2NAIIY

i The scope of the awareness and training security program as it applies to al
the organizational staff, contractors, and third parties.
[From IEC 624434.3.2.4.1 Develop a training pr@m] The organisation shall desi
and implement acybersecuritytraining program.

[From ISO/IEQ7002- 8.2.2 Information security awareness, education, and trainAly
employees of the organisation and, where relevant, contractors and -frartly users
should receive appropriate awareness training.

[From NISTIR 7628% SG.AT2 Security Awareness General Requiremeht The
organisation provides basic security awareness briefings to all smart grid inforrr

27
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system users (including employees, contract@nsd third parties) on an organisatiol
defined frequency.
ID SM 4.4

Measure  Security trainingand certificationof personnel.

Definition  The providershouldestablish and maintain security training and personnel certifica
programmes, taking into acount its need$ased on their roles and responsibilities.

Example [From NISTIR 7628 SG.AT3 Security Training Requirementl] The organisatior
provides securityrelated training before authorizing access to the smart grid informa
system or perfoming assigned duties.

[From IEC 624434.3.2.4.3 Provide training for support personnel] All personnel {
perform risk management, industrial automation and control system engineering, sy
administration/maintenance and other tasks that impact thder security managemen
system should be trained on the security objectives and industrial operations for 1
tasks.

3.5 Domain 5: Incident response & information knowledge sharing

Control Objective: Therovider has established and maintained an incideresponse and
information knowledge sharing process that prevents, resolves and recovers from cyber
events, effectively containing the damage, aradlows sharing cyber security information for
internal and external entities.

ID SM5.1

Measure Incident response capabilities.

Definition  The providershouldestablish and maintain capabilities to resglagainstcybersecurity
incidents.

Example [From NISTIR 762&G.IRL Incident Response Policy and Procedur&equirementl.a]
The organization devel@pimplements, reviews, and updates on an organizadiefined
frequency a documented incident response security policy that address:

i The objectives, roles, and responsibilities for incident response security prog
as it relates to protecting the orgamizi A 2 y Q&4 LISNB 2y Yy St I
9 The scope of the incident response security program as it applies to all of thi
organizational staff, contractors, and third parties.
[From IEC 624434.3.4.5.1 Implement an incident response plan] The organisatiolh
implement an incident response plan that identifies responsible personnel and de
actions to be performed by designated individuals.
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ID

SM 5.2

Measure

Definition

Example

Vulnerability assessment.

The providershould establish and maintain vulnerabilitassessment activities on tr
smart grid information systems.

[From NISTIR 7628G.RA Vulnerability Assessment and Awarenedkequirementl]
The organisation monitors and evaluates the smart grid information system accordi
the risk mamgement plan on an organisatiaefined frequency to identify
vulnerabilities that might affect the security of a smart grid information system.

[From IEC 624434.2.3.7 Perform a detailed vulnerability assessment] The organizi
shall perform a detail@ vulnerability assessment of its individual logical indust
automation and control system, which may be scoped based on theléngh risk
assessment results and prioritization of industrial automation and control system sL
to these risks.

ID

M 5.3

Measure

Definition

Example

Vulnerabilitymanagement

The providershould establish and maintain an appropriate vulnerabilihanagement
plan in order to manage vulnerabilities on smart grid information systems.

[From ISO/IEC 2700212.6.1 Controlof technical vulnerabilities] Appropriate, time
action should be taken in response to the identification of potential techr
vulnerabilities.

[From IEC 62443 4.2.3.14 Maintain vulnerability assessment records]-tbjplate
vulnerability assessment cerds should be maintained for all assets comprising
industrial automation and control system.

ID

SM54

Measure

Definition

Example

Contact with authorities and security interest groups.

The providershould establish and maintain contacts with authoritiesnd security
interest groups to be aware of vulnerabilities and threats.

[From ISO/IEC TR 27019 6.1.6 Contact with authoritigs The applications ant
infrastructure of energy utility process control systems may be considered as patrt
critical infrastructure and may be essential for the functioning of the local commt
and society and the economy as a whole. Operators of such systems should the
maintain contact with all of the relevant authorities.

[From ISO/IER7002- 6.1.6 Contactvith authorities] Appropriate contacts with relevan
authorities should be maintained.

AS
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3.6 Domain 6: Audit and accountability

Control ObjectiveTheprovider hasestablished and maintained an audit and accountability
process that enables sufficient loggingagabilities in the smart grid systems and
components and provides valuable log data for analysis.

ID SM6.1

Measure  Auditing capabilities.

Definition  The providershould establish and maintain auditing capabilities on the smart ¢
Information systemsiad components.

Example [From NISTIR 7628 SG.ALL5 Audit Generationr Requirementl] The smart gric
information system provides audit record generation capability and generates |
records for the selected list of auditable events.

[FromISO/IEC TR7219- 10.10.1 Audit loggirjgRelevant audit events may also inclu
certain actions carried out by operating personnel, such as switching operatior
instance.

ID SM 6.2

Measure  Monitoring of smart grid information systems.

Definition  The providershould establish and maintain monitoring activities on the smart ¢
Information systems and components.

Example [From NERC C®54a- Requirement 3. Monitoring Electronic Access] The Respon
Entity should implement and document an electronic or maal process(es) fo
monitoring and logging access at access points to the Electronic Security Perim
twenty-four hours a day, seven days a week.

[From ISO/IEC 27062L0.10 Monitoring]Systems should be monitored and informatis
security events shdd be recorded. Operator logs and fault logging should be use
ensure information system problems are identified.

ID SM 6.3

Measure  Protection of audit information.
Definition  The providesshouldprotect the audit information generated.

Example [From ISO/IEQ7002- 10.10.3 Protection of log information] Logging facilities and
information should be protected against tampering and unauthorized access.

[From NISTIR 7628SG.ALP Protection of Audit Information General Requiremeht
The smart gd information system protects audit information and audit tools frc
unauthorized access, modification, and deletion.
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3.7 Domain 7: Continuity of operations

Control Objective:The provider has esablished and maintainsa continuity of operations
process tha allows continuing or resuming operations of a smart grid information system
the event of disruption of normal system operation.

ID SM7.1

Measure  Continuity of operations capabilitiés

Definition  The providershould establish and maintain capabiés to ensure essential functior
after disruption events on smart grid Information systems.

Example [From NISTIR 7628SG.CR Continuity of Operations Plan Requirement 1 The
organisation develops and implements a continuity of operations plarirteavith the
overall issue of maintaining or +establishing operations in case of an undesira
interruption for a smart grid information system.

[FromISO/IEC TR 270194.1.1 Including information security in the business contini
management proces] Energy utility organisations should consider the continuity of
general energy supply as one of the key elements of business continuity manageme

ID SM7.2

Measure  Essential communication services.

Definition  The providershould establish,maintain and test essential/lemergency communicatio
services in case of major disasters.

Example [From NISTIR 7628 G.CR1 FailSafe ResponseGeneral RequiremehiThe smart grid

information system has the ability to execute an appropriate-dafe proedure upon
the loss of communications with other Smart grid information systems or the loss c
smart grid information system itself.

[FromISO/IEC TR 270194.2.1 Emergency communicatijoBnergy utility organisation
should ensure that essential conunication links are maintained with their ow
emergency staff and/or the emergency staff of other utilities, with essential cor
systems and with external emergency organisations necessary for the protectiol
handling of, or recovery from such ineruts.

n

It is important to highligt the fact that the design of the smart grid architecture need to be done taking into account the
requirements that will allow the implementation of a resilient infrastructure against egtiacks.
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3.8 Domain 8: Physical security

Control ObjectiveTheprovider has established and maintained a physical security program
that restricts the access to smart grid information systems and components only to
authorized personnel.

ID SM 8.1

Measure  Physical security.

Definition  The provider should establish and maintain the appropriate physical security of the
grid facilities/components/systems.

Example [From ISO/IEC 270029.1 Secure areasTritical or sensitive information processil
facilities should be housed in secure areas, protected by defined security perim
with appropriate security barriers and entry controls. They should be physi
protected from unauthorised access, damage, and interference. The protection pro
should becommensurate with the identified risks.

[From NISTIR 7628G.PB Physical Accesfkequirement 1 The organisation enforce
physical access authorizations for all physical access points to the facility where the
grid information system resides.

ID SM 8.2

Measure  Logging and monitoring physical access.

Definition  The providershould establish and maintain capabilitiésr logging and monitoring the
physical acces® the smart grid facilities/components talg into account the criticality
of the facility.

Example [From NERC C0®6 - Requirement 4. Physical Access Controls] The Responsible
shoulddocument and implement the technical and procedural controls for monito
physical access at all access points to the Physical SecurityeRa(8h twentyfour
hours a day, seven days a week.

[From IEC 62443 4.3.3.3.8 Establish procedures for monitoring and alarm
Proceduresshould be established for monitoring and alarming when physical
environmental security is compromised.

ID SM 83

Measure  Physical security on third party premises.

Definition ~ The providershould protect equipment located outside of the organisatiorsvn
grounds or premises in areas that are the responsibility of other util&@gEnst physica
and environmentathreats.

Example [FromISO/IEC TR 27019.3.1 Equipment sited on the premises of other energy uti
organization$ Where energy utility organisations install equipment outside of their ¢
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grounds or premises in areas that are the responsibilitytbér utilities, such as transfe
stations for instance, the equipment should be sited in a protected area so that any
arising from environmental threats or dangers are mitigated and the possibilit
unauthorized access is reduced.

[From ISO/IER7002-9.2.5 Security of equipment off premises] Security shall be apy
to off-site equipment taking into account the different risks of working outside
2NHIF yA&lIGA2YyQa LINBYA&Saod

3.9 Domain 9: Information systems security

Control Objective: The provider has established and maintained information systems
security controls that ensure thathe smart grid information systems and components are
logically accessed only by authorized entities antiat its information is properly
protected™.

ID SM9.1

Measure  Data security.

Definition The provider should implement security requirements in order to protect tr
information on smart grid information system.

Example [From ISO/IEC TR 27019B.1.1.1.6 Encryption of Sensitive Data during Storage
Transmission] éhsitive data should be stored or transmitted in encrypted form only.

[From ISO/IEC27002 - 10.7.3 Information handling proceduresProcedures for the
handling and storage of information should be established to protect this informe
from unauthorizeddisclosure or misuse.

ID SM 9.2

Measure Account management.

Definition  The providershouldestablish and maintain system/groups/user accounts on smart
information systems.

Example [From ISO/IEC 2700211.2 User access management] The procedsiresuld cover all
stages in the lifecycle of user access, from the initial registration of new users to the
de-registration of users who no longer require access to information systems
services. Special attention should be given, where apprtgria the need to control the
allocation of privileged access rights, which allow users to override system controls.

[From NISTIR 7628SG.AE Account Management Requirement 1 The organisatior

09t s important todifferentiate between data securitfsecurity of raw unprocessed information) and information security
(security of the data that has been processed and it is valuable for the organisation).
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manages smart grid information system accounts, includinthorizing, establishing
activating, modifying, disabling, and removing accounts.

ID SM 9.3

Measure  Logical access control.

Definition  The provider should enforce logical access to authorized entities on smart
information systems and securitepmeters.

Example [From NERC CO®34 - Requirement 5. Access Contrdlhe Responsible Entity shi

document and implement a program for managing access to protected Critical ¢
Asset information.
[From IEC 62443 4.3.3.7.2 Establish appropriate logl and physical permissic
methods to access IACS devices] The permission to access industrial automati
control system devices shall be logical (rules that grant or deny access to known
based on their roles).

ID SM9.4

Measure  Secure rema access.

Definition  The providershould establish and maintain secure remote access where applicab
smart grid information systems.

Example  [From NISTIR 762&8G.A€ Remote Access Policy and Procedu®equirement 1 The

organisation documentallowed methods of remote access to the smart grid informat
system.
[From IEC 62443 4.3.3.6.6 Develop a policy for remote login and connectioris
organisation shall develop a policy addressing remote login by a user and/or re
connections (for gample, tasko-task connections) to the control system which defir
appropriate system responses to failed login attempts and periods of inactivity.

ID SM 9.5

Measure Information security on information systems.

Definition  The providershouldestablsh and maintain appropriate information security capabilit
on information systems, to provide protection against malware, viruses and
common threats.

Example [From IEC 62443 4.3.4.3.8 Establish and document antivirus/malware managen

procedue] A procedure for antivirus/malware management shall be establisl
documented, and followed.

[FromISO/IEC TR 270190.4.1 Controls against malicious cddehe possible effects ¢
malware incidents on equipment used for rémhe process control andissociated
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communications (e.g. through overload and disruption) should be taken
consideration and mitigated by implementing the appropriate controls.

ID SM 9.6

Measure  Media handling.

Definition  The providershould establish and maintain secureqeedures for the access, storag
distribution, transport, sanitization, destruction and disposal of the media assets.

Example  [From NISTIR 7628 G.MPL Media Protection Policy and ProcedueRequirement 1h

The organization develops, implements, iesvs, and updates on an organizatidefined
frequency a documented media protection security policy that addresses:

i. The objectives, roles, and responsibilities for the media protection sec
LINEINFY & AG NBfFGSa G sonneldd GSaisiiang
ii. The scope of the media protection security program as it applies to all o
organizational staff, contractors, and third parties.

[From ISO/IEC27002 - 10.7.1 Management of removable metliaThere should be
procedures in plae for the management of removable media.

3.10Domain 10: Network security

Control ObjectiveTheprovider has established and maintas®a secure network engineering

program that prevents security controls from being circumvented.

ID SM 10.1

Measure  Secue network segregation.

Definition  The providershould establish and maintain a segregated network for the smart
information system.

Example [From ISO/IEQR7002- 11.4.5 Segregation in network§roups of information service:

users, and informatiosystems should be segregated on networks.

[From ISO/IEC TR 2701911.4.5 Segregation in networkis Where applicable ant
technically feasible, the network infrastructure of process control systems shoul
divided into multiple zones with different funons and protection requirements. |
particular, different technical and operational domains should be segregated from
another.

35
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ID SM 10.2
Measure  Secure network communications.
Definition  The provider should establish and maintain secure commuations across the
segregated network.
Example  [From NISTIR 7628G.S®@ Communication ConfidentialityGeneral RequiremehiThe

smart grid information system protects the confidentiality of communicated informati

[From ISO/IEC 270X1A.10.6 Netwodk security management] The secure managem
of networks, which may span organizational boundaries, requires careful conside
to data flow, legal implications, monitoring, and protection.

[From ISO/IE@7002 - 11.4.7 Network routing control] Routingoktrols should be
implemented for networks to ensure that computer connections and information fls
do not breach the access control policy of the business applications.
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This sectiorpresentsthe sophistication levelthat apply b the defined smart grids security measuifes each of the 10 domains
previously identified.

4.1 Domain 1: Security governance & risk management

Control Objective
The provider has established and mainta security governance program that directs and colstrthe smart grid information security. It provides strategic direction, ensi
objectives are achieved, cyber secunityk aspectgegarding the smart grid systems and components have been fully addressed, uses organisational resources respon
monitors the success or failure of the security programme. It should be noted that the programme should identify not antertid risks but also risks coming from ICT ¢
energy supply chain as appropriate

SM 1.1 Information security policy
The povidershouldestablish and maintain an appropriate information security policy.

Level Practices Evidence
1 V  Minimum security activities on the smart grid information system |V ~Documented security procedures that addreshet minimum security
performed by the organisation. activities.
V  An information security policy that addresses a secure and reliable erl V Approved information security policy covering most aspects of sec
supply and legal and regulatory requirements is available and approvd containing at IeasF: _ _ _
management. 0 Scope of the information security policy;
V Employees are aware of the existence and behave accordingly o Applicable laws and regulations;
2 0 Security objectives;
o0 Management commitment with the security policy.
V  Proof of the infemation security policy communication among staff.
V  The information security policy is easy accessible for staff.
3 V  The information security policy is regularly revieweat planned intervals of V  Last planned review has been done according with the review process.

" The interval depends on the specifics of the organisation.
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SM 1.1 Information security policy
The povidershouldestablish and maintain an appropriate information security policy.

Practices Evidence
if significant changes occur to ensure its continuing suitgbadequacy, and V  Records of the management review.
effectiveness. V  Meeting minutes of review sessions.

SM 1.2 Organisation of information security
The providesshouldestablish and raintain an appropriate structure of security roles and responsibilities.

Level Practices Evidence
1 V  Security roles and responsibilities are defined in the organisation. VvV Chart that reflects the organisation of information security.
V  Security roles andesponsibilities are established and documented separa| V ~ The organisation of information security is adequately positioned within
functions as needed to eliminate conflicts of interest and to ens organisation. _ o
5 independence in the responsibilities and functions of individuals/roles. | V' Formal description of the key security roles and responsibilities.

V  Security roles and responsibilities are assigned tof stedt is adequately] V Formal appointentof the key security roles and responsibilities.
positioned within the organisation, taking into account the specific, sind,
necessitie®f the department and qualifications of the person.

3 V A backup person has been designated for key security roles |V ~Formal appoinientof the backup perso.
responsibilities.

SM 1.3 Information security procedures
The provideishouldestablish and maintain an appropriate set of security procedures that supports the implementation of the security policy.

Level Practices Evidence
implemented and documented. 0 Objectives, roles, and responsibilities;
1 0 Scope of the security procedure;

0 Security objectives.

5 V  Security procedures todalress the information security policy are developd ¥V~ Formal description of the security procedures containing at least:
implemented and documented. 0 Obijectives, roles, and responsibilities;
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SM 1.3 Information security procedures

The provideishouldestablish and maintain an appropriate set of security procedures that supports the implementation of the security policy.

Level Practices Evidence
0 Scope of the security procedure;
0 Security objectives.
3 V  Securityprocedures that address the information security policy are reviey V  The last planned review has been done according with the review proces

and updated on a regular basis.

V  Meeting minutes of review sessions.

SM 1.4Risk management framework

The prowviler should establish and maintain an appropriate risk management framework for risk assessment and risk treatment actsethe organisation which will take in

account the complex operational environment.

Level Practices Evidence
V. The risk maagement methodology has been developed based on I V Documented risk management methodology that covers the risk
practices andstandads related to the information and communication information and communication technology contaigiat least:
technology context. 0 Objectives, roles, and responsibilities;
0 Scope of the risk management methodology;
1 o0 Procedures that supports the risk assessment.
V  Formal description of the risk tolerance level.
V Organisation inventory assets that includes facilities, personmemises,
etc.
The risk management methodology has been developed based on|V Documented risk management methodology that covers the risk on s
practices and standastelated to the smart grid information system contex grids information systemantaining at least:
o Objectives, roles, and responsibilities;
0 Scope of the risk management methodology;
2 0 Procedures that supports the risk assessment;
o Catastrophic but improbable events that could affect to the sm
grids.
Formal description of the risk tetance level.
3 V  The risk management methodology is updated on a regular basis to ensy V  The last planned review has been done according with the review proces




X x

x *
X *
2« €Nisa Appropriate security measures for smart grids
x P i
> { Security Agency

SM 1.4Risk management framework
The proviler should establish and maintain an appropriate risk management framework for risk assessment and risk treatment actdtsethe organisation which will take in
account the complex operational environment.

Practices Evidence
continuing suitability, adequacy, and effectiveness. V  Meeting minutes of review sessions.

SM 1.5 Risk assessment
The provideshouldestablish and perform risk assessment activities to identify and evaluate the risk across the organisation at regulls interva
Level Practices Evidence
V  Risk assessment activities are executed followingdsfined methodology. |V~ Documented risk assessment activities results containing at least:
o Critical assets identification;
Vulnerabilities;
Threat sources;
Security impact level;
Organisation risk level.

O O O O

V  Risk assessment activities take into consideratimnrisk resulting from third ¥V~ Documented risk assessment activities results containing at least:

party access (e.g. vendors, system integrators or business partner 0 _The risk on process cpntrol systems whesyestem ve_ndors ang
sensitive systems, networks and information. integrators are involved in the maintenance and operation proces

of these systems;

0 The risk on the use of remote access connections for maintenan

2 external parties;

0 The risk on the access to secusityntrolled areas to performmsite
maintenance by external parties;

o0 The risk on coupling of the control systems and communica
networks of different organizations.

V Risk assessment activities are executed on a regular basis or whe V The last planned review has been done according with the review proces
significant changes occur to the smart gritbrmation system. V' Meeting minutes of review sessions.
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SM 1.6 Risk treatment plan

The provideishouldestablish and maintain an appropriate risk treatment plan in order to matlageisk across the organisation.

Level Practices Evidence
V  Arisk treatment plan is developed based on the results of the risk assesq V ~Documented risk treatment plan containing at least:
1 0 Risk treatment;

0 Security measur& implement.

) V  The risk treatment plan is reviewed and approved by the management. | V Records of the management review.
V  Management commitment with the treatment plan.
V The effectiveness of the measures proposed on the risk treatment sl V  The last planned review has been done according with the review proces
3 V  Meeting minutes of review sessions.

reviewed on aegular basis.

4.2 Domain 2:Management of third parties

Control Objective
The provider has established and maintains a third parties managemegragm that involves agreements on security related issues with the smart grid's stakeholder
participate in the smart grid value chain. These agreements should also take account of the supply chain as appropriate.

SM 2.1 Third party agreements
Theprovider should establish and maintain appropriate third party agreements to preserve the integrity, confidentiality aatiityadf the information at the same level as th
internal services when dealing with customers and third parties.

Pracices Evidence

List of relevant third party relationships.

List of customer access request.

Identify selection criteria.

Documented contractual agreements containing at least:

V  Contractual agreements when dealing with third parties and customers
been established.
1 V  Security measures to protect the customer access to information have
defined (see domain 9 Information systems security). ) Jal
V Responsibilities reayding the maintenance, operation and ownership o Service descripn;

< <K<
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SM 2.1 Third party agreements
Theprovider should establish and maintain appropriate third party agreements to preserve the integrity, confidentiality dabikityadf the information at the same level as t}
internal services when dealing with customers and third parties.
Level Pracices Evidence
assets have been defined. Security measures;
Nondisclosure agreements;
Roles and responsibilities;
Target service levels;
o Contacts and reporting lines.

O O OO

V  Special requirements relating to crisis and emergency communication w| V Documented third parties contractual agreements contains spe

telecommunication services for the process cantsystems are supplied requirementsin case of:
5 third parties have been identified. 0 Major blackouts;
V  Preventive measures that may need to be taken in case of service ovg o Natural catastrophes;
and to ensuring an acceptable degree of independence of 0 Accidents or other possible emergency situations;
telecommunication services of external energy utilitiesdnaeen identified. o Blackout resistance.
3 N/A N/A

SM 2.2Monitoring third parties services and validating solutions against predefined acceptance criteria
The provider should establish and maintain mechasigmorder to monitor the compliance of contra@l obligations of informatiorand services and validate solutions agaif
predefined acceptance criteria.

Level Practices Evidence
V  Security controls, service definitions and delivery levels included in the | V Documented servicéevel agreement that contains requirement to prote
1 party service delivery agreement are implemented, operated, and mainta confidentiality, integrity and availability of information.

by the third party.

V  Services provided by the third party are monitored and reviewed on are{ V Documented results of monitoring activities.
basis. V' Documented results of auditing adities.
> V  Regularly auditing activities are implemented on thed party. V Identify the process(es) applied to manage recent changes and confirm:
V Changes to the provision of services, are managed taking into accour| 0 Adequate warning is provided,;
criticality of business systems and processes involved aradsessment o o Involves relevant personnel;

risk aspects. 0 Includes procedures for backirmyt from failed changes.
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SM 2.2Monitoring third parties services and validating solutions against predefined acceptance criteria
The provider should establish and maintain mechasigmorder to monitor the compliance of contra@l obligations of informatiorand services and validate solutions agai
predefined acceptance criteria.

Practices

Evidence

3 N/A

N/A

4.3 Domain 3: Secure lifecycle process for smartdgromponents/systems and operating procedures

Control Objective

The provider has established and maintained a secure lifecycle process that involves the planning, requirements defiretappment, deployment, configuration, operation at

disposal othe smart grid components/systems and procedures.

SM 3.1 Security requirements analysis and specification

The provider should identify and define beforehand the necessary security requirements for smart grid components anddsystgrtise design angrocurement.

Level Practices Evidence
V  Security requirements for security are specified early stages of informqd ¥V Documented security requirements. o
during the design and procurement of smart grid components and systen]| V  Documented secured coding practices and guidelines.
1 V  Security requirements take into account the electromagnetic eati@ms of
the smart grid information systems and components.
V  Secure coding practices are used to reduce common security errors.
V A threat model is created for each srhagrid information system anq ¥V Documented threat model. _
2 component. V  Updated documented security requirements based on the threat plan out
V  Security requirements are updated based on the results of the threat mod
V A documented and tested securitesponse plan is created in the eve] V ~Documented security response plan.
3 vulnerability is discovered. VvV Documented analysis of identified vulnerabilities.
V Root cause analysis is performed in order to understand the caus
identified vulnerabilities.
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SM 32 Inventory of smart grid components/systems

The provider should establish and maintain an inventory that represents the components and smart grid information systems.

Level Practices Evidence
V  Aninventory of assets of the smart grid components aridrimation systemg ¥V ~Documented inventory of assets containing at least:
is available and maintained in the organisation. o Relevant process control systems;
V  The responsibilities in relation to smart grid components and informa 0 Information assets;
systems and the roles of the asset owner and asset operator in respg o Application;
information security are exactly definethd documented. o Physical assets;
0 Services;
1 0 Operating system/firmware;
0 Legacy systems;
0 Location (logical and physical) of each component;
o Owners;
0 Roles and responsibilities.
V  The last planned review has been done according with the review proces
V  Meeting minutes of review sessions.
V  Rules for the acceptable use of smart grid components and informq V ~Documented acceptable use of smart grid components.
systems are identified, documented @implemented. VvV Documented inventory ofssets containing the defined zones and segmen
V The implemented multiple zones with different functions and protect
requirements defined on the network infrastructure are included as a pal
2 the inventory.
V The implemented independent horizontal segments defined on networks
distributed systems are included as a part of the inventory.
V The implemented specific network for patch management functions defi
on networks is included as a part of the inventory.
V. Smart grid components and information systems are classified in tern| V Documented classification schema covering at least the following smart
value, legal requirements, sensitivity and criticality to the organisation. components and systems: . . _ _
3 V  An appropriate set of procedures for information laliegl and handling o Corporate assets, systems amdormation supporting the operatior
should be developed and implemented in accordance with the classific of critical infrastructures and sensitive systems;
scheme adopted by the organisation. 0 Corporate assets, systems and information needed for restoratig

the energy supply system following a major supply disruption (
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SM 32 Inventory of smart grid components/systems

The provider should establish and maintain an inventory that represents the components and smart grid information systems.

Level Practices

Evidence
restoration);

0 Corporate assetssystems and information necessary to ensl
functional safety/plant security;

o Corporate assets, systems and information necessary to en
functional safety, to fulfil regulatory requirements such
unbundling requirements for instance, or that need toe
implemented in order to fulfil other specific requirements.

V ldentify labelling/handling procedures for the classification schema defing

SM 3.3 Secure configuration management of smart grid components/systems

The provider should ensure that the baseS OdzNA i@ O2y FAIdzNI GA2y 2F F &YIFINI 3INARQa O2YLRySyildaka
component/system.
Level Practices Evidence
V A secure baseline configuration of smart grid components and informg ¥V ~Documented secure baseline configuration containing at least:
systems is deveped, documented and maintained. o Essential capabilities of operation;
V  Configuration changes are tested, validated and documented before instj 0 Restricted use of functions;
1 on the operational smart grid information system. o Ports, protocols and/or services allowed
V. Only authorized individuals are allowed to obtain access to smart | V Documented change management responsibilities and procedures.
components and informiion systems for purposes of initiating chang{ V ~Documented and approved change control records.
including upgrades, and modifications.
V  Periodical reviews of smart grid components and information system| V ~Documented results of the compliance activities. -
order to ensure compliance with established secure configuration Ibes{ ¥V Documented and approved exceptions to the configuration basg
2 and applicable laws and regulations are performed. containing the alternative controls in place to ensure the confidentia
V Exceptions to the configuration baseline are identified, documented availability and integrity of the smart grid component.
approved.
3 V A secure baseline configuration for development and test environmen| V ~Documented secure baseline configuration foevelopment and test
managed separately from the operational baselinefaguration. environments.
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SM 3.3 Secure configuration management of smart grid components/systems
The provider should ensure that the baseSOdzNA G & O2y FAIdzNI A2y 2F | aYIFINI 3INARQa O2YLRySyiaka
component/system.

Practices Evidence
V Automated mechanisms are implemented to centrally manage, apply,| V Documented results of the execution of the automated tools.
verify configuration settings.
V  Automated mechanisms enforce access restrictions and support auditi
the enforcement actions.

SM 34 Maintenance of smart grid components/systems
The provider should establish and maintain activities for performing routine and preventive/correctiveensice on the components and smart grid information systems.
Level Practices Evidence
V. Maintenance on smart grid information componeritsdone in accordancd V  Proof maintenance and reparation operations.
with manufacturer or vendor specifications and/or organizatio| V List ofpersonnel authorized to perform maintenance.
1 requirements.

V  Alist of qualied personnel authorized to perform maintenance on the sm

grid information system is elaborated, documented and available.
V  Access to Information data is controlled during the maintenance activities
V  Maintenance activities are formally scheduled. VvV List of planned maintenanations.
vV Approved equipment is used on maintenance activities. \% Formal authorization for remote maintenance activities and maintena
V  Records of the maintenance operations are maintained. equipment. _ _ o

) V  Remote maintenance activities are notified, authedz planned and audited| ¥V Approved documented security and evaluation plans containing at least:

V Remote maintenance activities are performed by defined and trai o Date and time;

contractor personnel using systems physically or logically disconnected o Person who performs the activity;

other systems and networks during a remote access session. o Description of the activities performed;

0 Listof equipment removed or replaced.

V  Additional controls should be implemented when maintenance activif V Documented and approved exceptions to the maintenance pro

3 cannot be performed normally on smart grid information systems containing the alterative controls in place to ensure the availability a
integrity of the smart grid information system and components.
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SM 35 Software/firmware upgrade of smart grid components/systems

The provideishouldestablish and maintain activities for softwargffiware upgrade on the components and smart grid information systems.

Level Practices Evidence
V  Smart grid components affected by recently announced flaws are identifig Y Documented inventory of affected systems.
1 V  Softwareffirmware updates are tested for effectiveness and potential { V Documented test results.
effects on organisational smart grid information systems and componé
before installation.
management process (see nmAe SM 3.2 Secure configuratig management process. _
2 V A single point of contact and communication channels for smart
components security related issues with manufacturers or vendors have
identified.
V  Additional controls should be implemented when update actisitimnnot be| V' Documented and approved exceptions to the configuration basel
3 performed normallyon smart grid information systems containing the alternative controls in place to ensure the confidentia

availability and integrity of the smart grid component.

SM 36 Disposal of smart grid components/systems

The provider shold establish and maintain activities for the secure disposal of smart grid components and smart grid information systems.

Level Practices Evidence
V  Smart grid information system and components are documented, identi{ ¥V ~Documented inventry of assets.
1 and tracked. V  Labelling of smart grid components.
V  Smart grid information system components and information are checke| V Formal authorization for disposal of Smart grid information sys
ensure that any sensitive data has been removed or securely overwr components and information.
5 prior to disposal or reuse. \ D_ocumented _results of secure wipingopess.
V. Smart grid information systemomponents and information are takeoff | V  List of authorized personnel.
with prior authorization.
V Disposal operations are performed by authorized personal.
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SM 36 Disposal of smart grid components/systems
The provider shold establish and maintain activities for the secure disposal of smart grid components and smart grid information systems.

Practices Evidence
V  Alternative procedures for the secure remove of sensitive data are idenff V Documented alternative procedures like secured destruction of
3 i i comporent
when normal procedures cannot be applied for technical reasons. p .

SM 3.7 Security testing of smart grid components/systems.
Security testing activities on the smart grid components/systems should be perfamweder to verify its security

Level Practices Evidence
V  Security functions and capabilities of newnwponents are tested on nerf ¥V Detailed security and stress test on the individual system components ar
operational environments individually and with other components in orde the entire system and its essential functions using a representative sy
1 ensure the security of the entire system. configuration.

V  Where applicable and technically feasible integrity checks of seaaligyant | V  Results of integrity checks or system fails.
settings and data at stap are performed on a regular basis by the syst
or the security modules, respectively.

vV Approved and documented security test and evaluation plans are includd V Documented testing activities containing at least:

part of the lifecycle of the smart grid component. o Objectives, roles, and responsibilities;
V  Static code and vulnerability analysis tools are used on a regular basis o Scope of the plan; _
smart grid component¥. 0 Detailed results of the execution of the plan;
2 V  Smart grid, SCADA systems and field devices are tested periodically td o0 Frequency of the test.
under control the risk level. V  Results of automated tools.

V End to end test are performed by the organisation in order to verify | V Results of endo-end test
security of smart grid components and information sysgeinterconnected.

V  Additional security testing activities to determine the level of difficulty| V ~Reslts of the additional security testing activities.
circumventing the security requirements of the smart grid informat| V Results of the smart grid component certification process.

2 The scope of the static code anadydendson the type of the smart grid service providéfor instance, static code analysis can only be done by the vendor in its R&D
environment.
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SM 3.7 Security testing of smart grid components/systems.
Security testing activities on the smart grid components/systems should be perfamuder to verify its security

Practices Evidence

system have been defined.
| V__Recognised certification schemas are applied to smart grid compolients

4.4 Domain 4: Personnel security, awareness and training

Control Objective
The provider has established and maintains a personnel security, agggemd training program that supports a culture of cyber security for all relevant stakeholders and
the mutual exchange of security information between electric sector and information security professionals in the smeatugrichain.

SM 4.1Personnel screening
The providershouldperform appropriate background checks on personnel (employees, contractors, angémntgdusers) if required for their duties and responsibilities.

Level Practices Evidence
V Individuals screening criteria isie$ 6t AAKSR FyR NB@GA|V Screeningrecords containing at least:
position. o Employment history;
1 V Individuals are screened before the access to the smart grid informa o Verification of the highest education degree eaed;
systems is authorized. o Residency;
0 Law enforcement records.
2 V  The screening process is in line with the defined policies and regulations] ¥V ~ Documented screening requirements.
V  Individuals are rescreened based on a defined list of conditions. V' Records of rescreening process.
V  Specific security clearance provided by governmental organisatior| V List of personnel who have access to critical information assets.
3 V List of personnel that hold a security clearance.

required before the access to critical information assets.

13 At the date of this study, there is no a recognized certification schema that can be generally appbcailert grid components.
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SM 4.2Personnel changes

The providershould establish and maintain an appropriate process for managing changes in personnel (employees, contractegpartthinders) or changes in their roles al
responsibilities.

Level Practices Evidence
V Responsibilitie for performing employment termination or change V  Formal description otthe key security rolgs and responsibilities.
employment are clearly defined and assigned. V tNE2F 27 OScifdnffe®comniiyidatod
V Changes on personnel and operating arrangements are communicatd ¥  Proof of Iogica! an_d physical access review.
1 employees, customers, contractors or third parties. VvV Proof of organisation assets return.
V Logical and physical access to smantid ginformation systems ard
reconsidered based on the personnel changes.
V Organisation assets are returned upon termination of their employm
contract or agreement.
V  Exit interviews are performed in order to ensure that individuals underst| V  Proof of exit interviews.
2 any security constraints imposed by being a former employee and tiogtep
accountability is achieved for all smart grid information systefated
property.
3 V  Automated process review access permissions that are initiated by pers{ V Proof of automated process.
changes.

SM 4.3 Security and awaness program
The provider should establish and maintain a security awarep@ggam across the organisation

Level Practices Evidence
V A security awareness and training program is available and approveq ¥ Documented awareness and training program containing at least:
management. o Objectives, roles, and responsibilities;
V  Basic security awareness brigds are provided to smart grid system users 0 Sope; o
1 a regular basis. 0 Procedures that supports the awareness and training program.
V Records of the awareness activities for each user are maintained by V Proof of SeQUrIFy_aWareness bnefmg; g9t|v|t|es_
organisation. V  Records of individual awareness activities.
2 V  Changes on smart grid information systems and procedures are reviewd v The last planned review has been done according with the review proces|
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SM 4.3 Security and awaness program
The provider should establish and maintain a security awaremeggam across the organisation
Level Practices Evidence

inclusion in the aganisation security awareness and training program. V  Meeting minutes of review sessions.

V The awareness and training program is regularly reviewed and revised, | V  List of contacts withexurity groups and associations.
on the review and new insights, new risk aspects, incidents that occurred| V. Documented contents of security awareness briefings.

V  Contents of security awareness briefings are basedmetific requirements
of the organization and the smart grid information system to which persof
have authorized access.

List of contacts with security groups and associations.
Documented communication channels.

Records of simulated actuayber-attacks

Meeting minutes of review sessions.

V Contacts and communication channels with security groups and associd
have been established in order to stay up to date with the laf
3 recommended security practes, techniques, and technologies.
V  Practical exercises that simulate actegberattacksare included in security
awareness briefings.

< <<

SM 4.4Security training and certification of personnel
The provider should establish and maintain security training and personnel certification programmes, taking into acoeedsitsased on theioles and responsibilities.
Level Practices Evidence

V  Basic security training activities are provided to smart grid system ( V  Proof of training activities.
before authorizing access to the smart grid information system, w{ V Records of individual training activities.

1 required by smart grid information system changes or andefined
frequency.

V Records of the training activities for each user are maintained by
organisation.

V  Contents of security training are based on assigned roles and respiiesilf V Documented contents of security training.
2 and specific requirements of the organization and the smart grid informg
system to which personnel have authorized access.

3 V  Recognised security certifications are provided to organisation personnel| V Resilts of individual certification process.
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4.5 Domain 5: Incident response & information knowledge sharing

Control Objective
The provider has established and mainsam incident response and information knowledge sharing process that prevents, resolvescandrs from cyber events, effective
containing the damage, amllowssharing cyber security information for internal and external entities

SM 5.1 Incident response capabilities
The provider should establish and maintain capabilities to respoathagcyber security incidents.

Level Practices Evidence
V  Smart grid information system and network incidents are tracked |V ~Documented security incidents.
1 documented by the organisation. V  Records of reported security incidents.
V  Smart grid information system and network incidents security incidents
reported by the orgaisation.
V  An incident response program approved by management is developed V ~Documented roles and responsibilities containing at least: o
maintained in the organisation. 0 Roles and responsibilities in relation to various types of incidents
V  Personnel involved in the incident response program are trained iir { 0 Responsible personnel to lead the response effort if an incig
incident response roles and responsibilities with respect to the smart occurs;
information system and receive refresher training on an organizadieimed o Response teams need to be formed.
frequency. V  Managment commitment with the incident response program.
V  An incident handling capability for security incidents is implemented | V Records of individual training activities. 3 o
2 reviewed by theorganisation. V  Description of the incident handling capability containing at least
following procedures:
0 Preparation;
o Detection;
0 Analysis;
o Containment;
o Mitigation;
0 Recovey.

3 v

Corrective measures are reviewed to ensure their effectiveness

V  Meeting minutes of review sessions.
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SM 5.1 Incident response capabilities
The provider should establish and maintain capabilities to respoadhagcyber security incidents.

Practices
adequately implementation.
V Lessons learned from incident handling activities are incorporated to inci
response procedures.
V Regular cyber exercises and related results to test itieddent responseg
effectiveness are scheduled and documented.

Evidence

V Records of cyber exercises.

SM 5.2 Vulnerability assessment
The provideishouldestablish and maintain vulnerability assessment activities on the smdrtrgdrmation systems.

designated personnel throughout the ongjgation and authorities to helj

eliminate similar vulnerabilities in other smart grid information systems.

Level Practices Evidence
V. Smart grid information systems are monitored and evaluated on a req V Documented vulnerability scameports.
1 basis to identify vulnerabilities that might affect the security of a smart
information system.
V A single point of contact and communication channels for informa{ V List of manufactures single point of contact.
5 security related issues with manufacturers or vendors have been identifil V  Proof of vulnerability assessment activities in legacy systems.
V  Security vulnerabilities of the legacy systems and technologies related
part of the vulnerabity assessment activities.
V  Information obtained from the vulnerability scanning process is shared | V Records of vulnerabilities information sharing.
3

SM 5.3 Vulnerabilitymanagement
The provider should establish and maintain an appropriate valpiity management plan in order to manage vulnerabilities on smart grid information systems.

Level Practices Evidence
V A vulnerabilitymanagementplan that manages the testing, installation af V Documented vulnerabilitynanagemenplan.
1 documentation of security patches and system updates héaween
established and documented.
2 V  Approved documented actions amart grid information systems.

VV The installation and d@stallation of patches and updates is done manus
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SM 5.3 Vulnerabilitynanagement

The provider should establish and maintain an appropriate valoiity management plan in order to manage vulnerabilities on smart grid information systems.

Level Practices Evidence
by authorized and trained staff and authorized by the system owner.
The installation or dénstallation of patches is reviewed to ensure t| V ~Doamented vulnerabiliymanagemenplan revisions. _ N
adequately implementation of the defined actions V  Documented and approved exceptions to the defined actions containing
3 .

Exceptions to defined actions and approved mitigating actions are ident
and documented.

alternative controls in place to ensure the confidentiality, availability
integrity of the smart grid information systems.

SM 54 Contact with authorities and security interest groups

The providershouldestablish and maintain contacts with authorities and security interest groups to be aware of vulnerabilities and threats.

Level Practices Evidence
V  Contacts and communicatiorhannels with relevant authorities have beq V  List of authorities contacts containing at least: .
identified and established. o National and international agencies together with structures for
operation for the protection of critical infrastructures;
1 o Nationaland international CERT organizations;
o Disaster control organizations and disastelief teams.
V  Documented communication channels.
Contacts and communication channels with corresponding local, regiona| ¥  List of conact persons for meteorological services.
national meteorological services and corresgory information services hav| V  List of meteorological information services subscribed.
5 been identified and established. V  List of contacts with security groups and associations.
Contacts and communication channels with security interest groups in ¢ ¥V~ Documented communication channels.
to be upto-date regarding cyber security practices on smart grids have |
identified and established.
Crossindustry incident information exchange and cooperation é¢arh from [ V' Records of information exchange and cooperation activities.
3 V  Documented communication channels.

the experiences of others in encouraged and promoted.
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Control Objective

The provider has established and maintd an audit and accountability process that enables sufficient logging capabilities in the smart grid systems and corapdnentddes

valuable log data for analysis

SM 6.1 Auditing capabilities

The provider should establish and maintain auditingabilities on the smart grid Information systems and components.

Level Practices Evidence
V A list of smart grid information systems and components auditable ev| V List of auditable events.
based on the risk assessment activities has been identified and establish| V Audit records containing at least:
V  Where appicable and technically feasible smart grid information systems o Date and time of the event; _
1 components are configured to produce audit records of the list of evq o Comppnent of the smart grid information system where the eve
identified previously. concurred;
0 Type of event;
0 User/subject identity;
0 Outcome of the event.
V  The list of auditable events includes the execution of privileged functiof V  List of privileged auditable events. _ o
5 the smart grid information systems and comments. V  Documented defined set of actions in case of audit processing failures.
V A set of actions have been identified and defined in case of audit proce
failures.
V The list of auditable events is revised based ourrent threat data|V The lastplanned review has been done according with the review proces
assessment of risk, and pesicident analysis. V' Meeting minutes of review sessions.
3 V  Audit records generated by smart grid information systems and compor| V  Proof of centrally aud_|t records management. _
are centrally managed. V Documented alternative countermeasures for audit records.
V Alternative requirements or countermeasures are identified when al

records cannot beleployed for technical reasons.
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SM 6.2 Moiitoring of smart grid information systems
The provideishouldestablish and maintain monitoring activities on the smart grid Information systems and components.

Level Practices Evidence
1 and analysed for indication of inappropriate or unusual activity on a red audit records.
basis.
2 V  Findings on smart grid information system and components audit recanely vV Proof of audit findings_communications.
communicated to the designed management authority. V' Documented communication channels.
V  Automated mechanism to integrate audit review, analysis, and reporting | V  Documented defined automated mechanism.
3 been identified and established.
V Audit information is correlated across different repositories to g
organisationwide situational awareness.
SM 6.3 Protection of audit information
The provideishouldprotect the audit information generated.
Level Pradices Evidence
V  An audit storage capacity is defined for each smart grid information syy V Documented defined audit storage capacity.
1 and components. VvV Documented defined audit retention timeepiod.
V  An audit retention time period is defined for audit records.
V  Smart grid information system and components audit records are prote| ¥ Documenéd defined security measures to protect audit records
5 for unauthorized access, modification or deletion. unauthorized access, modification or deletion.
V  Smart grid information systems and components audit records are-t{ V Documented defined accurate time sources.
stamped using agreed accurate time sources.
V  Directly or indirectly interconnected systems with external partners us{ ¥V Documented agr_eed time sources.
common and agreed time sourse(e.g. Central European Time (CET] Y Documented defined NTP systems used.
3 Coordinated Universal Time (UTC)).
V Use of noAnternet synchronized NTP server or digitally signed NTP

messages.
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4.7 Domain 7: Continuity of op&tions

Control Objective
The provider has established and mainténcontinuity of operations process that allows continuing or resuming operations of a smart grid information system ierthefe
disruption of normal system operation

SM 7.1 Contiuity of operations capabilities
The providesshouldestablish and maintain capabilities to ensure essential functions after disruption events on smart grid Information systems.

Level Practices Evidence
V A continuity operations plan approved by managsthis developed in thd V ~Documented continuity operations plan containing at least:
organisation. 0 Roles and responsibilities;
V  Disruptions root causes are analysed and reported to the management. 0 Scope of the plan;

o0 Capabilities to recover and reconstituteettsmart grid information
system to a known secure state after a disruption, compromise
failure;

o Compensating security controls for the organisataefined
circumstances that inhibit recovery to a known secure state;

1 o Faitsafe procedure upon the lossf @ommunications with othe
smart grid information systems or the loss of the smart ¢
information system itself;

0 Backup procedures;
o Agreements with third parties services or defined alternate sug
services like alternate power supply resources.

Management commitment with the continuity operations plan.

Records of the management review.

Documented alternate power supply.

V  Personnel involved in the continuity operations plan are trained in their r
and responsibilities with respect to the smart giidformation system and
receive refresher training on an organizatidafined frequency.

V Operating safety functions are identified and protected in accordance

Records of individual training activities.

Documented results of the continuity of operations test activities.

Last planned review has been done according with the review process.
Meeting minutes of review sessions.

< <K<K <<KL
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SM 7.1 Contiuity of operations capabilities

The provideishouldestablish and maintain capabilities to ensure essential functions after disruption events on smart grid Information systems.

Level Practices Evidence

sectorspecific standards and legal requirements. V  Documented alternate @wer supply.
The continuity of operations plan is testand updated on a regular basis. | V' Documented protection measures for operating safety functions such as:
A longterm alternate power supply for the smart grid information systd 0 Use of dedicated, isolated communication systems for
that is capable of maintaining minimally required operational capability in transmission of safety related data communications;
event of an extended loss of the primary power source is providethby o Independency of operating safety functions.
organisation.
Requirements foran alternate storage site are identified and evaluated Documented requirements for an alternate storage site containing at leas
the organisation. o0 Smart grid information system backups and the transfer rate
Requirements for an alternate control centre are identified and evaluateq backup information to the alternate storage;
the organisation. o Potential accesbility problems at the alternative storage site in th
Requirements for less likely attacks but with a high impact evgnt of an areawide disruption or disaster and explicit mitigatid
electromagnetic plse) are identified and evaluated by the organisation. actions;

0 Geographically locations (e.g. city, close to the see, etc.);

0 Agreement with third parties.

3 Documented requirements for amternate control centre containing at leas

o Equipment, telecommunications, and supplies required;
o Potential accessibility problems at the alternative control centre
the event of an areavide disruption or disaster and explic
mitigation actions;
0 Geogaphically locations;
0 Agreement with third parties.
Documented smart grid information system configuration in altern
systems.
Documented requirements for less likely attacks but with a high impact.

SM 7.2 Essential communication services.

The provideishouldestablishmaintainand testessential/emergency communication services in case of major disasters.
Level

Practices

Evidence
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SM 7.2 Essential communication services.

The provideishouldestablishmaintainand testessential/emergency communication services in case of major disasters.

Level Practices Evidence
V Essential communication links are identified and established |V Documented communication channels covering the following stakeholder
internal/external emergency teams and organisations. o Operating and emergency staff in central or decentralized locatid
o Internal and external crisis management;
o Power stations;
o Distributed energy producers;
0 Transmission and distributiogrid operators;
0 Meteorological organizations;
1 o0 Flood prevention organizations;
o0 Fire service organizations;
o Disaster relief organizations;
o0 Safety authorities;
0 Telecommunication service providers;
0 Medical institutions;
o Other national or local organizatiorthat handle essential publi
services.
V  Essential data and communication links with emergency control systemd V ~Documented commuigation channels.
2 related subcomponents and emergency alarm and monitoring systems|
related subcomponents are identified and established.
V Requirements for an alternate communication services are identified V  Documented requirements for an alternate control centre containing at le
evaluated by the organisation. 0 Agreements to permit the resumption of operations fdnet safe
operation of the smart grid information system within @
3 organizationdefined time period;
o Primary and alternate telecommunication service agreeme

containing priorityof-service provisions in accordance with t
2NBIF yAaAl GA2y Qéamentsdl AfF 6AfAGE N
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4.8 Domain 8: Physical security

Control Objective:
The provider has established and mainté@nphysical security program that restricts the access to smart grid information systems and components only to authaieteper

SM 8.1 Physicalecurity.
The provideshouldestablish and maintain the appropriate physical security of the smart grid facilities/components/systems.

Level Practices Evidence
V  Security perimeters are used to protect areas that contain information | V. Documented diagram of security perimeters.
information pro@ssing facilities. V  Documented descriptionfeentry controls.
V  Secure areas are protected by appropriate entry controls to ensure that| ¥~ Documented diagram with special security requirements.
authorized personnel are allowed access. V Documented physical protection controls against natural or meade
V  Physical security controls are designed and applied to offices, rooms disaster. _ . o .
1 facilities. V  Documented physical protection controls and guidelines on working area
V  Physical protection and guideéis for working in secure areas are desigif V Documented diagram of deliveryd loading areas.
and applied.
V Access points such as delivery and loading area and other points V
unauthorized persons may enter the premises are controlled.
process control equipment is located. V  Documented diagram on control centres.
V. Measures to ensure the physical security of control centres, where ce| V Documented diagram on equipment rooms.
2 control systems such as control servers, HMt asupporting systems ar
housed, are designed, developed and applied.
V Measures to ensure the physical security of equipment rooms where co
system facilities used by providers are located, are designed, develope
implemented.
V  Measures to ensure physical security of the peripheral sites where co| V ~Documented diagram and description of entry contrafsperipheral sites.
3 system facilities used by providers are locatade designed, developed ar] Y Documented mitigation measures on peripheral sites.
applied.
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SM 8.1 Physicalecurity.
The provideishouldestablish and maintain the appropriate physical security of the smart grid facilities/components/systems.

Practices Evidence
V  Mitigation controls have been identified on equipment where is not poss
to achieve a comprehensive level of physical protection for unma
peripheral sites.

SM 8.2 Logging and monitoring physical access.
The provider should establish and maintain capabilities for logging and monitoring the physical access to the smatitigsdctacponents taking into account the criticality of th

facility.
Level Practices Evidence
V A list of personnel with authorized access to facilities containing smart| V  List of personnel with authorized access.
information systems and appropriate authorization credentials (e.g., bad ¥V Formal appointed of the backup person.
identification cards) is maintained by the organisation. Vv List of authorized visitors.
1 V A designated official within the organisation to review and approve the i
personnel with authorized access has been identified.
V  Visitors are authenticated before authorizing access to the facility.
V Vidtors are escorted as required according to security policies
procedures.
V tAaAt2NDRa | 008aa NBO2NRa (ganisdlicnS {V Records of visitors access to the facility.
2 V  The Physical access to the smart grid information system is monitored bf ¥V~ Documented description of monitoring equipment.
organisation.
V  Physical access records are reviewed on a regular.basis V INEZFT 2F NBO2NRQa NbBOASSG®
3 V  Physical access records are retained as dictated by applicable regulatil ¥V ~Documented defined period of retention.
based on an organizatietefined period by approved policy.
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SM 8.3 Physical security on third party preras

The providershould protect equipment located outside of the organisations' own grounds or premises in areas that are the responsibility aftibtiesr against physical an

environmental threats.

Level Practices Evidence
V  Equipment installed orii K§ G KA NR LJ NIi & Q& LINB Y|V Documented security controls containing at least: .
(e.g. transfer station) is sited in protected areas where physical o  Limits of the responsibility and interface with other providers
environmental security is addressed as described in previous seq identified and specified; o .
measures. 0 Agreements with the other organization for the supply of sugipar
1 V' Equipment installed on the customer premises is potéel against physica infrastructure services. _ o
and environmental threats. Documented security controls on customer premises containing at least:
o Limits of the responsibility and interface with customers is identif
and specified.
0 Alarms and tamper protection measures.
V. Equipment installed on thd KA NR LJ NIid Qa LINBYA &S Documented diagram of equipment installed on third parties premises.
2 party equipment. Records of interface monitoring activities.
V  The status of the interconnected interfaces is monitored.
V  Auditing activities to ensure the implementation of necessary secu Documented results of auditing activities.
3 requirements in the third party are performed by the organisation. Documented agreements with third parties.
V Agreements are in place in order ensure the timely access to the equip

i KS (KA NRlefihdd difiluen€ainced N

Ayaidltt SR 2y

4.9 Domain 9: Information systems security

Control Objective
The provider has established anthintainsinformation systems security controls thansure that the smart grid information systems and components are logically accessed ¢
authorized entities and that its information is properly protected

SM 9.1 Data security.
The provideishouldimplement security requirements in order to protethe information on smart grid information system.
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Level Practices Evidence
V  Information is classified in terms of value, legajuirements, sensitivity an¢ ¥V~ Documentednformation classification levels. _ _ 3
criticality to the organisation. VvV Documented set of security requirements based on information classifice
5 V  An appropriate set of procedures for information labelling and hand levels. _ _ _ _ _
should be developed and implemented in accordance with the classific{ Y Idephfy labelling/handling procedures for different categories of informat
scheme adopted by the organisation. defined.
V  Detailed procedures for the disposal or desttion of smart grid informatior] ¥V~ Documented procedures for the disposal or destructaf data.
3 system information are defined. V  The Igst plgnned review has be_en done according with the review proces
V  Information that requires special control or handling is reviewed on a perif V ~Meeting minutes of review sessions.

basis to validate that special handling is still required.

SM 9.2 Account management.

The providershouldestablish and maintain system/groups/user accounts on smart grid information systems.

Level Practices Evidence
V  Smart grid information system accounts have been identified and manag{ ¥V Documented access management procedure containing at least:
V  Management approval is required prior to establishing accounts. 0 Account types;
V  Smart grid information system accounts are reviewed on a regular basis. 0 Access rights;
1 V  Account managers arnotified when smart grid information system users § 0 Privileges.
terminated, transferred, or smart grid information system usage changes| V  Proof of management appwal prior establishing accounts.
V  Proof of information system account review.
V  Proof of accounts notification to account managers.
V  The use of guest/group accounts is monitored by the organisation. V' Results of monitoring activities on guest/anonymous/group accounts.
V  Smart grid information system automatically disables fivecaccounts afterf V  Records of ecount actions.
2 an organizatiordefined time period.
V The account creation, modification, disabling, and termination action

recorded on smart grid information systems.
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SM 9.2 Account management.
The provideishouldestablish and maintain system/groups/user accounts on smart grid information systems.

Practices Evidence
V  Automated mechanism is employed to support the management of s ¥V ~Documented description on automated mechanism used.
grid information system accounts. V  Proof of terminated temporary and emergency accounts.
3 V Smart grid information system automatically terminates temporary 4
emergency accounts after an organizatidefined time period foreach type
of account.

SM 9.3 Logical access control.
The provideshouldenforce logical access to authorised entities on smart grid informagistems and security perimeters.

Level Practices Evidence
V  Allowed methods of access control to the smart grid information system| ¥V~ Documented methods of access control containing at least:
identified and documented. 0  Authentication type;
V  Smart grid information system enforces assigned authorizations -0 AUthOf!Z?t'O” sch_ema. _
controlling access to themart grid information system in accordance wi V  List of smart grid information system users and related access rights.
1 organizationdefined policy. V  Records of disabled accounts after a defined limit of consecutive invalid
V User accounts are granted with the most restrictive set of rights attempts.

privileges or access needed for the performance of specified tasks.
V Smart grid information system accountseatemporarily disabled after 3
defined limit of consecutive invalid login attempts.

V. Smart grid information system functions are separated through assi V List of authorized users who can access to security functions.

2 access authorizations.

V  Security functions are restricted to the least amount of usersessary to
ensure the security of the smart grid information system.

V  Alternative requirements or countermeasures are identified when allo V Documented alternative countermeasures such as:

methods of access control cannot be implementedy(degacy system thg 0 Secure unique password; _
3 cannot support a strong password policy). 0 Realtime logging ad recording of unsuccessful login attempts;
V Restrictions in the number of concurrent sessions are defined o Realtime alerting of a management authority for the smart g
implemented by the organisation. information system when the number of defined consecutive inv

access attempts is exceeded.
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SM 9.3 Logical access control.
The provideishouldenforce logical access to authorised entities on smart grid informatistems and security perimeters.

Level

Practices

\Y

Evidence
Documented defined number of concurrent sessions.

SM 9.4 Secure remote access.
The provideshouldestablish and maintain secure remote access where applicable to smart grid information systems.

Level Practices Evidence
V  Allowed methods of remote access to smart grid information system| vV ~Documented method of remote access. _
identified ard documented. V  Dowmented restrictions in the use of wireless technologies.
1 V Restrictions in the use of wireless technologies are identified |V ~Documented authentication and encryption methods.
documented.
V  Wireless access to smart grid information system is protected using s¢
authentication methods and encryption controls.
V  Remote access connéahs are approved and monitored V' Records of monitoring activities.
V The confidentiality and integrity of the remote access connections
2 secured by securergptographic controls.
V Remote sessions are terminated at the end of the session or after a de
period of inactivity.
3 V  Automated mechanisms are employed to monitor and control remote ac{ ¥V ~Documented desription of automated mechanism.

connections.

SM 9.5 Information security on information systems.
The providershouldestablish and maintain appropriate information security capabilities on information systems, to provide protection agdwastenairuses and othexommon

threats.

Practices

Evidence

Malicious code protection mechanisms are implemented by the organis ¥V Documented malicious code protection mechanisms.

on the smart grid information system.
The malicious code protection mechanisms are maintainetbugate.
Malicious code protection meclhéms perform periodic scans on the sm;

\%
V

Records of recent updates of malicious code protection mechanisms.
Records of periodical scans.
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SM 9.5 Information security on information systems.

The providershouldestablish and maintain appropriate information security capabilities on information systems, to provide protection agdwastenairuses and othexommon

threats.
Level Practices Evidence
grid information systems.
V  The malicious code protection mechanis are centrally managed. V' Documented description of centrally management tools.
V  Smart grid information system prevents users from circumventing maliq ¥V~ Documented spam protection mechanism. _
2 code protection capabilities. V  Use of whitelisting solutions, which restrict the execution of famproved
V Spam protection mechanisms are employed at system entry points ar software and code.
workstations, servers, or mobile computing devices loe hetwork.
V  Alternative requirements or countermeasures are idéeti when malicioug ¥V ~Documented alternative countermeasures such as:
code protection cannot be deployed for technical reasons. o Securing of all physical and logical data interfaces;
3 o Network isolation and implementation of segmented netwd

security zones thidimit the impact of a malware incident;
o0 Comprehensive system hardening measures to minimize the ris
malware incidents.

SM 9.6 Media handling.

The providershouldestablish and maintain secure procedures for the access, storage, distribution,drgrsmitization, destruction and disposal of the media assets.

Level

\Y

\%

Practices

A media protection policy that addressed the use and protect
requirements for media assets is available and approved by managemen
The access, control, shagincopying, transmittal and distribution of med
assets is aligned with the information classification levels and proteq
required measures defined in the media protection policy.

Media assets are marked in accordance with organisadieimed policy ad
procedures.

Evidence

V  Approved media protection policy containing at least:

o Objectives, roles, and responsibilities for the media protect
security program;
Scope of the media protection security program;
Management commitment with the media protection policy;
Information classification levels for media assets;
Protection required commensurate with the organisation
information classification levels for media assets.
V  Use of external and internal marking labels on media assets.
V  Use of internal marking labels on amgrid information system output.

O O OO
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SM 9.6 Media handling.
The provideishouldestablish and maintain secure procedures for the access, storage, distribution, drgresmitization, destruction and disposal of the media assets.
Level Practices Evidence

V The media protection policy is regularly reviewed at planned intervall V Last planned review has been done according with the review process.
significant changes occur to ensure its continuing suitability, adequacy] V Meeting minutes of revievgessions.
effectiveness. V  Documented test results for sanitization equipment.

2 V The organisation use secure procedures to sanitfee information from| V. Documented secure procedures in order to remove the information fi
media assets before the disposal oruse. media assets.

V  Sanitization equipment is tested in order to verify its correct performancq
aregular basis.

V  The media protection policy is regularly reviewed at planned intervall V Use of protected areas for sensitive smart grid information system media
significant changes occur to emsuits continuing suitability, adequacy, af V Documented organisaticdefined security measures for the transport
effectiveness. media assets covering the accountability of media asdetsg the transport

3 V  Smart Grid information system media is physically managed and stor outside controlled areas and restricting the transport of media assets onl
protected areas based on its information classification level. authorised personnel.

V Media assets are protected during transport outside contmbleEreas using
organisationdefined security measures.

4.10Domain 10: Network security

Control Objective
The provider has established and maintains a secure network engineering prograpndgtients security controls from being circumvented.

SM 10.1 Secure network segregation.
The provideishouldestablish and maintain a segregated network for the smart grid information system.

Practices Evidence

1 V  Smart grid information system magement functionality is separated frof V  Proof of system management and user functionality partitioning.
smart grid information system user functionality.
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SM 10.1 Secure network segregation.
The provideishouldestablish and maintain a segregated network for the smart grid information system.

Level Practices Evidence
V  Where applicable and technically feasible the network infrastructurg V ~Documented network design and configuration containing at least:
process control systemsadsvided into multiple zones with different functior o Physical, virtual and logical network connections;
and protection requirements. 0 Network protocols and ports;
2 V  Where applicable and technically feasible the networks and distriby o Network perimeter components;
systems should be divided into independent horizontal segments. o Technical and operational domains.
V Where applicable and technically féale a specific network for patc
management functions (e.g. testing) is defined.
3 V  Network zones and network segments are separated by firewalls, filtd ¥V ~Documented description of protection network devices.

routers or gateways.

SM 10.2 Secure network communications.
The provideishouldestablsh and maintain secure communications across the segregated network.

Level

\%

Practices

The smart grid information system management communication pat
physically or logically separated from the telemetry/data acquisition sery
communicaton path.

Evidence
V  Proof of communication partitioning.

Where technically feasible, smart gird information systems (including S¢
components) only use secure communication standards and protocols V]
provide integrity checks, authentication and, if applicaldecryption.
Secure communications are used for remote administration or transmis
of user logon information.
Network connections to external networks are deployed only us
communication protocols approved by the provider and in compliance
the security policies in effect.

External smart grid information system and communication connections
identified and protected from tampering or damage.

V  List of implemented communication standards and protocols.
V  List of identified external connections.

Smart grid information system routes all remote accesses through a lin

V  Documented list of authorized control system commands and messages.
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SM 10.2 Secure network communications.
The provideishouldestablsh and maintain secure communications across the segregated network.
Level Practices Evidence
number of managed access control points. V  Documented list of authorized inforation flows.

V  Only authorized communications and information flows are exchanged | V Documented description of protection network devices.
the communication link.

V  Where technically feasible, intrusion detem systems and intrusiot
prevention systems (signatures based or behavioural) are implemente
smart gird information systems (including SCADA components) ai
network (especially in field devices networks).

V  Network connections to external networksearouted via especially hardeng
application proxies, which are located in a separate network Z
(demilitarized zone) specifically for this purpose.
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Appropriate security measures for smart grids

5 Catalogue of security measures

This section contains a summary of tladoved describeddomains andcyber security

measures.

Domain

Security governance & riskhanagement

List of Security Measures

Information security policy

Organisation of information security

Information security procedures

Risk managemeritamework

Risk assessment

Risk treatment plan

Third parties management

Third party agreements

Monitoring third partiesservices and validating solutions against
predefined acceptance criteria

Secure lifecycle process for smart grid
components and operating procedures

Security requirements analysis and specification

Inventory of smart grid components/systems

Secure onfiguration management of smart grid components/systems

Maintenance of smart grid components/systems

Software/firmware upgrade of smart grid components/systems

Disposal of smart grid components/systems

Security testing of smart grid components/s®s

Personnel security, awareness and training

Personnel screening.

Personnel changes

Security and awareness program

Security training and certification of personnel

Incident response & information knowledge
sharing

Incident response capabilities

Vulnerability assessment

Vulnerability treatment

Contact with authorities and security interest groups

Audit and accountability capability

Auditing capabilities

Monitoring of smart grid information systems

Protection of audit information

Contiruity of operations capability

Continuity of operations capabilities

Essential communication services

Physical security

Physicakecurity

Logging and monitoring physical access

Physical security on third party premises

Information systems security

Data Security

Account management

Logical access control

Secure remote access

Information security on information systems

Media handling

Network security

Secure network segregation

Secure network communications
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6 Mapping with ISO/IEQ7002 NISTR 7628 and ISO/IEC TR 27019

This section contains a mapping between the between the defined security measures and the standards2BID2BEUSTIR
7628 and ISO/IEC TR 270109.

Domain List of Security Measures ISO/IER27002¢ ISO/IEC TR 27019 NISTIR7628
5.1.1 Information security policy document SG.PML Security Program Management
Information security policy 5.1.2 Review of the information security policy SG.PMB: Senior Management Authority

6.1.1 Management commitment to information security

SG.PML Security Program Management

6.1.2 Information security coordination SG.PMB: Senior Maagement Authority
Organisation of information security 6.1.3 Allocation of information security responsibilities SG.PMB: Management Accountability
Security 8.1.1 Roles and responsibilities SG.PML9 Security Roles
governance & SG.A: Separation of Duties
risk Information security procedures 15.2.1 Compliance with security policies and standards SG.PML Security Policy and Procedures
management _ _ - SG.PMb Risk Management
Risk managementdmework 12.6 Technical Vulnerability Management

SG.RA Risk Management Plan

SG.RAL Risk Assessment Policy and Procedures
SG.R/: Security Impact Level

SG.RAL Risk Assessment

SG.RA: Risk Assessment Update

Risk treatment plan SG.RA Risk Management Plan

Risk assessment 4.1 Assessing security risks

SG.Ad: Access Control Policy and Procedures
SG.CB: Alternate Telecommunication Services

6.1.5 Confidentiality agreements SG.C®: Alternate Control Center
) 6.2.1 Identification of risks related to external parties SG.PS Contractor and Thiriarty Personnel Securit
Third party agreements ) L
Third parties 6.2.3 Addressing security in thiréupy agreements SG.P9: Persnnel Roles
management 14.1.2 Business continuity and risk assessment SG.S& Security Policy for Contractors and Third
Parties

SG.SAL Acquisitions

Monitoring third parties services and
validating solutions against predefined| 10.2 Third party service delivery management
acceptance criteria

SG.ALL Audit and Acountability
SG.AULL: Conduct and Frequency of Audits
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Domain List of Security Measures ISO/IEE27002¢ ISO/IEC TR 27019 NISTIR7628

Security requirements analysis and

specification 12.1.1Security requirements analysis and specification SG.SA Securityengineering Principles

SG.CM2: Baseline Configuration
SG.CMB: Component Inventory
SG.IE8: Information Handling
SG.IE6: AutomatedLabelling
Inventory of smart grid R e SG.MP2: Med-ia Sensﬁtivity Level
components/systems SG.MP3: Media Marking,
SG.P13: Rules oBehaviour
SG.PM4: Security Architecture
SG.P$: Access Agreements
SG.RA: Security Impact Level
SG.CM Baseline Configuration

Secure ) .
lifecycle SG.CMB: Configuration Change Control
SG.CM4: Monitoring Configuration Changes
process _for 7.1.2 Ownership of assets 9 ) _g i 9 )
smart grid Secure configuration management of SG.CMb: Access Restrictions for Configuration Cont
: 7.1.3 Acceptable use of assets ) . .
components | smart grid components/systems . . SG.CMB: Configuration Stngs
and operating B.1.1.1.9 Secure Standard Configuration (from ISO/IEC TR 27019) )
procedures SG.CMB Component inventory

SG.CMLO: Factory Default Settings Management
SG.CML1 Configuration Management Plan

SG.MAL: Smart Grid Information System Maintenan
Policy ad Procedures

SG.MA3 Smart Grid information system maintenanc
9.2.4 Equipment maintenance SG. MA4: Maintenance Tools

SG.MA6: Remote Maintenance

SG.MA7: Timely Maintenance

SG.Pi5: SecurityRelated Activity Planning

Maintenance of smart grid
components/systems

12.52 Technical review of applications after operating system chan
Software/firmware upgrade of smart 12.5.3 Restrictions on changes to software packages

grid components/systems 12.6.1 Control of technical vulnerabilities

13.1.2. Reporting security weaknesses

SG.SP Flaw Remediation
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ISO/IEC27002¢ ISO/IEC TR 27019

NISTIRI628

Disposal of smart grid
compaents/systems

9.2.6 Secure disposal or-use of equipment
9.2.7 Removal of property

SG.CM Addition, removal, and disposal of
equipment

SG.MA3: Smart Grid Information System Maintenan
SG.MF6: Media Sanitization and Disposal

Security testing of smagrid
components/systems

10.1.4 Separation of development, test, and operational facilities

SG.CM2 Baseline Configuration

SG.CA& Security Assessments

SG.RA: Vulnerability Assessment and Awareness,
SG.SA: LifeCycle Support

SG.SA: Developer Configation Management
SG.SA: Developer Security Testing

SG.S6: Security Functionality Verification

SG.SV: Software and Information Integyit

Personnel
security,
awareness
and training

Personnel screening.

8.1.2 Screening
8.1.3 Terms and conditions ofigloyment

SG.PS8 Personnel Screening

Personnel changes

8.3 Termination or change of employment
8.3.1 Termination responsibilities

8.3.2 Return of assets

8.3.3 Removal of access rights

SG.AG: Account Management
SG.PB: Physical Access
SG.P&: Personel Termination
SG.PS&: Personnel Transfer

SG.SA: Security Policies for Contractors and Third
Parties

Security and awareness program

Security training and certification of
personnel

8.2.2 Information security awareness, education, and training

SG.ATl Awareness and TrairgrPolicy and
Procedures

SG.AT2 Security awareness
SG.A¥: Security Awareness and Training Records

8.2.3 Disciplinary process

SG.AT Security Training
SG.AT6: Security Responsibility Testing
SG.CH: Continuity of Operations Tirang
SG.P9: Personnel Roles
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Domain

List of Security Measures

ISO/IEC27002¢ ISO/IEC TR 27019

NISTIRI628

Incident

Incident response capabilities

13 Information security incident management

SG.IRL Incident Response Policy and Procedures
SG.IR2 Incident Response Roles and Responsilsilitig
SG.IR3 Incident Response Training

SG.IR! Incident Response Testing and Exercises
SG.IRS Incident Handling

SG.IR5: Incident Monitoring

SG.IRZ: Incident Reporting

SG.IR8: Incident Response Investigation and Analys|
SG.IRL1: Coordination of Emergepdesponse

response &
information
knowledge
sharing

Vulnerability assessment

SG.RAI Risk Assessment

SG.RA Vulnerability Assessment and Awareness
SG.C#: Continuous Monitoring

SG.SAO: Developer Security Testing

Vulnerability treatment

12.6.1 Control of technical vulnerabilities

SG.SA Security Engineering Principles

SG.RA Vulnerability Assessment and Awareness
SG.SA: Userinstalled Software

SG.SE: Flaw Remediation

Contact with authorities and security
interest groups

6.1.6 Contact with authorities
6.1.7 Contact with special irtest groups

SG.AT Contact with Security Groups and Associati
SG.IB4: Information Exchange
SG.IR9: Corrective Action

Audit and
accountability
capability

Auditing capabilities

10.10.1 Audit logging
15.3.1 Information systems audit controls

SG.AUL Audit and Accountability Policy and
Procedures

SG.ALR Auditable Events

SG.ALB Content of Audit Records

SG.AW4: Audit Storage Capacity

SG.ALL1: Conduct and Frequency of Audits
SG.AUL4: Security Policy Compliance
SG.AULS Audit Generation
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Domain List of Security Measures ISO/IEE27002¢ ISO/IEC TR 27019 NISTIR7628

SG.ALR Auditable events

SG.AWbB Audit Monitoring, Analysis, and Reporting
Monitoring of smart grid information 10.10 Monitoring SG.ALb: Response toAAudit Processing Failurg
systems SG.AW: Audit Reduction and Report Generation
SG.C#: Continuous Monitoring

SG.S@: Boundary Protection

SG.AW4 Audit Storage Capacity

SG.ALb Response to Audit Processing Failures
10.10.3 Protection of log information SG.ALWB: Time Stamps

15.3.2 Protection of information systems audit tools SG.ALWD Protecting Audit Information

SG.AU10: Audit Record Retention

SG.AUL6: NonrRepudiation

SG.CH Continuity of Operations Policy and
Procedures

SG.@-2 Continuity of Operations Plan
SG.CRB Continuity of Operations Roles and
Responsibilities

SG.CH Continuity of Operations Training

Protection of audit information

Continuity of operations capabilities 14 Business continuity management SG.C#H Continuity of Operations Plan Testing
Continuity of SG.C Continuity of Operations Plan Update
operations SG.CH Alternate Storage $is
capability SG.CP®: Alternate Control Center

SG.CHO: Smart Grid Information System Recovery
and Reconstitution

SG.Pi5: SecurityRelated Activity Planning
SG.CB Alternae Telecommunication Services
SG.CP Alternate Control Center

SG.CH1 FailSafe Response

SG.IRL1: Coordination of Emergency Response

Essential communication services 14.2.1 Emergency communication (from ISO/IEC TR 27019)
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Domain

List of Security Measures

Physical security

ISO/IEC27002¢ ISO/IEC TR 27019

9.1 Secure areas

9.1.1 Physical security perimeter

9.1.2 Physical entry controls

9.1.3 Securing offices, rooms, and facilities

9.1.4 Protecting against external and environmental threat
9.1.5 Working in secure areas

9.1.6 Public access, delivery, and loading areas

9.1.7 Securing control centres

9.1.8 Securing equipment rooms

NISTIRI628

SG.PH.: Physical and Environmental Security Policy|
and Procedures

SG.PR Physical Access Authorizations
SG.PB: Physical Access

SG.P8B: Emergency Shutdown Protection
SG.PB: Emergency Power

SG.PHZ2: Location of Smart Grid Informian System
Assets

Physical 9.1.9 Secung peripheral sites
security ) » ) SG.PR: Physical Access Authorizations
9.2.1 Equipment siting and protection o :
) o SG.PH: Monitoring Phgical Access
. B . 9.2.2 Supporting utilities o
Logging and monitoring physical acceq . . SG.PE: Visitor Control
9.2.3 Cabling security o
. . SG.P: Visitor Records
9.2.6 Secure disposal or-use of equipment : )
SG.PH: Physical Access Log Retention
9.2.5 Security of equipment effremises
9.3.1 Equipment sited on the premises of other energy utility
Physical security on third party premisq organiations
hbdodH 9ljdA LISyl aAGSR 2y Odzadz2
9.3.3 Interconnected control and communication systems
12.3 cryptography controls
Data Security 10.7.3 Information handling procedures SG.IB8 Information Handling
B.1.1.1.6 Encryption of Sensitivet®during Storage and Transmissio| SG.IEb Automated Labelling
(from ISO/IEC TR 27019)
Information
systems
security 11.2 User access management

Account management

11.2.2 Privilege management
11.5.1 Secure legn procedures
11.5.4 Use of system utilities
11.5.5 Session timeut

11.5.6 Limitation of connection time

SG.AQ: Access Control Policy and Procedures
SG.AG Account Management

SG.A&l: Access Enforcement
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Domain List of Security Measures ISO/IEE27002¢ ISO/IEC TR 27019 NISTIR7628

11.1.1 Access control policy
11.2.1 User registration
Logical access control 11.4.2 User athentication for external connections SG.A@! Access enforcement
11.6.1 Information access restriction
11.6.2 Sensitive system isolation

SG.A€ Remote Access Policy and Procedure
SG.A@: Account Management

10.6.3 Securing process control data communication SG.Ad3: Remote Session Termination
Secure remote access 11.4.2 User authentication for external cawtions SG.AA5 Remote Access
12.3.1 Policy on the use of cryptographic controls SG.AA6: Wireless Access Restrictions

SG.S@: Communication Inigrity

SG.S®: Communication Confidentiality

SG.SB Malicious Code and Spam Protection
10.4 Protection against malicious and mobile code SG.MA4: Maintenance Tools

SG.MA6: Remote Maintenance

SG.MPL Media Protection Policy and Procedures

Information security on information
systems

10.7.1 Management of removable media SG.MP2 Media Sensitivity Level
. . 10.7.2 Disposal of media SG.MP3 Media Marking
Media handling ) ; )

10.7.3 Information handling procedures SG.MM Media Storage

10.7.4 Security of system administration SG.MP5 Media Transport
SG.MPR6 Media Sanitization and Disposal
SG.S@: Boundary Protection

Network Secure network segregation 11.4.5 Segregation in networks y

security SG.SQ9: Application Partitioning
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Domain List of Security Measures ISO/IEE27002¢ ISO/IEC TR 27019 NISTIR7628

SG.AQ: Remote Access Policy andéadures
SG.A&l: Access Enforcement
SG.A€L5: Remote Access

SG.A€L7: Access Control for Portable and Mobile
Devices

SG.SQ2: Communications Partitioning
SC.S@: Boundary Protection

SG.S@: Communication Integrity
SG.SO© Communication Confidentiality
5.S€18: System Connections

SG.S#: Smart Grid Information System Monitoring
Tools and Techniques

10.6.1 Network control

10.6.2 Security of network services

11.4.6 Network connection control

Secure network communications 11.4.7 Network routing control

11.4.8 Logical coupling of external process control systems
11.7.1 Mobile computing and communications
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Annex |- Glossary

The appropriate security measures for smart grids have been selected using a generic
terminology that is detailed below, as follows:

1 Smat grid: an upgraded electricity network to which tweay digital communication
between supplier and consumer as well as between smart grid components, intelligent
metering and monitoring systems have been added. In this domain, it is important to
highlight the importance of the human factor as a key component of the smart grid,;

1 Smart grid information systemreflects the following key elements:

0 Information and communications technologfCT) components: like computer
or telecommunication networks;

o Industrial control systems: like supervisory control and data acquisition
(SCADA) systems, distributed control systems (DCS), and other control system
configurations such as skidounted Programmable Logic Controllers (PLC);

0 Operational Technologies: like firmwaoe operating systems.

1 Smart grid componentselements or devices that represent part of the smart grid
information system;

1 Media assets:this term includes compact discs, digital video discs, erasable
programmable reaebnly memory and embedded assetspés, printed reports, and
documents;

1 Provider. stakeholder which provides services to the smart grid value chain, such as:

0 Transmission System Operator (TSO): entity responsible for managing the
security of the Transmission system in real time anébnate the supply of
and demand for electricity;

o Distribution System Operator (DS®)entity responsible fofa) operating, (b)
ensuring the maintenance of, (é) necessary, developing the distribution
system in a given area and, where applicable, its imtenections with other
systems and (d) for ensuring the long term ability of the system to meet
reasonable demands for the distribution of electricity;

o Electricity generator: legal entity that produces electric energy and puts it into
the system;

o Customerentity that purchases electricity for the purpose of use;

%1t can be foreseen that the role of the DSO will change in the Smart Grid era as more and more local production will need to
be managed taking advantage of the flexibility of local loads (e.g. relateehol®lity and heat pumg). One could say that

the DSO will need to awrdinate the local supply of and demand for electricity in more and more active distribution grids. In
order to do so more ICT is needed and therefore more security requirements will apply to the DSOs.
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o Electricity market: all operations related to the purchase and sale of power
energy. In the electricity market, the commodity is the electrical energy which
is purchased, sold or trade on shaerm.

0 Prosumers: combination of the roles of consumer and producer. In the energy
context is the combination of the roles generator and energy user.

1 Communication network: platform which interconnects exchange data among all
devices within the smart grid irdstructure;

 Supervisory Control and Data Acquisition (SCABAystems for the control of each
substation, as well as for the management of the entire smart grid network;

91 Distributed control system (DCS3ystem used to monitor and control systems from
the measuring instrument to the control console;

1 Cyber security:is the preservation of confidentiality, integrity and availability of
information in cyberspace;

1 Cyberspace:iis a complex environment resulting from the interaction of people,
software and sernees on the Internet by means of technology devices and networks
connected to it, which does not exist in any physical form;

1 Domain: in the context of this study a domain is a setroéasureswhich have a
common purpose. A domain contains two key elements:

o Control objectivethe desired effect of the control;

o Appropriate security measures to fulfil the control objective. Each security
measure contains the following elements:

A Examples of the security measuwehich highlight how the proposed
security measurdéas been implemented in othesecurity frameworks;

A Practices: provides information in order to design a certain control on
the organisation;

A Sophistication level: indicates the implementation sophistication of the
measure;

A Evidence: provides information iorder to verify that an organisation
has implemented the practice.

The above definitions were selected based on the taxonomy that was most used by the
participants in the study, and based on observations collected during the extensive desk
research perfamed.

> A moe detailed description of these elements can be found on the following document http://www.tno.nl/downloads/TNO
DV%?202008%20C096_web.pdf.
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