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About ENISA 

The European Union Agency for Network and Information Security (ENISA) is a centre of network and 
information security expertise for the EU, its member states, the private sector and EU citizens. ENISA 
works with these groups to develop advice and recommendations on good practice in information security. 
It assists member states in implementing relevant EU legislation and works to improve the resilience of 
Europe’s critical information infrastructure and networks. ENISA seeks to enhance existing expertise in 
member states by supporting the development of cross-border communities committed to improving 
network and information security throughout the EU. More information about ENISA and its work can be 
found at www.enisa.europa.eu. 

Contact 
For queries in relation to this paper, please use resillience@enisa.europa.eu 
For media enquires about this paper, please use press@enisa.europa.eu. 
 
 

 

 

 

 

 

Legal notice 
Notice must be taken that this publication represents the views and interpretations of ENISA, unless 
stated otherwise. This publication should not be construed to be a legal action of ENISA or the ENISA 
bodies unless adopted pursuant to the Regulation (EU) No 526/2013. This publication does not 
necessarily represent state-of the-art and ENISA may update it from time to time. 
 
Third-party sources are quoted as appropriate. ENISA is not responsible for the content of the external 
sources including external websites referenced in this publication. 
 
This publication is intended for information purposes only. It must be accessible free of charge. Neither 
ENISA nor any person acting on its behalf is responsible for the use that might be made of the 
information contained in this publication. 
 
Copyright Notice 
© European Union Agency for Network and Information Security (ENISA), 2017 
Reproduction is authorised provided the source is acknowledged. 
 
Cover images: © Shuttestock. For reproduction or use of these photos, permission must be sought 
directly with the copyright holder. 
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Annex 

In this annex (A-D) we present graphs showing the situation between 2012 and 2016 based on the annual 
summary reporting by the NRAs to ENISA and the Commission. The graphs provide a brief comparison 
betweeen the years, but conclusion should be drawn with care, as the threshold for the incidents in scope 
has been lowered from year to year, and thus the number of reported incidents has increased over the 
years,  and the list of causes and assets has been developed over the years. 

Annex A:  Impact of incidents 
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Annex B:  Root cause categories 
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Annex C:  Detailed causes 
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Annex D:  Assets affected 
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