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PRELIMINARIES

A10 SCOPE OF WORKS

The scope of works includes the following installations:

Water Supply

The supply and installation of all piping, valves, manifolds, water heaters etc. as well as the installation of all fixtures, faucets, cisterns, bathroom accessories etc. specified in the architectural tender documents required for the operation of the new WCs and Kitchen areas.

Drainage

The supply and installation of all fittings, piping etc. as well as the installation of all fixtures, hangers etc. specified in the architectural tender documents required for the operation of the new WCs and Kitchen areas.

Heating Ventilation and Air Conditioning (HVAC)

The supply and installation of all new fan coil units, relocation of existing fan coil units, the required ventilation regulation and commissioning required for the operation of the HVAC system.

Fire Protection Services

The supply and installation of all cabling and equipment including all necessary modifications in the existing installation required for the operation of the Fire Detection system.

Electrical - Power Supply & Lighting

The supply and installation of all new cabling, switches, sockets, floor boxes, table top units, cable traces, distribution boards, lighting fixtures including all necessary modifications in the existing distribution boards required for the operation of the Electrical installation..

Electrical – Low Voltage (Voice Data, AV, CCTV, Fire Detection, Security)

The supply and installation of all cabling, outlets, floor boxes, table top units, cable traces, , patch panels including all necessary modifications in the existing installation required for the operation of Voice-Data, Security, Access Control, and CCTV systems.

Security Systems 

The supply and installation of all materials, equipment, hardware, software including programming for the Intruder Alarm System (IAS), the Access Control System (ACS) and the CCTV System.
A20 TENDER AND CONTRACT DOCUMENTS

A20/210 TENDER DRAWINGS

· Architectural Drawings

· The tender drawings which are included on the attached list.
A20/220 CONTRACT DRAWINGS

· Same as the tender drawings with any additional information that may arise during the tender process.

A20/230 QUANTITIES DRAWINGS

· The drawings from which the Bills of Quantities were prepared are the tender drawings.
A20/240 OTHER DOCUMENTS

· Architectural Tender documents
· Inspection: Drawings and other documents relating to the Contract but not included in the tender documents may be seen by appointment during normal office hours.

A30 CONTRACTOR’S QUALIFICATIONS

The successful contractor will appoint a certified Mechanical-Electrical Engineer responsible for the works. The certified Mechanical-Electrical Engineer shall speak and write English fluently and attend all meetings with the Contracting Authority’s technical supervisor.

The contactor’s certified Mechanical-Electrical Engineer will be qualified to sign all relative permits, documents or drawings requested by the authorities in order to complete the works.

A40 PRICING/ SUBMISSION OF DOCUMENTS

· Tenders must include all associated and ancillary work shown or clearly apparent as being necessary to meet the requirements for the Specified Work.
· Quantities: Where provided, these are indicative only.

· Price: Deemed to include for all costs. Errors in measurement or calculation will be the Contractor's responsibility.

· Alterations: Do not alter or qualify the priced documents without written consent. Tenders containing unauthorised alterations or qualifications may be rejected.

· Measurements: Where not stated, ascertain from the drawings.

· Deemed included: Costs relating to items, which are not priced, will be deemed to have been included elsewhere in the tender.

A50 MATERIAL – PRODUCTS APPROVAL

· All materials used will be new and according to the drawings, technical specifications and from manufacturers which have been suggested in this tender document or other manufacturers to an equivalent standard and quality. All materials offered are subject to approval.

· If products of different manufacture to those specified are proposed, please submit details with the tender giving reasons for each proposed alternative. Alternatives which have not been notified at the tender stage may not be considered.

A60 GENERAL CODES AND REGULATIONS

All works to be carried out are subject to the following codes and regulations:

· The Mechanical and Electrical Tender Document, i.e. Preliminaries, Technical Description and Technical Specifications

· Bill of Quantities
· The Mechanical and Electrical Tender Drawings

· The Architectural Tender Document and Drawings

· Installed material’s Technical manuals

· Codes of practice.

A70 LOCAL CODES AND REGULATIONS
All works to be carried out are subject to the following codes and regulations:

· General Buildings Code (Γενικός Οικοδομικός Κανονισμός)

· Fire Safety Code ΠΔ71/88

· EN 54 Fire Detection

· Technical Code of Technical Chamber of Greece (ΤΟΤΕΕ) 2411/86 – Cold-Hot Water

· Distribution

· EN ISO 15874-- 2004 / Plastics piping systems for hot and cold water installations.

· Technical Code of Technical Chamber of Greece (ΤΟΤΕΕ) 2412/86 – Sewage

· EN 12056-2:2001 / Gravity drainage systems inside buildings.

· Technical Code of Technical Chamber of Greece (ΤΟΤΕΕ) 2423/86 – HVAC in Buildings

· EN 1505, EN 1506, EN 1752 Ventilation in Buildings

· ASHRAE Handbook – Fundamentals

· ASHRAE Handbook – HVAC Systems and Equipment

· ASHRAE Handbook – Applications

· Hellenic Standard for Electrical Installations HD 384

· Telecommunications standards EIA /TIA 568 – C

Technical Description

B10 WATER SUPPLY

B10/110 DESCRIPTION

In the new WC and kitchen areas all existing materials and piping will be stripped out, but the existing connection points with the buildings services will be maintained.

Piping from the provided connection points will connect to a distribution manifold located centrally in each WC unit.

From the distribution manifold flexible insulated pipes inside article sleeves will run in the floor’s screed to distribute the sanitary installation. Coloured article sleeves will be used accordingly (blue for cold water, red for hot)

Connecting flexible pipes in the floor’s screed is not allowed.

Hot water demand will be prepared by water heaters with a cylinder tank located under the kitchen sink or WC faucets.

B10/120 MATERIALS USED

Peroxide cross-linked Polyethylene PE-Xa pipes inside article sleeves will be used for connection to the distribution manifold with the various water supplies and kitchen equipment.

Hot water pipes will be thermally insulated.

B20 DRAINAGE

B20/210 DESCRIPTION

In the new WC and kitchen areas all existing materials and piping will be stripped out, but the existing connection points to the buildings services will be maintained.

Piping for drainage will run in the floor’s screed with a minimum grading of 1.5% towards existing connection points.

B20/220 MATERIALS USED

All sewage pipes will be made of Polypropylene (PP) pipes.

B30 HEATING VENTILATION AIR CONDITIONING (HVAC)

B30/310 DESCRIPTION

The scope of works in HVAC includes:

· The relocation of existing fan coil units to fit new architectural layout.

· The supply and installation of new fan coil units where needed to fit new Architectural layout.

· The supply and installation of new actuators and fan coil controls to separate the fan coils into zones as shown in HVAC drawings.

· The supply and installation of ventilation in new WC areas.

· The regulation of existing ventilation system to meet requirement as shown in drawing to meet the new architectural layout.

B30/320 MATERIALS USED

All new fan coils will be floor mounted.

New fan coil piping will be made from PP and will be thermally insulated.

Ventilation ducts will be made of galvanized steel and will not be thermally insulated. Flexible ducts will be acoustically insulated.

B40 FIRE PROTECTION

B40/410 DESCRIPTION

The scope of works in Fire Protection includes:

· The supply and installation of all cabling, new fire detectors and equipment to meet new architectural layout.

· The connection of new cabling and equipment and re-programming of the existing fire alarm main panel.

· The redistribution of fire extinguishers according to the instructions of the electro-mechanical engineer.

B40/420 MATERIALS USED

Fire detection cabling will be LiYCY type.

Fire detectors and equipment will be from the same manufacturer and compatible with the existing fire alarm system.

Fire extinguishers will be placed according to Greek regulation (ΠΔ71/88)
B50 ELECTRICAL INSTALLATION

B50/510 DESCRIPTION

The electrical installation will be modified to satisfy the new architectural layout.

This computer room is currently split into two parts:

· one that serves the right wing of the building (non-ENISA) and
· one that serves ENISA’s office areas.
Each floor currently has power supplied by a three-part electrical panel (Normal – Emergency – UPS) located behind the central shaft of the building. Normal and Emergency part is power supplied from the Main Voltage Panel in the Substation of the building while the UPS part is supplied by the UPSs in the existing Computer Room.

The scope of works in Electrical installation includes:

· Rewiring or relocation of sockets, floor boxes, lighting fixtures, fan coils etc. according to new architectural layout, where required.

· The modification of existing Electrical Panels in Mezzanine, 1st Floor and 2nd Floor.

· The relocation and modification of Ground Floor’s Electrical Panel.

· HVAC cabling for individual control and zoning according to new architectural layout.

In each workstation, 3 power sockets will be provided (one Normal, one Emergency and one UPS) inside existing floor boxes.

Existing lighting fixtures in Mezzanine, 1st Floor and 2nd Floor will remain and modified in circuits and positions to meet new architectural lighting. Additional individual lighting will be installed in these floors also.

In the Ground floor all lighting fixtures will be replaced.

Lighting will be controlled though local switches or button through relays in corridors and open space areas.
Emergency exit lights will be installed according to fire regulation.

B50/520 MATERIALS USED

All cables will be PVC insulated copped power cables according to the IEC 60317-0-1

All cable traces will be galvanized.

Existing floor boxes will be used. Where additional floor boxes are needed, these will be of same manufacturer and type.

Lighting fixtures to be used are specified in the Technical Specifications.
B60 LOW VOLTAGE INSTALLATION

B60/610 DESCRIPTION

The low voltage installation will be modified to satisfy the new architectural layout. 
The scope of works in Low Voltage installation includes:

· New voice-data cabling in all floors according to new architectural layout, where required (existing cabling will be used whenever possible).

· Where floor boxes are relocated, existing cabling can be re-used.
· In the ground floor all cabling will terminate at the existing mezzanine rack. Rack will be modified accordingly.
· Supply and install cabling for Security Alarm System.

· Supply and install cabling for Access Control.

· Supply and install cabling for CCTV.

· Supply and install cabling for Audio Visual.

· Supply and install cabling and equipment for TV signal.

In each workstation 2 voice-data outlets will be provided.

Audio Visual works include the installation of all cabling for each system, i.e. cabling from each floor box (including the floor box equipment) to each display system (TV monitor or Projector)

The supply and installation of AV equipment and materials will be done by others and is not included in the scope of this tender.
B60/620 MATERIALS USED

All cables will be according to the supplied technical specifications.

All cable traces and ladders will be galvanised.

Existing floor boxes will be used. Where additional floor boxes are needed, these will be of same manufacturer and type.

B70 SECURITY SYSTEMS 

Security systems include the supply and installation of all necessary materials and equipment for the Security Systems (Intruder Alarm, Access Control and CCTV) as specified in the technical specifications below.

The scope of works also includes all programming works and demonstrating each system to ENISA’s Security Officer.

Technical Specifications

C10 WATER SUPPLY

C10/110 PEROXIDE CROSS-LINKED POLYETHYLENE PEX-A PIPES

Pipes will be in coils, manufactured from peroxide cross-linked polyethylene (PE-Xa) using the Engel method, complying with EN ISO 15875 ”Plastics piping systems for hot and cold water installations - Cross-linked polyethylene”.

Pipe dimensions according to EN ISO 15875-2, Table 2 - Dimension class A, Pipe series S 3.2 (ISO A S3.2). Classification of service conditions (including typical field of application): Application class 1 - Hot water supply (60°C), malfunction temperature 95°C. Design pressure 10 bar. Application class 2 - Hot water supply (70°C), malfunction temperature 95°C.

Design pressure 10 bar.

No welding or joining of pipe is allowed.

Pipes will have minimum diameter according to table below:
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Manufacturer: Uponor, Rehau or approved equivalent
C10/120 DISTRIBUTION MANIFOLDS

Manifolds installed will be 1” diameter positioned in the metallic cabinets with cover and screws. These cabinets will be suitable for being built in thin walls with 90mm depth.

On the connection to the distribution line an interception T-Handle ball valve will be installed. Valves on every outlet will also be installed.

Manufacturer: Giacomini, Far or approved equivalent
C10/130 WATER PIPES THERMAL INSULATION

All hot water main pipes will be thermally insulated:

- With Microban ® anti-microbial product protection 

- EuroClass B/BL-s3, d0

- Reduction of structure-borne noise by up to 30 dB(A)

- λ = 0,033

- Secure system solution with Armafix® to avoid thermal bridges

- 9mm wall thickness.

Manufacturer: Armaflex, Kaimann or approved equivalent
C10/140 BALL VALVES

Ball valves installed are manufactured in accordance with EN29000 - ISO9000 and suitable for drinking water and hot water services.

Manufacturer: Cim, Giacomini, Far or approved equivalent
C10/150 WATER HEATER

The water heaters will have the following technical characteristics:

- 10 or 40ltr cylinder tank

- 1.5 kW electrical resistance

Manufacturer: Elco Glass or approved equivalent
C20 DRAINAGE

C20/210 DRAINAGE PIPES

Pipes will be made of Polypropylene Pipes (PP) according to the DIN 4102 B1 / EN1451-1.

Pipes will have minimum diameter according to table below:
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Connections will be made through PP fitting with a double-lipped elastomer seal and support ring according to the DIN4060.

Spacing of guide brackets is:

- 0.5m for Horizontal installation of up to DN 50 pipes

- 0.8m for Horizontal installation of DN75 and DN90 pipes

- 1.5m for Horizontal installation of DN100 and DN125 pipes

- 1.2m for Vertical installation up to DN75

Manufacturer: Valsir, Rehau, Fasoplast or approved equivalent
C30 HEATING VENTILLATION AIR CONDITIONING (HVAC)

C30/310 HVAC RECTANGULAR DUCTS

All metal and flexible ducts will be constructed according to:

· ASHRAE Standards

· SMACNA HVAC Duct Design Manual

Ductwork will be rectangular or round to the sizes shown in the drawings. Round ductwork shall be spiral wound grooved seam type.

Rectangular ductwork shall be nearly square as possible, but in any event the ratio of width to depth shall not exceed 5:1.

Bends shall have an inside radius not less than the width of the duct except where space limitations prohibit, in which case splitters shall be installed.

Ductwork shall be constructed of galvanized steel of minimum thickness of 0.8mm for ducts with diameter of less than 75cm. For wider ducts and up to 120cm wide the minimum thickness of 1.0mm will be used.

All joints will be air tight and free from sharp internal edges. All laps shall be made in the direction of flow. Slip joints may be used for rectangular ductwork provided the longest size is not greater than 75cm.

Longitudinal joints will be lapped and riveted. Flanged joints shall be provided with a 50mm minimum spigot designed to enter the mating duct in the direction of flow.

All ductwork will be thermally insulated by closed cell elastomeric nitrile rubber insulation with minimum 50mm thickness.

Insulation Manufacturer: Armaflex. Frellen or approved equivalent
C30/320 HVAC FLEXIBLE DUCTS

Flexible ductwork will be insulated and factory fabricated from a resilient 0.9mm minimum diameter hard drawn and tempered mechanical spring steel wire helix, wound to a pitch encapsulated in multiple layers of aluminium foil. The insulation will be 25mm thick with fiberglass.

Spigots for connection of flexible ducts shall be circular or oval to suit the size of the duct manufactured from 0.8mm thickness galvanized steel.

Manufacturer: Sonodec GLX

C30/330 HVAC DIFFUSERS AND GRILLES

Supply and exhaust of air is supplied through rectangular or linear slots diffusers horizontally along the ceiling surface or vertically into the occupied zone.

The diffusers shall have an extruded aluminium outer frame and be anodised -painted to RAL colour determined by the Architect.

The diffuser shall be connected to the ductwork using a plenum.

Plenums will be acoustically insulated.

Manufacturer: Air Technic, Aerogrammi, Liolis

C30/340 POLYPROPYLENE PP-R SDR 7,4 PIPES

Pipes will be made of polypropylene (PP) according to the EN ISO 15874- Parts 1-5 :2004 Standards suitable for drinking water.

Pipe welding will be made according to General Regulations DVS 2208 Part 1 of the German Association for Welding Engineering, Registered Society (Deutscher Verband für Schweißtechnik e. V.).

All connections will be made with PP fittings.

Spacing for brackets will be made according to manufacturer’s technical specifications but not less than every 1m.

Manufacturer: Aquatherm or approved equivalent 
C30/350 FAN COIL UNITS

The fan coil units will have the following characteristics:

· Versatile three-speeds fan motor

· Direct driven, high capacity, low noise centrifugal fan

· Cleanable air filters

· Coils with 3/8" copper tubes and hydrophilic fins

· Economical and efficient operation

· Control Valve & shut-off Valves

· Cooling and heating coil (4-pipe system)

Each fan coil unit will connect to the main supply and return pipes through a gate valve. A on-off motorized valve (actuator) will be installed in the supply pipe.

Manufacturer: Carrier, Trane, Ciat or approved equivalent
C30/360 FAN COIL CONTROL

A new actuator 230V will be installed in each fan coil unit according to existing valve size and specifications.

In each room or individual area a local HVAC control will be installed that will have the following function:

· Controls all room’s fan coils simultaneously

· Cool/Heat control button.

· Temperature setting button

· Fan speed button.

Manufacturer: Siemens, Honeywell or approved equivalent
C40 FIRE SAFETY SYSTEMS

C40/410 FIRE DETECTION EQUIPMENT

The fire detection equipment will be in accordance with UL/FM Standards and of the same type and manufacturer as the building’s system.

C40/420 FIRE DETECTION CABLING

The fire detection cabling will be made by Liyci cables to meet zoning of the building’s system.

C50 ELECTRICAL - POWER SUPPLY - LIGHTING

C50/510 CABLING

Cabling used are manufactured and tested according to IEC 60317-0-1.

Cables inside the false ceilings will be constructed as follows:

· Up to 5 cables mounted with plastic fastening systems every 40cm

· More than 5 cables inside cable traces.

· All cabling and traces will be constructed horizontally or vertically to areas walls.

C50/520 CABLE TRACES -LADDERS

Cable traces used will be perforated medium-duty cable tray system with a side height of 60 mm and minimum thickness of 1mm

Traces will be strip galvanized to DIN EN 10327

Maximum mounting bracket spacing is 1.5m

Manufacturer: OBO BETTERMANN or approved equivalent
C50/530 ALUMINIUM RACEWAY SYSTEM

The aluminium raceway system will be used for circuit wiring and/or voice data wiring and will consist of raceway, appropriate fittings and device brackets to complete the installation. The surface finish shall be satin aluminium alloy.

The raceway shall be two-piece design with a base and snap-on cover with adequate dimensions to include sockets, voice/data outlet, etc.

Manufacturer: LEGRAND, HAGER or approved equivalent
C50/530 FLOOR BOXES

The floor boxes will be suitable for flush installation with a floor finish rebate to cater for timber, tile or stone floor finishes. An integrated cable outlet port and handle will allow cables to exit the unit safely when the unit is in use then sit down flush when the floor box is not in use. The robust outlet port locks into place when open to prevent damage to cords as they exit.

Manufacturer: LEGRAND, ELECTRAPLAN, ACKERMANN or approved equivalent
C50/540 SOCKETS – SWITCHES - OUTLETS

All sockets, switches, outlets and wiring devices will have white finish when installed on walls or partitions and aluminium finish when installed in aluminium raceways.

Manufacturer: VIMAR or approved equivalent
C50/550 CIRCUIT BREAKERS, MCBs

All circuit breakers, MCBs, Residual current devices etc. used for the modification of the existing panels will be according to the IEC/EN 61009.

Manufacturer: ABB, MERLIN GERIN, HAEGER

C50/560 ELECTRICAL DISTRIBUTION BOARDS

The Electrical distribution boards will be according to IEC 61439-1 Switchboards are composed of boxes with opaque doors. The doors are reversible and clip onto the hinges the seal applied by extrusion along the sides of the doors guarantees IP66 degree of protection.

Access to the inside of the switchboard is protected by a standard double bit lock that can be replaced by locks of another type available in the accessories. Boxes and doors can be requested either separately or as combined “box + door” codes, to make filling out the order form more flexible.

Inside the packages, the door is always wrapped separately and inserted inside a pocket that protects it from accidental damage until wiring is completed and the switchboard is installed.

Hole-cover plugs to guarantee IP protection and double insulation for wall mounting are also supplied with the pack together with the instruction sheet

Manufacturer: ABB ArTu, Hager Orion or approved equivalent
C50/570 OVER CURRENT PROTECTION

The installation will be constructed according to Section 43 of IEC 60364 Electrical Installations for Buildings.

All over current protection devices will be selected according to response time to avoid staggering.

C50/580 CONTACT PROTECTION (TN-S)

The installation will be constructed according to Section 54 of IEC 60364 Electrical Installations for Buildings.

The installation will be using the TN-S earthing system where PE and N are separate conductors and are connected together only near the power source.

As an additional measure all miniature circuit-breakers will be with disconnecting neutral NA.

C50/590 ELECTRIC SHOCK PROTECTION

The installation will be constructed according to Section 41 of IEC 60364 Electrical Installations for Buildings.

Protection by residual current devices (RCDs) is to be provided as an additional protection method against electric shock.

The primary protection method is insulation of live parts, barriers or enclosures, obstacles, and placing out of reach.

The rated operating current for the RCDs is not to exceed 30mA.

Careful selection of circuit breakers must be made to avoid unwanted tripping.

C50/600 LIGHTING FIXTURES

According to the architectural design the lighting fixtures will be the following
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The emergency lights will have battery system able to maintain power for minimum one hour and the batteries will be IP20 and contain nickel-metal batteries.

Manufacturer: Legrand or Olympia Electronics or approved equivalent
C60 ELECTRICAL - LOW VOLTAGE

C60/610 GENERAL SPECIFICATION

The specifications describes above concerning cabling, cable traces, ladders, table tops, aluminium raceways, floor boxes etc. apply to the Low Voltage installation.

C60/620 UTP CAT 5E CABLING

The cable will have the following technical characteristics:

· Meets all ANSI/TIA-568-C.2 Category 5e and ISO 11801 2nd Edition Class D channel requirements

· Meets requirements of IEEE 802.3af and IEEE 802.3at for PoE applications

· Third party tested to Category 5e channel compliance

· Conductors are twisted in pairs with four pairs covered by a low smoke, flame retardant

· (CMP) PVC jacket

· Maximum installation tension: 25 lbf (110 N)

· Installation temperature range: 32° F to 122° F (0° C to 50 C)

· Operating temperature range: -4° F to 140° F (-20° C to 60° C)

· Cable diameter: 0.203 in, (5.2mm) nominal

· Channel characterized to 350 MHz, 250 MHz above the standard

Manufacturer: BELDEN, PANDUIT, BRAND-REX or approved equivalent
C60/630 PATCH PANELS

The patch panels will have the following technical characteristics:

· Release snap feature on faceplate allows simple front access for termination and accessibility to installed modules

· Accept Mini-Com® Modules for UTP, fiber optic, and audio/video, which snap in and out for easy moves, adds, and changes

· Mount directly onto wall

· Modular design for easy cabling revisions

Manufacturer: Systimax 1100BE or approved equivalent
C60/640 CAT 5E CERTIFICATION

The certification of the CAT 5E data network will be made according to the IEEE 802.3an 10GBASE-T copper standard and be able to meet the following standards:

· TIA/EIA-568-B.2-10

· TSB-155.

The certification will be made by a certified data installer.

C60/670 AV CABLING

The AV cabling includes HDMI and VGA with mini plug audio certified cables.

The HDMI will have pure copper conductor and 2-way shielding for high speed HDMI up to 4K and gold plated contacts.

The VGA cable will be composite (3) 26 AWG miniature coax with aluminium foil and tinned copper braid shield and nominal attenuation -25,4Db/100m at 200MHz.

Manufacturer: EXTRON, CLICKTRONIC or approved equivalent
C70 SECURITY SYSTEMS 

C70/710 INTRUDER ALARM SYSTEM (IAS):

Norms and Standards:

IAS general requirements: EN 50131-1 (high risk) – environmental class II for indoor use / Detectors: EN 50131-2-1 / Volumetric detectors: EN 50131-2-2 / Control and indicating equipment: EN 50130-4 and EN 50081-1 / power supply: EN 50131-6 Grade 3 type B / Alarm transmission system: EN 50136-1-4 and EN 50136-2-4 (use of public switched telephone network) / Panic buttons: pr EN 50134 group II (fixed or portable trigger system) / UPS: must meet EN 50091-1-1 and 5091-2. The entire installation must protect against electrical shock according to EN 60950 (minimum safety requirement) / Emission and immunity requirements: EN 50130-4 and EN 50081-1. The installer shall provide a declaration of CE conformity (“CE” certification) as foreseen in Directive 93/68/EEC.

Functional requirements:

Control panel: must be microprocessor controlled and should be provided with an EEPROM-like memory to retain the programmable features, codes and current status even during total power loss. The control panel should be fitted as indicated on plan.

Programming: intruder alarm monitoring software will be installed on a central PC as indicated on plan in the server room. The same PC will be used to run the access control system. Clients will be installed on dedicated PC’s in the office of the Security Officer and at the reception desk for parallel monitoring.  The programming of the control panel must also be possible on site through a local keypad(s). A set of LED’s or a LCD display in the control panel will show individual zones, their status, faults, power indications, etc... The intruder alarm monitoring software must have a log file of at least 200 “last events”. It must be password protected and must give a clear picture of the building identifying all detectors/contacts in drawings or detailed schemes of all floor plans representing the ENISA building. Recording of the events must take place automatically. All PC’s will be provided to the installer by the Agency.

Codes: the system should allow a number of different user codes and must offer the possibility of different authorisation levels (Master code / Supervisor code / user codes). 

Remote keypads: a remote keypad must be installed at the inside of the entrance to the ENISA building. The IAS must offer the possibility to install additional remote keypads at other locations in the building.

Zones: the system must be composed of at least eight programmable main zones.

Additional features: any remote “downloading” feature which would allow the installer to remotely control and change certain parameters of the system, will not be accepted and should be disabled if existing.  The control panel must have an event printer output (printer provide by the Agency). On this event printer all events must be printed individually when needed. 

Power backup (72 hours): the system should operate on AC power and have a self-contained automatic switch over capability and surge protection feature with an emergency back ip battery that allows continuous emergency operation lasting at least 72 hours.

Tamper protection: should be designed into all portions of the system (control panel, sensing devices, loop wiring, alarm transmission, etc...). In case of violation with the system disarmed, the circuit should activate an internal sounder. If the system is armed, this circuit will behave as a normal instant circuit.

Detectors: Dual tech detectors (type microwave + PIR) must be installed as indicated on plan. Every detector must be identified individually by means of a reference number clearly identifying the detector on the installation plans. Magnetic contacts must be installed on all external doors (including emergency doors), on all doors linked to the access control system and on all windows as indicated on plan.

Transmission and signalling:  the IAS will be provided with internal sounders and an external siren. In case of an alarm, the alarm signal must be transmitted to the alarm monitoring external provider. The IAS shall provide the possibility to transmit the alarm signal of different zones to the ENISA official on duty by means of an automatic dialler or by means of a transmitter.  A pre-recorded voice message shall clearly indicate the location of the alarm. The siren should have a shut-off timer to limit the time the siren is operating and reduce unnecessary annoyance. In addition to the external siren, a flashing beacon utilising high power light should be fixed to the outside alarm box. The beacon should continue functioning until the system is reset. The external alarm box should have a UPS arrangement that automatically provides power to the siren in the event the wiring to the box being cut. The telephone, radio or both transmission systems must be installed in the alarm central panel. The system must allow programming at least 6 different telephone numbers. If the PSTN is used for the transmission of the alarm signals, the transmission must have wire-line protection against tampering. The line supervision must be able to detect bypassing, interception or cutting of lines.

C70/720 ACCESS CONTROL SYSTEM (ACS)

Norms and Standards:
The ACS shall comply with the EN 50133-1/2/7 standard (access control systems for use in security applications). The system must be conceived, realised, tested and installed according to these European Norms. The installer shall provide a declaration of CE conformity (“CE” certification) as foreseen in Directive 93/68/EEC.

Description of the ACS:
The system must be PC-controlled and easy to program by the user / equipped with an event memory / enabling the programming of different time blocs and different access levels. The software must be password protected and have, amongst others, the following features: timeframes / time out sounder / event log files / report capabilities. The ACS software must be installed on the same PC’s as the IAS software. All events should be recorded by the system for future review. In particular the system should record the details of alarm conditions (equipment failure, communications failure, un-authorised entry, etc...) and the programming actions. The system should also allow the tracking of the transactions carried out in a specific time period using selective criteria. On an event printer all events must be printed individually when needed. 

Card readers must be installed as indicated on plan and are of the type free-exit (electric strike with key override facility).  A door handle or push bar must release the electric lock and open the door under all circumstances, e.g. break down of the system, general power cut... etc.  The card readers should have the possibility of triggering a “time-out” sounder: an audible alarm whenever the door remains open for more than sixty seconds (time must be adaptable).  Controllers must be installed at a non-visible place that is lock-protected against unauthorised access. The ACS should have the capability to detect tampering with the electrical and line circuits and a battery power backup for at least 72 hours. 

The installer of the electronic part of the ACS must install (or subcontract under his responsibility) the hardware (ironmongery of the card reader controlled doors. There should be an interaction between the ACS and the IAS in such a way that arming the alarm automatically arms the doors under access control.

C70/730 CCTV SYSTEM (Closed Circuit Television)

Norms and Standards:
The CCTV System must comply with EN 50132. All materials/equipment (colour cameras, lenses, local and main control units, recording equipment and video transmission) must be conceived, assembled, tested, installed and maintained according the above-mentioned norms. The entire installation must protect against and must be protected against electrical shock according EN 60950. The installer of the system must provide CE certificates for the equipment installed.

Functional requirements:
The CCTV system must be colour. The DVR equipment must be installed on a PC, provided by the Agency, in the office of the Local Security officer as indicated on plan. A client must be installed on a PC at the Guards/reception desk. The video recording must be not lower than 60fps (shared frame rate) and have a capacity of at least 320 GB in a separate retractable or external HDD or DVR. Image compression software must be installed. Overwriting of the pre-recorded database must be foreseen and verification must be possible by selecting the Day, Hour or Time. It must be possible to externally export and record a part of the database using the CD-RW installed on the central PC. Views must remain available for at least 90 days.

All documentation, technical data and the manufacturer “CE” declaration regarding the system must be stored at the Agency.

- Camera requirements:  CCD (Charge Coupled Device) 1/3” of high density IT and be equipped with an ALC (automatic light control) system.  All cameras must provide motion detection software based. Lenses must be vari-focal, compact, have high picture quality and must be conceived for low-light situations but must also be equipped with iris control for bright sunlight.

All components of IAS, AC and CCTV shall be installed as indicated on plan, in close collaboration with the ENISA security Officer. 

The Company shall make a proposal for a SLA (Service Level Agreement), covering the maintenance of all the security systems, including trouble-shooting/repair in case of failures within 24 Hours.

The company must be certified in technical support; the certification should be in 9001 ISO, 14001 for the environment and 1801 OHSAS for the health and safety in the workplace.

The Company shall witness at least 10 years of uninterrupted experience with installing & maintaining of security systems in general. 

The proposed IAS & ACS system should be IP-based and fully compatible with and integrate the existing IDTECK system (STARWATCH Dual Pro I). It shall be manageable from either ENISA Heraklion or ENISA Marousi (act as client-server).

The proposed system should have the possibility of future upgrades in both Hardware and Software, in order to protect in the best possible way the initial investment with the anticipation of future needs.

The proposed CCTV system should be fully compatible with and integrate the existing Cubitech system (4.28.25.1); and manageable from either ENISA Heraklion or ENISA Marousi (act as client-server). The proposed local Video system management is a digital device Video management, type DNVR (Digital Networked Video Recorder), which will cover the existing needs for CCTV. 

The proposed system should have the possibility of future upgrades in both Hardware and Software (e.g. more cameras), in order to protect in the best possible way the initial investment with the anticipation of future needs. 

The required system in ENISA Marousi should have the following characteristics:

- Originally inputs required 5 Video, extendable up to 16 or 32 cameras for future use. The upgrade should be straightforward by extending the license and the possible need for upgrading the hardware

- Possibility of future upgrading the system with audio inputs without replacing the system

- Receive signals from IP cameras using H.264 compression and supporting RTSP (real time streaming protocol)

- Resolution, recording, imaging, image transmission and alarms at the local and remote network

- Have built-in at least four (4) inputs / outputs Digital I / O for controlling external devices such as lights, siren, etc. but also to interface with other subsystems such as Access Control, Alarm, etc. 

- Automatic resolution on each camera separately

- Ability to define camera custom layouts depending on user needs and store them for each user independently  

- The image transmission should be encrypted and the authentication process should include user name and password with at least 32bits key size

- The user should be able to define the maximum bandwidth allocation to be used for remote Video transmission to the Control Room or Monitoring Station, in order to avoid bottlenecks in the existing network infrastructure. The bandwidth options should range from 28Kbps up to 100Mbps (Local Area Network) 

- The system should allow connectivity with Control Room or Monitoring Station via Virtual Network (VPN) for greater data security above current encryption, fully configurable from within the management software

- Ability to identify interruptions in the communication between the system and the Control Room or Monitoring Station and auto-reconnect.  The interval of communication loss before reconnection attempt should be user selectable

- The connectivity between remote systems and the Control Room or Monitoring Station should be checked at regular intervals. Upon failure of any system connectivity an alarm should appear in the Control Room or Monitoring Station.

The cameras should at least comply with following specifications:

- 3.0 Megapixel 1/2.8" scan CMOS

- Vandal Proof, fire resistant and tamper resistant

- Tool-free 3-Axis mechanism inside for visual alignment

- Intelligent IR technology on board

- Dust and Moisture free (IP66 Waterproof)

- Dual Streaming of H.264 and M-JPEG
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