Title: Experts for identifying emerging and future risks posed by new ICTs

Call for expressions of interest

ENISA P/09/09/CEl

1. Name, address and contact details of the contracting authority.

European Network and Information Security Agency. PO Box 1309, GR-71 001 Heraklion.
Contact: Procurement Officer. Tel. (30) 28 10 39 12 80. Fax (30) 28 10 39 14 10. E-mail:
procurement@enisa.europa.eu. Website: www.enisa.europa.eu.

2. Notice of call for expressions of interest.

Interested individuals are invited to submit an application in accordance with the provisions
contained in this notice for the purpose specified.

The contracting authority will draw up a list of candidates who meet the criteria set out in
point 8 below. Each time a specific contract is to be concluded relating to the fields
described in point 4, the contracting authority will invite all candidates on the relevant sub-
list(s), or to some of them, selected on objective and non-discriminatory criteria specific to
the contract concerned. The contracting authority will then send the invitation to tender
documents for the contract concerned to those candidates invited to tender. Inclusion on the
list does not bind ENISA in any way as regards either awarding a contract or, subject to the
aforementioned, sending out an invitation to tender.

3. Type of contracts covered by this call for expressions of interest:

The list resulting from this notice will be used exclusively for the following type of public
procurement contracts:

Service contracts with an estimated value of less than €133 000

4. Full description of the fields covered by this call for expressions of interest:

ENISA seeks to establish a reserve list of subject matter experts, from which experts will be
selected to assist the Agency in carrying out the work activities foreseen in the relevant Work
Package, and particularly in the following fields:

e Technical expertise in ICT and emerging application areas; specifically in the
following areas, related to the ENISA risk assessment topics:
- Virtualisation technologies / Cloud computing
- Internet of Things / Ubiquitous environments / Ambient Intelligence: mobile
technologies, location-based services, RFID
- Data mining and profiling techniques
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- elD technologies

- Quantum cryptography

- Emerging application areas, not covered by the above mentioned technologies: e.g.
transportation and automotive, eGovernment, eHeatlh, etc.

e Information security:

- Information security considerations regarding the above-mentioned technologies (e.g.
vulnerabilities, threats, threat agents, etc.)

- Information security risk management: Expertise and experience in conducting risk
assessment and risk management exercises, using appropriate risk management
methodologies and tools (see ENISA web-site for an inventory of such risk assessment
methodologies and tools at: http://www.enisa.europa.eu/rmra/rm_home.html)

o Legal expertise, including specific expertise in privacy and data protection: Of
particular interest is the expertise in legal implications and privacy and data protection
implications of the afore-mentioned technologies.

e Social expertise: Social implications of ICT and information security

e Ethical issues: Ethics in the deployment of ICT

e Economic expertise: Economic implications of ICT and information security

5. Place of delivery of services:
GR - Heraklion.

6. Expiry date of the list resulting from the call for expressions of interest:

The compiled list of Experts will be valid for a period of 3 years starting from the date of
dispatch of this notice to the Office for Official Publications of the European Union i.e. 31st
March 2009. Any person interested may submit an application at any time during the period
of validity of the list, with the exception of the last three months.

7. The legal form to be assumed by the service providers to whom the contract will be
awarded:
It is expected that only persons with individual legal identity shall apply.

8. Criteria for inclusion on the list:

8.1 Exclusion criteria

Candidates will be disqualified from taking part in a contract if they:

(a) are bankrupt or being wound up, if their affairs are being administered by the court or if
they have entered into an arrangement with creditors, if they have suspended business
activities, if they are the subject of proceedings of this nature or if they are in any analogous
situation arising from a similar procedure under national laws or regulations;

(b) have been convicted of an offence concerning their professional conduct by a judgment
which has the force of 'res judicata’;

(c) have been guilty of grave professional misconduct proven by any means which the
contracting authorities can justify;



(d) have not fulfilled their obligations to pay social-security contributions or taxes in
accordance with the legal provisions of their country of residence or with those of the country
of the contracting authority, or those of the country where the contract is to be carried out;
(e) have been the subject of a judgment which has the force of 'res judicata’ for fraud,
corruption, involvement in a criminal organisation or any other illegal activity detrimental to
the Communities' financial interests;

(f) have been declared to be in serious breach of contract for failure to comply with their
contractual obligations following another procurement procedure or grant award procedure
financed by the Community budget;

(g) have been guilty of misrepresentation in supplying the information required by the OHIM
in order to take part in the contract, or they have failed to provide this information;

(h) are in a situation where interests conflict.

8.2 Selection criteria

Candidates will be evaluated according to their technical and professional capacity, following
the criteria below:

¢ Relevance of their current job responsibilities, their expertise and experience

o Previous participation in similar activities; in particular, participation in relevant EU
projects would be an advantage.

e English as a working language

Proof must be provided of the technical and professional capacity of the applicant on the
basis of the following:

e Evidence of the educational and professional qualifications. Curriculum vitae must be
provided, preferably in the EU CV format

e Applicants should provide a list of related projects that they have carried out over the
past 3 years.

e Languages covered by the applicant should be indicated.

9. Documents to be provided by interested candidates:

=

. Application form — Call for expression of interest.
. Solemn declaration that candidates are not in any of the cases described in point 8.1.
. Copy of identity card or passport + VAT registration document
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10. Date of dispatch of this notice to the Publications Office:

31° March 2009



