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PART 1 INTRODUCTION TO ENISA
1. CONTEXT

1.1 Introduction

ENISA, the European Network and Information Security Agency, is an Agency of the European
Union (EU). It was set up to strengthen the capacity of the European Union, its Member States
and the business community to prevent, address and respond to network and information security
threats.

Computers and other information technology devices, such as smart phones, are now central to
how Europe’s citizens live their lives. Therefore, protecting digital information and networks is
crucial, for society and the European economy.

In order to achieve this goal, ENISA acts as a centre of expertise in network and information
security and facilitates cooperation between the public and private sectors.
The Agency's mission is to support a high and effective level of Network and Information Security
within the EU. Together with the EU-institutions and the Member States, ENISA seeks to develop
a culture of Network and Information Security for the benefit of citizens, consumers, business and
public sector organizations in the European Union.

1.2 Scope

The Agency assists the Commission and the EU Member States, and cooperates with the
business community in order to help them to meet the requirements of network and information
security. This work supports the smooth functioning of the EU’s internal market.

1.3 Objectives

The Agency’s objectives are as follows:

e Advising and assisting the European Commission and the Member States on information
security and in their dialogue with industry to address security in hardware and software
products.

e Collecting and analysing data on security incidents in Europe and emerging risks.

o Promoting risk assessment and risk management methods to enhance the Agency’s
capability to deal with information security threats.

¢ Awareness-raising and co-operation between different actors in the information security
field, notably developing public and private sector partnerships with industry.

2. ADDITIONAL INFORMATION

Further information about ENISA can be obtained on its website: www.enisa.europa.eu

ENISA P/28/12/TCD: Application of good practice for CERTSs - Procedural aspects 4


http://www.enisa.europa.eu/

PART 2 TECHNICAL DESCRIPTION
A. SCOPE OF THIS TENDER

Within the framework of this Open tender procedure, ENISA would like to find suitably qualified
contractors to provide the services as stipulated in the technical specifications outlined below. The
tender has been split into 3 standalone projects defined as LOTS.

A tenderer may bid for one, two, or all three LOTs. The three CERT related projects are outlined
below:

: Maxi
LOT No Subject of the tender aximum
budget

Harmonisation of (National & Governmental) CERT capabilities

LOT1 € 75,000.00
& Analysis of ICS-CERT capabilities

LOT 2 ‘Cagod I?ractlce Guide on .the Practlcal.lmplementa’tlon of the €70,000.00
Directive on attacks against information systems

LOT 3 EISAS — Deployment Study € 40,000.00

If bidding for more than one LOT, the tenderer is required to provide completely separate technical
bids for each LOT.

If a tenderer decides to bid for more than one LOT, then the administrative documentation
required to be provided (as outlined in PART 3 - Section 3: SELECTION CRITERIA and Annexes)
only needs to be provided once.
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B. THE OVERALL PROGRAMME
1. REINFORCING NATIONAL/GOVERNMENTAL CERTS

In its Communication on Critical Information Infrastructure Protection' the European Commission
highlights the importance of National/Governmental CERTS:

“A strong European early warning and incident response capability has to rely on well-functioning
National/Governmental Computer Emergency Response Teams (CERTS), i.e. having a common
baseline in terms of capabilities.” (Chapter 3.4.3)

In this Communication ENISA is called upon to:
o support the definition of a “minimum level of capabilities and services for

National/Governmental CERTs” in order to “establish well-functioning
National/Governmental CERTSs in all Member States” (Chapter 5.1)

o “take stock of the results of (pilot) projects and other national initiatives and to [...] further
development and deployment of EISAS” (Chapter 5.2)

o ‘“stimulate and support pan-European cooperation between National/Governmental CERTs
that should lead to enhanced preparedness” (Chapter 5.3)

In its Communication “A Digital Agenda for Europe”® the European Commission:

o affirms the role of National/Governmental CERTs as one key player in the area of trust and
security “[...] to react in real-time conditions, a well-functioning and wider network of
Computer Emergency Response Teams (CERTS) should be established in Europe [...]J"
(Chapter 2.3)

e invites the Member States to act on this: “Establish by 2012 a well-functioning network of
CERTs on national level covering all of Europe”. (Chapter 2.3)

e highlights that “Cooperation between CERTs and law enforcement agencies is essential
[...]” (Chapter 2.3)

In its Communication “The EU Internal Security Strategy in Action: Five steps towards a more
secure Europe™ the European Commission stresses ENISA’s role in improving Member States
capabilities for dealing with cyber-attacks:

“Overall, ENISA will provide support to these (listed before) actions with the aim of raising
standards of CERTs in Europe.” (Objective 3, action 3). In this respect three discreet actions are
guoted, being:

o “Firstly, every Member State [...] should have [...] a well-functioning CERT. It is important

2993

that [...] CERTs and law enforcement authorities cooperate

! “Protecting Europe from large scale cyber-attacks and disruptions: enhancing preparedness, security and resilience”
SCOM(ZOOQ) 149): http://ec.europa.eu/information_society/policy/nis/strategy/activities/ciip/index_en.htm

“A Digital Agenda for Europe” (COM(2010) 245): http://ec.europa.eu/information_society/digital-agenda/index_en.htm
% “The EU Internal Security Strategy in Action: Five steps towards a more secure Europe” (COM(2010) 673):
http://europa.eu/rapid/pressReleasesAction.do?reference=MEMO/10/598
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o “Secondly, Member States should network together their National/Governmental CERTs
[...] to enhance Europe’s preparedness. This activity will also be instrumental in developing
[...] a European Information Sharing and Alert System (EISAS)”

o “Thirdly Member States together with ENISA should [...] undertake regular [...] exercises in

incident response.”

Since 2005 ENISA has run a program dedicated to reinforce National/Governmental CERTs. The
goals of this program are the proliferation of CERTSs in Europe in general, support the EU Member
States to establish and develop their National/Governmental CERTs according to an agreed
baseline set of capabilities, to foster and to support the cooperation of CERTs on European and
international level and to generally support and reinforce CERT operation and cooperation by
making available good practice in (co)operation of National/Governmental CERTS.

In particular ENISA:

e together with all relevant stakeholders discusses and develops further a defined set of
baseline capabilities for National/Governmental CERTS;

e supports the Member States in setting-up, training and exercising their
National/Governmental CERTS, in order to establish a well-functioning network of CERTs
on national level;

e makes available good practices on various tasks National/Governmental CERTs (but also
all other CERTS) have to carry out, like incident handling, NIS early warning, etc.;

e reinforces cooperation between Member States in general, and the National/Governmental
CERTSs in particular, on European and international level, for example by analysing barriers
for cross-border cooperation and proposing measures to tackle them;

e supports and facilitates the relationship and cooperation between CERTs and other crucial
stakeholders like law enforcement;

o develops and deploys further the activities around information sharing and alerting of
citizens in the Member States (EISAS).

One of the ENISA projects in 2012 was a good practice guide concerning co-operation between
CERTSs and other stakeholders, primarily Law Enforcement Authorities (LEAS) within Europe. This
guide includes stock takings of legal and operational obstacles that prevent collaboration, advice
resulting from that, workshops that brought together members of both communities and
consultation with members of both communities. Another ENISA deliverable in 2012 was a status
report concerning the national and governmental CERTs and their baseline capabilities. This
document was accompanied by a report on updated set of recommendations for
national/governmental CERTs which lists recommendations on gaps and shortcomings identified
in the Status Report.

The result of this Call for Tenders will follow up on previous activities in the field and will contribute
to ENISAs CERT programme at large.
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LOT 1 - Harmonisation of (National & Governmental) CERT capabilities & Analysis of ICS-CERT capabilities

1 LOT 1. HARMONISATION OF (NATIONAL AND GOVERNMENTAL) CERT
CAPABILITIES AND ANALYSIS OF ICS-CERT CAPABILITIES.

11 GENERAL DESCRIPTION OF THE REQUIRED SERVICES

In its Communication “A Digital Agenda for Europe™ the European Commission affirms the role of

national / governmental CERTSs as one key player in the area of trust and security:

“Member States should establish by 2012 a well-functioning network of CERTs at national level
covering all of Europe.” (“A Digital Agenda for Europe”).

In its Work Programme for 2013 (WP2013) ENISA included the activity related to further
harmonisation with other stakeholders (other CERTs) of baseline capabilities for
national/governmental CERTS, which in detail is laid out in Work Package (WPK) 3.2.

With this tender "HARMONISATION OF (NATIONAL AND GOVERNMENTAL) CERT
CAPABILITIES AND ANALYSIS OF ICS-CERT CAPABILITIES " ENISA aims at procuring
services in order to:

e Assess and harmonise current set of baseline capabilities developed by ENISA with other
schemes which currently exist concerning the CERT operational community.

. Research and develop good practice on capabilities for CERTs which have a mandate in the
area of Industry Control Systems (ICS). A special emphasis must be put on capabilities
needed for dealing with cyber security incidents.

The work of the prospective contractor should result in two final deliverables; Report on
harmonisation of n/g CERT set of capabilities and a good practice on ICS CERT
capabilities.

It is crucial for ENISA that opinions, positions and ideas of external stakeholders (CERT
community in particular) are included in the analysis. It is expected from the tenderer to include in
the offer fitted expert groups of stakeholders, and a tailored methodology how they should be
involved (e.g., participation in an online workshop, video-conferences, interviews, etc.) (see also
article 1.9 “Content and presentation of the technical offer”).

The intended target audience for both deliverables are primarily ENISA, CERT community and
decision making bodies in MS who are responsible for the CERT agenda.

* A Digital Agenda for Europe (COM/2010/0245 f/2): http://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:52010DC0245R%2801%29:EN:NOT
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LOT 1 - Harmonisation of (National & Governmental) CERT capabilities & Analysis of ICS-CERT capabilities
1.2 OBJECTIVES AND TASKS

The objectives of the work of the prospective contractor are to:

1*' objective:
o Assess the level of compliance of national and governmental CERTs baseline capabilities
set developed by ENISA with other similar certification schemes and provide a report on
harmonisation of n/g CERT capabilities set.

2" objective:

¢ Research and develop good practice on capabilities for CERTs which have a mandate in
the area of Industry Control Systems (ICS)

ENISA expects from the tenderer to include in its offer a project plan and a description with
reasoning of methods proposed to achieve these expected results.

Without anticipating these, it is expected to include in the offer at least how the tasks described
below will be fulfilled or offer an alternative approach how to achieve the same or better result.

Approach to fulfil the objectives, tasks, extent, proposed stakeholder groups to be involved etc.
must be specified in the offer.

1.2.1 OBJECTIVE 1: Deliver a Report on level of compliance between ENISA’s n/g CERT
baseline capabilities set and other similar existing CERT certification schemes

Task 1. Gather good quality, quantity and detailed information on the existing CERT capabilities
and certification schemes globally and in particular in Europe (including but not limited to CERT
CC?®, Trusted Introducer®, etc.).

- Relevant experts and other stakeholders need to be contacted and their needs taken into
account.

- This work item must build on previous ENISA’s work in the area of n/g CERTs baseline
capabilities’.

Task 2: Analyse the information and identify commonalities and differences between ENISA’s n/g
CERT baseline capabilities set and other schemes (including but not limited to the requirements,
validation process, terminology and definitions).

Task 3: Perform an assessment and develop a proposal on how to overcome identified
differences and propose realistic solution for the harmonisation of n/g CERT capabilities set
(based on the input from Tasks 1 and 2).

5 http://www.cert.org/certcc.html
® https://www.trusted-introducer.org/ti_process/
" http://vww.enisa.europa.eu/activities/cert/support/baseline-capabilities
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LOT 1 - Harmonisation of (National & Governmental) CERT capabilities & Analysis of ICS-CERT capabilities

Task 4
and 3)

Task 5

Task 6

1.2.2

: Draft a report on n/g CERT capabilities harmonisation (based on the input from Task 1, 2

: Involving subject matter experts in the process of commenting the status report:

Taking into account that in the tasks 1 that relevant experts and other stakeholders are
contacted and their needs are taken into account it will be extremely beneficial to involve
them into the review process of the deliverables. Therefore prospective contractor should:
o Involve relevant stakeholders into the review and commenting processes of the
deliverable;
o Mention the prospective stakeholders, and contributors in the offer, and describe
how the communication and the contribution scheme will be organized.

: Presentation of the results

Prospective contractor should deliver the report on harmonisation of n/g CERT capabilities
in the form of a report. Its structure needs to be outlined in the offer (see article “Content
and presentation of the technical offer”).

The report should contain the description of the work carried out in order to produce the
report (specifically Tasks 1, 2, 3 and 5).

Prospective contractor should prepare the PowerPoint presentation which could be used to
present the results of the project for a targeted group of stakeholders (e.g. on a technical,
management or policy level)

Prospective contractor should prepare the dissemination plan, which would contain tailored
proposals on how to disseminate the results of this project to the intended target audience

OBJECTIVE 2: Good practice on provision of capabilities of CERTs which have a

mandate in the area of Industrial Control Systems (ICS)

Task 1: Gather good quality, quantity and detailed information on the existing ICS CERT
capabilities globally and in particular in Europe (including individual MS).

Task 2

Relevant experts and other stakeholders need to be contacted and their needs taken into
account.

This work item must build on previous ENISA’s work in the area of resilience (ICS-CERT
capabilities) in 20128

The emphasis should be put on capabilities dealing with incidents.

: Analyse the information to identify good practices in this area and further identify

capabilities relevant to CERT which has a mandate in ICS security area. (The emphasis should be
put on capabilities dealing with incident response.)

ENISA’s work in the area of n/g CERTs baseline capabilities needs to be taken into
account.

8 http://www.enisa.europa.eu/activities/Resilience-and-ClIP/critical-infrastructure-and-services/scada-industrial-control-

systems
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LOT 1 - Harmonisation of (National & Governmental) CERT capabilities & Analysis of ICS-CERT capabilities

Task 3: Draft a good practice report on ICS CERT capabilities based on the input from Tasks 1
and 2.

Task 4: Involving subject matter experts in the review process of the final draft

- Taking into account that in the tasks 1, 2 and 3 that relevant experts and other
stakeholders are contacted and their needs are taken into account it will be extremely
beneficial to involve them into the review process of the deliverables. Therefore
prospective contractor should:

o Involve relevant stakeholders into the review and commenting processes of the
deliverable;

o Mention the prospective stakeholders, and contributors in the offer, and describe
how will be the communication and the contribution scheme organized.

Task 5: Presentation of results

- The prospective contractor should deliver the good practice guide on ICS CERT
capabilities in the form of a report. Its structure needs to be outlined in the offer (see article
“Content and presentation of the technical offer”).

- The document should contain the description of the work carried out in order to produce
the report (specifically Tasks 1, 2, and 4), including but not limited to a description of
identified good practices, defined capabilities, risks concerning a scope of capabilities
versus existing CERT roles and responsibilities, proposed best solutions with its limitation.

- The prospective contractor should prepare the PowerPoint presentation which could be
used to present the results of the project for a targeted group of stakeholders (e.g. on the
technical, management or policy level)

- The prospective contractor should prepare a dissemination plan, which would contain
tailored proposals on how to disseminate the results of this project to the intended target
audience.

1.2.3 TASK (on-going) Project management

This task is relevant to both objectives.

The main purpose of the task is to define and implement appropriate management mechanisms,
sound planning and resource allocation according to proven expertise and prior knowledge of the
subject.

As part of this task the Contractor should also provide justification for subcontracting, interact with

ENISA staff and external experts, and provide regular management reporting. This will ensure the
punctual delivery of good quality results of this pilot on budget.
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LOT 1 - Harmonisation of (National & Governmental) CERT capabilities & Analysis of ICS-CERT capabilities

The Contractor is expected to submit to the Agency, prior to the kick off meeting, detailed Gantt
Charts and accompanying documentation with sufficient details. These will be negotiated with
ENISA and be confirmed as final.

The Gantt charts and related documentation should include:

Scheduling of all tasks and activities within objectives and their respective tasks
Identification of milestones and critical activities
Assignment of experts and person days to tasks and activities
Identification of possible risks and suggestions to mitigate them
Quality assurance and peer review measures to ensure high quality results
Detailed information on the expertise of the contractors on the tasks and topics of this
tender including references to previous, relevant projects,
Detailed CVs of experts proposed to be involved in all the tasks of the project
Detailed justification for subcontracting tasks or parts of them. In that case, ENISA requires
additional information on the
o Tasks undertaken by the sub-contractor
o Expertise of the contractor and its experts
o Resources allocated to him/her
o Co-ordination mechanisms among the prime and the sub-contractors
o Risk management method in case of delayed and/or low quality delivery of sub-
contractor’s outcomes
o Official statement of overall responsibility for the whole project and its results by the
prime contractor
Proposal for a peer-review

Based on the Gantt chart, the contractor is expected to deliver the following documents
regularly:
Brief weekly progress report on current activities (as they defined in the Gantt chart)

information on the progress achieved, next steps, possible risks affecting project, and risk
mitigation measures

Early warning reports, at any time, if emerging risks threaten key milestones of the project
and when the Agency needs to either be informed or take a decision

Minutes from the bi-weekly teleconferences with ENISA staff on the progress of the project
and its tasks

Intermediates and final reports on peer-review progress and quality assurance

In addition and on demand, the Contractor should be able to provide ENISA with a draft or
shapshot of the results produced so far for the deliverables.

At least the following communication with the Contractor is expected:
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o Regular video or teleconferences via Skype, Lync (bi-weekly or at more frequent
intervals to be agreed upon) on the progress achieved.

1.3 EXPECTED SKILLS

The performance of the above mentioned activities requires professionals that have good
professional multi-disciplinary knowledge on all or a sub set of the following fields:

e Technical Expertise in the field of network and information security

e Good familiarity with CERT work and communities (CERT-CC, FIRST®, TF-CSIRTY,
Trusted Introducer, APCERT", etc.);

e Very good knowledge of CERTSs capabilities, especially in the area of services (e.g.
incident handling, alerts and warnings)

e Very good technical knowledge and experience in Industry Control Systems security

e Experience in dealing with closed technically oriented communities and individuals
(incident response teams and industry experts)

e Experience in performing specific research on a subject topic, leading thematic expert
groups and writing reports

e Very good knowledge of data collection and validation methods, including the ability to
produce clear and understandable text equipped with graphical elements;

o Excellent project management skills including quality assurance and risk management and
experience in realising international projects

e Excellent oral and written language skills in English
In addition the following skills are desirable:

o Knowledge in security standards and best practices related to resilience of public
eCommunication (ISO 2700X, BSI 25999, Cobit, ITIL, OCTAVE, etc.), and security issues
and disciplines.

1.4 DURATION

The duration of this work is foreseen between March 2013 and end of September 2013.

More specifically, assuming both objectives described in article “Objectives and Tasks” will be
part of the final project plan (X = contract signature date) and will be conducted in parallel:

® http://www.first.org/
19 hitp:/iwww.terena.org/activities/tf-csirt/
" hitp://iwww.apcert.org/
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For Objective 1:

e Task 1 and 2 are expected to be finished X + 2 months
e Task 3 should be finalised not later than X + 3 months
e Task 4 should be finalised not later than X + 4 months

e Task 5 shall be finalised with the final feedback from the contributors about the draft no
later than 1%' September 2013

e Task 6 must finalised not later than mid of September 2013 with the first draft of final
deliverable (Report) available for review not later than 2" July 2013 and complete final
draft deliverables available for the review by ENISA by 8th September 2013.

For Objective 2:

e Task 1 and 2 are expected to be finished X + 2 months
e Task 3 should be finalised not later than X + 3 months

e Task 4 shall be finalised with the final feedback from the contributors about the draft no
later than 15™ July 2013

e Task 5 must finalised not later than end of July 2013 with the first draft of final
deliverable (Good Practice) available for review not later than 14™ June 2013 and
complete final draft deliverables available for the review by ENISA by 17™ July 2013.

The Tenderer is required to make a proposal in their tender for the time schedule of the activities
in order to carry out the project (e.g. including a Gantt chart). In its offer the Tenderer should
indicate the estimated amount of person days required to accomplish all tasks associated with this
procurement.

15 LIST OF DELIVERABLES

The final deliverables should use the standard ENISA document template, which will be provided
to successful contractor.

The following deliverables are required (if part of the final approved project plan) from the
prospective contractor:

e Monthly progress report on predefined milestones;

e D1 Provide necessary resources (e.g., means of communication, meetings, surveying
tools etc.) for successful identification of stakeholder needs, work of the expert group
during the project according to the approach described in the offer (see article “Content
and presentation of the technical offer”)

e D2 An interim report on n/g CERT capabilities harmonisation (Objective 1) with a
summary overview of schemes’ commonalities and differences (see Tasks 1 and 2).

e D3 An interim report on ICS-CERT capabilities (Objective 2) with a summary of CERT
best practices in ICS area (see Tasks 1 and 2)

ENISA P/28/12/TCD: Application of good practice for CERTSs - Procedural aspects 14



LOT 1 - Harmonisation of (National & Governmental) CERT capabilities & Analysis of ICS-CERT capabilities

o D4 An updated interim report on n/g CERT capabilities harmonisation (Objective 1)
including results of Task 3.

e D5 1 draft of Final Report on n/g CERT capabilities harmonisation (see Task4)

e D6 1% draft of Final Good Practice report on ICS-CERT capabilities (see Task 3)

o D7 Final Report on n/g CERT capabilities harmonisation

e D8 Final Good Practice report on ICS-CERT capabilities

e D9 Short Report presenting the communication with the stakeholders, who participated
in the review, commenting and contribution processes of the deliverables.

e D10 Dissemination plan with the proposal on how to best disseminate the results of the
project so that they reach the intended target audience

e D11 PowerPoint presentations with the project results

The contractor will provide ENISA with raw data from the questionnaire/interviews during the
project implementation upon request and at the end of the project.

English is the language to be used for all the documents (interim and final reports, project
management reports etc.) produced. The layout of the final report should be based on the
templates provided by ENISA.

The final report is expected to be proofread by a native English speaker.

1.6 PLACE OF EXECUTION OF THE ACTIVITIES AND COMMUNICATIONS

The execution of the activities will take place at the Contractor’s premises. The contractor is
required to be present at ENISA premises for all necessary meetings and for collecting all relevant
information to conduct the analysis. For this purpose network based collaborative tools (i.e.
videoconferencing) could also be used.

At least the following communication with the contractor is expected.

e One kick off meeting (physical or online)
e Teleconferences related to the project milestones in the agreed project plan

e Regular teleconferences on the progress achieved (intervals to be agreed upon)

It should be mentioned that the costs of possible business trips, expert group meetings and
communication should be included in the total offer. ENISA will not additionally reimburse the
contractor the related costs.

Quiality assurance, review and final approval of deliverable, and project sign-off will take place at a

location to be agreed on later. Informal and regular contacts should be maintained by telephone
and e-mail.
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1.7 TENDER RESULT AND ESTIMATED CONTRACT VALUE

The result of the evaluation of tenders will be the awarding of a Service Contract. The total
estimated budget cannot exceed 75,000.00 Euros (seventy five thousand Euros)* covering all
tasks executed and including all costs (e.g. travelling expenses of the contractor to and from
ENISA’s premises, provision of expert group communications and meetings).

1.8 CONTENT AND PRESENTATION OF THE TECHNICAL OFFER

The Tenderer shall enclose with the Technical Offer all documents and information that will
enable its offers to be assessed in terms of quality and of compliance with the Specifications. An
Offer shall include a description of the operational means and procedures to be implemented to
perform the Contract, supported where appropriate by related documents.

An offer must address each of the following elements as A MINIMUM in order to be considered to
be a valid and conforming offer:

o Description of the skills of the prospective contactor
o The Tenderer will have to present its compliance with the expected skills as
described in the relevant article.

e Description of the deliverables
o The deliverables must be presented as requested in the article entitled
“Deliverables”

e The prospective contractor is expected to provide insights in the methodology (approach)
chosen in order to reach the objectives of the project described above in article “Objectives
and tasks”. In particular:

o Details need to be provided how the experts and stakeholder opinions and needs
would be collected (what stakeholder groups involved, means by which the input
will be gathered) both for both reports.

o If the expert group will be part of the approach chosen, details need to be provided
on what stakeholder groups would be involved, how the work of the expert group
would be organised (e.g., physical meetings, e-mail mailing lists, video conferences
etc.), in what stages of the project the expert group would be involved

e Management of provision of services
o Project Management: a close description of the project management method used

including quality assurance is required. Breakdown of tasks; milestones definition;
assignment of experts to tasks and person days to tasks should be presented in a
Gantt chart, included in the offer
At the kick off meeting, the project plans will be confirmed as final
The prospective contactor must also identify possible risks to the project and
propose mitigation measures

12 please note that following implementation of the contract with the successful contractor and depending on the further
needs of the contracting authority specifically in the field of endeavour the subject of this contract, the maximum amount
contracted may be increased by up to 50% - subject to budget availability.
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¢ In addition the tenderer is expected to highlight / explain
o Availability and ability of the tenderer to respond: prompt availability of resources is
required within the specified delivery timeframes. Additionally, any ancillary or
support resources, such as a network of associates to support the scope of this Call
for Tenders must be clearly stated

o Short CV’s of the experts that will be allocated in the project focussing on their experience
and expertise on the areas covered by the study.
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2. LOT 2 - GOOD PRACTICE GUIDE ON THE PRACTICAL IMPLEMENTATION OF
THE “DIRECTIVE ON ATTACKS AGAINST INFORMATION SYSTEMS”

2.1 GENERAL DESCRIPTION OF THE REQUIRED SERVICES

In its Communication “A Digital Agenda for Europe”*® the European Commission affirms the role of

national / governmental CERTSs as one key player in the area of trust and security:

“Member States should establish by 2012 a well-functioning network of CERTs at national level
covering all of Europe.” (“A Digital Agenda for Europe”).

In its Work Programme for 2013 (WP2013) ENISA included the activity related to ‘enabling
collaborative communities’ which in detail is laid out in Work Package (WPK) 3.2. This work
package will extend the scope of ENISA’s support to the communities dealing with NIS to non-
operational communities, to enable communications between CERTS, law enforcement, financial
and other communities.

With this tender "Good Practice Guide on the practical implementation of the Directive ‘Directive
against attacks on information systems™ ENISA aims at procuring services in order to:

e Analyse the Proposal for a Directive of the European Parliament and the Council on attacks
against information systems and repealing Council Framework Decision 2005/222/JHA.

e Draft a Good Practice Guide on the practical implementation of this Directive. This should
also include the implications it has on (national/governmental) CERTS, for example in the
field of Incident Handling and on its interactions with other stakeholders such as Law
Enforcement. Clear and targeted proposals and recommendations should be included in this
Guide, based on best practices in the Member States. It should focus on how to implement
this Directive in the Member States and address how it is relevant for CERTs and other
stakeholders such as Law Enforcement.

The work of the prospective contractor should result in a final deliverable; Good Practice Guide on
the practical implementation of the ‘Directive on attacks against information systems’.

It is crucial for ENISA that opinions, positions and ideas of external stakeholders are included in
the analysis. It is expected from the tenderer to include in the offer relevant groups of stakeholders
and a methodology how they should be involved.

The intended target audience for this deliverable are primarily the decision and policy making
bodies in EU Member States who are responsible for an establishment and operation of the
national/governmental CERTs, and who are responsible to create an adequate national policy
framework for these tasks as well as the national/governmental CERTs, as well as Law
Enforcement, other enforcement bodies and other operational communities and their relevant
policy makers.

3 A Digital Agenda for Europe (COM/2010/0245 f/2): http://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:52010DC0245R%2801%29:EN:NOT
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2.2 OBJECTIVES AND TASKS

The objectives of the work of the prospective contractor are to:

e Analyse the Proposal for a Directive of the European Parliament and the Council on attacks
against information systems and repealing Council Framework Decision 2005/222/JHA.

e Draft a Good Practice Guide on the practical implementation of this Directive. This should
also include the implications it has on CERTS, for example in the field of Incident Handling.
Clear and targeted proposals and recommendations should be included in this Guide.

ENISA expects from the tenderer to include in its offer a project plan and a description of the
methods proposed to achieve these expected results.

Without anticipating these, it is expected to include in the offer at least how the tasks described
below will be fulfilled or offer an alternative approach how to achieve the same or better result.

Approach to fulfil the tasks, extent, proposed stakeholder groups to be involved etc. must be
specified in the offer.

2.2.1 TASK 1: Development of the methodology and data collection

This task is organised along the following main parts:
- Develop the methodology.

- Desktop research to identify and analyse the relevant legal framework and on the (legal)
implications this Proposal has for CERTs, Law Enforcement and other relevant
stakeholders.

- Data collection.

The Contractor will develop a methodology and select appropriate methods to collect the data for
the good practice guide. Details on the methodology and methods should be included as part of
the offer. The Contractor is expected to collect data at least by at least:

- carrying out desktop research

- collaboration with the ENISA Informal Working Group on this subject

- interviews with at least one expert representative from each European MS
ENISA expects the Tenderer to give details on how this would be carried out.

ENISA would consider any proposal on alternative/additional methodology to apply and
alternative/additional methods to use. One alternative/additional method could be a survey on this
matter. Details on this should be included in the offer.

2.2.2 TASK 2: Analysis

Having collected the information from the data collection, the contractor is expected to carry out
gualitative analysis of the data collecting in order to:
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- Identify main implications for Incident Handling in the Member States and how this will
legally have implications for the Member States in the fight against cybercrime

- Analyse the good practices in the Member States
- Formulate clear and targeted proposals.
- Develop recommendations

The contractor will propose a methodology for this analysis. The qualitative analysis should be
carried out using a widely accepted method. It is expected that the contractor will suggest a
concrete method highlighting the importance and benefit of it to the project. The contractor should
also provide sufficient evidence of his/her expertise and knowledge of the proposed method.

The contractor is expected to specify the necessary quality assurance methods and measures
taken to ensure that stakeholders’ input and contribution is taken properly under consideration and
that the good practices adhere to their recommendations.

If during the analysis phase, it becomes evident that additional information is needed from specific
experts, it is expected that the contractor will either perform additional desktop research or contact
the relevant expert(s) to obtain the required input.

The contractor is expected to develop and describe the methodology used for analysing the data.

Based on the analysis of what described above, the contractor will develop recommendations for
the relevant stakeholders, e.g. on how to implement this Directive. The recommendations should
provide useful and practical advice to ENISA, CERT community, regulators and policy makers, law
enforcement, etc. on how to practically implement the Proposal for a Directive of the European
Parliament and of the Council on attacks against information systems and repealing Council
Framework Decision 2005/222/JHA.

NOTE: Besides any suggestion or hint given in the tasks, the prospective contractor needs to
suggest other relevant information for the topic.

2.2.3 TASK 3: Compilation of the Good Practice Guide

The results of Task 2 will be included in a draft good practice guide that must be reviewed and
validated by the contractor in coordination with ENISA and through a peer-review. The deliverable
should be reviewed and validated by external experts (this could potentially be the ENISA Informal
Expert Group). After this, the contractor is expected to update the good practice guide with the
comments, suggestions and recommendations of ENISA and the experts before issuing a final
draft.

The contractor must ensure that a review of the good practice guide is done before submitting it as
final draft to ENISA. The offer must also contain a specific proposal for a peer-review.

The final product is a good practice guide, in other words a document that lays out the findings,

good practices, proposals and recommendations as