Keep updating

How many times a week do you read an article about hacking,
cyber security issues or privacy breaches? Although there are
popular buzzwords they are also of paramount importance in
our daily life at work or during our spare time.
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« Use a password manager

« Use two-factor authentication
for online accounts

« Use an antivirus
« Install software updates

« Connect to https://

BE AWARE. CYBER SECURITY IS
A SHARED RESPONSIBILITY!
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European Union Agency for Network and Information Security
x enisa www.enisa.europa.eu | W @ENISA_EU | #ENISA | #CyberSecMonth

X For more information info@enisa.europa.eu



Training and culture
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Currently, information
security is a much debated
topic, because it is developing
very rapidly and touches
everybody'’s life. You need

to have access to resources,
tutorials, guides and dedicated
trainings on topics dealing
with how to maintain an
acceptable level of security
and privacy when conducting
your everyday activities.
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5@ Privacy and general
' security quiz @ENISA

22 o Register for e-learning, find
L a course to suit you

% « Want for more, then play
A a Capture the Flag competition

« Not sure? Ask for the in-house
offer of e-skills training
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A SHARED RESPONSIBILITY!
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Privacy

Whenever you use a digital device and for
example browse the internet and visit websites,
you leave behind small traces of your activities.
These activities can be stored both in your
device and also by the websites visited.

These traces are your Digital footprints.
Everyone has the right to the protection

of personal data concerning them-EU right *
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« Take time to check the
privacy settings of the services

« Use encryption and encrypt files you share

« You receive a “surprise” e-mail from
unknown source? Do not open and
report to your IT service

¥ Right to erasure: ‘common EU rules have been
established to ensure that your personal data enjoys
a high standard of protection everywhere in the EU.
You have the right to complain and obtain redress if
your data is misused anywhere within the EU.
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Lock your device
One day activities

« Traveling to work?
Be aware of
unwanted readers
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< Going for a coffee?

Lock your computer.
CTRL + ALT + DEL

< Going home after
a working day?
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Mobile device
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« Lock your device when not in use

« Connect only to secure

You consider yourself an experienced Wi-Fi networks

user of mobile technologies. You have
your own smartphone with which
you navigate the Internet and use
several apps to get updates for
local services, weather, etc., and to

find additional services, e.q., locating
the best restaurant in the local area.

« Scrutinize permission requests

when using or installing
applications
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