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THE EMERGING NEED FOR ROBUST CYBERSECURITY 

IN PRODUCTS WITH DIGITAL ELEMENTS

REGULATORY OBLIGATIONS AND SYSTEMIC RISK CONSIDERATIONS

• Connected devices increase systemic cyber risk, impacting safety, economy, and society.

• Many products still show low cybersecurity maturity; vulnerabilities, weak updates, limited user awareness.

• The EU is enforcing secure-by-design and lifecycle security requirements across digital products.

• Manufacturers must prove organizational capability and skilled staff to manage cybersecurity risks across 

the value chain.

• Notified bodies must prove they are impartial, competent, and properly equipped to assess product 

cybersecurity.

• Market surveillance authorities need to ensure their inspectors and analysts are equally equipped to assess 

compliance, investigate cybersecurity incidents, and understand the technical and regulatory underpinnings 

of product security.
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Mapping skills in product security context
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MAPPING ECSF IN THE CONTEXT OF PRODUCT SECURITY

GENERAL ASPECTS
• Activity framed within the project: ‘ENISA Cybersecurity Skills Framework (ECSF)’
• Focus on regulatory analysis for a better uptake of the ECSF
• Co-developed within the ECSF AHWG – “Product Security” Focus group
MAIN OBJECTIVE
• To map cybersecurity skills needs for the implementation of product security 

regulatory obligations, taking as reference the ECSF of ENISA.
SPECIFIC OBJECTIVES
• Demonstrate the ECSF’s applicability to product security beyond traditional IT 

domains.
• Align product security competencies with EU regulatory, certification and industry 

requirements
• Support harmonized skills recognition and workforce development across key sectors 

e.g., consumer products, automotive, healthcare, 
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USE CASES AND INTENDED AUDIENCE

TARGET AUDIENCE

• Manufacturers and industry leaders
• Conformity assessment (notified) 

bodies
• Market surveillance authorities
• Cybersecurity professionals
• Academic and training providers
• Policy makers and regulators

SCENARIOS

• Manufacturers
• Notified bodies
• Market surveillance authorities
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Manufacturer use case scenario
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METHODOLOGY

MANUFACTURER USE CASE SCENARIO

product security 
regulations

ANALYSE1

requirements & 
tasks

IDENTIFY2

tasks to ECSF

MAP3

to product 
security context

ADAPT4

customised 
components to 

roadmap

APPLY5
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ANALYZED PRODUCT SECURITY REGULATIONS

Inception

Cybersecurity Act; Cyber Resilience Act; Regulation (EU) 2019/2144 UN R 155; Regulation (EU) 2017/745 and 2017/746
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TASK IDENTIFICATION (EXAMPLE)

Reg. obligation Main object Task/requirements

Manufacturer Maintain an up-to-date regulatory mapping aligning each product with applicable EU 
security frameworks and the appropriate conformity routes

CRA Art 13 Manufacturer Draft, approve, and maintain cybersecurity policies and procedures covering risk 
management, secure development, supply chain security, vulnerability handling, 
coordinated disclosure, incident response, and updates.

Complete technical documentation and conformity evidence prior to placing the 
product on the market

Plan and perform risk assessments for each product with digital elements, covering 
the entire lifecycle

Update assessments continuously when products or environment change or new 
vulnerabilities/incidents arise 

CRA Art 14 Manufacturer Report actively exploited vulnerabilities and severe incidents to authorities and 
affected parties within the required timeframes.

CRA Art 18 Manufacturer Cooperate with market surveillance authorities , providing access to data and 
documentation when requested.
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MAP AND ADAPT (EXAMPLE)

Task ECSF Task Adapted ECSF role

Draft, approve, and maintain cybersecurity 
policies and procedures covering risk 
management, secure development, supply chain 
security, vulnerability handling, disclosure, 
incident response, and updates.

Prepare and present cybersecurity vision, strategies and 
policies for approval by senior management and ensure their 
execution 

Chief Product Security Officer

Develop workforce competence by defining 
upskilling/re-skilling needs and rolling out 
training and awareness programs

Manage continuous cybersecurity capacity building Chief Product Security Officer

Maintain an up-to-date regulatory mapping 
aligning each product with applicable EU 
security frameworks and the appropriate 
conformity routes

Identify and manage legal and regulatory requirements Cyber Legal and Compliance 
Officer

Plan and perform risk assessments for each 
product with digital elements, covering the 
entire lifecycle.

Develop, maintain, report and communicate complete risk 
management cycle

Cyber Risk Manager

Inception
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ROADMAP (SMALL AND MEDIUM-SIZED ENTERPRISES)

Establish 
governance & 
accountability

Identify skills 
gaps; upskill, 

reskill, outsource

Verify and 
prepare for 

market

Strengthen 
operations & post 
market activities

Embed risk 
management and 

secure design

Build continuous improvement and market trust
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Next steps
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NEXT STEPS AND STAKEHOLDER INVOLVEMENT

• Conduct internal review and feedback round within ENISA’s ECSF 
AHWG.

• Engage Market Surveillance experts to develop use case scenario 3.
• Involve ENISA’s Product Security Group for expert validation and 

alignment.
• Prepare the internal-only report based on consolidated feedback.
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THANK YOU

QUESTIONS?

Inception



info@enisa.europa.eu

www.enisa.europa.eu

ENISA EU SKILLS (euskills@enisa.europa.eu) 

FOR MORE INFORMATION 

mailto:Martin.Spaet@enisa.europa.eu
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