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The CYBERSECPRO project

The challenge:

EU Higher Education Institutions (HEIs) have more than 128 
cybersecurity academic programs (undergraduate and graduate) as 
identified by ENISA (CyberHEAD), JRC (ATLAS) and a variety of 
reports. These academic programs, with their static curricula, do not 
provide the dynamic capabilities and emerging skills needed in the 
market. 

The solution: 

Fourteen (14) HEIs and thirteen (13) security companies from sixteen 
(16) EU countries propose the agile CyberSecPro professional 
cybersecurity practical and hands-on training program that 
complements, supports, and advances the existing academic 
programs by linking innovation, research, industry, academia and 
SME support. 
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Rationale

https://cybersecpro-project.eu/

Build PPPs to offer 

sustainable practical 

trainings in the HEIs and 

training centers

Close the gap between 

training offerings and market 

demands 

Use and further develop cybersecurity 

professional role profiles and skills 

frameworks like the ENISA European 

Cybersecurity Skills Framework (ECSF)

Practical cybersecurity skills and 

capabilities are needed (to 

complement cybersecurity 

knowledge and research efforts)

Prepare the next generation 

workforce and upskill the 

existing workforce 

Link innovation, research, industry, 

academia and SME support 
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Selection criteria
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How (market survey)
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Knowledge areas from 

market demand survey 



How (cross mapping)
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Mapping knowledge areas 

from survey, ECSF and 

CyberSecPro course 

portfolio 



Overview of CyberSecPro knowledge areas 
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Example 
[Cybersecurity Essentials and Management]
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Cybersecurity Essentials and Management

Knowledge: 
• Ethical principles and guidelines for cybersecurity 

professionals. 

• Basic cybersecurity terminology and concepts 

• The CIA triad (confidentiality, integrity, and availability). 

• Types of cybersecurity threats and vulnerabilities. 

• Cybersecurity frameworks and models (ISO/IEC 27001, 
ECSF, NIST Cybersecurity Framework, CyBoK). 

• Human psychology in cybersecurity. 

• Secure architecture design and implementation principles. 

• Data security and privacy principles. 

• Cybersecurity governance practices and frameworks. 

• Cybersecurity laws, regulations, and legislation. 

• Information security risk management (ISRM) methodologies.

Skills:
• Identify and classify cybersecurity threats and vulnerabilities. 

• Conduct vulnerability assessments and penetration tests. 

• Implement vulnerability management strategies. 

• Develop and implement cybersecurity policies and 
procedures. 

• Select and implement security controls. 

• Design secure network architectures and systems. 

• Implement data security measures. 

• Manage user access and privileges. 

• Communicate cybersecurity risks effectively. 

• Document cybersecurity incidents and procedures. 

• Conduct self-assessments and stay updated on cybersecurity 
trends. 
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CyberSecPro in numbers
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CyberSecPro certification schemes

• We propose a market-driven Industry/Market-specific cybersecurity 
schemes that can be used for establishing a cybersecurity professional 
program and /or modules. 

• Sector-agnostic curriculum for cybersecurity professional trainings

• Descriptions of the 12 sector-specific modules 

• Syllabi of the 12 sector-specific modules
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Sector-agnostic curriculum for cybersecurity 

professional trainings

Syllabus of the Training Module-1: 

Cybersecurity Essentials and 

Management for <sector name>

Description of Training Module-1: 

Cybersecurity Essentials and 

Management in <sector name>



Certificates 

Built on the concept of micro-credentials, they include:
• Identification of the learner 
• Title of the micro-credential 
• Country/Region of the issuer 
• Awarding body 
• Date of issuing 

• Learning outcomes 
• Notional workload needed to achieve the learning outcomes 
• Level of the learning experience leading to the micro credential (EQF)
• Type of assessment
• CyberSecPro knowledge areas
• Level of training (Basic / Advanced)
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Certificates
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Knowledge 
areas

Learning 
objectives

Skills / 
knowledge

ECSF 
profiles

Level

Certificates


