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The CYBERSECPRO project
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CYBERSECPRO

The challenge:

EU Higher Education Institutions (HEIs) have more than 128
_cc}/be_rsecurlté/ academic protgrams %mder raduate and graduate) as
identified by ENISA (CyberHEAD), JRC (ATLAS) and a variety of
reports. These academic programs, with their static curricula, do not
provlldcte the dynamic capabilities and emerging skills needed in the
market.

The solution:

Fourteen (14) HEIs and thirteen (13) security companies from sixteen
(16) EU countries propose the agile CyberSecPro professional
cybersecurity practical and hands-on training program that
complements, supports, and advances the existing academic
gro%rams by linking innovation, research, industry, academia and

ME support.

CyberSecPris funded by the European Union. Views and opinions expressed are however those of the author(s) only and do nc
necessarily reflect those of the European Union or HADEA. Neither the European Union nor the granting authority can be held
responsible for them. Project Agreement no. 101083594 2



Rationale

CYBERSECPRO

. Practical cybersecurity skills and . Build PPPs to offer
capabilities are needed (to sustainable practical

complement cybersecurity trainings in the HEIs and
knowledge and research efforts) training centers

. Prepare the next generation Close the gap between
workforce and upskill the training offerings and mar
existing workforce demands

Use and further develop cybersecurity
professional role profiles and skills
frameworks like the ENISA European
Cybersecurity Skills Framework (ECSF)

. Link innovation, research, industry,
academia and SME support

_https://cybersecpro-project.eu/



Rationale

CYBERSECPRO

. Use and further develop cybersecurity

professional role profiles and skills
frameworks like the ENISA European
Cybersecurity Skills Framework (ECSF)



Selection criteria
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MARKET DEMAND

...for skills in the European
cybersecurity workforce to
bridge the European
cybersecurity skills gapss?

AVAILABILITY

....of training and education
resources within CSP consortia
members and partners’ network

CYBERSECPRO

RELEVANCE

...to the European Cybersecurity
Skills Framework (ECSF) job roles
to be more effective and
consolidate efforts with EC’s
initiatives that matches CSP goals

IMPORTANCE

...to the effective protection of
European cyber infrastructures
and systems

https://cybersecpro-project.eu/



How (market survey)

CYBERSECPRO
Knowledge Area No of Keywords
observations
Ethical Hacking and Penetration 192 Penetration Testing/ Ethical Hacking/
Testing Defensive Practitioners/ Offensive Security/
Vulnerability Assessment/ Vulnerability .
Analysis ()
Cybersecurity Tools and 187 Cybersecurity Tools/Cybersecurity
Technologies Technologies
Cybersecurity Management 111 Cybersecurity Management, Cybersecurity Kn 0W| ed g e areas fI‘O m
Systems: CyberSecurity Management Systems, Cybersecurity
Management and Processes Processes m al‘ket d eman d Su rvey
Cybersecurity Principles 81 Cybersecurity Principles
Cybersecurity Threat 78 Cybersecurity Threat Awareness/Threat
Management: Threat Awareness, Intelligence/Threat Detection/Threat
Threat Knowledge, Threat Understanding/Threat Knowledge
Assessment, Threat Intelligence,
Threat Detection
Cybersecurity Risk Assessment 76 Cybersecurity Risk Assessment/Risk
and Risk Management Management
https://cybersecpro-project.eu/ 7



How (cross mapping)

CYBERSECPRO

Market Demand: Survey

Relevance: ECSF | Availability: Course Portfolio |

Knowledge Areas in high demand

Ethical Hacking and Penetration Testing
(192)

Penetration Tester

Cybersecurity Tools and Technologies
(187)

Cybersecurity Management Systems: CS
Management and Processes (111)

Chief Information Security Officer (CISO)

Cybersecurity Principles (81)

Cybersecurity Threat Management /
Security Operations Center (78)

Cyber Threat Intelligence Specialist, Cyber Incident Responder

Mapping knowledge areas

Cybersecurity Risk Assessment and Risk

from survey, ECSF and

Management (76) Cybersecurity Risk Manager X
Emerging Technologies (65) CyberseCPrO COU rse
::sy:)ersecurity Keguiatets andiCome lance Cyber Legal, Policy & Compliance Officer X po rtfo | | (0]
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Overview of CyberSecPro knowledge areas

CYBERSECPRO
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