x

*
*

*

X 1

* %
x

enisa

European Network
and Information
Security Agency

Table of Deliverables

The following table contains links to the formal WP 2012 deliverables:

WS /WPK/Deliverable

| Status

WS1 : Identifying & Responding to the Evolving Threat Environment

WPK 1.1 Emerging Opportunities & Risks

D1 : Security threat landscape in Europe based on aggregated data | Published
collected from stakeholders
D2 : Consumerisation of IT (assessment plan) Published
D3 : Cloud Computing Security Risk Assessment Published
WPK 1.2 Mitigation & Implementation Strategies.
D1: Consumerisation of IT (implementation/mitigation plan) Published
D2: Procure Secure Published
WPK 1.3 Knowledge base
D1: Knowledge Base and associated procedures Done - no
physical
deliverable
D2: Stakeholder Requirements (Q4 - 2012) Published -
internal
deliverable only

WS2 : Improving Pan-European CIIP & Resilience

Communications

WPK 2.1 Further Securing EU’s Critical Information Infrastructures and Services
D1: Cyber Security Risks and Challenges of Smart Grids Published
D2: Cloud Computing and Critical Services — Cloud Dependencies Published
and Failures
D3: Analysis and Recommendations on Emergency Published

WPK 2.2 Cyber Crisis Cooperation and Exercises

D1: Report of Cyber Europe 2012

Restricted Access

D2: Status Report on National and International CIIP Exercises

Published

D3: Roadmap on Exercising for CIIP beyond 2012

Restricted Access

WPK 2.3 European Public Private Partnership for Resilience (EP3R)

reporting and analysis system - CIRAS)

D1: Dissemination Actions Done - no
physical
deliverable

D2:_Management of EP3R Working Groups Done - no
physical
deliverable

D3: Good practice guide on cyber security strategies Published

D4: EP3R Activity Report & Position Papers Published

WPK 2.4 Implementing Article 13 a

D1: Three Article 13a workshops (Q1-Q4 2012) - Lisbon, Done - no

Luxembourg, Mainz physical
deliverable

D2: Framework for Collecting Annual National Reports of Security Available upon

Breaches (Architecture and Implementation of Cyber incident request



https://www.enisa.europa.eu/activities/risk-management/evolving-threat-environment/ENISA_Threat_Landscape/view
https://www.enisa.europa.eu/activities/risk-management/evolving-threat-environment/ENISA_Threat_Landscape/view
http://www.enisa.europa.eu/activities/risk-management/evolving-threat-environment/consumerization-of-it-top-risks-and-opportunities
https://resilience.enisa.europa.eu/cloud-security-and-resilience/cloud-computing-benefits-risks-and-recommendations-for-information-security/view
http://www.enisa.europa.eu/activities/risk-management/evolving-threat-environment/COIT_Risk_Mitigation_Strategies
http://www.enisa.europa.eu/activities/Resilience-and-CIIP/cloud-computing/procure-secure-a-guide-to-monitoring-of-security-service-levels-in-cloud-contracts
http://www.enisa.europa.eu/activities/Resilience-and-CIIP/critical-infrastructure-and-services/smart-grids-and-smart-metering/ENISA-smart-grid-security-recommendations
https://resilience.enisa.europa.eu/cloud-security-and-resilience/critical-cloud-computing/view
https://resilience.enisa.europa.eu/cloud-security-and-resilience/critical-cloud-computing/view
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/critical-infrastructure-and-services/emergency-communications-stocktaking/
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/critical-infrastructure-and-services/emergency-communications-stocktaking/
http://www.enisa.europa.eu/activities/Resilience-and-CIIP/cyber-crisis-cooperation/cyber-europe/cyber-europe-2012/cyber-europe-2012-key-findings-report
http://www.enisa.europa.eu/activities/Resilience-and-CIIP/cyber-crisis-cooperation/cyber-exercises/exercise-survey2012
http://www.enisa.europa.eu/activities/Resilience-and-CIIP/public-private-partnership/european-public-private-partnership-for-resilience-ep3r
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/national-cyber-security-strategies-ncsss/national-cyber-security-strategies-an-implementation-guide
https://resilience.enisa.europa.eu/ep3r

| D3: Technical Guidelines on Incident Reporting v2.0 | Published
WS3 : Supporting the CERT and other Operational Communities
WPK 3.1 Support and enhance CERTs operational capabilities
D1 : An updated version of the “Baseline capabilities for national / Published
governmental CERTSs",
D2 : A status report on level of deployment of current set of Published
baseline capabilities of national / governmental CERTs in the MS).
D3 : An updated and (where appropriate) extended set of CERT Published
exercise material; a new scenario on “Early Warning”.
D4 : A roadmap on how to enhance the roll-out of ENISA exercise Published
material to the CERT communities.
D5 : Updated “"ENISA Inventory of CERTs in Europe” . Published
D6 : Complete update of Inventory document and map. Published
WPK 3.2 Application of good practice
D1 : support at least two TRANISTS basic courses, and in addition Done (no
one TRANISTS enhanced (TRANSITS2) course. physical
deliverable)
WPK 3.3 Support and enhance (co)operation between CERTs, and with other
communities
D1 : Pilot of the EISAS activity in one Member State, with the help Published
of ENISA and support by at least one other Member State (Q4 -
2012).
D2 : Updated good practice material for addressing NIS aspects of Published
cybercrime .
D3 : Findings / conclusions from the 7th annual CERT workshop Published
(full report, to be shared only among workshop participants; public
report available via web.)
WS4 : Securing the Digital Economy
WPK 4.1 Economics of Security
| D1 : Cost of Security Incidents | Published
WPK 4.2 Security governance
D1 : Survey on current practices in supply chain integrity. Published
D2 : Contributing in extending and implementing the provisions of Delayed by
Article 4 of ePrivacy Directive (Data Breach Notification). agreement with
Article 29 TS

WPK 4.3 Supporting the development of secure, interoperable services

D1 : Developing recommendations for an EU approach on
certification schemes. Identifying criteria and levels of certifications
for trustmarks .

Cancelled by DG
JUST

D2: (renamed) The right to be forgotten — between expectations and Published
practice
D2 : Privacy considerations of online behavioural tracking Published

D3 : Annual workshop on Privacy, Accountability and Trust in the
Future Internet

organised on
10™-11"™ October

curriculum (Q4 - 2012).

D4 : EU Developments in the area of eldentity and eSignature Published
(Article 15)

PS1: Awareness Raising Activities
D1. Implementation of 2011 recommendations on the European Published
Month of Network & Information Security for all (Q4 - 2012).
D2: Transfer of experience in implementing NIS within the school Published



https://resilience.enisa.europa.eu/article-13/guideline-for-incident-reporting/guideline-for-incident-reporting
https://www.enisa.europa.eu/activities/cert/support/files/updated-recommendations-2012
https://www.enisa.europa.eu/activities/cert/support/files/updated-recommendations-2012
https://www.enisa.europa.eu/activities/cert/support/files/status-report-2012
https://www.enisa.europa.eu/activities/cert/support/files/status-report-2012
https://www.enisa.europa.eu/activities/cert/support/exercise
https://www.enisa.europa.eu/activities/cert/support/exercise
https://www.enisa.europa.eu/activities/cert/support/exercise/roadmap-to-provide-more-proactive-and-efficient-cert-training
https://www.enisa.europa.eu/activities/cert/support/exercise/roadmap-to-provide-more-proactive-and-efficient-cert-training
http://www.enisa.europa.eu/activities/cert/background/inv/files/inventory-of-cert-activities-in-europe
http://www.enisa.europa.eu/activities/cert/background/inv/certs-by-country-interactive-map
http://www.enisa.europa.eu/activities/cert/other-work/eisas_folder/eisas-large-scale-pilot
http://www.enisa.europa.eu/activities/cert/other-work/eisas_folder/eisas-large-scale-pilot
http://www.enisa.europa.eu/activities/cert/other-work/eisas_folder/eisas-large-scale-pilot
http://www.enisa.europa.eu/activities/cert/support/fight-against-cybercrime/good-practice-guide-for-addressing-network-and-information-security-aspects-of-cybercrime
http://www.enisa.europa.eu/activities/cert/support/fight-against-cybercrime/good-practice-guide-for-addressing-network-and-information-security-aspects-of-cybercrime
http://www.enisa.europa.eu/activities/cert/support/files/report-on-7th-enisa-cert-workshop
http://www.enisa.europa.eu/activities/cert/support/files/report-on-7th-enisa-cert-workshop
http://www.enisa.europa.eu/activities/cert/support/files/report-on-7th-enisa-cert-workshop
http://www.enisa.europa.eu/activities/cert/other-work/introduction-to-return-on-security-investment
http://www.enisa.europa.eu/activities/identity-and-trust/library/deliverables/sci
http://www.enisa.europa.eu/activities/identity-and-trust/library/deliverables/the-right-to-be-forgotten/
http://www.enisa.europa.eu/activities/identity-and-trust/library/deliverables/the-right-to-be-forgotten/
http://www.enisa.europa.eu/activities/identity-and-trust/library/deliverables/privacy-considerations-of-online-behavioural-tracking?searchterm=Behavioural+
http://www.enisa.europa.eu/activities/identity-and-trust/library/deliverables/report-on-annual-privacy-forum-2012
http://www.enisa.europa.eu/activities/identity-and-trust/library/deliverables/report-on-annual-privacy-forum-2012
https://www.enisa.europa.eu/activities/identity-and-trust/library/deliverables/implementation-of-article-15/
https://www.enisa.europa.eu/activities/identity-and-trust/library/deliverables/implementation-of-article-15/
http://www.enisa.europa.eu/activities/cert/security-month/pilots
http://www.enisa.europa.eu/activities/cert/security-month/pilots
http://www.enisa.europa.eu/activities/stakeholder-relations/nis-brokerage-1/collaborative-solutions-for-network-information-security-in-education
http://www.enisa.europa.eu/activities/stakeholder-relations/nis-brokerage-1/collaborative-solutions-for-network-information-security-in-education

