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Security as a principle and 

security based on risks. Not an antinomy
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1. Risk based approach for data protection 
doesn’t mean putting our data at risk

Key messages
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An example

• 50% + 

• 50%

Expected gain = +
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A simple variant

• 50% + 

• 50% -

Expected gain = +
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1. Risk based approach for data protection 
doesn’t mean putting our data at risk

2. Risk metric matters

Key messages
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Being risk averse

Level of

happiness

Our status If we find 
50 euros

If we lose 
50 euros

Amount of

happiness

Amount of

sadness
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1. Risk based approach for data protection 
doesn’t mean putting our data at risk

2. Risk metric matters

3. Risk assessment must be performed in an 
accountable way

Key messages
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Engineering risk

Prescriptive security:

1. secure the ground floor 

with a guard in each corner

2. move to the second floor 

and iterate

Residual risk of attack 1%
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Engineering risk

X
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1. Risk based approach for data protection 
doesn’t mean putting our data at risk

2. Risk metric matters

3. Risk assessment must be performed in an 
accountable way

4. Engineered risk based approach can save 
costs and give more safeguards

Key messages
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Security as a principle

Investment Loss Probabilità
Expected 

Loss

Status quo 0 -1.000.000 10% -100.000

After 

Investment
-50.000 -1.000.000 1% -10.000

Delta -50.000 90.000
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Security as a principle
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Security as a principle
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• Security for trust

• Security for data quality

• Security for interoperability

• Security for reliability

• Security for the safety of objects 

• Security for the safety the environment

• Security for health

• Security for wellbeing

• …..

New security paradigms
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1. Risk based approach for data protection 
doesn’t mean putting our data at risk

2. Risk metric matters

3. Risk assessment must be performed in an 
accountable way

4. Engineered risk based approach can save 
costs and give more safeguards

5. Security is a principle. We need new 
security paradigms

Key messages
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Thanks

g.dacquisto@gpdp.it


