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Privacy and Data Protection for Big Data - why Confidentiality, Integrity, and Availability are not sufficient 
Big Data is promising solutions for business, administration, and society. But how can it be reconciled with the requirements of privacy and data protection? The established protection goals from information security – confidentiality, integrity, and availability – do not provide appropriate guidance for developers, operators, and users. Remedy may be achieved by shifting the perspective and employing additional privacy protection goals: unlinkability, transparency, and intervenability. This method can serve as foundation for Data Protection Assessments that are demanded by the upcoming European General Data Protection Regulation to minimize risks for people’s privacy and to ensure compliance for companies. 	



www.datenschutzzentrum.de

Schleswig-Holstein Se tting Of UL D

State of Germany

I  Data Protection Authority (DPA) for both the
[ ] public and private sector

Coat of arms

‘ e Also responsible for freedom of information

Population {2015-12-31)("]
* Total 2,858,714

5 U0 A N M AR K“e“i@ Sk -
: T_\\_,@/? ;9 e RS '/J.r et e
/ )~Tangﬂer 1 R e
B+ Sendera’ !@}nde{borgk Nl 4y 4 :
1 \-ﬁ- AR s "‘%&r = wr \-j r‘" I3 “:4
i iebll R / .5
|1 @ \?-a;'? Fle\n.sbl% 4 g o ”ro{a’e “ \;\_,‘ e
Aﬁﬁﬂﬁ@ :1‘:&&; -B'd'ndenau »",'; A0 '{-@/ B
& Langenss | %O' / e 1 ot -~ "
& '%/ o xD X
Coordinates: 54°28"12°N 9°30'50°E H§T e & ks"“'es“f‘% W™ @ e, e
& Nordstrand s e Eckernfordé:*%’ c?ﬁ\e* % ‘
Country Germany g '_'”\é@‘ Dan‘ghd_ F_ r_ﬁurg
. = L.\z-. E‘,‘s .l:.\_. i o : =
Capital Kiel 3:\?;“3_. jé} Efp o | Oﬁenburg
Government Helgoland ’I_Cl'b T ¥ mHofsfemrs.ghe ffg&ﬁﬂgggeﬁ o'
* Body Landtag of Schleswig- 35 km (% Heide ! [ 2e Ploj _ AP
Holstein e Neum@ster 91 Em'N Lf‘stadt ‘06 *
* Minister- Daniel Giinther (CDU) e % ) iy ol O o
President ; b @ B Segebefg §ifs , :-7—:,. o o
* Governing COU f Greens / FOP U éu S, PO B
i 0. 1" = U slahere o
parties - Glxhaven—< kel e A @\ ol
* Bundesrat 4 (of 69) ?ﬂ 2 G]Uckséadt ,E“) et /B ofdesioe s o.m
votes . A . _ / S ./ Elmshorn ;Jﬁ?..? ST AR atzeburgm.;)
Aren Source: en.wikipedia.org/ ( T N S 3 28
« Total 15,763.18 km? wiki/Schleswig-Holstein 7 qumerhaven g ® o 33“9"?‘{- el
(6.086.20 sq mi) s Hmﬂtﬁyaé; L B -
GDPR Risk Framework - extef Buxtehude | _ ) s =
Source WWW. maps-forsfr e.CoAY
SORER VEI/ N |EDERSACHSE NJw | o 7 G




Imbalance
In power
=
data protection
necessary

Important:
Perspective of
the individual

www.datenschutzzentrum.de

GDPR Risk Framework - extending the perspective

3



Vorführender
Präsentationsnotizen
Marianne Bevis 
IMG_1467

https://www.flickr.com/photos/mariannebevis/9710363542/

Aufgenommen am 6. September 2013 
https://creativecommons.org/licenses/by-nd/2.0/


http://www.tutorial9.net/downloads/watercolor-free-icon-pack/



www.datenschutzzentrum.de

Data protection: more than IT security

Alice Bob
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K=A"modp = (g"modp) modp =g “modp = (g modp) modp=B modp — interference
with fundamental
rights

IT security: The adversary is Eve (or Mallory).

Data protection: The adversary is Bob!
(Well, at least he is one of them.)
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Data protection: rights of individuals

Article 1

Subject-matter and objectives

This Regulation lays down rules relating to the protection of natural persons with regard to the processing of

1.
personal data and rules relating to the free movement of personal data.

2. Mﬂquhﬁmmtmhdmmﬂ@mm&m&mﬂmmdmmaﬂﬂﬁmﬁgmmﬁ:
protection of personal data.

3. The free movement of personal data within the Union shall be neither restricted nor prohibited for reasons
connected with the protection of natural persons with regard to the processing of personal data.

GDPR Risk Framework - extending the perspective
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Data protection: rights of individuals

Article 8
Protection of personal data

1.  Everyone has the right to the protection of personal data concerning him or her.

2. Such data must be processed fairly for specified purposes and on the basis of the consent of the
person concerned or some other legitimate basis laid down by law. Everyone has the right of access
to data which has been collected concerning him or her, and the right to have it rectified.

3. Compliance with these rules shall be subject to control by an independent authority.
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Right to data protection

e Not just privacy harms
e Protects all personal data
e Processing of data is interference

= Must be justified
* Interference must be as minimal as possible

GDPR Risk Framework - extending the perspective
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And there are more

Article 7: right to protection of private life (privacy)
Article 11: freedom of speech

Article 12: freedom of assembly

Article 21: non-discrimination

And others

GDPR Risk Framework - extending the perspective
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Protection goals: more than IT security

Confidentiality M
classical IT security ‘ + Data minimisation
protection goals™)

\

Integrity Intervenablility
*) From the
data subject’s
perspective

Availability
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... more than IT security

e Availability + integrity guarantees may hinder erasure,
possibly conflicting with data minimisation/unlinkability (purpose
limitation) + intervenability (right to erasure, right to rectification)

= E.g. blockchain implementation
= E.g. redundancy by distributing various copies
= E.g. logfiles with personal data

e Confidentiality guarantees may hinder transparency (information) +
Intervenability (right of access)

= E.g. hidden data collection
= E.g. price discrimination

GDPR Risk Framework - extending the perspective
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Not just any risk

(75) The [risk to the rights and freedoms of natural persons, of varying likelihood and severity, may result from
personal data processing which could lead to physical, material or 'nen-material damage, in particular: where the
processing may give rise to/discrimination, identity theft or fraud, financial loss, damage to the reputation, loss of
confidentiality of personal data protected by professional secrecy, unauthorised reversal of pseudonymisation, or
any other significant economic or social disadvantage; where data subjects might be deprived of their rights and
freedoms or PI'E'.I’HJ.IIEd from exercising contrel over their petmnal data; where personal data are processed which
reveal racial or ethnic origin, pelitical opinions, religion or philosophical beliefs, trade union membership, and
the processing of genetic data, data concerning health or data concerning sex life or criminal convictions and
offences or related security measures; where personal aspects are evaluated, in particular analysing or predicting
aspects concerning performance at work, economic situation, health, Pﬂma] preferences or interests, l‘EI.iﬂ]JﬂI‘l‘j’
or behaviour, location or I:[IEFEIII'EI‘IIISI. in order to create or use personal profiles; where personal data of
vulnerable natural persons, in particular of children, are processed; or where processing involves a large amount
of personal data and affects a large number of data subjects.
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Not just any risk

(75) The [risk to the rights and freedoms of natural persons, of varying likelihood and severity, may result from
personal data processing which could lead to physical, material or 'nen-material damage, in particular: where the

(94) Where a data protection impact assessment indicates that the processing would, in the absence of safeguards,
security measures and mechanisms to mitigate the risk, result in a high risk to the rights and freedoms of natural
persons and the controller is of the opinion that the risk cannot be mitigated by reasonable means in terms of
available technologies and costs of implementation, the supervisory authority should be consulted prior to the
start of processing activities. Such hjgh risk is likely to result from cercain types of processing and the extent and
frequency of (processing, which may result also in a realisation ufdam:ge or interference with the right.': and
freedoms of the natural person. The supervisory authority should respond to the request for consultation within
a specified period. However, the absence of a reaction of the supervisory authority within that period should be
without prejudice to any intervention of the supervisory autherity in accordance with its tasks and powers laid
down in this Regulation, including the power to prohibit processing operations. As part of that consultation
process, the outcome of a data protection impact assessment carried out with regard to the processing at issue
may be submitted to the supervisory authority, in particular the measures envisaged to mitigate the risk to the
rights and freedoms of natural persons.
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GDPR risk framework

e Risk sources
= processor/controller
= third parties (IT
security)

= adverse events
(safety)
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GDPR risk framework

e Risikobewertung
e Risk :.severity of moglichen
potential damage x -
likelihood
e But cannot be quantified oo
e Can be approximated
objectively
Uberschaubar
e Risk for rights must be
mitigated with technical Geringfiigig
and organisational J
measures’ etc_ to protect . B Eir:rittswahrscheinlichkeit
r | g h t S o cs))'\'\)q @&@\\’0 ¢ Q}é‘ ®§’
@@ S &

- Arts 24, 25, 32, 35 GDPR

Risikobereiche nach DS-GVO

- Geringes Risiko Risiko - Hohes Risiko
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Add-on: DPIA Framework

v

‘ (Further) development of a personal data processing operation ‘
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Add-on: DPIA Framework

Inttiation by Ciata Protedtion Management i

¥

(Further) development of a personal data processing operation

v

Dedzion to implement a DP1A
or change in circumstances since last DPIA

1. Preparation Phase

1.3 Description of target
— of evaluation and
purpeses of processing

1.1 Relevance
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necessany?

1.2 Projeding the
Yes assessment
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relevant legal bases
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Add-on: DPIA Framework

2. Execution Phase

Y

2.1 |dentification of
evaluation crtera based
on protedtion goals

22 |dentification of
attackers (incl. their
motives and objectives) |
and risk soUrces

2.3 Determination ofthe
level of interference and
level of protection

2.4 Evaluation of the risk

v
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2.5 |dentification of
apprepriate measures
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evaluation results
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Y
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Abandoning processing
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Add-on: DPIA Framework

J. Implementation Phase

Y

3.2 Testing and

3.1 Implementation of documentation ofthe 3.3 Demonstration of 3.4 Approval of
Measures effedtiveness ofthe compliance with GDPR processing operations
MEasUres
4. Review Phase
h 4
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Standard Data Protection Mode/

Determination of the necessary level of protection

(“normal”, *high”, “very high”)
Identification of risks and proper safeguards
Protection goals as structure + for same understanding GERE e oo

Model recommended by the German DPAs; suitable for
= Supervision
= Audits
= Data Protection Impact Assessment
= Data Protection by Design and by Default

https://www.datenschutz-mv.de/datenschutz/
sdm/SDM-Methodology V1 EN1.pdf

Work for 2018++: catalogues of reference protection measures
Envisioned: repositories with info on maturity, conditions etc.
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Standard Data Protection Mode/

To be integrated in the Data Protection Management System
of the controller

Legal provisions

Laws,
Regulations,
Policies,

Data minimization
Protection Procedural level
goals « Data

» Availability = Systems
* Integrity * Processes
= Confidentiality
» Unlinkability
» Transparency
« Intervenability
Level of
protection/
risk analysis
* Normal
. |-|ig|‘|
= \ery high

Reference
protection
measures

Documentation,
Client separation,
Identity management,
Information security
management,
Auditing,
Encryption,

Testing,

Internal agreement,
Privacy statement,
Policies,

Data protection
management,
Review,

Standard model for protection goals

Implemented
protection
measures

Documentation,
Client separation,
Identity management,
Information security
management,
Auditing,
Encryption,

Testing,

Internal agreement,
Privacy statement,
Palicies,

Data protection
management,
Review,

Protection
mechanisms
Logging,
Monitoring,

Role definition LDAP,
Pseudonymization/
Anonymization,
VPN, SSL, TLS,
Hashes,

Qﬁ'SWﬂCh.

Mirror system,
Substitution rules,
Virus protection,
Patches,

Updates,

Firewalls,
Administrator and
user training,

Operation practice of an organization
R

Technology and
organization
Operating system,
Application,
Firewall,

Virus scanner,
Internal agreement,
Contracts with
service providers,

Legal basis,
Accountability,
Roles,
Commissioned
data processing,
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