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Privacy and Data Protection for Big Data - why Confidentiality, Integrity, and Availability are not sufficient 
Big Data is promising solutions for business, administration, and society. But how can it be reconciled with the requirements of privacy and data protection? The established protection goals from information security – confidentiality, integrity, and availability – do not provide appropriate guidance for developers, operators, and users. Remedy may be achieved by shifting the perspective and employing additional privacy protection goals: unlinkability, transparency, and intervenability. This method can serve as foundation for Data Protection Assessments that are demanded by the upcoming European General Data Protection Regulation to minimize risks for people’s privacy and to ensure compliance for companies. 	
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GDPR Risk Framework - extending the perspective 

Setting of ULD 

• Data Protection Authority (DPA) for both the 
public and private sector 

• Also responsible for freedom of information 
 

Source: en.wikipedia.org/ 
wiki/Schleswig-Holstein 

2 Source: www.maps-for-free.com 
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GDPR Risk Framework - extending the perspective 

Imbalance 
in power 
  

data protection 
necessary 

Important: 
Perspective of  
the individual 

Source: Marianne Bevis 
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Data protection: more than IT security 

GDPR Risk Framework - extending the perspective 

IT security: The adversary is Eve (or Mallory). 

Data protection: The adversary is Bob! 
(Well, at least he is one of them.) 

Data processing 
⇒ interference 

with fundamental 
rights 
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Data protection: rights of individuals 
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Data protection: rights of individuals 

 

GDPR Risk Framework - extending the perspective 6 



www.datenschutzzentrum.de 

Right to data protection 

• Not just privacy harms 
 

• Protects all personal data 
 

• Processing of data is interference 
 Must be justified 
 Interference must be as minimal as possible 
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And there are more 

• Article 7: right to protection of private life (privacy) 
• Article 11: freedom of speech 
• Article 12: freedom of assembly 
• Article 21: non-discrimination 
• And others 

GDPR Risk Framework - extending the perspective 8 



www.datenschutzzentrum.de 

Protection goals: more than IT security 
 

GDPR Risk Framework - extending the perspective 

Integrity 

Confidentiality Unlinkability 

Intervenability 

Transparency Availability 

classical IT security 
protection goals*) 

*) From the 
data subject’s 
perspective 
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…  more than IT security 

• Availability + integrity guarantees may hinder erasure, 
possibly conflicting with data minimisation/unlinkability (purpose 
limitation) + intervenability (right to erasure, right to rectification) 
 E.g. blockchain implementation 
 E.g. redundancy by distributing various copies 
 E.g. logfiles with personal data 

 
• Confidentiality guarantees may hinder transparency (information) + 

intervenability (right of access) 
 E.g. hidden data collection 
 E.g. price discrimination 
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Not just any risk 
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Not just any risk 
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GDPR risk framework 

GDPR Risk Framework - extending the perspective 

Source: Marianne Bevis 
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• Risk sources 
 processor/controller 
 third parties (IT 

security)  
 adverse events 

(safety) 
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GDPR risk framework 

• Risk = severity of 
potential damage x 
likelihood  

• But cannot be quantified 
• Can be approximated 

objectively 
 

• Risk for rights must be 
mitigated with technical 
and organisational 
measures, etc. to protect 
rights 

 Arts 24, 25, 32, 35 GDPR 
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Add-on: DPIA Framework 

 
 
 
 
 
Translated version of framework from 
White Paper of Forum Privatheit 
(Privacy Forum) 
Available at: https://www.forum-
privatheit.de/forum-privatheit-
de/publikationen-und-
downloads/veroeffentlichungen-des-
forums/themenpapiere-white-
paper/Forum-Privatheit-WP-DSFA-3-
Auflage-2017-11-29.pdf 
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Add-on: DPIA Framework 
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Add-on: DPIA Framework 
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Add-on: DPIA Framework 
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Standard Data Protection Model 

• Determination of the necessary level of protection  
(“normal”, “high”, “very high”)  

• Identification of risks and proper safeguards 
• Protection goals as structure + for same understanding 

 
• Model recommended by the German DPAs; suitable for  

 Supervision 
 Audits 
 Data Protection Impact Assessment 
 Data Protection by Design and by Default 

 
• Work for 2018++: catalogues of reference protection measures 
• Envisioned: repositories with info on maturity, conditions etc. 
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https://www.datenschutz-mv.de/datenschutz/ 
sdm/SDM-Methodology_V1_EN1.pdf 
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Standard Data Protection Model 

To be integrated in the Data Protection Management System  
of the controller 
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