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Bundesdruckerei in numbers bd .
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Key Facts () Portfolio
Data Trustee/Trust Center
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ID cards licenses stamps stamps
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eHealth - Potential and the role of trust
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Personal health data
GDPR

Electronic Patient File
compatible for research

Data ethics

Data-supported
scientific
innovation

Potential of
Big Data and Al

Requirements of informational

self-determination

Ieg]

Digital sovereignty &
Access management

=0 ©

Safe digital Secure
identities data
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The importance of pseudonymisation in data processing .

Big Data analysis and Dilemma:

other evaluation of Which pseudonymisation
personal data is only methods are compliant
legally compliant, if the with the GDPR?

data is pseudonymised!

Code of Conduct process
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Use Case - Need for pseudonymisation when transferring data to a medical research institute

Doctor'’s
office

Patient data:
personal and
medical

Patient data: Data analysis by
personal and medical research
medical . .
Institute

Patient data:
personal and
medical

A research institute wants to use medical data for analysis, but must not come into possession of patient data.
However, it must be able to contact the patient or the treating physician (or hospital, pharmacy) in case of questions.

It is therefore necessary to separate the personal patient data from the medical data, but if necessary to be able to reconnect them.
This is where the trustworthy third party comes into play, who is able to create this very repatriation by means of pseudonymisation.
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Use Case - Process of pseudonymization in a medical research initiative
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Doctor’s
office

MDAT

Pseudonymisation
service by the data
trustee

IDAT

IDAT: Identifiable data
PSN: Pseudonym
MDAT: Medical Data

Data analysis by
medical research
institute

Data trustee as "intermediary" between data source and user
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What is a data trustee? bCl .

EEEEEEEEEEEEEEE

The data trustee is an independent trust authority
that mediates data between the data provider and the data user.

« Identity and authorisation
Data Data management

provider \

Consent and access
management

Transparency and
sovereignty

Data security

Logging and protocol

Pseudonymisation and
anonymisation
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Bundesdruckerei as data trustee or trust office ensures the necessary data governance

>

Data provider

Providing data
sources

Authentication

Data
goods

Trusted Data Platform

Retrievability
of data sources
for data users

Authorisation and
access

I o |
management
Publication — Monitoring
| EI2N  of data sources ﬁ and
e for data providers logging

Optional

Permission / consent management

L
! I Pseudonymisation O Data quality

a o s,
‘:’0 © Data linkage “wes Data analytics
o e

Permission Data user

data retrieval

Authentication
.
Data
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Bundesdruckerei study: Future Health Data

An Electronic
Patient File suitable
for research purposes

 The Electronic Patient File must be
available from 2021 in Germany as
an offer for every insurance policy
holder.

« The technical design is decisive for
research compatibility.

« The German Digital Supply Act has

taken the first step in this direction.
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Bundesdruckerei study: Future Health Data
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Research-compatibility according to the Digital Supply Act

Related
pseudonyms

Trust center

Health insurers' GKV

data stock Spitzenverband*
Research
data center
Aggregated
health data

*GKV Spitzenverband: National Association of Statutory Health Insurance Funds

Cross-period
temporary
pseudonyms

Pseudonomised
and processed data

Research
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Bundesdruckerei study: Future Health Data bd .
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Possible future model of research compatibility

Forwarded personalised request
P g Forwarded

request Data request

Telematics Technical Forwarded Trust Research
infrastructure interface request center data center Research
5 Pseudonymised
Processed data
Aggregated data
health data

Intermediary

institutional
layer

EPF - Electronic Patient File
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Patrick von Braunmuhl BUNDESDRUCKERE]I
Senior Director Public Affairs

Tel. +449-30-2598-2827

patrick.vonbraunmuehl@bdr.de

Thank you.

Hinweis: Diese Prasentation ist Eigentum der Bundesdruckerei GmbH.
Samtliche Inhalte — auch auszugsweise — dlrfen nicht ohne die Genehmigung der
Bundesdruckerei GmbH vervielfaltigt, weitergegeben oder verodffentlicht werden.

© 2019 by Bundesdruckerei GmbH.
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