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Purpose

e Reasoning about Pseudonymization is difficult:
= Lack of accepted terminology

= Lack of consistent set of concepts
= Need: Visualization of relations of concepts

= GDPR and technical literature:
= Same terms with different semantics
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Taxonomy of Data Elements
based on Article 4(1) GDPR
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Data Pseudonymization
(differentiated from GDPR’s "Pseudonymization”)
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Different Forms of Identification
after Data Pseudonymization
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Pseudonymization
in Article 4(5) GDPR
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Processing during Pseudonymization

pseudonymisation = manner of processing
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Important Properties of Pseudonym:
Extent of Linkability

e Pseudonyms enable the linking of related data belonging to the same
data subject
e The pseudonym creation strategy controls the extent of such linking

 The extent of linkability can be described by:
= Pseudonym-Person-Relationship:.

« Single pseudonym per person
« Multiple pseudonyms per person
example: different for each transaction

Requires the specification of
these purposes

= Pseudonym Domain. )

Subset of purposes within a processing activity
Single processing activity

All processing activities of single controller ) Requires description of the
Processing activities of multiple controllers | controllers and purposes
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Planned Next Steps

e Write as Paper

e Collect Feedback (all over Europe)
-> Consensus

e Establish as Standard Terminology
-> Enabler for discussions and further work

Objective

We use the same language.
We understand each other.
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