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eIDAS Regulation – Pyramid of trust
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EU trust mark for QTS

Constitutive list to state who is “qualified” TSP for 
what “qualified” trust service
(9 types of QTSP/QTS)

Ex ante (pre-authorization) & ex post supervision 
by national Supervisory Body = decision maker for 
granting qualified status
From genesis to termination
Pre-requisite: Initial conformity assessment by 
eIDAS accredited CAB against Regulation 
requirements
Two-yearly (re)assessments + ad hoc audits
… until termination

Supportive but no mandatory technical 
specifications … so far not even any 
QTSP/QTS related secondary 
legislation “referenced” standards for 
presumption of compliance
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TL -Short overview of life time existence
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TL – What it is
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• Constitutive instrument on
• Who is QTSP for what type of QTS
• Legal certainty with regards to QTS

• Mandatory listing of QTSP/QTS
• CID (EU) 2015/1505

• Procedures and formats for EU MS TL
• Building upon ETSI TS 119 612 v2.1.1

• Optional listing of non-Q TSP and non-Q TS on a national basis 
based on national approval scheme

• Standards on TL consumption & QES validation policy against TLs
• ETSI TS 119 615

- How to process a TL in order to obtain information about a QTSP and QTS(s) 
it provides (e.g. how to technically determine a trust service output is 
qualified)

• ETSI TS 119 172-4
- Signature applicability rules (validation policy) for European qualified 

electronic signatures/seals using trusted lists

 ETSI Plugtest on Signature validation 30 Oct.-29 Nov.
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TL – How is it organised
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EC LOTL & trust model
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• Signed/sealed XML file including 
information on EU MS TL
• Location
• EU MS TLSO certificates

• Details (e.g. location, LOTLSO 
certificates) are published in the OJEU

• Pivot LOTL
• Specific instance of a LOTL 
• Indicates, in a machine processable 

way, changes in location and/or 
LOTLSO certificates Included by 
reference in later instances of LOTL

• As many as such changes occur until 
“reset” by new OJEU publication

 A change of LOTL location occurred recently 
 Announced in a pivot LOTL
 Backed-up by new OJEU publication 
 Pivot chain reset in LOTL update
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TL – Behind the scenes
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• Supervisory body 
• Verifies QTSP/QTS conformance with eIDAS & decides on Q status grant
• Builds up decisions on supervisory activity including but not limited to 

conformity assessment reports by eIDAS accredited CABs
• Ask TLSO to update the TL in consequence

• Conformity assessment 
• NAB 

- Reg. 765/2008
- IAF/ILAC MLA - “certified once accepted 

everywhere”
- Peer review
- ISO/IEC 17011

• CAB
- EA proposes scheme (de facto adopted)

- ISO/IEC 17065
- EN 319 403 (+ 119 403-3 ?)
- eIDAS as normative document

- Own eIDAS conformity assessment scheme 
for confirming QTSP/QTS eIDAS conformance

 Need for further harmonisation, transparency, agility, accountability

NABs

QTSP/QTS

accredit

assess

ISO/IEC 17011
certification
ISO/IEC 17065
EN 319 403
eIDAS Regulation

Normative document 
not a standard but REG°
So far no EU wide eIDAS 
certification scheme (as 
many as eIDAS 
accredited CABs)
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CEF – tools, services, TLSO community

• TLBrowser
• Tool to browse EU MS TLs and LOTL
• + Dashboard, API Documentation, Search facilities

• TLManager
• Tool to create, edit, maintain, sign & manage TL
• + TSP statistics, notification, helpers

• DSS Library
• Library for signature creation, augmentation and validation

• TLSO Community
• Portal with access to tools
• FAQ
• Webinars, training, support
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TL – state of play
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Source: TLBrowser & TLManager (TSP statistics), 25.09.2019
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TL – state of play
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Source: TLBrowser & TLManager (TSP statistics), 25.09.2019
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TL – state of play
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145 in 28 MS

92 in 24 MS
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TL – state of play
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43 in 18 MS

Source: TLBrowser & TLManager (TSP statistics), 25.09.2019
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TL – state of play
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95 in 23 MS
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TL – state of play
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13 in 9 MS

13 in 9 MS
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TL – state of play
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9 in 7 MS

10 in 7 MS
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TL – Beyond EU

• … to be driven by Art.14 of eIDAS Regulation when formal recognition with 
EU is expected

• Not implemented … yet
• Quite a lot of candidates (UA, UAE, Georgia, Argentina, Mexico … and many others)
• Not that practical as Art.14 is written now … but let’s give a chance to it

• Many 3rd countries are making use of TL (e.g. CH, UA, several African 
countries, Latin America, Middle East and Asian countries)
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TL – Next steps, challenges

• Continue to support EU MS improving TL quality

• Awareness & education

• Pilot and specifications for LOTL pointing to 3rd 

country TL and “mapping” features

• Promotion beyond EU 
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