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Topics

• About OBE

• Example issues

• How OBE is helping QTSPs
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If you want to go fast, travel alone.
If you want to go far, travel together.““ ””

- African proverb

Trusted in EU
EBA Clearing & Preta 
MyBank have been 

delivering successfully 
with Banks in Europe 

for over 10 years.

Pan-EU Coverage
Preta has ability to reach all 
Countries in the EU today, 

through existing relationships, 
trust and operational 

branches.

Experts in the Market
Our SMEs are connected 
within EU for Interfaces, 

Regulatory Practices, and 
International Standards 

Organisations.

Community Led
Design Decisions made 

by consensus and priority, 
so Europe’s stakeholders 
can agree on standards 

before we all build XS2A.

Open Banking Europe
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OBE Participants 
ASPSPs

SERVICE PROVIDERS 

QTSPs

AFFILIATE ORGANISATION
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Example issues
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Issues in Open Banking use of Qualified Certificates 

QTSPs
TPP

Third Party
Payment 
Service

Providers

Banks

How do you want to use
QsealCs & QWACs  ?

How do can use
QSealCs & QWACs ? 

REGULATION (EU) 2018/389  Article 34
.. Rely on QSealCs and QWACs
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Issues in Open Banking use of Qualified Certificates for PSD2

QTSPs TPP
Third Party
Payment 
Service

Providers

Banks

How do you want to used
QsealCs & QWACs  ?

How do can use
QSealCs & QWACs 

REGULATION (EU) 2018/389  Article 34
.. Rely on QSelCs and QWACs

ETSI TS 119 495 v1.1.2 (2018-07)
current version 1.3.2 (2019-06)
next version 1.4.1 (due 2019-11)
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Issue 1: How to find PSD2 authorisation number: Which register ?

EBA PSD2
register

EBA Credit
Institution
Register

C=x
Account information

Service 
Provider

C=x
Electronic

Money institution

C=x
Electronic
Payment
Institution

QTSP

Certificate Subject: OrganizationIdentifier=
Authorisation number = PSD<country code>-<NCA-id>-<identifier>:
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Issue 1b: How to find authorisation number. Which number?

Bank code SIREN LEI

QTSP

Certificate Subject: OrganisationIdentifier=
Authorisation number = PSD<country code>-<NCA-id>-<identifier>:
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Issue 2: How to exchange information on certificates with NCA

New certificate Revocation Notification

QTSP
& NCA

National Competent Authority

Revocation Request
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Issue 3: PSD2 Certificate vs Public Website certificate 

 PSD2: Third party payment service provider to bank
(server to server)

 Banks also provide public facing websites

 Banks are asking “Can I use certificate for both ?”

 Can but:
 Need to meet both ETSI & CAB Forum requirements
 Can leave API open to attack 

CUG 11

QTSP
& Banks
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Issue 4: How to validate PSD2 certificate

TPP
Third Party
Payment 
Service

Providers

Banks

PSD2 Certificate

Certificate
Validation

1. EU Trust List

2. Key Usage

3. TS 119 495 compliance

4. Caching
5. Relate authorisation number
to other information from NCA

6. Revocation

6. Revocation
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Issue 5: Alignment with AdES Standards

EN 319122 
CAdES

EN 319132 
XAdES

EN 319142 
PAdES

ETSI AdES standards:

PSD2 API  standards: HTTP Signature
(Cavage)

JSON
Web Signatures
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How OBE is Helping QTSPs
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PDF Only (English), one Reg Numbers

Single Search Only (English), can’t separate Credit Institutions

Download (Dutch), own format, two Reg Numbers

Single Search Only (French), three Reg Numbers

x 31

[PI, EMI, Credit Institutions]
x 3

[Number of Member States]

Use OBE of experience with working with NCA
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Mapping information
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Answering individual enquires

I have a Bank in country A with a branch in country B.
There is an entry in country A register for the Bank and country B for 
the branch. 

Whose information should I use?

26/09/2019
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Presence in the Community

26/09/2019

Banks

OBE

Third Party
PSP

Solution
providers

QTSP

Regulators
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nick.pope@openbankingeurope.eu

https://www.openbankingeurope.eu/qtsps-and-eidas

Register
NATIONAL 

AUTHORITIES ASPSPs TPPs QTSPs SPs

mailto:nick.pope@openbankingeurope.eu
https://www.openbankingeurope.eu/qtsps-and-eidas
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