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1. Cybersecurity Act and first request to ENISA
2. ENISA in eIDAS in WP19
3. 5th TSP Forum

Agenda

Trust services in ENISA
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Stakeholders’ interactions 1/3

Trust services in ENISA
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ENISA mission in cybersecurity certification

Trust services in ENISA

Key outputs
• Draft and finalised candidate certification schemes products, services and processes

• Secretariat support (SCCG) and Co-chair SCCG (w/ Commission) 

• Support the Commission to Chair ECCG

• Support review of adopted certification schemes

• Implement and maintain CSCF public website

• Support peer review between national cybersecurity certification authorities

• Advice on market aspects relevant to cybersecurity certification

To contribute to the emerging EU framework for the certification of 

products, services and processes

To draw up certification schemes in line with the Cybersecurity 

Act providing stakeholders with a sound service that adds value to 

the EU while supporting the framework
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[…] for the preparation of a candidate cybersecurity 
certification scheme under article 48(2) of the CSA

ENISA accepted -- art. 49(1)

Call for experts 6/08-19/09/19

Timeline: 6-9 months

COMMISSION REQUEST–SOG-IS MRA

Trust services in ENISA
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Scope

• An analysis of any likely impediments introduced by the Cybersecurity Act 

proposal on a possible transposition of the existing SOG-IS MRA 

• Identify any open challenges that should be further discussed and addressed 

by involved stakeholders during the actual transposition process

Conclusions

• Taking into consideration the fact that the SOG-IS MRA has been developed 

before Cybersecurity Act proposal

Preparatory work on the EU cybersecurity certification 
scheme is currently being performed by SOG-IS MRA 
members

Background: SOG-IS Transposition

Trust services in ENISA
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eIDAS and ENISA in a nutshell

1. Risk assessment and 
security measures for 
data controllers

2. Cryptographic 
algorithms and tools

Security of personal data Privacy enhancing 

technologies & tools

Online privacy and security

1. Data protection by 
design and by default

2. Transparency, control, 
new user rights

3. Consent mechanisms
4. Personal data breach 

notifications

1. Confidentiality of 
communication

2. Cookies and other 
similar techniques 
(tracking)

Electronic 

communications privacy

Trust Services

Studies

Qualified 
Website 

Authentication 
Certificates

Mapping of 
requirements to 

existing 
standards

Guidelines for                                    
Trust Service Providers

Security 
Framework

Guidelines for 
TSPs based on 

standards

Auditing 
Framework

Initiation

Supervision

Termination

Relying Parties

Incident

Reporting

Article 19 
Expert Group

CIRAS – T

Reporting Tool

Trust 
Services 
Forum

Trust services in ENISA
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Scope
• Define EU-wide eIDAS conformity assessment 

(certification) schemes for QTS

Objectives
• Review of current practices of CABs

• Link to the Cybersecurity Act

• Proposal of certification schemes for each of the QTS in 
eIDAS, against which a CAB could be accredited and 
the QTSP/QTS assessed to meet eIDAS requirements

Towards a harmonised conformity 
assessment scheme for QTSP/QTS

Trust services in ENISA
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Scope
• Assess newly published ETSI/CEN-CENELEC standards 

on Trust Services

Objectives
• Advice to the Commission to update Implementing Acts

• Requirements for Conformity Assessment Bodies 
assessing QTSP against eIDAS (ETSI EN 119 403-3)

• Protection profiles for secure signature creation device
(CEN EN 419 211)

• Standards on advanced electronic signatures and seals 
formats (ETSI EN 319 132-1, EN 319 122-1, EN 319 142-1, 
EN 319 162-1)

Assessment of standards

Trust services in ENISA
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Scope
• Technical eIDAS-compliant solutions used for eIDs

Objectives
• State of play of current eID technologies

• Key trends that guide evolution

• Security measures

• A prospective role of ENISA

eIDAS-compliant eID solutions

Trust services in ENISA
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Trust Services Forum 2019

Trust services in ENISA



THANK YOU FOR YOUR 
CONTINUOUS CONTRIBUTION 
AND SUPPORT TO THE 
TRUST SERVICE FORUM

European Union Agency for Cybersecurity

Vasilissis Sofias Str 1, Maroussi 151 24

Attiki, Greece

+30 28 14 40 9711

info@enisa.europa.eu

www.enisa.europa.eu


