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EU Policy Context

EU Cybersecurity 
Strategy

Digital Single 
Market Strategy

Strengthening Europe’s Cyber Resilience System and 
Fostering a Competitive and Innovative Cybersecurity 

Industry

Network and Information 
Security Directive

General Data 
Protection Regulation

Proposal for a Regulation on 
Privacy and Electronic 

CommunicationseIDAS Regulation
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ENISA and eIDAS in a nutshell
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eIDAS success stories
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Scheme scope 
including: type and 
categories of 
processes, products 
and services covered
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Key elements of the EU cybersecurity 
certification framework

Specific cybersecurity 
requirements for CABs 
as appropriate

Specific evaluation 
criteria and methods 
used

Rules for monitoring 
compliance of the 
certificates or the EU 
declaration of 
conformity

Content of issued 
certificate or EU 
declaration of conformity

Period of validity

Disclosure policy

Mutual recognition

Reference to standards 
followed in the 
evaluation process

One or more assurance 
levels

Rules to report 
vulnerabilities

Records keeping in 
CABs

Identification of 
national/intl schemes 
in the same area

Information to be 
supplied to CABs by 
applicant

Conditions to use marks 
and labels

Conditions to grant 
maintain and extend a 
certificate
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Promulgating certification schemes

European Commission 
Requests ENISA to prepare 

a candidate scheme

European Cybersecurity 
Certification Group

Requests ENISA to prepare 
a candidate scheme

Interested 
stakeholders

ENISA
Prepares candidate 

scheme

ENISA
Consults Industry, 

Standardization bodies

European 
Cybersecurity 

Certification Group
Advices ENISA

ENISA
Transmits candidate 

scheme to the 
European 

Commission

European 
Commission

Adopts candidate 
scheme

A European 
Cybersecurity 
Certification 

Scheme



PO Box 1309, 710 01 Heraklion, Greece

Tel: +30 28 14 40 9710

info@enisa.europa.eu

www.enisa.europa.eu
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https://www.facebook.com/ENISAEUAGENCY
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https://twitter.com/enisa_eu
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http://www.enisa.europa.eu/

