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Consortium funded by the German Federal Ministry for Economic Affairs and Climate Action (BMWK) as part of the
"Secure Digital Identities" showcase projects

‘d-trust.
The IDunion consortium is led by 15 consortium partners
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In total, we are working on 35 use cases in the areas of eGovernment,
education, finance, industry/I0T, eCommerce/mobility, IAM, and eHealth

eGovernment Education Financial industry Industry eCommerce 1AM eHealth
Public Sector loT Mobility
Certificates, Certificates, Bankdata, elDAS Master Data- Smart Checkout, Access Mgt, Authentification
Tafel Langen, Diplomas, Identification Mgt, MA Mobility Campusapp. Patient doctor,
Servicekonto StudentID, KYC, GWG Supply Chains, Connected Single Sign On, Telemedicine,
NRW, OSiP, elD, Student Wallet platform GAIA- Travel, Passwort-Reset prescriptions
Signature, Car X, Certificate, Travel services
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Struktur of the ,new" eIDAS Regulation

Current structure

Chapter | — General provisions

Chapter Il — Electronic Identification

Chapter Ill — Trust Services

- Section1 General provisions

- Section2 Supervision

- Section 3 Qualified Trust Services

- Section 4 Electronic Signatures

- Section 5 Electronic Seals

- Section 6 Electronic time stamps

- Section 7 Electronic registered delivery services
- Section 8 Website authentication

Chapter IV — Electronic documents

Chapter V — Delegations of powers and implementing
provisions

Chapter VI — Final provision

New structure

Chapter 1 — General provisions

Chapter Il — Electronic Identification

Section | Electronic identification (European Digital [dentity Wallet)
Section Il Electronic |dentification schemes

Section lll Cross—border reliance on electronic identification means

Chapter Ill — Trust Services

- Section1 General provisions

- Section2 Supervision

- Section 3 Qualified Trust Services

- Section 4 Electronic Signatures

- Section 5 Electronic Seals

- Section 6 Electronic time stamps

- Section 7 Electronic registered delivery services
- Section 8 Website authentication

- Section 9 Electronic attestations of attributes

- Section 10 Qualified electronic archiving services
- Section 11 Electronic ledgers

Chapters 1V, V, VI

ANNEX V — Requirements for Electronic Attestations of
Attributes

ANNEX VI — Minimum List of Attributes

Source: DG CNECT at European Signature Dialog 21 Juni 2021
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The seal - the electronic signature for legal entities 'El-trust

= Serves as proof that an electronic document was issued by a

legal entity and proves the integrity and origin of the document
Definition X

Replaces the personal signature

‘/ Proof of origin

= Advanced electronic seal (eIDAS Art. 3 Abs. 26)
Types = Qualified certificate for electronic seal (eIDAS Art. 3 Abs. 30)
= Qualified electronic seal (eIDAS Art. 3 Abs. 27)
(Difference: secure seal creation device)

Technical = Softoken/ smart card / remote seal creation
Implementation

= An electronic seal shall not be denied legal effect and admissibility as evidence in
legal proceedings solely on the grounds that it is in an electronic form or that it
does not meet the requirements for qualified electronic seals.
(eIDAS Art. 35; Abs. 1)

Legal effect

@ ® © @

= A qualified electronic seal shall enjoy the presumption of integrity of the data

and of correctness of the origin of that data to which the qualified electronic seal
is linked.(eIDAS Art. 35 (2))



Vertrauensdienste nach eIDAS

fd-trust.

When will QEAA reach legal effect — a rough estimate
- At the moment there are three drafts in discussion in the trilogue (The trilogue started March 2023)
- eIDAS 2.0 will be adopted by December 2023

- Implementing Acts will be designed probably up until the end of 2024

- National Legislation must be adjusted (e.g. Vertrauensdienste Gesetz in Germany) by the end of 20257
E.g. automated access to authentic sources

. . . ETSI TS 119 495 v1.1.1 o1s.0)
- Technical Laws must be adjusted in the years that follow : :

ETSI(__ )\ =D

-> there won’t be a QEAA available before the End of 2026 or Early 2027 > 2

Electronic Signatures and Inf ' ! ctures (ESI);
S ector Speci f R nts;
Qualified Certificate Profiles dTSPPIyR nts
under the payment services Directive (EU) 2015/2386

In parallel some more processes must be implemented:

A certification needs standards; the EUDI Wallet Architecture Reference Framework (ARF) must have a useful maturity
level.

As well, Certification Audit Bodies and National Accreditation Bodies (NAB) must be empowered
(e.g. the DAKKS in Germany)

All together we will probably see QEAAs in 3 to 4 years



Suggestion 'El-trust

Two phase model
1. Phase - qualified sealed Verifiable Credentials (qVC) are possible today
Verifiable Credentials can be sealed according eIDAS Art. 3 Abs. 27.
The necessary technology is readily available in the market e.qg., qualified seal cards, sealing servers, and
remote sealing services.
Advantage: The identification and validation of the issuer of every credential is possible.
This is available for all EAAs and VCs and expands the trust model above and beyond QEAAs
For all the above mentioned cases: only the hash value of the credential will be transferred and sealed

Signature formats are mentioned in the Commission Decision EU 1506/2015:

ASN.1: CAdES (EN 319 122-1 and 2) builds on CMS IETF RFC 5652.
JSON: JAdES (TS 119 182-1) builds on JWS IETF RFC 7515

PDF: PAdES (EN 319 142-1 and 2) builds on PDF signatures

XML: XAdES (EN 319 132-1 and 2) builds on W3C XML signatures

2. Phase from 2027/28
QEAAs will are available and provide their legal effect. eIDAS 2.0 will be expanded upon by national

technical law



New ecosystem qTSP view 'El-trust
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*Articel 45d(a) & Articel 3 (45a) eIDAS proposals of the council (General approach)



SSI and PKI - enabling attribute attestations

Terms

1né

EAA Authentic Source

» E.g. drivers license, tax number
etc. under control of the Member
State.

« Member State notifies service to
the EU (eIDAS proposals of the
council - General approach)

EIDIJ\
ooo
ooo

109

QEAA Trust Service Provider

« Annex IV der eIDAS 2.0, QEAAs
shall develop the same legal effect
as original documents

[0 =]

o

qVC Issuer

+« Recommendation, creates more
trust in the issued credential, due
to the provided proof of origin

fd-trust.



Evolution of the IDunion TechStack towards eIDAS 2.0

Credential Iayer

Protocol layer

Key L& Trust lou./er

AnonCred

w3C vC
SD-TWT
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DIDComm

ISO wmdoc
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ISO 23220
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Federation

PKI /
VICAL

fd-trust.




SSI and PKI - enabling attribute attestations 'El-trust

Roles and trust model in the SSI worid
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— Credential Holder Proof M
Issuer Verifier

I * -------------------------------------------------- |

: Trust '

v v

{ Verifiable Data Registry J

* Roles in the SSI-ecosystem: Issuer, Holder and Verifier

« IDunion Techstack 2.0: OpenID4VC protocol and SD-JWT credential-formats (eIDAS 2.0 / ARF 1.0)



SSI and PKI - enabling attribute attestations

Legal Security via Sealed Credentials
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Qualified Trust Servce Issuer

Provider <
Remote seal application
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Verifiable Data Registry

EU Trusted List

Process

1. Issuer issues sealed credential using remote

sealing service
2. Holder presents Issuer-sealed credential
3

Verifier validates issuer of the seal against
the EU Trusted List and seal against OCSP

Advantage

fd-trust.

Todays legal effect according to eIDAS 1.0 Art. 3 Abs. 27 and eIDAS Art. 35 (2)
Full compatibility SD-JWT nach eIDAS 2.0 / ARF 1.0 and JAdES-Signature

according to ETSI Standard

» Credential contains identity
= \Verifier can check EU Trusted List
= No DLT necessary



Qualified Seal of the Verifiable Credentials

Schematic depiction of a qualified sealed verifiable credentials

Verifiable Credentials as JSON / SD-JWT (see eIDAS ARF 1.0)

Signature according to JAdES Standard (ETSI TS 119 182-1) (here AES-BASELINE-B Profile)

—>

Header Payload Signature
{ { ZGFzaXN0a2VpbmVIY2h0ZXNp
"alg": "ES256", "iss": "https://issuer-openid4vci.tirbudru.de”, Z25hdHVYMWRhc2IzdGtlawsIZ
"cty": "vc+sd-jwt”, "type": "VerifiedEmail", WNodGVzaWduYXR1cjJkYXNpc
"x5¢": “Obsadasdf ....", “iat": 1681397970, 3RrZWIuZWVjaHRIc2InbmFOdXI
"sigT": "2023-04-04T17:28:15Z", ‘exp": 1682261970, 7ZGFzaXN0a2VpbmVIY2h0ZXN
} "first_name": "Erika", pZ25hdHVyNQ==

"family_name": "Mustermann",
"email": "openid@demo.de",

"enf": {
"jwk": {
"kty": "EC",
. "crv"; "P-256",
Qualified seal | ", "ePgUu7pKEZETXU22203qwO-trNgC5cAhvCKII9keYOK *
contains the Identity y": "7g7SmIAipbGVVxn8AH6tONGWS3Nkna7tgekL2esHgTg “ Qualified Seal of the
of the issuer } csuer
validated against the }

EU Trusted List }

fd-trust.
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Demo of End-to-End Issuance with Wallet
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What is necessary

Connect the issuer software or wallet to a qualified seal creation device:

- Sealing smart card operated by issuer

- Sealing Server operated by issuer

- Remote sealing service of a qTSP

The qTSP operates the sealing device for the issuer

In all three cases only transport of the hash value is necessary

The wallet can validate the seal against EU Trusted List and OCSP
Commission Implementing Decision (EU) 2015/1505 -> ETSI TS 119 612

rQualif'lzierha [
Signaturkarte
S pd
| DTR2000001234
Gilltig bis: 31.12.2022
Martina Musterfrau
Musterfirma GmbH & Co. KG -
D-Trust Card 4.1 Std. d-trust.

| I | | | I | | Fachverfahren ist Gber

Hashwerte
Dokument Gesiegeltes
siegeln Dokument
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D-Trust
Fernsiegeldienst
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Christian Seegebarth
Senior Expert Trusted Solutions
D-Trust GmbH

E-Mail: christian.seegebarth@bdr.de

Teil der
Bundesdruckerei-
Hinweis: Diese Prdsentation ist Eigentum der D-Trust GmbH. Gruppe
Samtliche Inhalte — auch auszugsweise - dlrfen nicht ohne die Genehmigung
der D-Trust GmbH vervielfaltigt, weitergegeben oder veréffentlicht werden. I: CI .

©2022 by D-Trust GmbH.



eIDAS Trust Services

Trust Services as presented in the eIDAS Regulation ensure Security and
Transparency in the Digital World
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Electronic Signature
Individual digital
sighature

Electronic Seals
Reliable digital stamp
for government agencies and companies

Time Stamp
Official time as with an
electronic photo ID

Website Certificate (QWAC)
Secure identification
of a website operator

Registered Delivery Service
Secure digital messages just like with
the post office or bailiff

Validation Service
The automatic independent checker

Qualified Preservation Service
The permanent digital archive

fd-trust.
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