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Al Everywhere

= We're moving from Cloud anywhere to Al everywhere

= Top Al trends in the Digital Information space:

= NaturalLanguage processing
= Al-augmented Software Engineering

- Content generation (Generative Al)
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Content Authenticity & Provenance
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« Deepfakes. Voice cloning. Synthetic media... o e
It's hard to tell what's accurate and authentic these days. el oo

an Al tool.

Produced by Benoit Lemoine

= We need a way for software, cameras, and generative Al | .
models to show the provenance of media. et NG reronsseonin e s

App or device used Adobe Photoshop

Al tool used Adobe Firefly

@ content credentials e i

Inspect

= https://contentcredentials.org
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https://contentcredentials.org/

Identity Validation in the Al era

= Proof of Identity: Prove you are who you say you are.
Proof of Humanity: Prove you are a human.

PASSPORT

= Alis a game-changer for Digital Identity.

= Maximize the opportunity...
« Self-paced Identity Verification
Behavioral Analysis
Fraud Detection and Mitigation

= Minimize the risk...
|dentity forgery and theft
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Global Trust of Identity Credentials

It's not just @ matters of KYC techniques, it's a Trust story!

Digital Certificates have successful Trust programs:
« Adobe's AATL

EU Trusted Lists

= \Web Browser Root stores.

What about Trust programs for Digital Identities?

How do we ensure Trust with Digital Identities?
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Centralized vs. Decentralized approach

= Centralized model: has worked so far
but does not interoperate and scale

= Decentralized model: looks promising
and all new initiatives go in that direction

= Still needs to rely on centralized model for
the verification of identity assertions
and the Trustworthiness of their issuers? Centralized Identity Decentralized Identity

- Registry of Issuers / Revocation Lists

= Al to enhance Decentralized Identity solutions

Image credit: https://www.gcomsoft.com
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https://www.gcomsoft.com/insights/how-gcoms-decentralized-identity-solution-compares-to-existing-digital-id-solutions/

Conclusions

= Alis there, and it's both an opportunity
and a challenge for the Digital Identity & Trust
industry.

= We have a mission to complete:
to make digital identities available for everyone.

Easy to use, accessible but especially trustworthy.
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