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Remote Trust Services – What do I mean?

• Creation of (qualified) electronic signatures / seals on behalf of the subject

• Enrollment of subjects

• Management of a remote QSCD on behalf of the subject

• generation, usage and destruction of subject private keys

• Realization of sole control

• Authentication of the subject

• Creation of the signature / seal



TÜV® | TÜV NORD GROUP

Auditing of Remote Trust Services – Today
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Auditing of Remote Trust Services – Today

• eIDAS
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Auditing of Remote Trust Services – Today

• eIDAS
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Auditing of Remote Trust Services – Today

• Creation of advanced signature / seal based on a qualified certificate on behalf of the subject

• Signing certificate must be issued by a corresponding QTSP

• Creation of qualified signature / seal on behalf of the subject

• Signing certificate must be issued by a corresponding QTSP

• Issuing QTSP must ensure that keys are generated and stored in a certified remote QSCD, 

operated by a QTSP
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Auditing of Remote Trust Services – Today

• Certification for (Remote) QSCDs

• COMMISSION IMPLEMENTING DECISION (EU) 

2016/650 of 25 April 2016

• Type 1 QSCDs: Common Criteria Protection 

Profiles EN 419 211-x 

• Type 2 QSCDs: Alternative process with a 

“comparable security level” to be defined by each 

certification body
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Auditing of Remote Trust Services – Today

• Creation of (qualified) electronic signatures / seals on behalf of the subject is not regarded as a 

qualified trust service today

• No requirement for independent auditing of such signing services

• No ex-ante supervision

• But may only be provided by a QTSP

• eIDAS does not restrict the type of QTSP

• ETSI TS 119 612 v2.1.1 (TSL specification) specifies it only for QTSPs issuing certificates

• Problem:

No harmonization with regard to service provisioning
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Auditing of Remote Trust Services – Tomorrow
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Auditing of Remote Trust Services – Tomorrow

• Disclaimer

• The following section is based on a 

draft version as published in June 2021

• Text of the final eIDAS 2.0 may change

during the further process
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Auditing of Remote Trust Services – Tomorrow

• eIDAS Draft



9/29/2021 TÜV® I TÜV NORD GROUP – CA-Day 202112

Auditing of Remote Trust Services – Tomorrow

• A new qualified trust service for the 

management of remote QSCD is introduced

• 39a mutatis mutandis
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Auditing of Remote Trust Services – Tomorrow

• Mandatory implementing act regarding 

technical specifications for service 

provisioning and auditing of such QTSP 
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Auditing of Remote Trust Services – Tomorrow

• Possible candidates for standards regarding 

remote signing: 

• ETSI TS 119 431-1 “Policy and security 

requirements for trust service providers; 

Part 1: TSP service components operating 

a remote QSCD / SCDev

• CEN EN 419 241-1: Trustworthy Systems 

Supporting Server Signing Part 1: General 

System Security Requirements
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Auditing of Remote Trust Services – Tomorrow

• Update of Implementing Act expected

• Possible candidates for standards regarding 

remote QSCD certification: 

• CEN EN 419 241-2: Trustworthy Systems 

Supporting Server Signing Part 2: 

Protection Profile for QSCD for Server 

Signing

• CEN EN 419 221-5: Protection Profiles 

for TSP Cryptographic Modules – Part 5: 

Cryptographic Module for Trust Services
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Auditing of Remote Trust Services – Tomorrow

• Creation of (qualified) electronic signatures / seals on behalf of the subject will be a qualified trust 

service in the future

• Requirement for independent conformity assessment of such services

• Notification and Initiation requirements according to eIDAS Article 21

• ex-ante supervision by responsible supervisory body

• Updated ETSI TS 119 612 v2.2.1 (TSL specification) specifies it as separate QTS

• Result:

Addition of this qualified trust service facilitates harmonization with regard to service 

provisioning
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