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elDAS 1.0
(Art.14) e nonEU TSP/TS must

meet eIDAS QTSP/QTS
requirements

o Reciprocity
o Trade agreement

e|lDAS 2.0 Trade agreement or
(Art.14) Implementing Act/Decision

e nonEU TSP/TS must meet
elDAS QTSP/QTS
requirements

o Reciprocity

+ Trusted list (MRA cookbook)

Provision of QC for eSignatures —~7 QESig = E@/sz;\

oy

- _ Data integrity
Provision of QC for eSeals — QESeal = g proof of data origin =

Provision of QC for website auth® ﬁk

Qualified validation of QESig

— 8 Trustworthy results for
validation of QESig/QESeal

Qualified validation of QESeal

Qualified preservation of QESig

a Trustworthy assurance of long term

Qualified preservation of QESeal il Glasadin s e

presumption of the accuracy of

Provision of qualified time stamps /™ ™ e date & time and integrity of

the time stamped data

Qua“ﬁed E|ECtronic reQiStered’_\ presumption of integrity of the registered data,

de“\lery SerViCes the sending of that data by the identified sender,
its receipt by the identified addressee and the

accuracy of date &time of sending and receipt

Above 9 QTSs +

e Provision of Qualified electronic
attestations of attributes

e Qualified electronic archiving
e Qualified electronic ledgers

e Qualified service for the
management of remote qualified
electronic signature/seal creation
devices
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o EC provides guidance & technical pilot tools to assist 3rd countries =

o Assessment on four pillars (Legal, Supervision & auditing, Technical, Trusted List) /=

o Website on Pilot CEF eSig BB international compatibility

https://esignature.ec.europa.eu/efda/home/#/screen/international

R C g = = l'i o
lot eSig |r::r“-tinn I h %
B — L mm—
elDAS Article 14 =— . w
Assessment Trusted List support
Check-List " MRA element Technical tools
(4 pillars) specification (and XML
MRA CookBook Schema Definition Test LOTL
* MRA element usage Small test PKI

* In EULOTL & Foreign TL

- Many nonEU Countries have already started self-assessment

Sample sighed document
DSS library based web
application to validate
signatures/certificates
Updated TL Browser
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o Reaching recognition can be a long journey

1. Preparatory
phase

3" Country

establishes initial
scope & objective
for MRA

Feasibility study
& self-
assessment

I Conduction of
technical pilot "

MR formal
engagement?

(*) STOP or back to a previous step

yes

()<

2. Engaging MR
process &
assessment

et

374 Country submits

- formal request

- required
documentation

Conduction of
preliminary
assessment

-————

! Conduction of |
| technical pilot 1
7

3. Detailed
mutual
assessments

Mutual
assessments
ok?

no

4. Preparation of

7. MRA

MRA

(<

MRA drafting and
negotiations

MRA
approval

no

’
5. MRA
signature
. ,
[ B
6. MRA
execution

\

—— |

monitoring
\.

J

- Continuous

- Surveillance review
(e.g. yearly with
exchange of annual
reports, incl.
identification of
changes, litigations,

security breaches

( Monitoring \

report, etc.)
-

Formal review
(e.g. 3-yearly or ad hoc)
.

~

-~
PR
- ~

7T MRA T

T~ _termination_.-7
B -

yes

8. MRA
termination

Note on steps 4 & 5: it is up to Council to decide if/when formal negotiations should be opened for conclusion of a MRA
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Easier for non qualified trust services ?

From wherever they are originated in the World, digital signatures that meet the
requirements of Advanced electronic signatures/seals should not be denied
any legal effect and, when meeting formats in CID (EU) 2015/1506 be
recognized by Member State requiring an advanced electronic signature to use
an online service offered by, or on behalf of, a public sector body

—> Facilitator: The concept of MRA element in AdES LOTL could facilitate the recognition
of foreign AdES based for example on foreign TL enabling validation of foreign QES

Website authentication certificates based on a “two-certificate” or “honTLS

approach” are actually rather common and accessible to end-users (e.g.

Trusted Shops, Avisverifies.com)
: > Non TLS QWACs (2certs approach) ?

Feasibility demonstrated by EC demo

B .| EUntQWAC demo

a. This website uses a QWAC (qualified website authentication certificate)

s
Iss f the QWAC: Test Qualified Trust e Provider for QWACs - QWAC service (BE)

TEASSHY :|

The QWAG has been verified against EU trusted lists.

click

aele

CEF Digital | EU mQWAC d

Lorem Ipsum

Lorem ipsum dalor sit amet, consectetur adipiscing elit. Cras volutpat sem ac quam mattis, eu mollis dui molestie. Aenean eget auctor g
magna vitae tristique. Fusce a malesuada mauris, nec sodales turpis. Vestibulum volutpat, mauris non rutrum tristique, diam quam rutrui
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Questions - contact

Olivier DELOS (CISSP, CISA)

Mobile: +32 4777879 74
Email: olivier.delos@sealed.be
Web: www.sealed.be




