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IDnow offer identity verification products tailored
to regulated use cases.
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IDNOW VIDEOIDENT

IDnow video identification process.

Ident-ID is used to enter into the
identification process
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END USER CLIENT WEBSITE IDNOW VIDEOIDENT VIDEO CALL VERIFICATION STARTS PHOTO AND LIVENESS
End User fills out the form with End L!ser chooses between End User starts the Videoldent  |dent Specialist verifies the purpose Ident Specialist makes sure
personal details mobile app web channels process and the company name there is no facial tampering
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RESULT FILE MANUAL REVIEW (OPTIONAL) DATA CHECK ID & SECURITY
Ident results are sent to the customer (JSON The ident enters into an optional Ident Specialist verifies the captured data and Ident Specialist asks a psychological question
response, XML file, PDF, Zip file) manual review step, in which a successfully ends the call and verifies security features

Supervisor double-checks all the data
Ident Code is sent to End User via SMS



IDNOW AUTO IDENT

IDnow automated identification process.
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REMOTE IDENTITY ATTACKS

Types of remote identity
proofing attacks.

* Fake ID-cards
* Identity fraud (similarity)

* Presentation attacks
* Photo of user attack (paper, monitor or other phone)

* Video of user attack (monitor or other phone)
* Mask attacks (3D mask or paper mask)

* Video injection attacks
* Deep fake attacks
* Morphable avatars (advanced variant of deep fakes)

* Social engineering



IDNOW FRAUD PREVENTION

How IDnow detects fraud.
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Al-powered automatic Manual video Cooperation with INTERPOL
fraud engine collects risk identification and other law enforcement
signals from in combination with Al; agencies equips us with the
documents, biometrics our solutions are expertize to keep up to date
and other data sources, also supported by with the latest
our own fraud detection highly trained agents. counterfeit document
technology. intelligence.
COUNTERFEIT DETECTION
« State of document v Security thread
v MRZ v Color
v Llayout v Optical variable ink
v

Printing technique v Optical variable device



IDNOW FRAUD PREVENTION

Detected frauds per attack type.

~0,3% of all identifications
are detected as attacks

m Fake ID-document m |dentity Fraud (Similarity) = Presentation Attacks

= Data Injection (Deep Fake) = Social Engineering



IDNOW FRAUD PREVENTION

Breakdown of presentation attacks.

~75% of all detected frauds
are presentation attacks

m Picture displayed on other phone = Picture displayed on paper u Picture displayed on monitor

Paper mask = Video displayed on other phone = Video displayed on monitor



IDNOW FRAUD PREVENTION

Top countries for fraudsters.

Italy

France

Spain

Germany

Croatia

Belgium

Poland

Ghana

Austria

5.59%

5.23%

4.88%

4.72%

8.64%

7.53%

7.21%

10.15%

1.14%
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~65% of the fake ID-documents
originated from the following
countries






IDNOW PRODUCT CERTIFICATIONS

IDnow certifications help preventing attacks.

Existing

*)

ISO 30107-3
ETSIEN 319 411-1 RA (NCP)
ETSIEN 319 411-2 RA (QCP)

BaFin AML Circular
Youth Protection / KIM
ETSITS 119 461 (elDAS art 24.1.d)

ANSSI CSPN
ETSI TS 119 461 (elDAS art 24.1.d)

ETSI TS 119 461 (elDAS art 24.1.d)

Sepblac AML

FINMA AML

Upcoming

O ISO 27001

ANSSI PVID Videoldent
ANSSI PVID IDcheck.io
FranceConnect Substantial

Planned

CCEAL 4+
ENISA EU-CC for the EUDI Wallet

. BSI TR 03107 LoA High



IDNOW PRODUCT CERTIFICATIONS

ETSI TS 119 461.

e ETSI standard issued in 2021

Policy and security requirements
for trust services providing
identity proofing

Focused on user identification
for QTSPs issuing certificates
under elDAS article 24.1

Remote identity proofing
requirements described in elDAS
article 24.1.d

Used in conjunction with ETSI EN
319 411-1 (RA for normalized
certificates) and ETSI EN 319
411-2 (RA for qualified
certificates)

IDnow products are certified
against ETSI TS 119 461 for:

* IDnow Autoldent and
Videoldent in Germany by
TOV-IT

* IDnow Autoldent in France
by LSTI

* IDnow Autoldent in Italy
by Bureau Veritas

Compliance with elDAS article
24.1.d and ETSI EN 319 411-1/2

IDnow were co-editors of ETSI
TS 119 461 v1.1.1, and are now
part of the task force for
updating ETSI TS 119 461 for
elDAS2
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IDNOW PRODUCT CERTIFICATIONS

ISO 30107.

* |SO standard issued in 2017 * IDnow Videoldent is certified
against 1ISO 30107-3 (part 3:

* Tests Presentation Attack testing and reporting)

Detection (PAD) at biometric

capture during remote identity * LSTI is the CAB (Conformity
proofing Assessment Body) and main
: auditor of the certification
* Presentation attacks can be done
through impersonation attacks * CLR is the evaluation lab that
or obfuscation attacks performed testing against ISO
30107-3

* Impersonation attack: the
attacker uses a false identity
(either real or fake) to trick the
liveness biometric capture

* Obfuscation attack: the attacker
tries to avoid being recognized
and circumvents the system




IDNOW PRODUCT CERTIFICATIONS

ANSSI PVID.

* French certification standard for * IDnow Videoldent and
remote identity proofing IDCheck.io are being certified
against PVID

* Published in 2021
* LSTI is the main auditor of the

e The French cybersecurity agency PVID certification

ANSSI is the certification body
* CLRis the evaluation lab that

* Certification levels: substantial performed testing against PVID

or high
* French police IRCGN to run ID-

* PVID allows for manual (“video”) document checks

or automatic (“Al”) remote
identity proofing

* Several references to ISO 30107
for biometric verification and
tests







