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Validation Workshop on "Good practices for security of IoT" – Privacy 
Statement 

The Validation Workshop on "Good practices for security of IoT" will take place in The Hague, at Europol’s 
Headquarters, on 26 October 2018. It is co-organised by the European Union Agency for Network and 
Information Security (ENISA) and Europol. 

The joint data controllers for the processing of your personal data in the context of this event are ENISA 
and Europol.  

ENISA and Europol are responsible for the overall organisation of the event, as well as the communication 
with the participants before and after the end of the event. 

Europol is responsible for the processing of personal data related to the online registration of the 
participants, as well as the local organisation of the event, including access to premises and organisation of 
part of the catering. ENISA is organising part of the catering too.  

ENISA and Europol process personal data in accordance with Regulation (EC) No 45/20011 on the 
protection of individuals with regard to the processing of personal data by the Community institutions and 
bodies and on the free movement of such data.  The legal basis for the processing of data is  

- Article 5(a) of Regulation 45/2001/EC2 based on 

o article 3(b)(v) of the Regulation (EU) No 526/2013 of the European Parliament and of the 
Council of 21 May 2013, repealing Regulation (EC) No 460/20043, stating that one of ENISA’s 
tasks is: to “support voluntary cooperation among competent public bodies, and between 
stakeholders”. With the view of contributing to the fulfilment of such task and according to the 
ENISA Programming Document 2018-2020 as approved by Management Board in Decision No 
MB/2017/114, ENISA is drafting a report on “Good practices for security of Internet of Things” 
and organising a workshop on IoT Security (see Output O.1.1.1 - Good practices for security of 
internet of things);  

- Article 46 of Regulation (EU) 2016/794 of the European Parliament and of the Council of 11 May 
2016 on the European Union Agency for Law Enforcement Cooperation (Europol) and replacing and 
repealing Council Decisions 2009/371/JHA, 2009/934/JHA, 2009/935/JHA, 2009/936/JHA and 
2009/968/JHA stating that Regulation (EC) No 45/2001 shall apply to all administrative personal data 
held by Europol where administrative personal data means all personal data processed by Europol 
apart from those that are processed to meet the objectives laid down in Article 3 Europol Regulation.  
Article 5(d) of Regulation 45/2001/EC based on the consent of the data subject. 

                                                           

1 http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32001R0045  
2 Whereby the processing is necessary for the performance of a task carried out in the public interest on the basis of 
the Treaties or other legal instruments adopted on the basis thereof. 
3 http://eur-lex.europa.eu/legal-
content/EN/TXT/HTML/?uri=OJ:JOL_2013_165_R_0041_01&qid=1397226946093&from=EN  
4 https://www.enisa.europa.eu/publications/corporate-documents/enisa-programming-document-2018-2020  
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The purpose of the processing of personal data is to register interested persons to Validation Workshop on 
"Good practices for security of IoT", provide access to the workshop venue, maintain the participants’ list, 
as well as allow the follow up of the event, including feedback collection, specific communication activities. 

The following personal data are collected: 

Contact data: first name, last name, title (optional), function (optional), organisation, country, e-mail 
address, phone number (optional). 

ID or passport number: strictly for physical security purposes, i.e. for the management of access at the 
workshop venue (Europol’s premises). This data are being collected and further processed only by Europol. 

The recipients of your data will be ENISA and Europol staff involved in the organisation of the Validation 
Workshop on "Good practices for security of IoT", as well as event organisers contracted by ENISA and 
Europol in the context of this event. Access to the data can be also granted to national and EU bodies 
charged with compliance monitoring and inspection tasks. 

The collected personal data and all information related to the above mentioned workshop are stored on 
the ENISA and/or Europol servers under their control. ENISA and Europol take reasonable measures to 
manage risks associated with the processing of personal data, exercising controls such as the protection of 
the information provided, and not sharing information with unauthorized personnel and unauthorized 
contractors.  

The final participants’ list (first name, last name, and organisation) will be kept for a maximum period of 
five years after the end of the event for auditing purposes. Email addresses and all optional contact data 
will be kept for a maximum period of 1 year after the end of the event. Personal data will be kept for 
no longer than is necessary for the purposes for which the personal data are processed and 
will be erased no longer than two months after the event. . Financial data related to the event will 
be kept for a maximum period of 7 years after the end of the event for auditing purposes. All data will be 
deleted after the end of their respective retention periods. 

You have the right to access your personal data and the right to correct any inaccurate or incomplete 
personal data by sending an e-mail to O3@europol.europa.eu. If you have any queries concerning the 
processing of your personal data, you may contact ENISA DPO at data protection @enisa. europa.eu and 
the Europol DPO at DPF@europol.europa.eu. 

You shall have right of recourse at any time to the competent supervisory authority: European Data 
Protection Supervisor (EDPS@edps.europa.eu). 


