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Privacy by design with information security 

technology 
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Problem 
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Secure and Privacy 
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- Incomplete Mental Model 
 

- Security not main goal 
 

- Trust Signals ≠  Security Indicators 
 

- Risks are not clearly communicated 
 

- Cumbersome checks 

But still secure and privacy 

protecting whith users 

Reasons 



Ideas 
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Interdiciplinary Research 

Usable Security & Privacy by Design 

Technical support 
 

Design research 

 

Recuding and Simplifying 

Interactions and Decisions  

Support communication 
 

 Empirical research 

 

Communication based on 

Mental Models  

Support processes 
 

Modeling & Case studies 

Methodologies to intergrate 

human factors into the 

development process 



 

 

 

It does not matter whether it is about security or 

privacy protecting techniques, it is important to take 

the user into account in the design process 
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