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@ Motivation

Transparency is basic legal principle & social
trust factor

Survey of Mechanisms in Online
Environments recommended:

» More transparency of how organisations handle
their data

» Alternative to lengthy privacy policies should be
available

=> Enhancing Transparency by Technology




Transparency enhancing Tools
(T ETS) Google accounts

Dashboard

TETSs provide users with either: S Account
1) Policy information about intended data oot g
processing Email address: oetester324@gral. com
2) Overview of data have been disclosed to
whom under which policy & Online g Aerts
access to remote service providers P
3) Information about how data are being R ——
processed oy c. TR
4) "Counter profiling” capabilities N o] amazoncom o

Recommended for You

Existing Tools of type 2 &3: Google
Dashboard, Amazon
g_edcommendation Service, Min

I e, e recommendation

= Limitations: restricted to particular i
services, works only for authenticated [ on
(non anonymous) users =
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"Data Track”:

= History Function
= Online Functions for exercising
rights
« Consent Management for SNs
Privacy-preserving
secure logs enabling
privacy compliance checks

(also for anonymous users)

Reference: PrimelLife D4.2.2, D2.2

Type 2 & 3 TETs In

PrimeLife ~
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& Primelife - Data Track
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~Contact information..

Mame : Skandia
Organization: Unknown
Street: Unknown

City: Unknown

Country: Unknown

URL: httpe/fwww.skandia.se
Date: 2007-03-2217.12.00

Summar}r_J | Privacy Policy |

|- Revealed Data 2007-03-22 17.12.00..
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"Il Retrieve data Delete all data
"|| from Skandia from Skandia

Category Data
Ll Password ingal2?
Professions lournalist
Street Lingonstigen &
Official family name Vainstein
First name Inga
Identifier 621221-6200

Purpose
Identification
Marketing
Marketing
Identificaticn
Identification
Identificaticn




HCI for Policy Display & Informed
Consent (Type 1 TETS) -
Problems:

I
_engthy, hard understandable legal
bhrases

Jsers click "I accept” too easily

{iF Lightroom - InstaliShield Wizard

License Agreement

Please read the following license agreement carefully,

identified as an export controlled item under the Export Laws. you represent Al
and warrant that you are not a citizen of or located within, an embargoed or
otherwise restricted nation (including without limitation Iran. Syria. Sudan

Libya, Cuba and North Korea) and that you are not otherwise prohibited under

the Export Laws from receiving the Software. All rights to use the Software are _
granted on condition that such rights are forfeited if you fail to comply with the
terms of this agreement

10. Governing Law. This agreement will be governed by and construed in
accordance with the substantive laws in force in: (a) the State of California. if a
license to the Software is purchased when you are in the United States ~

Camada aellasviaa: ae ) laman f A lisnsasans 46 tlha Caflines in mealhanad

(" 1 accept the terms in the license agreement

{*' Ido not accept the terms in the license agreement

Instalishield

= Back I rext = I Cancel



C:/documents and settings/simofihu/local settings/application data/eudora/attach/eula.JPG

HCI for Policy Display & Informed
= Consent

/) Recommendations:

Multi-Layered Structured Policies (Art. 29 WP
Recommendation)

Complemented by Policy Icons, Examples:
= PrimelLife Icons (ULD):

» Types of data: . . a
= Processing steps: . .
n 48 h

= PUurposes:

. . 4 .
= Policy Matching Icons: w %




HCI for Policy Display & Informed
2, Consent
/) Recommendations: (cont.)

HCI Constructs for enforcing informed
consent

= Menu Choices
m DADAS " e o o o e

$Back > < ~ DDG} @wch\wmgm IBDsS=zE

Address Iﬂ Ihwwv.anon-payse
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Anon PayServuce
Sweden

CDON.COM onskar 159 kr. Var avgift ar 10 kr.
CDON COM wants 159 ke, Our fee is 10

Betala med kreditkort eller bankuttag



@ Conclusions

Further development of usable TETs needed

Main HCI Challenges to be met:

» Users have problems to differentiate user side and
services sides

= Privacy is a secondary task
» Unfamiliar PET constructs

Intercultural and interdisciplinary approaches
needed




Questions ?

http://www.cs.kau.se/~simone/
http://www.primelife.eu/
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