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ENISA panel @CPDP’13 - Privacy by design

with or without information security?

o Hosted by
* Rodica Tirtea, ENISA and Patrick Van Eecke, DLA Piper
o Panelists

» Giuseppe Abbamonte
» Head of Unit, Trust & Security, DG CONNECT, European Commission

» Kirsten Bock
» Head of the European Privacy Seal EuroPriSe at ULD

* Melanie Volkamer
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» Head of Research Group “Security, Usability and Society”, CASED, TU Darmstadt

* Frank Dawson
» Information Privacy Standards Director, Nokia

 Sjani Pearson

» Principal Research Scientist, Cloud and Security Lab, Hewlett-Packard Laboratories

 Ronny Bjones
» Director of Cloud Identity & Privacy Services, Microsoft
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(European Network and Information Security Agency)

Created in 2004
Located in Heraklion, Greece
Centre of expertise, around 30 experts
Supports for EU institutions and Member States
Facilitator of information exchange !
* EU institutions, public sector & private sector ;
Has an advisory role
* for NIS topics
* focusing on prevention and preparedness
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fenisa ENISA activities during 2013

4 *  Security Agency

o WS Evolving Risk Environment & Opportunities

« WPK 1.1 Identification & mitigation of threats affecting Critical Information
Infrastructure

« WPK 1.2 Identification & mitigation of threats affecting Trust Infrastructure
o WS2 Improving Pan-European CIIP & Resilience

« WPK 2.1 Cyber crisis cooperation

« WPK 2.2 Facilitating Public-Private cooperation

« WPK 2.3 Improving transparency of security incidents

« WPK 2.4 Enhancing the security of Governmental Clouds, Smart Grids and
Interconnected Networks | T

o WS3 Enabling Communities to Improve NIS
« WPK 3.1 Application of good practice for CERTs
« WPK 3.2 Enabling collaborative communities
« WPK 3.3 Enabling the information society
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Privacy & data protection related
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activities

back-up,
restore,
retrive

Data
collection &
mining
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Some relevant ENISA publications
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Data breach notification activities

Survey of accountability, trust, consent, tracking, security and privacy mechanisms
in online environments

Privacy, Accountability and Trust — Challenges and OpportunitieSsy., G o e
Bittersweet cookies. Some security and privacy considerations
Study on the use of cryptographic techniques in Europe
Report on trust and reputation models

Study on monetising privacy. An economic model for pricing personal information
Study on data collection and storage in the EU

Privacy considerations of online behavioural tracking

The right to be forgotten - between expectations and practice

Annual Privacy Forum 2012 report

« All available at: http://www.enisa.europa.eu/act/it/library
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with or without information security?

o Topics:
» Privacy by default embedded in technology, first examples

» Certification, accreditation and the use of emblems for enhancing privacy by
default

» The role of standardization in reaching the privacy by design and privacy by
default principles

* New ideas and suggestions for promoting privacy principles in design stage
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Contact

European Network and Information Security Agency
Science and Technology Park of Crete (ITE)

P.O. Box 1309

71001 Heraklion - Crete - Greece

http://www.enisa.europa.eu
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