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There is an explicit trust between the Identity 

Provider and other federation servers. The relying 

party trust its STS 

Insiders of the federation server can impersonate 

anybody in the relying parties 

If one of the federation servers go down it replicates 

to all relying parties within the trust ecosystem 

Federation Servers learn user claims and the user’s 

relationship with the relying party 

Current federation protocols: 

Solve a host of important problems 

Need to be completed with mechanisms that 

offer better privacy and multi-lateral security.   

We are creating Cloud Identity and Privacy Services 

to give federation protocols these broader 

capabilities. 
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• http://www.microsoft.com/security/sdl/resources/publications.aspx 

 

• OASIS Privacy by Design Documentation for Software Engineers (PbD-SE) TC

•

http://www.identityblog.com/?p=1205
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