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Cenisa Why EFR?
Current ENISA Regulation

“To understand better the challenges in the network and
information security field, there is a need for the Agency to
analyze current and emerging risks and for that purpose the
Agency may collect appropriate information, in particular
through gquestionnaires ... Emerging risks should be
understood as issues already visible as possible future risks to
network and information security.”

Article 3
Tasks: the Agency shall perform the following tasks:

(a) collect appropriate information to analyze current and
emerging risks and, in particular at the European level
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!enisa_ Why EFR?
Other facts

« Existing RM/RA methodologies
focus on current risks...

* Need to be proactive!

« EC DG JRC IPTS study on T
Future Threats & Crime [2005] .'
¢

« SWAMI Recommendations...

\>A need for a structured approach to assess and
nage EFR.
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Content: Basic problem

* When you want to deploy new
technologies or new applications you do
not know the threat/risk landscape

* You need to work on the basis of
scenarios

* You have to transfer experience from
present to future
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 Applications and
technologies: Present >
Future

APPLICATION

EMERGING

* Time-wise:
— Current: Now - 1 year
— Emerging: 1-5 years o
— Future: 5+ years T . Fure

TECHNOLOGY
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Content: The ENISA EFR
R Framework

Subject Matter Experts

SEHED Bu!ldmg = Risk Assessment
Analysis
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. Information Information !
Trend Analysis Collection Dissemination Risk Treatment
I EFR Stakeholder Forum I

1 Topic Selection
2 Scenario Building & Analysis
3 Risk Management
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< == EFR Deliverables: Results 2008 %

* Establishment and management of
Stakeholder Forum (EFR SF)

* Proof of concept for EFR life-cycle
* Documentation of EFR life-cycle

* EFR Assessment Reports:
* Gaming and Virtual Worlds
*Web 2.0

* eHealth
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i EFR Overview as of 2008...

2007 ﬁ

2008

- Subject Matter
Stakeholder Forum E FR Experts




Ceisa_ EFR Deliverables:
Ongoing work 2009

* Management of Stakeholder Forum
(EFR SF)

* Generation pool of experts

* EFR Assessment Reports:
* Internet of Things / RFID
* Data Mining / Data Profiling
* Cloud Computing
*elD
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Stakeholder Forum

¥ oion EFR Overview as of 20009...

2007 q

EFR Life Subject Matter

Experts

Threats
2009

Assets
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enisa EFR Deliverables:
Proposed Work 2010 /]\

* EFR Assessment Reports
* EFR Deployment with Stakeholders

* Preparatory work in National Risk
Management Preparedness (CIIP)

* Maintenance of EFR Framework




EFR Overview as of 2010...
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* You might be interested in:
* Use of EFR Framework
* Acting as Subject Matter Expert
* Be member of ENISA EFR Stakeholder
Forum

* You might be interested in accessing
ENISA results:
* Risk Assessment reports

* Approach to scenario based risk
a SS5010501';‘:}3901801100101110100o1ou01101 s

= '—.* L= B
001001000101-: JWWWw.enisa.europa.eu

—=Y001100101



*
¥ enisa

* Security Agency

Whatever you interest is, talk to us!
Louis Marinos
Barbara Daskala
Daniele Catteddu

Thank you for your attention!

louis.marinos@enisa.europa.eu

ENISA Risk Management Website: www.enisa.europa.eu/rmra
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