
Dr. Joao Schwarz Da Silva
European Commission

ENISA Summer School
Crete,  14-17 September 2009

Preparing for the 

Future        Internet
Europe in Action



How were the successive 

technology revolutions 

unleashed?

By widening demand and 

stretching the reach of the 

infrastructures



Technological Revolutions
Each Revolution 

transforms the 

economy and 

drives a great 

surge of 

development and 

shapes innovation 

for 50 years or 

more

Each Revolution 

reshapes the 

opportunity space 

and the ways of 

living and working
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At the beginning of a new Era
Mature industries are close to 

technology exhaustion, their innovation 
drive is weak

 Old economies stagnate, new 
technologies are incipient

 Need to select the new engines of 
growth

Moving from laissez faire to the active 
comeback of the state

 Shifting from supply-push to demand-
pull in investment and innovation

Moving from individual focus to 
collective interests

 Old industries and markets are 
rejuvenated

Making the best out of our technological 
potential



Energy distribution and 
management

Transport, mobility, 
architecture, urban planning

Production, waste disposal, 
recycling

Health, well being, third age

Sports, leisure, culture

Rising costs of energy, transport, 

health

Huge inefficiencies in energy and 

transport and health related 

processes

Growing environmental threats

Growing security threats

Untapped potential of ICT as smart 

infrastructure enablers

Drivers Opportunities



We are now all connected: technically , socially and 
economically

The world is becoming smarter: systems, processes, 
service delivery

The world is becoming instrumented, interconnected, 
intelligent

Turning data into intelligence

Analytics market segment exceed ERP market 
segment

Traffic jams costs europe 135 B€ annually

40 to 70% of all electrical energy is lost because of 
inefficient grids

1 billion lines of code in an Airbus

100 million lines of code in a vehicle

A Profound social and economic 

business transformation



The Job Creation Potential

of Europe’s Digital Economy
Impact of broadband on the economy 

Broadband-related employment growth (EU27, 2006-2015, cumulative)
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Internet Users and 

Penetration (June 2009)



Internet in Africa



Quantifying the Internet

Google indexed 26 Million pages in 1998 – today it 
indexes 1 Trillion pages

There are currently 210 billion emails per day and 
53.8 trillion of spam emails sent in 2008 

Americans conducted over 13 Billion searches in 
Feb 2009

Facebook and MySpace have respectively 280 
million and 128 million users

 Over 3 Billion pictures uploaded in Flickr  

 Over 10 billion pictures uploaded on Facebook



Cyber-threats, cyber-
crime

Complexity of critical 
Infrastructures

Trust, accountability, 
transparency

Identity, privacy and 
user empowerment

Human values and 
acceptance

Can we continue to trust the Internet?

New malicious code signatures

350 Billion spam messages in 2008

94% of all e-mail

10 Million computers hijacked

http://1x.com/?id=27&page=1


 Kaspersky Lab revealsan increase in malicious programs, from 2.2 million in 
2007 to 20 million in 2008. 

 A new modification of Koobface was detected by the specialists at 
Kaspersky Lab on June 9 and became the 25 millionth malicious program 
added to the company’s antivirus databases. 

 The worm uses a simple propagation method: users of social-networking 
sites receive what appears to be a message from a friend containing a link to 
a video clip on an unknown site. When users attempt to play the video, they 
are prompted to update Flash Player. Instead of an update, however, a 
Koobface worm is installed that contains backdoor functionality allowing 
instructions from a remote management server to be run on the computer.

Worms on Social Networks













The Hadopi story
 Bill will allow for the punishment of ISP account holders for 

copyright infringing

 However an IP address does not necessarily identify an 
individual, 

 In many instances it doesn’t  even identify a computer but 
merely a gateway to a sub network, behind which could be 
any number of individuals not linked in any way to a bill payer. 

 The Hadopi Router, locates Wi-Fi networks in the 
neighbourhood, and cracks all their passwords. Once the keys 
are found, a virtual access point is created – i.e an Internet 
connection without the account holder’s knowledge  

http://www.routeurhadopi.fr/



The Internet is going wireless

Power-limitation of handheld - computation will move to 
the cloud

Need to back up and refresh our lost data  - data will move 
to the cloud



Search and Find
Real Time
Event driven

(Relationships among objects and attributes)

Twitter of Things
Search Market dominance

How can a network (or device) anticipate my search?
“Network push” => human-centered “demand pull”



Speed and the dynamics of change are 

unprecedented

iPhone generated 33 percent of smartphone 

traffic worldwide and 50 percent in the US. 

3000% growth in one yearFrom 1 Million to 23 Million users in
less than 6 months

http://twitter.com/account/profile_image/susanboyle140?hreflang=


1.5 Billion iPhone Apps Downloaded

Estimated value $2.5Billion

Applications market goes Mobile



Global mobile broadband

Europe

Asia Pacific

N. America

Rest of the World

Global 3G data traffic by device type



Arrival of the broadband mobile Internet

The Promised Land is at hand

– LTE field tests achieving ―ultrabroadband‖ speeds of 

160-250MB/s down, 50 MB/s up

– Commercial shipments have begun

How will a ―mobile broadband Internet‖ be 

different?

– For the consumer experience?

– For service definition?

– For the competitive landscape?

The arrival of very high speed and all-IP mobile networks 

is imminent.  So-called 4G will transform markets and the 

mobile services paradigm worldwide.



Coming-up “LTE advanced” 



The Internet of Things

Anytime

Anywhere

Anyway

AnyThing
 Use sensors to create events.

 Infrastructure to create and link all such 

events.

– Index

– Search

– Present

 Capture events and put them on the Web.

http://images.google.com/imgres?imgurl=www.gamasutraexchange.com/Previews/Content_on_1_25_2002_16_25_25%5CRadioTower.jpg7BD3ABF5-1478-4EC4-832275DBD45401B5.jpgLarge.jpg&imgrefurl=http://www.turbosquid.com/HTMLClient/FullPreview/FullPreview.cfm/ID/161491/Action/FullPreview&h=240&w=320&prev=/images%3Fq%3Dcell%2Btower%26start%3D160%26svnum%3D10%26hl%3Den%26lr%3D%26ie%3DUTF-8%26oe%3DUTF-8%26sa%3DN


A world of Sensors and  Nanocells







Internet of Things, Issues to resolve

Architecture (servers, discovery services etc)

Governance, naming, identity, interfaces

Service openness, interoperability

Spectrum

Standards

http://images.google.fr/imgres?imgurl=http://www.boreally.org/photographies/sports/sport-marathon-paris-2007-poursuivants.jpg&imgrefurl=http://www.boreally.org/fr/photographies/sports/sport-marathon-paris-2007-poursuivants-300.html&h=433&w=650&sz=184&hl=fr&start=1&tbnid=z055Hz3_wpBIPM:&tbnh=91&tbnw=137&prev=/images%3Fq%3Dmarathon%2B%26gbv%3D2%26hl%3Dfr


The "Information Shadow" and the 
Internet of Things

Emails, instant messages, phone calls, tweets, blog 

postings, photographs, videos, all leave traces. 

A product on the supermarket shelf or a car on a 

dealer’s lot, all have information shadows now.

In many cases, these information shadows are linked 

with their real world analogues by unique identifiers 

e.g. RFID and IP addresses).

There is however no need for unique identifiers to be 

assigned.

A picture of its label taken by your mobile phone, 

coupled with image recognition, search, and the web 

will do the rest. 



Disappearing in the digital age
http://www.wired.com/vanish/

"where once you could move a few states over, 
adopt a new name and live on with minimal risk, 
today your trail is littered with digital breadcrumbs 
dropped by GPS-enabled cell phones, electronic 
bank transactions, IP addresses, airline ID checks, 
and, increasingly, the clues you voluntarily leave 
behind on social networking sites. 

Wired is organizing a hunt for missing writer Evan 
Ratliff with a $5000 reward. He wrote a piece about 
disappearing I the digital age and is trying to stay 
hidden until September 15. 

http://www.wired.com/vanish/




The key issue is one of the  
Architecture of the Internet

Management  on a real-time basis of the allocation 
and use of networked resources  allowing for 
dynamic and responsive service provisioning 



The Internet is under Multiple 

Threats

 Current architectures give rise to increasing opportunities 

for ―Lock-ins‖ e.g., device, operator lock-in, frequency 

lock-in, network lock-in, identity lock-in

 Innovative business models may be stifled

 Current architectures are massively open to security 

breaches, privacy invasion and identity theft

 Emergence of parallel, heterogeneous architectures 

whose interoperability is difficult if not impossible to 

ensure, operate or maintain

 Current infrastructures will not be able to handle, 

scalability and bandwidth demands



Future Internet requires a systems 

perspective
Internet of Services, Service Web

Networks of the Future

3D Internet

Internet of Things

Trust

Security



Internet is needed to make the World 
Smarter



FI represents an opportunity for 

Europe

Key technological drivers are EU domains of 
excellence
– mobility, security, broadband, sensors.

Prospects for regaining ground in Internet related 
fields

Clear multiplier prospects:
– downwards, towards the components and subsystems

– upwards, towards  innovative service industry

However a clear European strategy is needed
– to pool resources across Europe 

– to respond to the multiple new requirements coming from the variety of 
sectors involved

– to create the right economic opportunities in Europe 



 Investing on R&D
– Over 100 on-going projects

– In excess of 500 Million Euros already committed

– Currently some 30 new projects are under negotiation

– Additional 200 Million Euros to be committed before year end

– Call 5 closing 26 October will add some 70 new projects worth over 300 
Million Euros

 Setting the right regulatory conditions
– New regulatory framework proposed

– Recommendation on RFID

– Communication on IoT

– Communication on Future Internet and PPP (~~22 September 2009)

 Launching a Public Private Partnership with 300 Million 
Euros for the next 3 years to look into the applications 
space that can be enabled by the Internet

So what is the EC doing?



eHealth & 

Smart Health

networks

Smart Energy

Networks

Which Applications?

Smart Transport

Networks

Game Machine

Telephone

PC

DVD

Audio

TV

STBDVC

Smart

Living
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E.G. Smart Grid

Neighborhood-
Area Network 
(NAN)

Broadband 
Network Tier
(WAN)

Home-Area 
Network 
(HAN)



E.G. Real Time Traffic Monitoring

Real-time traffic monitoring systems like reduce 
wasted time and energy commuting. 

Web services reporting progress of buses and 
trains against their scheduled times make public 
transit more effective. 

Instrumenting the world brings clear consumer 
benefits from. Sensor-driven congestion pricing 
schemes like the one in use in Stockholm  create 
economic incentives to reduce traffic at peak 
times. 



http://www.citysense.com/home.php

E.G. Sensing the City



As a final observation
Internet disruptions will be plenty

We have a unique opportunity to put Europe 
ahead of the game

Structural changes and an open innovation 
attitude are needed

Ambition and commitment to act are an 
imperative



Further Information

http://ec.europa.eu/information_society/activi

ties/foi/index_en.htm

http://www.future-internet.eu/home.html



 COMMISSION RECOMMENDATION of 12.5.2009 on the 
implementation of privacy and data protection principles in 
applications supported by radio-frequency identification

 COMMUNICATION FROM THE COMMISSION TO THE EUROPEAN 
PARLIAMENT, THE COUNCIL, THE EUROPEAN ECONOMIC AND 
SOCIAL COMMITTEE AND THE COMMITTEE OF THE REGIONS of 
18.6.2009 on Internet of Things — An action plan for Europe

 PUBLIC CONSULTATION  "Transforming the digital dividend 
opportunity into social benefits and economic growth in Europe― 
from 10.07.2009 to 04.09.2009

 COMMUNICATION FROM THE COMMISSION TO THE EUROPEAN 
PARLIAMENT, THE COUNCIL, THE EUROPEAN ECONOMIC AND 
SOCIAL COMMITTEE AND THE COMMITTEE OF THE REGIONS ―A 
public-private partnership on the Future Internet” 

Further Documentation


