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Introduction  I.	  

Mo#va#on	  

Scale	  and	  scope	  of	  collecHon	  of	  personal	  data	  on	  consumers	  

What	  is	  the	  effect	  on	  consumers	  &	  compeHHon?	  

PersonalizaHon	  of	  services	  as	  well	  as	  behavior-‐based	  pricing	  

ENISA	  Project	  

	  	  	  	  	  	  	  	  	  	  	  	  	  ENISA	  	  P/34/10/TCD	  Project	  	  
	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  Mone&zing	  Privacy	  –	  An	  Economic	  Model	  for	  the	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  Pricing	  of	  Personal	  Informa&on	  

	   	  	  	  	  	  	  	  (Report	  with	  A.	  Harasser	  and	  S.	  Preibusch)	  



Introduction   I.	  

	  	  	  	  	  	  	  	  	  	  	  	  	  ENISA	  	  P/34/10/TCD	  Project	  	  
	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  Mone&zing	  Privacy	  

Ques#on:	  Do	  some	  people	  pay	  a	  premium	  for	  privacy?	  Does	  it	  pay	  
for	  firms	  to	  differenHate	  along	  the	  privacy	  concern	  of	  
individuals?	  Does	  product	  personalizaHon	  lead	  to	  lock-‐in?	  

Project	  included:	  

	  Duopoly	  model	  with	  privacy-‐heterogeneous	  consumers	  	  

	  Laboratory	  experiment	  

	  Hybrid	  &	  field	  experiment	  

Research	  QuesHon	  



Introduction I.	  

May	  –	  Sept	  2011	  
•  Lab	  experiment	  
•  440+	  participants	  

Early	  June	  2011	  
•  Field	  website	  design	  
•  Consolidation	  

Sept	  –	  Dec	  2011	  
•  Field	  experiment	  
•  Hybrid	  experiment	  



II.	  
Literature	  Background	  

Beresford	  et	  al.	  (2010)	  –	  DVD	  experiment	  

Feri,	  Gianne`	  and	  Jentzsch	  (wip)	  –	  Good/bad	  types	  selling	  personal	  
data	  	  

Tsai	  et	  al.	  (2010)	  –	  Baaeries	  &	  sex	  toy	  experiment	  

Void?	  

No	  repeated	  purchases	  with	  personalizaHon	  opHon.	  

Experimental Design  



Experimental Design  

•  Consumers	  go	  on	  cinema	  portal	  www.kinofix.de,	  where	  they	  can	  	  
	  	  	  	  	  compare	  offers	  of	  sellers	  of	  cinema	  Hckets	  

•  First	  they	  choose	  place	  of	  screening	  (Berlin,	  Munich,	  etc.),	  then	  the	  film,	  
date	  and	  Hme	  

•  Choice	  of	  one	  of	  two	  sellers	  of	  cinema	  Hckets,	  offers	  differ	  according	  to	  
different	  treatments	  

•  PersonalizaHon	  (filled-‐in	  form)	  possible	  in	  case	  of	  return	  

The	  portal	  and	  the	  two	  firms	  were	  for	  real,	  as	  well	  as	  the	  cinema	  showings,	  online	  

payment	  mechanisms	  and	  Hckets.	  	  

II.	  
	  Decision	  SituaHon	  
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Experimental Design  II.	  
	  Treatments	  

Comparisons: 
5 and 4 
5 and 2 

1 and 2  
3 and 4 

*** In these treatments, there are price differences. 
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1.  InvitaHon	  sent	  out	  to	  subject	  pool.	  	  

2.  Subjects	  show	  up,	  take	  seat,	  and	  read	  the	  instrucHons,	  they	  
sign	  a	  general	  consent	  declaraHon.	  

3.  Entry	  quesHonnaire	  with	  comprehension	  test.	  	  

4.  Subjects	  encounter	  a	  live	  website	  on	  which	  they	  can	  buy	  one	  
or	  two	  cinema	  Hckets.	  They	  can	  decide	  whether	  to	  buy	  a	  Hcket	  
or	  not	  from	  one	  of	  two	  suppliers,	  displayed	  simultaneously.	  

II.	  
	  Lab	  Protocol	  



Experimental Design  II.	  
	  Lab	  Protocol	  

5.  Subjects	  may	  repeat	  the	  purchase.	  Once	  they	  conduct	  a	  purchase	  
they	  fill	  out	  the	  purchase	  form	  with	  their	  personal	  data.	  They	  can	  
decide	  whether	  their	  data	  is	  stored	  for	  the	  next	  period.	  	  The	  
purchase	  form	  has	  to	  be	  filled	  out	  completely.	  

6.  Ager	  the	  conclusion	  of	  the	  transacHon,	  subjects	  receive	  an	  exit	  
quesHonnaire.	  They	  also	  received	  payoffs	  and	  leg.	  



Experimental Design  II.	  
	  Hybrid	  and	  Field	  Experiment	  

Hybrid	  experiment:	  
InvitaHon	  to	  students	  in	  pool	  at	  TUB;	  at	  students	  in	  pool	  of	  ESMT;	  
and	  students	  in	  pool	  at	  Heinrich-‐Heine-‐University	  Düsseldorf	  

⇒  These	  students	  knew	  they	  parHcipate	  in	  a	  experiment,	  but	  not	  the	  purpose	  
of	  the	  experiment.	  

Field	  experiment:	  
No	  invitaHons,	  adverHsing	  on	  Google,	  VZNetworks,	  FaceBook,	  
Yahoo	  and	  Bing	  

=>	  These	  people	  did	  not	  know	  that	  they	  parHcipate	  in	  a	  experiment	  



Preliminary Results III.	  
	  Laboratory	  Experiment	  



Preliminary Results III.	  
	  Laboratory	  Experiment	  -‐	  Overview of Buyers and their Purchases at both Firms: All 	  



Preliminary Results III.	  
	  Field	  Experiment	  

Overview of Choosers at Firm 1 and Firm 2 in the Field & Hybrid  

Results:	  
-‐  Field:	  2,300	  visitors,	  work	  in	  progress	  
-‐  Hybrid:	  750	  visitors,	  52	  chose	  a	  firm	  including	  16	  buyers	  



Preliminary Results III.	  
	  Field	  Experiment	  

Results:	  

Mann-‐Whitney	  U	  tests	  for	  differences	  between	  groups	  regarding	  
number	  of	  purchases	  at	  firm	  1	  (privacy-‐friendly	  firm)	  across	  
two	  periods	  (differences	  are	  sig.)	  

In	  treatments	  w/o	  price	  difference	  (5,	  4,	  2)	  the	  privacy-‐friendly	  
firm	  snatches	  a	  greater	  share	  of	  the	  market	  

In	  treatments	  w	  price	  differences	  (1,	  3)	  the	  privacy-‐unfriendly	  firm	  	  
obtains	  a	  greater	  market	  share,	  but	  the	  share	  of	  the	  privacy-‐friendly	  
firm	  stays	  above	  10%	  	  

This	  is	  similar	  if	  only	  loyals	  are	  introduced;	  lab	  results	  are	  
incompletely	  reflected	  by	  field	  results	  
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