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IT security certification of QSCDs ςRegime 
REGULATION (EU) No 910/2014
ÁArticles30 and 39: Obligationregardingthe certification of the conformity of

QSCDsthat:

ÁMust beassessedwith regardto the requirementsset in AnnexII

ÁMust be carried out by appropriate public or private bodies designatedby
MemberStates(art.30.1) that mustbenotified to the Commission(art.30.2)

ÁMust be carriedout accordingto:

ÁStandardsto be listedin the implementingactpursuantto article30. 3 OR

ÁAn alternativeprocessusingcomparablesecuritylevelsthat maybe usedonly
in the absenceof standardsor whena securityevaluationison-going.

ČDelegatedactsconcerningthe establishmentof criteria to be met by the
designatedbodies(art. 30.4)

ČImplementingactsin order to list standardsfor the securityassessmentof
ITsecurityproducts(art.30.3)

Certification 
body
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EU Framework for IT security certification of 
QSCDs

ÁDecision2000/709/EC(adoptedunderDirective1999/93/EC)
Á Independency(includingfinancial)

Á Impartiality

ÁTransparency

ÁCompetence

ÁConfidentiality

ÁEfficientmanagementandinternalcontrols

ÁRegulation 765/2008/EC = Existing European framework for
market surveillanceof products and recognitionof conformity
assessmentattestationsthat sets:
ÁHorizontalRegulation

ÁRequirementsfor NationalAccreditationBodies(NABs)responsiblefor the accreditationof conformity
assessmentbodies(CABs)

ÁCoversall principlesembeddedin Decision2000/709/EC

ÁPeerevaluationbetweenNABs

ÁEquivalenceof the accreditationservicesaccreditedby NABswhich havesuccessfullyundergonepeer
evaluation

ÁEquivalenceof the attestationof the CABsaccreditedby them

ÁRegulation1025/2012/EUon standardisation
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Regulation 765/2008/EC
EU accreditation system
Å NAB = National Accreditation Body
Å CAB = Conformity Assessment Body

EU accreditation scheme

NAB-DE: 
DAkkS

CAB-DE

NAB-FR: 
COFRAC

CAB-FR

NAB-LV: 
LATAK

CAB-LV
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REGULATION (EU) No 1025/2012 ςDefinition 
of standard
REGULATION(EU)No 1025/2012OFTHEEUROPEANPARLIAMENTANDOFTHECOUNCILof 25 October2012
on Europeanstandardisation, amendingCouncilDirectives89/686/EECand93/15/EECandDirectives94/9/EC,
94/25/EC, 95/16/EC, 97/23/EC, 98/34/EC, 2004/22/EC, 2007/23/EC, 2009/23/EC and 2009/105/EC of the
European Parliament and of the Council and repealing Council Decision 87/95/EEC and Decision No
1673/2006/ECof the EuropeanParliamentandof the Council

(1) ΨǎǘŀƴŘŀǊŘΩmeansa technicalspecification,adopted by a recognised
standardisationbody,for repeatedor continuousapplication,with which
complianceisnot compulsory,andwhichisoneof the following:

(a) ΨƛƴǘŜǊƴŀǘƛƻƴŀƭǎǘŀƴŘŀǊŘΩmeans a standard adopted by an
internationalstandardisationbody;

(b) Ψ9ǳǊƻǇŜŀƴǎǘŀƴŘŀǊŘΩmeansa standard adopted by a European
standardisationorganisation;

(c)ΨharmonisedǎǘŀƴŘŀǊŘΩmeansa Europeanstandardadoptedon the
basisof a request made by the Commissionfor the application of
Unionharmonisationlegislation;

(d) ΨƴŀǘƛƻƴŀƭǎǘŀƴŘŀǊŘΩmeans a standard adopted by a national
standardisationbody;

Definition of 
standard
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REGULATION (EU) No 1025/2012 ς
Standardisationbodies

(8) Ψ9ǳǊƻǇŜŀƴstandardisation organisationΩ means an
organisationlisted in AnnexI;

AnnexI - EUROPEANSTANDARDISATIONORGANISATIONS

1. CENτEuropeanCommitteefor Standardisation

2. Cenelec τ European Committee for Electrotechnical
Standardisation

3. ETSIτEuropeanTelecommunicationsStandardsInstituteEN

(9)ΨƛƴǘŜǊƴŀǘƛƻƴŀƭstandardisationōƻŘȅΩmeansthe International
Organisation for Standardisation (ISO), the International
Electrotechnical Commission (IEC) and the International
TelecommunicationUnion(ITU);
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Technical framework for IT security 
certification ςSOGIS-MRA

ÁSOGISςMutual RecognitionAgreement(MRA)(v.3) ςJanuary
2010

ÁSignedby AT,FI,FR,DE,IT,NL,UK,ES,SE+ NO

ÁParticipantsto this Agreementare governmentorganisationsor government
agencies

ÁRecognitionfrom all signatoriesof CCandITSECcertificatesup to EAL4

ÁRecognitionof highest assurancelevels defined for specific IT technical
domains(includingsmartcardtechnologies).

ÁPeerreviewand information sharingamongstparticipantsČ recognitionof
certificatesissued

ÁTheMRAisnot part of theά9¦ŀŎǉǳƛǎέand

ÁTheMRAdoesnot applyto the 28MemberStates
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Technical aspects of IT security certification of 
QSCDs ςImplementing acts (art.30.3)

ÁConformityevaluationshallbe performedfollowing appropriate
standards for the security assessment for information
technologyproducts. (article30.3(a))

ÁStandards for the security assessment for information
technologyproducesshallbe listed in the implementingactsto
beadoptedby the Commissionunderarticle30.3

ÁTheimplementingact might coverά/ƻƳƳƻƴ/ǊƛǘŜǊƛŀέ(suchas
ISO15408)

ÁIn line with CCmethodology,the implementingact might also
coverrelevantάtǊƻǘŜŎǘƛƻƴProfilesέ

The Commissionhas started addressingthis topic with experts
from MSwithin the eIDASinformal expert group
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Procedure of eIDAS' article 30.3

PP of 
SOGIS-MRA

"standards"according
Reg. 1025/2012?

COM:
άŜǾŀƭǳŀǘƛƻƴ ƻŦ 

"standards"wrt eIDAS
ǊŜǉǳƛǊŜƳŜƴǘǎέΚ

PP of CEN

COM lists in IA following 
opinion by Member 

States

SOGIS-aw!Ωǎ 
Protection 

profiles  can 
only be listed if 

standards 

PP of ISOtt ƻŦ Χ



Challenges ahead?


