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IT security certification of QSCPRegime :;;;sa
REGULATIQRU) N®10/2014 o

A Articles 30 and 39: Obligationregardingthe certification of the conformity of
QSCD#hat:

A Must be assesseavith regardto the requirementssetin Annexl|

A Must be carried out by appropriate public or private bodies designated by
Member States(art.30.1) that mustbe notified to the Commissior{art.30.2)

A Must be carriedout accordingto: seauity
A Standardgo be listedin the implementingact pursuantto article 30. 3 OR

Certification
body

Market
A An alternative processusingcomparablesecuritylevelsthat may be usedonly dynamism
in the absenceof standardsor when a securityevaluationis on-going
Orgamiisational
. _ _ L Framewotk
C Delegatedacts concerningthe establishmentof criteria to be met by the
designatedbodies(art. 30.4)

Tedhviical

aspegats

C Implementingactsin order to list standardsfor the securityassessmenof
ITsecurityproducts(art.30.3)



IT security certification
of QSCDs Relevant

existing legal and
technical frameworks
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ADecisior2000 709EC(adoptedunder Directive1999 93/EC)

A Independencyincludingfinancial)

A Impartiality

A Transparency

A Competence

A Confidentiality

A Efficientmanagemenandinternalcontrols

ARegulation 765/ 2009EC = Existing European framework for
market surveillanceof products and recognition of conformity
assessmenattestationsthat sets

A HorizontalRegulation

A Requirementdor NationalAccreditationBodies(NABsYyesponsiblefor the accreditationof conformity
assessmenbodies(CABS)

A Coversall principlesembeddedin Decisior2000 709EC
A PeerevaluationbetweenNABs

A Equivalencef the accreditationservicesaccreditedby NABswhich have successfullyundergonepeer
evaluation

A Equivalencef the attestationof the CABsaccreditedby them

ARegulationl025 2012EU on standardisation



EU accreditation system

A
A

Regulation 765/2008/EC

NAB= National AccreditatioBody
CAB =onformity Assessmeiody




REGULATION (EU) Ni25/2012¢ Definition ™

x
, enisa
of standard
REGULATIOEU)No 102520120FTHEEUROPEARARLIAMENANDOFTHECOUNCIBf 25 October2012
on EuropearstandardisationamendingCouncilDirectives89/ 686EECand 93/ 15/EECand Directives94/ 9/EC,
94/25/EC, 95 16/EC, 97/23/EC, 98/ 34/EC, 2004 22/EC, 2007 23/EC, 2009 23/EC and 2009 105EC of the
European Parliament and of the Council and repealing Council Decision 87/95EEC and Decision No
1673 2006 ECof the EuropearParliamentand of the Council Definition of
standardl

(1) wa i I ynieanBldReRhnicalspecification,adopted by a recognised
standardisatiorbody, for repeatedor continuousapplication,with which
compliances not compulsoryandwhichis one of the following:
(@) WA YV (1 S NJAK ik VRyidhifR & standard adopted by an
internationalstandardisatiorbody;

(b) W9 dzNRAISI WhneddFuGtandard adopted by a European
standardisatiororganisation

(c)WHarmonisedd (i I Y meéahNsREuropearstandardadoptedon the
basisof a request made by the Commissionfor the application of
Unionharmonisationlegislation

d) Wy I ( &2 Y ly Riledh®Rastandard adopted by a national
standardisatiorbody;




REGULATION (EU) N25/2012¢ <
Standardisationbodies

(8) W9 dzNP LsGrdsfdisation organisatio2 means an
organisatioristedin Annexl,;

Annexl - EUROPEASITANDARDISATIORGANISATIONS

1. CENt EuropeanCommitteefor Standardisation

2. Cenelec 1t European Committee for Electrotechnical

Standardisation

3. ETSt EuropearnlelecommunicationStandarddnstituteEN
(9) WA vy 0 S N@ptdndaididayidnd 2 Rrie@nsthe International
Organisation for Standardisation (ISO), the International

Electrotechnical Commission (IEC) and the International
TelecommunicatiotJnion(ITU)



Technical framework for IT security :;;isa
certification¢ SOGISIRA o

ASOGIZ Mutual RecognitionAgreement(MRA)(v.3) ¢ January
2010
A Signedby AT,FI,FR DEIT,NL,UK,ESSE+NO

A Participantsto this Agreementare governmentorganisationsor government
agencies

A Recognitiorfrom all signatoriesof CCand ITSEertificatesup to EAL4

A Recognitionof highest assurancelevels defined for specific IT technical
domains(includingsmartcardtechnologies)

A Peerreview and information sharingamongstparticipantsC recognitionof
certificatesissued

ATheMRAisnot partofthed 91 Olj deida £
ATheMRAdoesnot applyto the 28 Member States



Technical aspects of IT security certification ot
QSCDsg Implementing acts (art.30.3) *

**.4

AConformityevaluationshallbe performedfollowing appropriate
standards for the security assessment for information
technologyproducts (article 30.3(a))

AStandards for the security assessment for information
technologyproducesshallbe listed in the implementingactsto
be adoptedby the Commissiomunderarticle 30.3

ATheimplementingact might coverd / 2 Y Y 2N (i (Sudifas €
1ISO15409

Aln line with CCmethodology,the implementingact might also
coverrelevanta t N2 ( Braiiesh 2 v

The Commissionhas started addressingthis topic with experts
from MSwithin the eIDASnformal expert group



Procedure okIDASarticle 30.3 R

SOGI&a w! Qa
Protection
profiles can
only be listed if
standards




Challenges ahead?




