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Overview

1. Data sharing – new mindset from the EU

2. Learning from Freedom of Information practices

3. Risks …

4. … and safeguards:
How to implement “fair data sharing by design”?
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European Data Strategy
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Freedom of information request to Gov I
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Freedom of information request to Gov II
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Freedom of information request to Gov
platform
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What not to disclose in an FOI request?
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If public interests 
were harmed, 
e.g.

• State security
• Internal + 

ongoing 
processes for 
decision-making

If private interests 
were harmed, 
e.g. disclosure of

• Personal data
• Business secrets

Proportionality Check

Risks of accumulated 
disclosure may not 
be detectable for 
any single controller!
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Assigning responsibilities
(e.g. in the Schleswig-Holstein coalition agreement from 22.06.2022)
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Data        provision          usage            officers
Daten|bereitstellungs|nutzungs|beauftragte
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Relevant: infrastructures, formats, 
standardised risk assessment etc.

Freedom of information “by design”

– and data protection?!

 More than “privacy”:
all public and private 

interests
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Towards a systemisation of FOI by design
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2) Legitimacy 
check of access 
request

3) Risk 
assessment, 
selection or 
aggregation

4) Management
• Standardisation
• Open APIs
• Risk mitigation measures 

(ex ante, ex post)

5) Check, audits

Case handling Generalisation

1) Preparation: 
organisation of data 
according to risk 
concerning disclosure
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Bigger picture: 
Towards fair data sharing by design

• Throughout the entire data lifecycle

• Organisation of data collection to provide separability

 Metadata on “sharing possible with/without restrictions”

• Provision of restrictions for sharing or access if necessary

 Selection, pseudonymisation,
aggregation, anonymisation, …

 Synthetic data

 Differential privacy

 Homomorphic encryption

 Secure multiparty encryption

 Federated learning

 Data custodians as neutral parties

• Risk assessment: ex ante, ex post
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How to ensure the 
rights of the persons 

concerned?
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Conclusion

“by design”

• … for support of data 
providers and data 
users

• … to avoid errors

• … better than learning  
via “by disaster”
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• Not only personal data, also business secret data

• Linkage-enabling data deserve closer attention

• Holistic impact assessment including ways to detect, understand and 
mitigate risks

Source: Michael Ofurum via Pixabay

Because of irreversible effects: choose
positive progress instead of harmful haste


