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A few words about us ...

e University of Piraeus, Greece
* School of Information and Communication Technologies

 Department of Digital Systems

System Security Laboratory founded in 2008

Research, Development & Education
e systems security, network security
e computer security, forensics

 risk analysis & management

MSc course on “Digital Systems Security” since 2009

- UNIPI Workshop on Privacy Enhancing Technologies.



http://www.ds.unipi.gr/
http://ssl.ds.unipi.gr/
http://temsec.ds.unipi.gr/en/category/digital-systems-security/
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What we do for N

R
education w@f‘, G%Y

* Undergraduate studies .... {;f}"'h ‘
* Security Policies and Security Management . 2 ] , '
Iﬁ ]
* Information Systems Security

* Network Security

e Cryptography

* Mobile, wireless network security

* Privacy enhancing technologies j:‘:

e Bachelor Thesis ‘% ‘;

11
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Theory

T into
Practice

ENISA - UNIPI Workshop on Privacy Enhancing Technd

Post-Graduate
Lessons

* Postgraduate studies in Digital Systems
Security

* 1stsemester
* Applied Cryptography

e Information Systems Security and
Privacy Protection

* Network Security

* Security Assessment and Vulnerability
Exploitation



Post-Graduate Lessons

* Postgraduate studies in Digital Systems Security
o 2"d semester

e Research Methodology

* Mobile Internet Security

» Digital Forensics and Web Security

* Legal Aspects of Security

Practice:



D

Post-Graduate Lessons

e Postgraduate studies in Digital Systems Security
e 3dsemester

* Master Thesis

* |SO 27001

e Certified Information Security Manager (CISM)
e DPO certification

ENISA - UNIPI Workshop on Privacy Enhancing Technologies.



System Security
Laboratory

e Costas Labrinoudakis, Professor, Head of the Department, Director of the Lab
*  Christos Xenakis, Associate Professor, Director of the Master Course
e Christoforos Ntantogian, Research Associate, Chief of the Lab

e Stefanos Malliaros, Research Assistant

e Eleni Veroni, Research Assistant

e Christos Lyvas, Research Assistant

¢ Farnaz Mohammadi, Research Assistant

e Anna Aggelogianni, Research Assistant

e Aris Farao, Research Assistant

*  Panagiotis Bountakas, Research Assistant

* Vaios Bolgouras, Research Assistant

e Nikolaos Koutroubouxos, Research Assistant

ENISA - UNIPI Workshop on Privacy Enhancing Technologies.



Areas of Expertise

Smart Grid and loT security

— Authentication, key management, trust management, privacy solutions, lightweight intrusion detection
Mobile — Wireless networks

— Security evaluation, security solutions, quantitative risk analysis

Network security

— ldentity management, password-less authentication, access control, trust management, anonymous

authentication, remote attestation

. -
Computer Security | P Pf@;
"h " b {.l . ,"-a
— Trusted computing, AV evasion using ROP techniques ) g j ﬁ ? 4 ?{\} . \‘}
_E (
|

Security evaluations & penetration testing |

— Web, mobile systems, embedded systems, mobile — wireless networks, core telecom networks, SCADA

ENISA - UNIPI Workshop on Privacy Enhancing Technologies.
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Data Volume Growth Continues @ Rapid Clip...

% Structured / Tagged (~10%) Rising Fast...

Information Created Worldwide =
Expected to Continue Accelerating [ 2n95E: 1
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General Data Protection Regulation — GDPR

Personal
Data

Protect by
design

i

Data
Protection
Officer

Data
Portability

TAKE A CHANCE,
IGNOEE GDPRE AND
PAY UP T& 4% OF

GROSS CORPOERATE
REVENUE-

Data
Breach
Notification

Right
tobe
forgotten

COPYRIGHT 2017 B.DREYER GDPRTOONS.-

ENISA - UNIPI Workshop on Privacy Enhancing Technologies.



Key steps to GDPR readiness

Nowadays everybody focuses on these

o Awareness

Communicate the
impact of GDPR

9 DAl . e Consent
Mapping

Identify your data and Get consent for all
categorise it personal data held

Continual
Monitoring

Monitor and maintain
compliance levels

(5 0O
Discovery

Enhance IT security and Validate you haven't
protect your data missed any data

But what about these !!!

ENISA - UNIPI Workshop on Privacy Enhancing Technologies.




Data Lifecycle, Data Protection and ReCRED solutions

e ReCRED’s solutions focus on

Access i e — Identity Management
— Application Access
Policy .
Enforcement - POI'Cy Enforcement
Deletion/
Destruction
— Encryption
N k Micro- H Data L
Se eI Lifecycle and Auciting — Mobile Security
e — ldentity Federation
Identity Encryption
Federation .,“;'tt;l;;tit - User ACCESS

- — Data Access
Sovereignty Security

ENISA - UNIPI Workshop on Privacy Enhancing Technologies.



Problem 1: What happens with Passwords ?

e Users authentication is the basis for Data Protection and specifically for:
* |dentity Management, Application Access, User Access & Data Access

e Currently, user authentication relies on passwords

— a technology of the ‘60s

PASSWORDS ARE LIKE

— 98% of the websites use password- U N D E RPA NTS

based authentication

— 70% of users forget their password

: Change them often, keep them private and never share them with anyone.
once in a month : ol Y

ENISA - UNIPI Workshop on Privacy Enhancing Technologies.



Problem 1: What’s wrong with Passwords ?

Biggest DATA BREACHES of the 21st century

Users have the tendency to choose weak & easy- SR | re—

to-remember passwords ot IR 150
Adult Friend Finder _ 4122m

Passwords are highly reused by users e [l 53m

e ege e o eBay - 145m
Many cyber attacks are initiated by compromising —
credentials or exploiting weak passwords. m—

Yahoo 3b
Nearly, one out of every two cyber attacks saw —
breach of password e [ 36m
kngemen oo 11220

The last 8 years more than 7.1 Billion identities snystastationtetwar [l 7
have been exposed in data breaches Sl

Heartland Payment Systems - 134m
1k companies, inc. [ oam



ReCRED’s solutions to the problem of passwords

Standardized and secure authentication using FIDO
e FIDO protocol implementation that provides Device Centric authentication

Multifactor & easy to use password-less authentication

BIOME’FRICS ‘
KIE|Y|s|T]R] o] x]E

e Biometrics and behavioral authentication for 15t & 29 factor authentication

% %]

It offers strong authentication based on public key cryptography @ Q f §; 2
N AN A AN
AN AT @A

It enhances users’ privacy since all identifying info is stored locally

Renders password guessing attacks and leaks infeasible

c Asymmetric Cryptograghy

ENISA - UNIPI Workshop on Privacy Enhancing Technologies.




What is the provided level of protection ?

« My mobile device is the gateway

to my digital life GDPR
« What If my mobile device is:
. Compromised [’ prige 3z ),
o Stolen ; e
o Broken %
lost (O ReCRED supports

Security-by-Design

Replaced ﬁ

ENISA - UNIPI Workshop on Privacy Enhancing Technologies.



Security-by-Design - |: Trusted Computing

* Trusted Execution Environment
SECURITY BY

e Itis a hardware & software technology to separate DESIGN

secure and normal worlds
* Provides hardware root of trust

|t transfers security from software to hardware

e Malware is software = It cannot reach and tamper

hardware o —

e Security functions are controlled or performed by TEE

e Key generation, encryption, decryption, key storage,

digital signing, etc. — — T

ENISA - UNIPI Workshop on Privacy Enhancing Technologies.



Security-by-Design - |: Trusted Execution Environment - TEE

e Within ReCRED we are using three different TEE:
 ARM TrustZone included in many off-the-self mobile devices
* Open-TEE emulation environment
* OP-TEE real operating system

* We are using a HiKey board and a Rpi 3

Both incorporate ARM TrustZone technology

We used an open source TEE for Linux named OP-TEE

Hardware debugging (JTAG & serial)

ENISA - UNIPI Workshop on Privacy Enhancing Technologies.



Security-by-Design - II: 2"d or 3™ factor Authentications

e Within ReCRED, we have developed four different types of

behavioral authentications:
e Key stroke

* Browsing habits

* Mobility

e Gait

e Latch for account locking

ENISA - UNIPI Workshop on Privacy Enhancing Technologies.



Problem 2: Identity Fragmentation — Online Accounts

e Today's Internet users are registered in too many online services
* Gmail, Yahoo, Facebook, Twitter, LinkedIn, e-banking, dropbox, etc.
e Each one use a different authentication method & credentials
* Questions arise:
e Can | consolidate & manage securely all these identities & accounts
e Canllink my online accounts e.g., facebook with google

e Canllink an online account with my physical identity e.g., e-bay to sell

my laptop (3" problem)

ENISA - UNIPI Workshop on Privacy Enhancing Technologies.



FIDO — Federated authentication - Open|D Connect

OpenID Connect (federated authentication) delegates authentication

e Online services authenticate their users by employing Google, Microsoft,

Twitter, LinkedIn accounts, etc.

OAuth 2.0 (Open standard for Authorization)
e |ssues and uses access tokens to be used for authorization
User: less passwords to remember

Service providers: no need for password maintenance

ReCRED’s approach = Fido+(OpenID Connect/OAuth2.0)+BAA

)

o

[liance

Quora

The best answer to any question

Sign Up With Google EOoM

K3 sion Up with Facebook
J hE

| *

Client (App) Identity Provider

Delegates Authentication,
Reguests Tokens, Claims
lssues
Tokens, Claims

Accesses Authenticates,
Services Grants Access

End User



Problem 2: Identity Management — Consent Management

* How can | control my privacy & give my consent for using my personal data

e Currently I simply reply to an email or just say: YES

i

Sl
AR

ENGLISH VERSION BELOW

JUST SAY "YES”

e |tis nota new destination .. It’s a new regulation !!!

ENISA - UNIPI Workshop on Privacy Enhancing Technologies.



ReCRED’s solutions: Identity consolidation & management

* |dentity Consolidator is the central entity of ReCRED

It is a identity provider (idp), that acts a trust third party and provides users’ authentication

Manages all access control needs of the users and supports federated authentication
* Using my UNIPI account, gmail account, BAA, Vodafon subscription, etc.

It issues and verifies cryptographic credentials (we will talk about this later on... )

Performs fail-over recovery (in case of lost or damaged devices)

It may horizontally bind the online identities of a users

ETTEN
Collects identity attributes from various IdPs upon user’s request Emn

Enables users to control the level of privacy on their personal data G
* GDPR *
For data usage, users’ consent is required R

The General Data Protection Regulation

(" Identity Consolidator (IDC) )

Authentication Management

OpenlD  Federated Login
Conne:

ct
“ FIDO UAF Server

Credential Management
Idemix / U-Prove

[ % Identity Repository ]
(. /




Device Centric Authentication - DCA

Behavioral Authentication

OpenlD Connect .
P Authorities

< >

111

°q Co, O(\“ Identity Providers
/7@(-\ f /
| S - OpenlID Connect

mypyw @ Fieo

Service Provider

A second factor authentication is
also required

Fail-over recover
! Mobile Network Operator



Problem 4 : | want Anonymity

e But, OpenID Connect does not provide any anonymity !!

e | want to have access to an online bookstore that has a
discount if | have the specific attributes or properties:

e |am over 22

e | am a student

. I 1,_ o | mp wHES BEEN TrAWLING
| am EU citizen ; Gﬂﬁf“ﬂ?r "E”?“D 5
: FORMATiON ?

e | want to ensure my anonymity controlling my privacy

* | do not want to reveal any additional personal information

ENISA - UNIPI Workshop on Privacy Enhancing Technologies.



Problem 4 : Privacy-by-Default

 Some real life's problems that require controlled privacy

e How to provide anonymity & pseudonymity to online services

* How to distinguish adults from kids online, while preserving anonymity
 How to provide access control to adults’ content, ensuring anonymity

* Privacy-by-Default is mandatory for GDPR compliance

ENISA - UNIPI Workshop on Privacy Enhancing Technologies.



Privacy Preserving Attribute-Based Access Control (P-ABAC)

* Privacy preserving Attribute-based Access Control - Anonymous Credentials
e Authentication with pseudonyms
e Account-less access through verified identity attributes
e Age, Location, Affiliation, etc.
e Reveal to services only the minimum identity information that is needed
 Two implementations
« Idemix by IBM idemix ;’3
* U-Prove by Microsoft b R

e Advanced cryptography

e Zero knowledge, & blind signatures W

ENISA - UNIPI Workshop on Privacy Enhancing Technologies.




Anonymous access

Simplified idemix verification transaction

GET/POIICV
policy =
User N Issuer — SET/resource/id/po);
1 -"-V-V'D-O.S,T,/_F‘S?Dpseudonym % A -
= ~credential 2 User Verifier
e o POSTresaurce/id/pseudany
Verification data —
e bty v gy | -
Simplified idemix issuance transaction L reseum® %i
2686998563168237225325663640834885557546406657822006140082664392 These attributes have no
1100627574884, 7176348269900990032589055671619815078163577, —

227710153798026723211059, 8300470783721158199, 23490470611349108 meaning by themselves

ENISA - UNIPI Workshop on Privacy Enhancing Technologies.



ReCRED’s Innovation

Standardized and secure authentication using FIDO
* FIDO protocol implementation
Multifactor & easy to use password-less authentication
e Both biometrics and behavioral authentication
Security-by-design by employing the crypto functions and secure storage of TEE
— Implementation of secure world applications with C programming language
Identity Consolidator as a trusted registry which offers
— ldentity federation & management, user consent, as well as reliable failure recovery
Privacy-by-design of online identities using anonymous credentials

e Idemix and U-Prove implementation

e Attribute-based Access Control policies

reaéu‘r;‘lt“ﬁ“h""”’lna['ket‘l

usiness=—:
“urvesEproduct P,
good’;

customer AL} OTCE



Current H2020 R&D projects

e SAFERtec: Security Assurance FramEwoRk for neTworked
VEhicular TeChnology (H2020-D5-01-2016) —

 Modern connected vehicles integrate 3rd party components & \
. SN
applications h A= 23
* Numerous interfaces and an increased attack surface is exposed Connected-vehicle system
e Design and validate a cost-efficient framework for the quantification
of security, privacy & safety assurance levels in V2| use-cases
e UPRC is responsible to design and evaluate the security
framework - P ——

https://www.safertec-project.eu/ SAFER

Connected-vehicle system
Instance 2



Current H2020 R&D projects

CrowdHEALTH: Collective wisdom driving public health policies
(H2020-SC1-2016-CNECT)

esse
. .
.

{2&%). CrowdHEALTH

Deliver a secure ICT platform to collect and aggregate high volumes
health data from multiple information sources in Europe.

http://www.crowdhealth.eu/
Proposes the evolution of patient health records (PHR) towards

Holistic Health Records (HHRs) enriched to become “Social HHRs” to
capture the clinical, social and human factors.

UPRC is responsible for designing and implementing Single
Sign solutions with Attribute Based Access Control (ABAC)




Current H2020 R&D projects

e FutureTPM: Quantum Resistant Trusted Platform (H2020-DS-06-2017)

e Goals

e Secure Quantum-Resistant cryptographic algorithms for the TPM
Design validation using formal security analysis
Implementation for hardware, software, and virtual TPM
Real-world applications to tested industrial use-cases
Standardization within TCG, ISO/IEC and ETSI

* Project Results will be validated in three use cases
e Online banking
e Activity tracking
* Device management

 UPRC will contribute to the security analysis and evaluation of the FutureTPM platform



Current H2020 R&D projects

e SealedGRID: Scalable, trustEd, and interoperAble pLatform for sEcureD smart GRID (H2020-MSCA-
RISE-2017)

e Mission

 Aims at developing and implementing a scalable, highly trusted, and interoperable Smart Grid security
platform.

e Approach
e |t will design and implement an innovative platform of high and state-of-the-art security methodologies, such as:

* Key Management
* Encryption
e Signature
e Blockchain
e Attribute-Based Authorization Policy
* Remote Attestation Mechanism

 UPRC is the coordinator Sea Ied
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Eupwnaikf "Evian EIAIKH TPAMMATEIA ETNA & T . KAINOTOMIA
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e CityZEN : OAokAnpwpEVo cuotnpa Sloxelplonc UTTOSOLLWYV KoL TIALPOXNG
urtnpeotwwv loT ywa tnv €€uttvn moAn (T1EAK-02121)

e NETPHISH: Avarmntuén kalvotopou epyaleiou teAlkoU Xpnotn yLa tnv
npootacia ano enbeoslc nAektpovikov "Ppapepatoc” (T1IEAK-05112)

e Re-cent: OAoKkAnpwHEVN UTtNPECLA OLAUOLPACUOU SIKTUAKWVY TTOPWV yLo
v eéatopkevpevn dtavoun Pndlokou mepLEXOUEVOU o€ dikTua
dedopevwy 5nc¢ yeviac (T1EAK-03524)

ENISA - UNIPI Workshop on Privacy Enhancing Technologies.



CUREX: Secure and Private Health Data Exchange (SU-TDS-02-2018)

INCOGNITO: Identity verification with privacy-preserving credentials for anonymous
access to online services (H2020-MSCA-RISE-2018)

SECONDO: A security economics service platform for smart security investments and
cyber insurance pricing in the beyond 2020 networking era (H2020-MSCA-RISE-2018)

ENISA - UNIPI Workshop on Privacy Enhancing Technologies.




Recently developed tools:

e Commix: Detecting and exploiting command injection flaws 7 / ~— ~ \
https://qithub.com/stasinopoulos/commix_ Presented in Black Hat 2015 Europe, |
Included in the latest version of Kali Linux. a

EURORPE 201%

* ROPInjector: Using Return Oriented Programming for Polymorphism and Antivirus 0
Evasion. https://qgithub.com/qgpoulios/ROPInjector, Presented in Black Hat 2015,

USA. black hat

LSA 201%

e (U)SimMonitor: A Mobile Application for Security Evaluation of Cellular Networks,
https://qithub.com/SSL-Unipi/U-SIMonitor_ Presented in CyCon 2015, Estonia,

Presented in Computers & Security, Elsevier Science, Vol. 60, Issue 1, pp: 62-70, July C\/CON
2016

International Conference
on Cyber Conflict

ENISA - UNIPI Workshop on Privacy Enhancing Technologies.


https://github.com/stasinopoulos/commix
https://github.com/gpoulios/ROPInjector
https://github.com/SSL-Unipi/U-SIMonitor

Visit our website at www.ds.unipi.gr/security/

Follow us on n @SSLUNIPI

W UNIVERSITY . UNIVERSITY OF PIRAEUS
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