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Overview

 A new obligation for the data controllers

 Data processors should be also aware of this obligation

 What is a personal data breach?

 When and how is being notified to the Data Protection Authority?

 When is being communicated to the affected individuals?

 What a DPA is “expecting to see”?
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Introduction - Definitions
 (Personal) data security goals 

 Confidentiality

 Integrity

 Availability

 Personal data breach: breach of security leading to the accidental or unlawful destruction, loss, 

alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise 

processed 

 Confidentiality breach

 Integrity breach

 Availability breach

 What the GDPR brings (art. 33 & 34)

 The data controller should document all personal data breaches

 The data controller should notify the breach to the competent Data Protection Authority (unless it is unlikely 

to result in a risk to the rights and freedoms of natural persons)

 The data controller should communicate the breach to the affected individuals in case that it is likely to result 

in a high risk to the rights and freedoms of them
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or a combination…
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The overall process
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The data 

controller 

becomes aware 

of the breach

Investigation for 

collecting information 

and assessing the 

impact of the breach

Is there any 

risk for the 

individuals?

Notification to the 

DPA

Neither notification 

nor communication

Is there any 

high risk 

for the 

individuals?

Appropriate 

communication to the 

affected persons 

All breaches 

are being 

locally 

recorded

YES

YES

NO

NO

Art. 29 Working Party
Guidelines on Personal 
data breach notification 
under Regulation 
2016/679 (wp250)

Within 72 hours!

Without undue delay
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Examples (WP29 guidelines) 
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A controller stored a backup of an archive of personal data 

encrypted on a CD. The CD is stolen during a break-in. The 

decryption key has not been compromised

NO NO

Personal data of individuals are exfiltrated from a secure (https) 

website managed by the controller during a cyber-attack.
YES

HIGHLY 

PROBABLE

A brief power outage lasting several minutes at a controller’s call 

centre meaning customers are unable to call the controller and 

access their records.
NO NO

A controller suffers a ransomware attack (data were encrypted). No back-

ups are available and the data cannot be restored. On investigation, it 

becomes clear that there was no other malware present in the system.
YES YES

An individual phones the controller’s call centre to report a data 

breach. The individual has received a monthly statement (financial 

data) for someone else.
YES YES

An online marketplace suffers a cyber-attack and usernames, 

passwords and purchase history are published online by the 

attacker.
YES YES

Medical records in a hospital are unavailable for the period of 30 

hours due to a cyber-attack.
YES YES

Things would 

be different if 

backup was 

present

Things would 

be different if 

the decryption 

key was also 

stolen

Only the 

single 

individual 

affected
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What is to be notified to the DPA
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 The nature of the breach
 Categories and approximate number of data subjects concerned,….

 The possible consequences

 The measures taken or proposed to be taken to address the breach

 Whether the data subjects have been informed or not
 Important to assess in time whether high risks are present

 The DPA may require such a communication to the affected individuals in any case

 If no all required information is available, the notification may be in phases
 So as to ensure that the notification is being submitted within 72 hours

 => Necessary for any data controller to determine procedures for detecting and 

handling personal data breaches
 The role of the data processor is also important 
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The data breach notification form

October 10th, 2018
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The data breach notification form (cont.)
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In case that the 72-hours 

deadline is not being met
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The data breach notification form (cont.)
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The data breach notification form (cont.)
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The data breach notification form (cont.)
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The data breach notification form (cont.)
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The data breach notification form (cont.)
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In relation with 

the assessment 

on the severity.

The assessment 

needs to be 

justified



The data breach notification form (cont.)

14

Important to 

proceed 

immediately with 

the proper steps



The status so far in Greece
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 33 notifications to the Hellenic DPA since 25/5/2018
 A small number compared to other Member States

 11 of them did not result in communicating the breach to the data subjects (no 

high risk)

 The HDPA provided guidance in almost all cases
 Especially with regard to communicating the breach to the individuals

 In one case, a complaint filed before the Hellenic DPA by an affected individual 

regarding a data breach
 The data controller had already notified the breach to the DPA just a few days before this complaint
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Conclusions - Discussion
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 Adopt appropriate procedures to allow you efficiently handling personal data 

breaches
 The data processor should assist the controller in ensuring compliance with the obligations 

regarding personal data breaches 

 It is crucial to act promptly and take appropriate measures to remedy the 

consequences as well as to ensure that similar incident is unlikely to occur in the 

future

 See also:
 http://www.dpa.gr (Guidelines for controllers -> Personal data breach notification)

 Guidelines on Personal data breach notification under Regulation 2016/679 (Article 29 Working 

Party)

 Recommendations for a methodology of the assessment of severity of personal data breaches 

(ENISA, 2013)
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