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Overview

A new obligation for the data controllers

o Data processors should be also aware of this obligation

o What is a personal data breach?

o When and how is being notified to the Data Protection Authority?

o When is being communicated to the affected individuals?

o What a DPA is “expecting to see”?
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Introduction - Definitions

(Personal) data security goals
o Confidentiality

o Integrity

o Availlability

Personal data breach: breach of security leading to the accidental or unlawful destruction, loss,
alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise
processed

a Confidentiality breach

a Integrity breach or a combination...
a Availability breach

What the GDPR brings (art. 33 & 34)

o The data controller should document all personal data breaches

o The data controller should notify the breach to the competent Data Protection Authority (unless it is unlikely
to result in a risk to the rights and freedoms of natural persons)

o The data controller should communicate the breach to the affected individuals in case that it is likely to result
in a high risk to the rights and freedoms of them
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‘ The overall process
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Examples (WP29 guidelines)

INCIDENT

A controller stored a backup of an archive of personal data
encrypted on a CD. The CD is stolen during a break-in. The
decryption key has not been compromised

NO

NO

Personal data of individuals are exfiltrated from a secure (https)
website managed by the controller during a cyber-attack.

YES

A brief power outage lasting several minutes at a controller’s call
centre meaning customers are unable to call the controller and
access their records.

HIGHLY
PROBABLE

NO

A controller suffers a ransomware attack (data were encrypted). No back-
ups are available and the data cannot be restored. On investigation, it
becomes clear that there was no other malware present in the system.

NO

YES

An individual phones the controller’s call centre to report a data
breach. The individual has received a monthly statement (financial
data) for someone else.

YES

YES

An online marketplace suffers a cyber-attack and usernames,
passwords and purchase history are published online by the
attacker.

YES

YES

Medical records in a hospital are unavailable for the period of 30
hours due to a cyber-attack.

YES
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What 1s to be notified to the DPA

The nature of the breach
o Categories and approximate number of data subjects concerned,....

The possible consequences
The measures taken or proposed to be taken to address the breach

Whether the data subjects have been informed or not
o Important to assess in time whether high risks are present
o  The DPA may require such a communication to the affected individuals in any case

If no all required information is available, the notification may be in phases
o So as to ensure that the notification is being submitted within 72 hours

=> Necessary for any data controller to determine procedures for detecting and

handling personal data breaches
o The role of the data processor is also important
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The data breach notification form
e
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‘ The data breach notification form (cont.)

Ongoing breach?
(YES/NO)

Beginning date and time of the breach
(year/month/date/time)

If you do not know the date/time precisely,
please indicate the approximate date.

Ending date and time of the breach
(year/month/date/time)

To be completed, in case that the breach is not
ongoing. If you do not know the date/time
precisely, please indicate the approximate
date.

Date and time of becoming aware of the
breach (year/month/date/time)

If you do not know the date/time precisely,
please indicate the approximate date.

Means of detection of breach

Reasons for late notification of breach

AN

To be mandatorily completed, in case that
more than 72 hours have been passed since
you became aware of the breach

Date of notification by processor
(year/month/fday/time)

N\

In case that the 72-hours
deadline is not being met

If you do not know this date/time precisely,
please indicate the approximate date (to be
completed only in case that a data processor
has notified the data breach to you)

Comments on the dates
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‘ The data breach notification form (cont.)

3. About the breach

You fill YES in case of unauthorized disclosure

Breach of confidentiality?
ity of the data or unauthorized access to the data
(YES/NO)
etc.
Breach of integrity? You fill YES in case of alteration/modification of
[YES/NO) data etc.
Breach of availability? You fill YES in case of loss or destruction of data
(YES/NO) etc.

Nature of the incident

Indicative examples:

1) Device lost or stolen

2) Paper lost or stolen or left in insecure
location

3) Mail lost or opened

4) Hacking

5) Malware (e.g. virus, ramsonware)

6) Phishing

7) Incorrect disposal of personal data (either
on paper or in electronic format)

8) Unintended publication

9) Data of wrong data subject shown

10) Personal data shown to data recepient
11) Verbal unauthorized disclosure of personal
data

and others (please specify)

Cause of the breach

Indicative examples:

1) Internal non-malicious user

2) Internal malicious user

3) External malicious user

4} Forces of nature (fire, flood, etc)

5) Obsclete hardware

6) Obsolete software

7) Unknown

and others (it may be a combination of the
above)
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The data breach notification form (cont.)

4. Type of breached data

Data related to
identification/authentication of data
subject ([first name, last name, account

[login} name, password etc.} [YES/MO) IFYES, specify
1D Cardf passport Number [YES/NO)
IFYES, specify
Tax ldentification Number [YES/NO)
Social Insurance Number [YES/NO)
Other identification data [YES,/NO}
IFYES, specify
Date of birth [YES/NO}
Contact details [e.g. postal or electronic
mail address, phone number etc.)
[YES/NO] IFYES, specify
Economic and financial data [YES/MNO}
IFYES, specify
Location data [YES/MO)
IFYES, specify
Official documents [YES,/MNO)
IfYES, specify
Criminal convictions, offence or security e .
measures [YES/ MO} , specify
Other [YES/MNO) IFYES, specify
Unknown {YES/MNO} IFYES, describe the reasons
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‘ The data breach notification form (cont.)

Data revealing racial or ethnic origin

{vES/NO) IfYES, specify

Political opinions [YES/MNO) IFYES, specify

Religious or philosophical beliefs [YES/NO) IFYES, specify

Trade union membership (YES/ MO} IFYES, specify

Genetic data [YES/NO) IFYES, specify

Biometric data [YES/NO) IFYES, specify

Health data [YES/NO) IFYES, specify

Data :ul'!l:ernil.'lgsexIifEDrsexua.I IFYES, specify
orientation [YES/NO)

Other (YES/MO) IFYES, specify

5. About the data subjects

Approximate number of personal data
records concerned by the breach

Approximate number of data subjects
(persons) concerned by the breach

Employees [YES/NO)}

Users [e.g. onan online service) [YES/MO}

Subscribers (YES/NO)

Students (YES/NO)

Military staff [YES/NO)

Customers [current and prospects)

(YES/NO)

Patients [YES/NO)

— Minaors [YES MO}

Other (YES/NO) If YES, specify




The data breach notification form (cont.)

6. About the measures in place BEFORE the breach

r'l

1. Consequences

7.1 Breach of confidentiality

7.2 Breach of integrity

7.3 Breach of availability




‘ The data breach notification form (cont.)

7.4 Physical, material or non-

Mature of the potential impact for the
data subject

aterial damage or significant consequences to the data subjects

Indicative sxamgles:

1} Loss of controld over their personal data
2} Limitaticn of their rights

3} Discrimination

A} Identity theft

5} Financial loss

&) Damagme to repurtation

7} Loss of confidentiality of personal data
|protected by profescional sscrecy

8. Actions AFTER the breach

£.1 Communication to data subjects

Hawe you informed the concerned data

subjects about the breach; [YES/MO/ND,

BUT THEY WILL BE INFORMEDS NOT
DECIDED AT THIS TIME)

Inficate here the result of your seif-
aszezzment of the severity of the impact of
the breach for the data subje

In ca=e that you answered “NOT DECIDED
AT THIS TIME®, &
complementary/amended form should be
submitted in the near future for this incident

In relation with
the assessment
on the severity.

The assessment
needs to be
justified
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The data breach notification form (cont.)

Important to
proceed
immediately with

Description of the measures taken by the the proper steps
controller to address the breach
15 this notification a cross border
notification made to your lead

supervisory authority? [YES/ MO)

List of EL countries concerned by the
breach

Inedicarte hezre the countries conoerned by the
breach, in case that you answered YES in the
first question of B3

Has the breach been or will it be notified
directly to other concerned EU
Supervisory Authority? [YES/MO)

I ¥IES, plase indicate here the fist of the other EU
Supervisory Austhorities you have notified or
plan to notify, with explicit reference to the lead

Has the breach been or will it be notified
to Data Protection Authorites outside the
EU? [YES MO}

I ¥IES, plame indicate here the fist of the other
data protection authorities cutside the EU to
which the breach has been or will be notified

Has the breach been or will it be notified
to other EU regulators because of other
legal obligations? [YES/MO) [MIS
directive elDAS regulation)?

if ¥ES, plesme indicate here the list of the other
EL repubators, with explicit reference to the =g

obligation {eg. NIS Directive, DS Regulation)
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The status so far in Greece

33 notifications to the Hellenic DPA since 25/5/2018

o A small number compared to other Member States

11 of them did not result in communicating the breach to the data subjects (no
high risk)

The HDPA provided guidance in almost all cases

o Especially with regard to communicating the breach to the individuals

In one case, a complaint filed before the Hellenic DPA by an affected individual
regarding a data breach
o The data controller had already notified the breach to the DPA just a few days before this complaint
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Conclusions - Discussion

Adopt appropriate procedures to allow you efficiently handling personal data
breaches

o The data processor should assist the controller in ensuring compliance with the obligations
regarding personal data breaches

It is crucial to act promptly and take appropriate measures to remedy the
consequences as well as to ensure that similar incident is unlikely to occur in the
future

See also:

o http://www.dpa.gr (Guidelines for controllers -> Personal data breach notification)

o Guidelines on Personal data breach notification under Regulation 2016/679 (Article 29 Working
Party)

o Recommendations for a methodology of the assessment of severity of personal data breaches
(ENISA, 2013)

Security of Personal Data Processing Event — Athens, 8" October 2018


http://www.dpa.gr/

