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The goal practicaldemonstration.and application
of the methodologicalsteps
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DATA SECURITY

Applythe steps of the methodology in order to
define/request/estimate appropriate security measures.
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The means SMESs casesmulation

V usecase

C specifigpersonal data processing operation

C specificassumptions on the data processing
environment

C assumptions on overall context of processing
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The use cases focUBNLY on security measures
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The way. various-SMEectorso different risk
levels-and types/of-personddta

¢ Context of the processing

C experiencef data controll erds cases
from DPAs.

C Specific SME sectotrg ases O0si mul ationo

cldea to i noclSuvtEes: wiTtylp i e sobdifferdnt d ¢
risk levels and types of personal data.

C E.gHealth & insurance sector, travel & accommodation services,
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The outcome SME:sector® 0hriocrnill’'z o nt ¢
processings

Mappingof processing operationger sector

Some processing operations consideeed 0 h o r-relevamttdall | 6
vertical sectors

Examples:
C Personaldata processing of employees for human resoumaposes

¢ Customerand potentiatustomers, suppliergersonal data processing, for
different purposes likerder and delivery of goods, anketing/advertising
supplyof services and goods
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The challengesf the exercise

Evaluation ofmpact on Confidentiality, Integriyailability

Under certain circumstances tlmerall impachigher than theproposed
one

Difficultyto define scenarigsuggestions on what to consider

Risk assessment for each processipgration
» Controls applied per system/per organization
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The conclusions

One-sizefits all approacimot viable
Eachprocessing operatioto be reviewed separately
Context and environment of th@rocessing matter

Datacontrollers should comprehentheir processing operations
and then evaluate the level of risk and deploy the appropriate
security measures.

Role of an appropriately qualified Data Protection Officer (DPO
GDPR Certifications
Sectorial Codes of Conducts, DPIA templates
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