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NCSS: goal and principles

« Sent to parliament on February 2011.

« Goal
- Security and trust in an open and free digital society

« Basic principles (to be successful)
- Public Private Partnership as doctrine
- Cooperation:
> National
> International
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NCSS: 6 lines of action
« Setting up CS Council and National CS Centre

Setting up CS Threat Assessment

Increasing the resilience of critical infrastructure

Increasing response capacity on attacks/disruptions

Intensifying investigation and prosecution of cybercrime

Encouraging research and education
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National Cyber Security Council

¢ [Independent advisory body for the Cabinet
e Monitoring National Cyber Security Strategy
e Government, Private sector, Science

e On CEO/CIO level

e Funding by government
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The Cyber Security Threat Assessment

« Analysis of threats in ICT domain

« For Government, Parliament and Cyber Security Council

« No recommendations

« Two versions: public & confidential

« Yearly, with Public and Private input
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Concluding thoughts

« The NCSS is about increasing trust, knowledge en awareness

« Current focus on concrete actions. The next strategy must
iInclude more strategic vision.

« More focus on the international dimension
« About writing an NCSS:

- Involve all relevant parties, but make one party responsible.
- Organise a high level steering committee
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Challenges

e Cyber Security as winning business concept. game changer?

e Cyber Security governance model: clear roles and
responsibilities for all parties.

e Having an integrated vision on the concept of security versus
a free and open cyber space
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Questions?
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