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Disclaimer 
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The views I express in this talk are 

mine and do not necessarily reflect 

the views of either past or present  

clients, employers and/or associates. 
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ITU Cybersecurity Strategy Guides 
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Strategy 

 Strategy 

 “Complex decision-making process that 

connects the Ends sought (objectives) with the 

Ways and the Means of achieving those ends,”       

Drew and Snow (2006) 

 Cybersecurity Strategy 

 “A nationally-led and globally harmonised 

multi-stakeholder effort to build human and 

institutional capacity to prevent, detect, react to 

and deter cyber threats and risks 
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Cybersecurity Strategy Model 
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URL: http://www.itu.int/ITU-D/cyb/cybersecurity/strategies.html 

http://www.itu.int/ITU-D/cyb/cybersecurity/strategies.html
http://www.itu.int/ITU-D/cyb/cybersecurity/strategies.html
http://www.itu.int/ITU-D/cyb/cybersecurity/strategies.html
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How to get  

started  

and how to  

define scope? 
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Strategy Development Process 
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Source: Pages 31-33, “ITU National Cybersecurity Strategy Guide”  
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Ends – Goals Cybersecurity supports 
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 Identify objectives before risk assessment 

 Cyber attacks threaten ‘vital’ national interests 
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0 – Driver e.g. National Security 
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Threat Sources  

and Cyber Risks 
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Focus on threat sources NOT methods 
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Who to  

involve  

and how? 
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Cybersecurity Stakeholders 

 Executive Branch of Government 

 Legislative Branch of Government 

 Critical Infrastructure Owners and Operators 

 The Judiciary 

 Law Enforcement 

 Intelligence Community 

 Vendors 

 Academia 

 Citizens/civil society 

 International partners 
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Governance Structures crucial 

 Different cybersecurity objectives 

 Government: Accountable 

 Private sector: Responsible under the law 
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Governance – Government Leadership 

 Set national cybersecurity agenda 

 Sponsor national cybersecurity programme 

 Maintain focus on cybersecurity priorities 

 Cybercrime legislation 

 Human and institutional capacity building 

 Cybersecurity agreements and conventions 

 International cooperation 
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US – Top Government Leadership 
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Create & Empower a 

National Focal Point 

18 



© Dr. Frederick Wamala, CISSP® 

1 – “Coordinator” name NOT enough 
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Achieving commitment – 

Public-Private Partnership 
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Commitment –  Value Proposition 

 Private sector contribution (R, C and I) 

 Expert knowledge of cyber assets, networks etc 

 Incident response expertise 

 Innovate new secure systems and services 

 Government contribution (Accountable) 

 Legal tools to boost collective security 

 Focus on issues of interest to the private sector 

 Cybersecurity research incentives 

 Information on critical infrastructure threats 

 Pre-requisite for doing business 
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Achieving Commitment – Build Trust 

 Different agendas i.e. Profit, politics etc 

 Parties must trust each other’s motives 

 Confidence in capacity to discharge duties 

 Can private companies securely handle 

classified government data on cyber threats? 

 Can the private sector trust government to 

protect commercially-sensitive data? 

 Who is liable if collaboration breaches law? 
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UK – Public-Private Partnership 
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Defense Industrial Base Cyber-Pilot 
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Dr. Frederick Wamala, CISSP®  
Cybersecurity Adviser  

– Strategic and Technical 

 

E-mail: f.wamala@efrivo.com  

Twitter: @DrWamala 
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