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Philosophy

PreventionPreventionPreventionPreventionPreventionPrevention

ReactionReactionReactionReaction SustainabilitySustainabilitySustainabilitySustainability

Positioning to Customers

Informative:  Citizens

Awareness RaisingAwareness Raising

CertificationCertification

Crypto InnovationCrypto Innovation

Cyber SecurityCyber Security

Secure eIdentitiesSecure eIdentities

CI SecurityCI Security

Operational:  Public Sector

Cooperative: Industry, Science, Media

 Founded in 1991
 Staff ~ 570 employees
 Budget: 69 mio. € (2011)

Security Consulting & Support for Federal Gov.Security Consulting & Support for Federal Gov.
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Motivation

Organised 
crime

Hacktivism

Hacker/
Cracker

States/
Intelligence 
Services

Cyber
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Cyber Security Strategy for Germany

Protection of critical information infrastructures

Secure IT systems in Germany

Strengthening IT security in the public 
administration

National Cyber Response Centre

National Cyber Security Council

Effective crime control also in cyberspace

Effective coordinated action to ensure cyber 
security in Europe and worldwide

Use of reliable and trustworthy information 
technology

Personnel development in federal authorities

Tools to respond to cyber attacks

Feb

23
2011
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Key elements

Society
Public sector 
Private sector

10 strategic objectives and measures 
e.g. CIIP, Cyber Response Centre, Cyber 

Security Council, coordinated action

Cyberspace
Cyber security 

cyber attack
 cyber espionage 
cyber sabotage 

Critical Infrastructures

Internal Action Plan (BMI)
Implementation Plan for the Federal Administration (UP BUND)

CIP Implementation Plan (UP KRITIS)

Comprehensive 
approach:

preventive
reactive

sustainable 

Mix of domestic and 
external policy 

measures 

Substantial contribution to a 
secure cyberspace, 

thus maintaining and promoting economic 
and social prosperity in Germany
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Top Priorities

Alliance for 
Cyber Security

The National Cyber 
Response Centre

Critical Information 
Infrastructure 

Protection



7

Contact

Bundesamt für Sicherheit in der 
Informationstechnik (BSI)

Dr. Günther Welsch
Godesberger Allee 185-189
53175 Bonn

Tel:  +49 (0)22899-9582-5900
Fax: +49 (0)22899-10-9582-5900

guenther.welsch@bsi.bund.de
www.bsi.bund.de
www.bsi-fuer-buerger.de
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