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Collaboration
in a CSP setting

— Step 1: Use MISP



CSIRT
LCSPI

1b) Admin configures CSP-TM to
sync with other LCSPI-TM instances
based on trust circles, sharing groups
TLP codes, etc. (cf. next slide)
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1a) Admin configures CSP-TM to
automatically collect and pre-process

feeds, tweets, data sources, vendor reports, ...
(STIX/Cybox, CVE, ARF, CSV, PDF, email, ...)

E)—/Internet

8

CSP-TM (MISP)

(&

2) Team member ,uses“ CSP-TM:
search, create, delete, enrich, get,
export, review, update ThreatData

3) Team member receives notifications
from CSP-TM about threats, acts
accordingly



Collaboration
in a CSP setting
— Step 2: Use VIPER
in addition for managing

Artefact Analysis
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CSIRT
LCSPI

8

1) Admin configures, CSP-TM (MISP)

updates, resets, deletes
CSP-AA environment

(&

ThreatData sharing
(e.g. I0Cs via PyMISP)

‘¢" 'I'
& 2a) Team member selects analysis environment
AV y 2b) Team member uploads (malware) artefacts,
‘ runs analysis, generates report(s)

Other modules



Collaboration
in a CSP setting
— Step 3: Use
Secure Communication

to collaborate
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Automatic sync (e.g. via STIX, REST, ...):
of threat intel such as I0OCs, attack vectors,
attribution info, malware samples, attack tools, ...

V4

NL-CSIRT
LCSPI

NL team member uses CSP-SC

to inform DE team member about ,interesting*
event and invites his analysis/assessment
(,have a look at MISP event #123...%)
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