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% EU CyberNet — EU cyber capacity building network

1. Strengthen the global 1. Build EU expert community for external cyber
delivery, coordination and capacity-building (CCB)
coherence of the EU’s 2. Provide CCB expertise and training service for

external cyber capacity-
building projects

2. Reinforce EU’s capacity to

partners

3. Gather and share CCB information and

provide technical assistance knowledge
to partner countries in the 4. Establish a regional cyber competence centre
areas of cybersecurity and (LAC4)

countering cybercrime . .. :
&Y 5. Provide support to the Commission services

(expertise on external cyber actions)
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% Stakeholder Community

* 55+ members

* Stakeholders

Ministries
National cyber
authorities

Cyber competence
centres

Academia
Cyber projects

Development
agencies

International
organisations
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% Expert Pool — 250 experts

43 skillsets and 349
skills

Individual experts in
their private
capacity

From private and
public sector,
including academia

4.1. Applied Cryptography
4.2. Botnet Mitigation
4.3. Cloud Security & Compliance

4.4. Computer security incident response

4.5, Digital Forensics

4.6. Digital Identity & Trust Services

4.7. Embedded Systems / Special Systems

4.8. General IT Systems Security

4.9. Industrial Control Systems / Cyber Physical Systems

4.10. Internet of Things

4.11. Malware Analysis
4.12. Mobile Security & Forensics

4.13. Monitoring

4.14. Security by Design
4.15. Testing
4.16. Web Security

3.1. CIIP

3.2. Cyber Awareness & Dissemination (51)

3.3. Cyber Crisis Management

3.4. Cyber Exercises & Readiness

3.5. Cyber Risk Management

3.6. Cyber Threat Intelligence

3.7. Digital Information Space

3.8. Incident Management

3.9. IT Security Assessment

4. TECH

3. OPS

‘ —_——
5-9 —(— Experts

1. STRAT
EU CyberNet
Experts skills
coverage
2. LAW

1.1. 5G

1.2. Artificial Intelligence

1.3. Blockchain

1.4. Cyber Diplomacy

1.5. Executive Cyber Security

1.6. International Cooperation Frameworks
1.7. International Organisations in Cyber

1.8. Internet Governance

1.9. National Cyber Security Strategy
1.10. Quantum computing

1.11. Technology Governance

2.1. Cyber Crime - International

2.2. Cyber Crime — National

2.3. Data Protection

2.4. EU Cyber Policy

2.5. Information Security Standards
2.6. International Law of Cyber Ops
2.7. Legal & Regulatory Frameworks

© EU CyberNet
2022-09-01



% Cyber capacity building process

Call for Action

Consultant

4.1. Applied Cryptography 20+
4.2. Botnet Mitigation 15-19
4.3. Cloud Security & Compliance 10-14
4.4. Computer security incident response 5-9 —[ﬁ Experts 1456
45 it erers : — Trai Speaker
gital Forensics L 1.2. Artificial Intelligence ra I n e e p
4.6. Digital Identity & Trust Services 0 1.3, Blockchain
4.7. Embedded Systems / Special Systems 1.4. Cyber Diplomacy
4.8. General IT Systems Securit o
SIS YEESIE SISy 4. TECH 1.5. Executive Cyber Security

4.9. Industrial Control Systems / Cyber Physical Systems 7

1. STRAT 1.6. International Cooperation Frameworks
4.10. Internet of Things ¥

1.7. International Organisations in Cyber Atte n d e e
e 1.8. Internet Governance
4.12. Mobile Security & Forensics
4.13. Monitoring
4.14. Security by Design EU CyberNet
4.15. Testing Experts skills
coverage

Trainer

1.9. National Cyber Security Strategy
1.10. Quantum computing

1.11. Technology Governance

4.16. Web Security

2.1. Cyber Crime - International

2.2. Cyber Crime - National

[ ]
3.1. CIIP .
2.3. Data Protection
3.2. Cyber Awareness & Dissemination (51) . Act I O n
2. LAW _ 2.4. EU Cyber Policy

3.3. Cyber Crisis Management i .
2.5. Information Security Standards
3.4. Cyber Exercises & Readiness

3.5. Cyber Risk Management 3. OPS

3.6. Cyber Threat Intelligence

2.6. International Law of Cyber Ops
2.7. Legal & Regulatory Frameworks

3.7. Digital Information Space

3.8. Incident Management © EU CyberNet
3.9. IT Security Assessment 2022-09-01



% Trainer Coaching Summer School

* |Intense train-the-trainer course with hands-on practical activities,
sharing and learning

e 2,5 days
e 2 trainers

e 26 trainees




% EU CyberNet Club

 EU CyberNet Club is online event series
where experts can learn from and discuss
with other members of the EU CyberNet
community of various issues that relate to
cyber security

* 06.05.2021 — Secure Digital Identity

* 03.06.2021 - 5G and new technologies

* 06.07.2021 — National Cybersecurity Standards

* 01.08.2021 — Internet Governance

* 02.09.2021 — Attribution

* 07.10.2021 - EU Cyber Defence

* 04.11.2021 - Digital Evidence

* 02.12.2021-ClIP

* 06.01.2022 — Club Special: French EU Presidency

03.02.2022 - Disinformation

03.03.2022 — |oT Security

07.04.2022 — State Cloud Security

05.05.2022 - EU Digital Sovereignty

02.06.2022 — Club Special: Czech EU Presidency
07.07.2022 — GDPR

04.08.2022 — Budapest Convention

01.09.2022 — Ransomware



§W‘ Other examples e
A

A\ﬁ,CyberNet

e Various events bringing together stakeholders and
experts

e Cyber Project Community meetings

* Cyber Capacity Building Courses for EU Delegations
* Executive level cyber workshops

 Mapping of CCB actions by the EU and MS

* Information sharing on policy updates and activities
in CCB

* Training activities
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Thank you!
Silja-Madli.Ossip@ria.ee

Follow us:
@eucybernet

Join us:
www.eucybernet.eu

EU CyberNet® is a registered trademark

Funded by the
European
Union




