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The task of the MSB is to enhance and support
societal capacities for preparedness for and
prevention of emergencies and crises. When one
does occur, we support the stakeholders involved by
taking the right measures to control the situation.



Overall governmental responsibility for
society’s information assurance in Sweden



Sweden is a big country with few
people and has a proud tradition in
ICT



Swedish ICT Inventions

AXE: An automatic telephone
switchboard, a cornerstone in Ericsson’s

growth

Color graphics: The basics of the
Graphics Processing Unit, or GPU,
established by Swedish inventor Hakan

Lans

NMT and GSM: Two parts of the basic
technology behind cell phones are both

Swedish.

Kazaa, Skype and Joost: The file-
sharing program Kazaa and the internet
calling service Skype revolutionized their
respective markets.
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MSB is running a national
program called "Security in
industrial information- and
control systems”






Technical Awareness Information Planning &
Platform for Raising Sharing & Program
Collaboration Cooperation Development




Critical infrastructures are dependent on
control systems

=>Government must play an active role

Critical infrastructures are operated by
private actors
=»Private public partnerships

Multinational control systems vendors

=» International coordination and
collaboration — a challenge and a solution



International collaboration is
crucial for us to stay in the elite
league



Workshop outcome of interesting
areas

ICT-platform security
Computing-platform security
Software security
Socio-technical security aspects
Security metrics and assessment
Privacy enhancing technologies

Advanced security functions-
and countermeasures






Technical platform for collaboration
is used primarily for technical
studies, but has also hosted
academic researchers



Swedish government has recently
formed a coordination council for
smartgrids



Critical infrastructure often depend on
correct time. Thus, there is a strong
dependency on GNSS



TOPIC

IT

CONTROL SYSTEMS

Anti-virus & Mobile Code

Common & widely used

Uncommon and difficult to deploy

Countermeasures
Support Technology Lifetime 3-5 years Up to 20 years
Outsourcing Common/widely used Rarely used
Application of Patches Regular/scheduled Slow (vendor specific)
Change Management Regular/scheduled Legacy based — unsuitable for

modern security

Time Critical Content

Delays are generally accepted

Critical due to safety

Availability Delays are generally accepted 24 x 7 x 365 x forever
Security Awareness Good in both private and public Generally poor regarding cyber
sector security
Security Testing/Audit Scheduled and mandated Occasional testing for outages
Physical Security Secure Very good but often remote and

unmanned

Source: PA Consulting 2002







